Kernrate Viewer (KrView) Usage Guide

Updated December 19, 2003

Purpose

Kernrate is a sample profiling tool meant to help identify where CPU time is being spent. Kernrate Viewer, abbreviated as KrView, provides the means to graphically present some of the most important data output by Kernrate.  This is accomplished by means of macros written in Visual Basic for Applications.

KrView has two basic modes of operation.  First, Kernrate has a –yr {file.kv} option that provides output in a form suitable for processing by KrView.  KrView takes such a file and converts the contents into a series of Excel worksheets that provide an interactive visual representation of the profile data.  Second, KrView can be used to provide a visual comparison of two or more Kernrate profiles.  It takes Excel workbooks generated previously by KrView and matches up the profile data side-by-side to allow easy comparison of multiple Kernrate runs.

Note that this documentation assumes the reader already has a working understanding of Kernrate features and Kernrate output or has read the Kernrate documentation.

Taking Traces with Kernrate

Minimum recommended uniprocessor kernrate options: 

Kernrate –v 2 –b 4 –f –ts –yr filename.kv

Minimum recommended multiprocessor kernrate options: 

Kernrate –v 2 –b 4 –m –f –ts –yr filename.kv

Supported Platforms

The version of KrView documented here will run on Excel XP and Excel 2003 running on Windows 2000, Windows XP, and Windows 2003 Server.  It has not been tested on every combination of Excel (Office) and Windows service packs, but it works on the most recent service packs as of the time this document was last updated.

Only Kernrate versions contained in this package and released after this date will provide the necessary output files for KrView. Excel does not need to be installed on the machine being traced (Kernrate), only the machine the trace is processed on (Kernrate Viewer).
As this is the first release of this tool, the authors would appreciate suggestions and problems be reported as soon as possible to krview@microsoft.com.  Updates will be available through the Windows Resource Toolkit.

Starting Kernrate Viewer

Clicking on the KRVIEW.xls icon or opening KRVIEW.xls from within Excel will bring up a license agreement which must be agreed to the first time KrView is run.  If necessary, KrView will also prompt the user to modify Macro Security to Trust Access to Visual Basic Projects.

Macros must be enabled in order to run KrView, so security levels may be an issue.  The macros in KrView are signed by Microsoft Corporation, so if the Macro Security level is High or Very High, additional steps may be necessary to allow KrView to run.

A KrView button is created on its own Excel toolbar.  It can be moved or hidden just like any other toolbar.  Clicking on this icon is the same as clicking on (or opening) the last KRVIEW.xls file accessed.  So, if the user receives an updated file, the first time it is accessed the icon will be redirected.  The intent of this is to allow the user to place the KRVIEW.xls file in some general tool directory and forget about it until an updated version is received.  The Excel toolbar icon is intended to be the primary means of running KrView.

Configuring Kernrate Viewer
After opening KrView (by whatever means), a window is opened with several tabs.  If this window is closed without hitting the Process Trace button, the user can access some configuration parameters that will serve as defaults for all subsequent runs.  That is, if changes are made and the workbook is saved, KRVIEW.xls will have changed and subsequent runs will use the new parameters.

Idle Functions Exclusion List
The user can classify specific modules (e.g., HAL) and routines (e.g., ProcessorIdle) as Idle.  These modules and routines can then be excluded or specially treated during Kernrate profile data processing steps.  For example, if a system is somewhat underutilized, perhaps only running at 20% CPU utilization, it may be useful to remove all of the idle time from the graphs so as to get a better picture of what is going on during the 20% busy time.

If the user puts an asterisk (*) in the Function Name column, all routines in the module specified under Module Name are classified as Idle.  Otherwise, each combination of Module Name and Function Name specifies a unique Idle routine.

For Kernel and HAL idle routines, “NTKernel” and “HAL” serve as an umbrella for all Kernels and HALs (see the Kernel Names and HAL Names below).

Kernel Names and HAL Names
Since Windows has multiple names for its Kernel binary and since there are multiple potential HAL binaries, it is useful to be able to collapse these names into one unique Kernel and one unique HAL identifier.  This is particularly useful when custom binaries are being tested and compared.  By adding module names to the Kernel Names and HAL names lists, each Kernel and HAL module’s name is substituted with “NTKernel” or “HAL” during the processing of the trace file.

This is most evident when comparing traces from different machines.  If the output workbook of a KrView comparison contains worksheets for more than one Kernel, ensure that the Kernel names from all input workbooks have been added to the Config sheet and re-process the traces.

Processing Output from Kernrate
After opening KrView (by whatever means), a window is opened with several tabs.  The first three (Process Trace, Parsing Options, and User Options) enable a user to identify and process a Kernrate output file using specific criteria.  From back to front:

User Options
There are seven options here along with a button to reset all options to their defaults.

· Default Window Zoom:  If the final output is going to be displayed on a small screen, it may be useful to reduce this value from 100 (percent) down to something that displays more easily.

· Display Gridlines:  Should the worksheets contain gridlines or not?

· Show Pivot Field List:  If the pivot tables created by KrView frequently change, then set this to Yes.  Note: One can still access the pivot table menus by simply selecting any cell within the pivot table range.

· Display Column Headings:  Should the worksheets contain the “A, B, C, D, E, …” headings?

· Display Screen Updates During Processing:  Hiding the work that goes on during Kernrate data processing speeds up the processing time dramatically.

· Close Kernrate Viewer When Processing Completes:  It is less confusing if the original KRVIEW.xls file is automatically closed after processing, leaving just the newly generated workbook open.

· Automatically Save Processed Workbook:  Executes a Save when the processing is complete. This is recommended, especially when processing large profiles.

Parsing Options
There are five options here along with a button to reset all options to their defaults:

· Exclude Privileged Idle Time:  Don’t include modules and routines specified as Idle in privileged time pivot tables and graphs.

· Exclude User Idle Time:  Don’t include modules and routines specified as Idle in user time pivot tables and graphs.

· Process User Modules:  Generate user time graphs in addition to privileged time graphs.

· Calculate using Certain or Upper Hits:  See Kernrate documentation for full details on this distinction.  In general, Certain Hits are those that can be attributed to a given module or routine without any uncertainty.  Upper Hits also include those hits that could possibly be attributed to a given module or routine, but could in fact be hits in another module or routine.  Note that per-CPU detail for Certain Hits was not available in Kernrate output as of the date this documentation was last updated.

· Number of Items to Import Per Sheet:  This option relates specifically to KrView Compare Trace functionality.  See below for a full explanation.

Process Trace
There are fields here to specify an input file and an output file as well as an ability to lock in a default directory to make it easier to search for input files in future runs.  I.E., if Kernrate output files are normally in a given directory or sub tree, KrView can be set to start browsing for input files at that location.

The Select File button allows the user to browse for an input file – a Kernrate output file as specified by the –yr option in the Kernrate command line.  KrView will automatically generate an output file name based on the input file name, but this is just a default and can be altered.  The output file directory defaults to the input file directory.

The Process Trace button performs the actual processing of the file, converting the data into worksheets.  Progress is reported in the bottom half of the window.  Note that some KrView or Kernrate options, such as displaying screen updates while processing or profiling per-CPU data, can add significantly to the processing time of a Kernrate output file.

Individual Kernrate Viewer Worksheets
Summary
Specifies input and output files, date and time Kernrate file was processed, how long it took to process the file, parsing options selected, and the division of time (profile hits) between privileged and user and between busy and idle.

MachineInfo
Gives basic information on machine profiled by Kernrate, as well as the time of the profile and the command line options used.

AllModuleSummary, PrivilegedModuleSummary, and UserModuleSummary

These three worksheets graph the top N modules by CPU utilization.  The Per CPU Detail button (only available if the machine has more than one CPU and the –m and –v 2 options were used to take the trace) changes the graph to break out the CPU utilization per processor.  The Total CPU button returns the graph to its original form where all CPUs are combined.  The Show All/Top N pulldown allows the user to select the number of modules to include in the graph (e.g., All 27 or Top 10).

Scrolling down on the worksheet, the pivot table for the graph can be found.  This is useful in case the user wants to further manipulate the data.  The Show All/Top N pulldown also affects the pivot table, so the user can access the complete set of modules if desired.

Note that the parsing options for excluding privileged and user idle time as well as the selection of specific modules and routines as Idle will affect these graphs; hits in modules and routines specified as Idle by the user will not be included in the total CPU utilization, and Idle modules will not appear.

The PrivilegedModuleSummary worksheet also contains statistics on memory, context switches, system calls, faults, and I/O operations captured during the Kernrate profiling period.
AllHotFunctions, HotPrivilegedFunctions, and HotUserFunctions

These three worksheets graph the top N routines by CPU utilization.  Routines are prefixed by their module (e.g., Classpnp -> TransferPktComplete).  The Per CPU Detail button (only available if the machine has more than one CPU and the –m and –v 2 options were used to take the trace) changes the graph to break out the CPU utilization per processor.  The Total CPU button returns the graph to its original form where all CPUs are combined.  The Show All/Top N pulldown allows the user to select the number of routines to include in the graph (e.g., All 27 or Top 10).

Scrolling down on the worksheet, the pivot table for the graph can be found.  This is useful in case the user wants to further manipulate the data.  The Show All/Top N pulldown also affects the pivot table, so the user can access the complete set of routines if desired.

Note that the parsing options for excluding privileged and user idle time as well as the selection of specific modules and routines as Idle will affect these graphs; hits in modules and routines specified as Idle by the user will not be included in the total CPU utilization, and Idle modules and routines will not appear.
IdleTime

The first two charts show how privileged and user idle time is divided up among the modules and routines specified by the user as Idle.  The third chart shows how the CPU utilization is divided up between busy and idle time.  Note that a complete lack of idle time may result in one or more charts not appearing in the worksheet.
UserProcess_PID

Worksheets of this type graph all of the top N modules by CPU utilization for a given user-mode process.  The Per CPU Detail button (only available if the machine has more than one cpu and the –m and –v 2 options were used to take the trace) changes the graph to break out the CPU utilization per processor.  The Total CPU button returns the graph to its original form where all CPUs are combined.  The Show All/Top N pulldown allows the user to select the number of modules to include in the graph (e.g., All 27 or Top 10).

Note that the parsing options for excluding user idle time as well as the selection of specific modules and routines as Idle will affect these graphs; hits in modules and routines specified as Idle by the user will not be included in the total CPU utilization.  Idle routines will not appear in the graphs, and Idle modules will not have worksheets generated for them.
UserProcess_PID_Detail

Worksheets of this type graph the top N routines in each module for a given user-mode process by CPU utilization.  The Per CPU Detail button (only available if the machine has more than one cpu and the –m and –v 2 options were used to take the trace) changes the graph to break out the CPU utilization per processor.  The Total CPU button returns the graph to its original form where all CPUs are combined.  The Show All/Top N pulldown allows the user to select the number of routines to include in the graph (e.g., All 27 or Top 10).  The total CPU time and total privileged time represented by the module is given below the graph.

Scrolling down on the worksheet, the pivot table for the graph can be found.  This is useful in case the user wants to further manipulate the data.  The Show All/Top N pulldown also affects the pivot table, so the user can access the complete set of routines if desired.

Note that the parsing options for excluding privileged and user idle time as well as the selection of specific modules and routines as Idle will affect these graphs; hits in modules and routines specified as Idle by the user will not be included in the total CPU utilization, and Idle modules will not appear.


Kernel Module Worksheets
These worksheets graph the top N routines in each module by CPU utilization.  The Per CPU Detail button (only available if the machine has more than one cpu and the –m and –v 2 options were used to take the trace) changes the graph to break out the CPU utilization per processor.  The Total CPU button returns the graph to its original form where all CPUs are combined.  The Show All/Top N pulldown allows the user to select the number of routines to include in the graph (e.g., All 27 or Top 10).  The total CPU time and total privileged time represented by the module is given below the graph.

Scrolling down on the worksheet, the pivot table for the graph can be found.  This is useful in case the user wants to further manipulate the data.  The Show All/Top N pulldown also affects the pivot table, so the user can access the complete set of routines if desired.

Note that the parsing options for excluding privileged and user idle time as well as the selection of specific modules and routines as Idle will affect these graphs; hits in modules and routines specified as Idle by the user will not be included in the total CPU utilization.  Idle routines will not appear in the graphs, and Idle modules will not have worksheets generated for them.
KernrateOptions

Provides a tabular summary of the various Kernrate command line options selected for the profile.

TaskList

Lists all processes in the profiled system, any hosted services, and apportions privileged and user time among them.

TraceTotals

Lists the various trace totals.  ProfileTime is taken from the ProcessorSummary sheet.  TlistElapsedTime is taken from the TaskList sheet, but it may not precisely match because the sample granularity is not as fine as ProfileTime.  TotalPlatformTimeHits is the maximum number of hits possible. 

ProcessorSummary

Gives privileged, user, idle, DPC, and interrupt CPU utilization values for each processor.

ZoomList

Lists the specific modules chosen for detailed profile analysis during the Kernrate run.

MonitoredProcesses

Lists the specific processes chosen for detailed profile analysis during the Kernrate run.

ProfileSourceInfo

Describes the (adjustable) rate that Kernrate used to take samples.  (Kernrate option -i)

SystemLocks

Provides information about the various system locks.  (Kernrate option -x)

Kernrate Help

Describes the various command line options for Kernrate.

Comparing Kernrate Viewer Workbooks
After opening KrView (by whatever means), a window is opened with several tabs.  The last one, Compare, enables a user to compare multiple KrView workbooks – that is, to compare data from multiple Kernrate runs.  The second tab (Compare Options) is also useful, as it allows the user to limit the scope of the comparison.

Compare Options

· Number of Items to Import Per Sheet: Within each workbook being compared there are worksheets containing pivot tables.  This setting determines the number of elements to import from each pivot table.  The default is 100.

All KrView workbooks must have been generated using the same Parsing Options from the list below or the compare will exit unsuccessfully.

· Certain/Upper

· Include/Exclude Privileged Idle

· Include/Exclude User Idle

The maximum number of workbooks that can be compared is stored in the registry at HKEY_CURRENT_USER\Software\VB and VBA Program Settings\KrView\ParsingOptions [MaxTraces].  The value defaults to 25 and it cannot be less than 2 or greater than 64.

Before hitting the Compare Trace button:
· The user must select at least two workbooks to compare

· The Short Name is set to the file name of the trace, but the user may opt to change this to something more meaningful

· The output file name defaults to compare.xls in the last directory from which the user selected a workbook for comparison.  The extension of the file must be .xls.

AllModuleSummary, PrivilegedModuleSummary, and UserModuleSummary

AllHotFunctions, HotPrivilegedFunctions, and HotUserFunctions
These sheets contain straightforward comparison data from the corresponding worksheets in the workbooks being compared.  Refer to the Kernrate Viewer Worksheets section for more information.

User Process and User Process Detail

These sheets contain straightforward comparison data from the corresponding worksheets in the workbooks being compared, with one exception.  User processes with the same name are rolled into a single sheet.  Refer to the Kernrate Viewer Worksheets section for more information.

Kernel Module Worksheets

These sheets contain straightforward comparison data from the corresponding worksheets in the workbooks being compared.  Refer to the Kernrate Viewer Worksheets section for more information.

Removing Kernrate Viewer from Excel
1. Select View->Toolbars->Customize

2. Select KrView (most likely at the bottom of the toolbar list)

3. Delete and Close


Limitations
· Entire User Modules cannot be declared as Idle.  (Individual routines must be specified instead.)

· When capturing per processor detail with the –m option, using an affinity mask is not supported.

· Raw module data processing is not included in this release.

· Bucket sharing information is not included in this release.

· Kernrate Viewer cannot be run on Excel 2000 as of this release.

Known Failure Modes

· Module names beginning with a non-alphanumeric character (~A-Z) or module names that may be confused by Excel as “Ranges” may cause unexpected behavior.

· If a Kernrate Viewer input file (i.e., a Kernrate output file) is locked open for editing, KrView may post a spurious error stating that Access to the Visual Basic Project is required.  Close the file where it is locked open and retry the operation.

Revision History
Version 1.00.8

1. Fixed problem with the default sheet setting in Excel.  If the default number of worksheets was set to less than three, KrView would produce an error.  KrView now tests to see if sheets 1 through 3 exist before trying to modify their names.  If the sheets do not exist then they are created.  If more than three sheets are created by default then KrView removes the extra sheets. Excel can create 1 to 255 sheets by default.
2. Removed additional idle time from the module summary.  Function-specific idle time was not being removed from the module summary.  Depending on the amount of idle time present in the trace, this would  result in incorrect idle data reported at the module level.

3. Multiple trace processing (one after another without closing KrView) could result in errors on the summary sheet with regards to idle time.  The data was correct but the summary sheet may have indicated that there was idle time present in the trace when there was not.  The values for the idle time would be 0.
4. Changed the sheet arrangement progress messages to be displayed by default.  This gives the user better status during processing.
5. Removed illegal characters from sheet names and Excel ranges.  If the sheet name contained illegal characters such as the plus sign (“+”), then KrView would exit with an error. 

.

Appendix:  EULA
END-USER LICENSE AGREEMENT FOR MICROSOFT KERNRATE VIEWER
IMPORTANT-READ CAREFULLY: This End-User License Agreement (“EULA”) is a legal agreement between you (either an individual or a single entity) and Microsoft Corporation for the Microsoft software that accompanies this EULA, which includes computer software and may include associated media, printed materials, “online” or electronic documentation, and Internet-based services (“Software”).  An amendment or addendum to this EULA may accompany the Software.  YOU AGREE TO BE BOUND BY THE TERMS OF THIS EULA BY INSTALLING, COPYING, OR OTHERWISE USING THE SOFTWARE. IF YOU DO NOT AGREE, DO NOT INSTALL, COPY, OR USE THE SOFTWARE.

1.
GRANT OF LICENSE.  Provided that you comply with all terms and conditions of this EULA, Microsoft grants you a personal, nonexclusive, royalty-free license to install and use copies of the Software on computers running on your premises.

2.
RESERVATION OF RIGHTS AND OWNERSHIP.  Microsoft reserves all rights not expressly granted to you in this EULA.  The Software is protected by copyright and other intellectual property laws and treaties. Microsoft or its suppliers own the title, copyright, and other intellectual property rights in the Software.  The Software is licensed, not sold.
3.
LIMITATIONS ON REVERSE ENGINEERING, DECOMPILATION, AND DISASSEMBLY.  You may not reverse engineer, decompile, or disassemble the Software, except and only to the extent that such activity is expressly permitted by applicable law notwithstanding this limitation.

4.
NO RENTAL/COMMERCIAL HOSTING. You may not rent, lease, lend or provide commercial hosting services with the Software.

5.
CONSENT TO USE OF DATA.  You agree that Microsoft and its affiliates may collect and use technical information gathered as part of the product support services provided to you, if any, related to the Software.  Microsoft may use this information solely to improve our products or to provide customized services or technologies to you and will not disclose this information in a form that personally identifies you.   

6.
LINKS TO THIRD PARTY SITES.  You may link to third party sites through the use of the Software.  The third party sites are not under the control of Microsoft, and Microsoft is not responsible for the contents of any third party sites, any links contained in third party sites, or any changes or updates to third party sites.  Microsoft is not responsible for webcasting or any other form of transmission received from any third party sites.  Microsoft is providing these links to third party sites to you only as a convenience, and the inclusion of any link does not imply an endorsement by Microsoft of the third party site.

7.
SUPPORT SERVICES. This tool is not supported. Microsoft may, however, provide you with product support services related to the Software.  Use of any such support services is governed by the Microsoft policies and programs described in the user manual, in online documentation, on Microsoft’s support webpage, or in other Microsoft-provided materials.  Any software Microsoft may provide you as part of support services are governed by this EULA, unless separate terms are provided.  This EULA does not obligate Microsoft to provide any support services or to support any software provided as part of those services.  
8.
ADDITIONAL SOFTWARE/SERVICES.  This EULA applies to updates, supplements, add-on components, or Internet-based services components, of the Software that Microsoft may provide to you or make available to you after the date you obtain your initial copy of the Software, unless we provide other terms along with the update, supplement, add-on component, or Internet-based services component.  Microsoft reserves the right to discontinue any Internet-based services provided to you or made available to you through the use of the Software.  Microsoft is not obligated to provide maintenance, technical or other support, or updates to you for the Software.    

9.
U.S. GOVERNMENT LICENSE RIGHTS. All Software provided to the U.S. Government pursuant to solicitations issued on or after December 1, 1995 is provided with the commercial license rights and restrictions described elsewhere herein.  All Software provided to the U.S. Government pursuant to solicitations issued prior to December 1, 1995 is provided with “Restricted Rights” as provided for in FAR, 48 CFR 52.227-14 (JUNE 1987) or DFAR, 48 CFR 252.227-7013 (OCT 1988), as applicable. 

10.
EXPORT RESTRICTIONS.  You acknowledge that the Software is subject to U.S. export jurisdiction.  You agree to comply with all applicable international and national laws that apply to the Software, including the U.S. Export Administration Regulations, as well as end-user, end-use, and destination restrictions issued by U.S. and other governments.   For additional information see <http://www.microsoft.com/exporting/>.

11.
SOFTWARE TRANSFER.  The initial user of the Software may make a one-time permanent transfer of this EULA and Software to another end user, provided the initial user retains no copies of the Software.  The transfer may not be an indirect transfer, such as a consignment.  Prior to the transfer, the end user receiving the Software must agree to all the EULA terms.

12.
TERMINATION.  Without prejudice to any other rights, Microsoft may terminate this EULA if you fail to comply with the terms and conditions of this EULA. In such event, you must destroy all copies of the Software and all of its component parts.

13.
DISCLAIMER OF WARRANTIES.   To the maximum extent permitted by applicable law, Microsoft and its suppliers provide the  Software, and support services (if any) AS IS AND WITH ALL FAULTS, and Microsoft and its suppliers hereby disclaim all OTHER warranties and conditions, whether express, implied or statutory, including, but not limited to, any (if any) IMPLIED warranties, DUTIES or conditions of MERCHANTABILITY, OF fitness for a particular purpose, OF RELIABILITY OR AVAILABILITY, OF ACCURACY OR COMPLETENESS OF RESPONSES, OF RESULTS, OF WORKMANLIKE EFFORT, OF LACK OF VIRUSES, AND OF LACK OF NEGLIGENCE, ALL WITH REGARD TO THE  SOFTWARE, AND THE PROVISION OF OR FAILURE TO PROVIDE SUPPORT OR OTHER SERVICES, INFORMATION, SOFTWARE, AND RELATED CONTENT THROUGH THE  SOFTWARE OR OTHERWISE ARISING OUT OF THE USE OF THE  SOFTWARE.  also, there is no warranty or condition of title, quiet enjoyment, quiet possession, correspondence to description or non-infringement with regard to the  Software.   THE ENTIRE RISK AS TO THE QUALITY, OR ARISING OUT OF THE USE OR PERFORMANCE OF THE SOFTWARE AND ANY SUPPORT SERVICES, REMAINS WITH YOU.

14.
EXCLUSION OF INCIDENTAL, CONSEQUENTIAL AND CERTAIN OTHER DAMAGES.  To the maximum extent permitted by applicable law, in no event shall Microsoft or its suppliers be liable for any special, incidental, punitive, indirect, or consequential damages whatsoever (including, but not limited to, damages for loss of profits or confidential or other information, for business interruption, for personal injury, for loss of privacy, for failure to meet any duty including of good faith or of reasonable care, for negligence, and for any other pecuniary or other loss whatsoever) arising out of or in any way related to the use of or inability to use the SOFTWARE, the provision of or failure to provide Support OR OTHER Services, informatIon, software, and related CONTENT through the software or otherwise arising out of the use of the software, or otherwise under or in connection with any provision of this EULA, even in the event of the fault, tort (including negligence), misrepresentation, strict liability, breach of contract or breach of warranty of Microsoft or any supplier, and even if Microsoft or any supplier has been advised of the possibility of such damages.   BECAUSE SOME STATES/JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY TO YOU.
15.
LIMITATION OF LIABILITY AND REMEDIES. NOTWITHSTANDING ANY DAMAGES THAT YOU MIGHT INCUR FOR ANY REASON WHATSOEVER (INCLUDING, WITHOUT LIMITATION, ALL DAMAGES REFERENCED HEREIN AND ALL DIRECT OR GENERAL DAMAGES IN CONTRACT OR ANYTHING ELSE), THE ENTIRE LIABILITY OF MICROSOFT AND ANY OF ITS SUPPLIERS UNDER ANY PROVISION OF THIS EULA AND YOUR EXCLUSIVE REMEDY HEREUNDER SHALL BE LIMITED TO THE GREATER OF THE ACTUAL DAMAGES YOU INCUR IN REASONABLE RELIANCE ON THE SOFTWARE UP TO THE AMOUNT ACTUALLY PAID BY YOU FOR THE SOFTWARE OR US$5.00.  THE FOREGOING LIMITATIONS, EXCLUSIONS AND DISCLAIMERS SHALL APPLY TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, EVEN IF ANY REMEDY FAILS ITS ESSENTIAL PURPOSE.

16.
APPLICABLE LAW.  If you acquired this Software in the United States, this EULA is governed by the laws of the State of Washington.  If you acquired this Software in Canada, unless expressly prohibited by local law, this EULA is governed by the laws in force in the Province of Ontario, Canada; and, in respect of any dispute which may arise hereunder, you consent to the jurisdiction of the federal and provincial courts sitting in Toronto, Ontario. If you acquired this Software in the European Union, Iceland, Norway, or Switzerland, then local law applies.  If you acquired this Software in any other country, then local law may apply. 

17.
ENTIRE AGREEMENT; SEVERABILITY.  This EULA (including any addendum or amendment to this EULA which is included with the Software) are the entire agreement between you and Microsoft relating to the Software and the support services (if any) and they supersede all prior or contemporaneous oral or written communications, proposals and representations with respect to the Software or any other subject matter covered by this EULA.  To the extent the terms of any Microsoft policies or programs for support services conflict with the terms of this EULA, the terms of this EULA shall control.  If any provision of this EULA is held to be void, invalid, unenforceable or illegal, the other provisions shall continue in full force and effect.
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