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Disclaimer

Compey, Inc. provides this manual without warranty of any kind, expressed or
implied, including but not limited to the implied warranties of merchantability
and fitness for a particular purpose. Compex, Inc. may make improvements
and/or changes to the product and/or specifications of the product described
in this manual, without prior notice. Compex, Inc will not be liable for any
technical inaccuracies or typographical errors found in this guide. Changes are
periodically made to the information contained herein and wil be
incorporated into later versions of the manual. The information contained is
subject to change without prior notice.

Your Feedback

We value your feedback. If you find any errors in this user’s manual, or if you
have suggestions on improving, we would like to hear from you. Please contact
us at:

Fax: (65) 62809947
Email: feedback@compex.com.sg
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Technical Support Information

The warranty information and registration form are found in the Quick Install
Guide.

For technical support, you may contact Compex or its subsidiaries. For your
convenience, you may also seek technical assistance from the local distributor,
or from the authorized dealer/reseller that you have purchased this product
from. For technical support by email, write to support@compex.com.sg.

Refer to the table below for the nearest Technical Support Centers:

Technical Support Centers

Contact the technical support center that services your location.
U.S.A,, Canada, Latin America and South America

< Write Compex, Inc.
840 Columbia Street, Suite B,
Brea, CA92821, USA

@ Call Tel:  +1(714) 482-0333 (8 a.m.-5 p.m. Pacific time)
= Tel:  +1(800) 279-8891 (Ext.122 Technical Support)
hFax | Fax:  +1(714) 482-0332

Asia, Australia, New Zealand, Middle East and the rest of the World

>4 Write | Compex Systems Pte Ltd
135, Joo Seng Road #08-01, PM Industrial Building
Singapore 368363

@ Call Tel:  (65) 6286-1805 (8 a.m.-5 p.m. local time)
- Tel:  (65) 6286-2086 (Ext.199 Technical Support)
“hFax | Fax:  (65) 6283-8337

Internet E-mail: support@compex.com.sg
access/ | FTPsite: Ftp.compex.com.sg

Website: | http://www.cpx.com or http://www.compex.com.sg
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About This Document

The product described in this document, Compex Wireless-G PCI Network
Adapter, Compex WLP54 is a licensed product of Compex Systems Pte Ltd. This
document contains instructions for installing, configuring and using Compex
WLP54. It also gives an overview of the key applications and the networking
concepts with respect to the product.

This documentation is for both Network Administrators and the end user who
possesses some basic knowledge in the networking structure and protocols.

It makes a few assumptions that the host computer has already been installed
with TCP/IP and already up & running and accessing the Internet. Procedures
for Windows 2000/XP operating systems are included in this document.

How to Use this Document

This document may become superseded, in which case you may find its latest
version at: http://www.compex.com.sg

The document is written in such a way that you as a user will find it convenient
to find specific information pertaining to the product. It comprises of chapters
that explain in detail the installation and configuration of Compex WLP54.

Drivers & Utilities

This manual is written based on Drivers version 5.0.0.108; Utility version
5.0.0.272
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Conventions

In this document, special conventions are used to help and present the
information clearly. The Compex Wireless PCI Network Adapter is often referred
to as Compex WLP54 in this document. Below is a list of conventions used
throughout.

NOTE
This section will consist of important features or instructions

=z
o
-
m

CAUTION
This section concerns risk of injury, system damage or loss of data

WARNING
This section concerns risk of severe injury

i

References on Menu Command, Push Button, Radio Button, LED and Label
appear in Bold. For example, “Click on Ok.”
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Chapter 1  Product Overview

1.1 Introduction

Thank you for purchasing this Wireless 108Mbps PCI Network Adapter. Data
security is facilitated with WPA, IEEE 802.1x Authentication and 64-bit, 128-bit
and 152-bit WEP (Wired Equivalent Privacy). They support easy Plug and Play
installation and combine simplicity, data privacy, and reliability for your wireless
network.

1.2 Features and Benefits

. Interoperability
The PCI adapter is able to inter-operate with other wireless network
devices using different standards. In addition, the dynamic rate
shifting capability allows automatic selection of optimum
connection speed to any wireless LAN devices or access points.

. Easy Monitoring
The client manager (Atheros Wireless Utility) comes with a built-in
monitoring & diagnostic software that detects wireless sites or
access points, providing valuable information like signal strength and
channels used. It also allows testing of your wireless card hardware,
software driver and firmware integrity through the card diagnostic
option for easier troubleshooting of the network adapter.

. Profile Management
The client manager allows the user to configure different profiles,
allowing the wireless card to operate in different wireless networks by
simply changing to the relevant profile.

. Networking Modes
The network adapter supports two types of networking modes:
infrastructure mode and ad-hoc mode. In infrastructure mode,
clients communicate with each other through an access point.
Whereas in ad-hoc mode, clients directly communicate with one
another without the need for an access point.




Chapter 2  Basic Setup

This chapter outlines the basic requirement for the installation and configuration
of the network adapter.

This network adapter is a plug-and-play device. You can plug it into the PCI slot
of your PC for auto-detection.

2.1 Hardware Installation

1.

Turn off your PC and switch off the power from the main power
supply.

Remove the back cover of the PC.

Then insert the network adapter into your PCI slot as shown below.
Ensure that the network adapter is properly seated into the slot.

Replace the back cover.

Power on your PC.




2.2 Driver & Utility Installation
1. Insert the Product CD into your computer CD-ROM drive.

2. Click on Driver & Utility section and the system will run the setup.exe
automatically.

3. Next, the Atheros Client Installation Program screen appears. Click
on the Next> button to proceed.

Atheros Client Installation Program [5(‘
Atheros Client Installation Program

This program installs the driver and client utilities far your
Atheros wireless LAN Client Adapter.

4. When the License Agreement screen appears, you are required to
read and accept the agreement to continue. Click on the Next>
button to proceed.

10



5. Select your preferred setup:

Atheros Client Installation Program

Setup Type 4 :
Select the setup type that best suits pour needs. i;‘“h
Click the type of setup you prefer.

i ent Ut gl
Chaoze this option ta install the
Make Driver Installation Diskettefs) diiver and client utiliies. This is

the recommended aption.

< Back ]I Next > I[ Cancel

Install Client Utilities and Driver (Recommended) option
You are recommended to select this setup type. This option wiill
install both the driver and utility that support your PCl adapter.

Install Driver Only option (For Windows XP user only)

Select this option if you are going to use the Wireless Zero
Configuration Utility to configure your PCl adapter. Note that only
Windows XP comes with the Wireless Zero Configuration Utility.

Make Driver Installation Diskette(s)
Select this option if you wish to make a duplicate copy of the driver
and store to the diskette/s.

6. Click on the Next> button and follow the instructions stated on the
screen.

11



For Windows XP users

7. If you are using Windows XP as operating system, the following

screen will appear. Read the notice carefully and click on the Next>
button to proceed.

Atheros Client Installation Program

Atheros Client Installation Program

IMPORTANT: Flease Read

| Onwindows P, you can canfigurs your Atheras Wirsless LAN Client Adspter thiough the
Atheros Client Uity [ACU) or 5 third party supplicant, Because third party taoks map not
provide all of the functionality available in ACL, Atheros recommends that you use ACU
[Please note that a patch from Micrasalt might be required to se the Misrasct taol with WPA
secuily)

Onthe nest screen, select whether pou want to use ACU or a third party supplicant to
configure vour client adapter.

NOTE: If you select a thid party supplioant, some of the ACLI features will not be: available
To activate thoss festures, you must install ACLL

<Back || Mew> | [ Caneel

12



8.

Select your choice of tool to assist you in configuring your USB
adapter. Click on the Next> button to proceed.

Atheros Client Installation Program

Choose Configuration Tool .
a
Which toal willyou Lse to configure your client adapler?
(%) Atherns Client Uit [ACU] and Supplicant.
O Thid Party Supplicant
[ ¢Back | Mews | [ Carcel

Atheros Client Utility (ACU) and Supplicant option
Select this option to install your network adapter. (Recommended)

Third Party Supplicant option

Select this option if you decide to use Wireless Zero Configuration
Utility to configure your wireless device. Installing this tool will only
allow you to view the status of the connected wireless device/s
through the utility; configuration using the utility will not be allowed.
If you have selected Third Party Supplicant configuration tool, a
screen similar to that below will appear, prompting you to
enable/disable the system tray icon.

Click on the checkbox besides

Enable Atheros System Tray Utility | EbeTicon

and click on the Next> button to

‘Wwiauld you like to enable the Atheras Systern Tray Utiity? This utiity provides a ¢
P roceed. ACU features and is accessible from ar icon in the Windaws system lrap

Enabis Atheros System Tray (ki
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10. The screen below appears to inform you that the driver will be
automatically installed if you have already inserted your client
adapter into the PCI slot of your computer.

Atheros Client Installation Program

The installation program installs the driver aukomatically when the client adapter is inserted. Insert the adapter now i
! it is mot yet inserted, cancel the Found Mew Hardware Wizard if it appears, and proceed with the installation. Click Ok
to cantinue.

Cancel the Found New Hardware Wizard if it appears and click on
the OK button to begin the installation.

11. If a similar screen similar to the one shown below appears, click on
the Continue Anyway button to continue the installation.

Hardware Installation

g

1 The software you are installing for this hardware:
Y
Atheros ARS005GS Wireless Metwork Adapter

has not passed Windows Logo testing to venfy its compatibiity
with Windows XP. (Tell me whe this testing is important )

C iNg your i llation of this sof may impair
or destabilize the comect operation of your system
either immediately or in the futwe. Microsoft strongly
recommends uul you stop this installation now and

tact the h vendor for sof that has
passed Windows Logo testing.

Continue Angway | | STOP Instalation

12. Click on the OK button to reboot your system and this will complete
the installation.

Atheros Client Installation Program

1 The Installation Program has successfully performed the selected operations, but the system needs to be rebooted
before all of the changes will take effect. Click OK ko reboot the system.

14



Chapter 3  Using the System Tray Utility

This chapter will elaborate on the Atheros system Help
tray utility found at the right bottom corner of your | B¢
screen. Right click on the utility icon and the menu Open Atheros Client Utility. ..
will appear. Troubleshooting
Preferences...
Disable Radio
Select Profile »
Show Connection Status

The following explains the different options available on the menu:

Help
Open the online help.

Exit
Exit the Atheros Client Utility application. Once you exit, the icon will disappear
from the system tray.

15



Open Atheros Client Utility...
Launch the Client Utility.

Wireless-G Excellent Signal Strength Example

A Atheros Client Utility - Current Profile: Default

Action  Options  Help
Cunent Status | Prafile Management | Disgnastics
L Profile Name:  Defaul
Vo Link Status:  Assnciated g% &
ATHEROS
Wireless Mode: 2.4 GHz 54 Mbps 1P Address:  132.168.168.28
Network Types  Infrastrusture Curent Charnel. 10 '
Server Based Autheriications  None Dta Erciyptigh ~one
Signal Stranath: Excelert

Wireless-AG No Link Example

Atheros Client Ul

Action  Options  Help

Current Status | Profile Management | Disgnostis |

Total 80211

Profile Mame: czech

ATHEROS
Link Status: Mot Associated

‘wireless Mode: 5 GHz 54 Mbps Cunent Channet Scanning

Server Based Authentication: Dats Encryptin:

IP Address: 0.0.0.0

Signal Strength; Mo Link

Different signal strength indications

Signal Stiangth Mo Link
Signal Stiength Fair
Signal Stength. I Paar

Signal Stienath: [ B Escellent

16



Troubleshooting

This option allows you to identify and resolve the wireless adapter configuration
and association problems only when the network adapter is operating in the
infrastructure mode.

\ Atheros Troubleshooting Utility

Test result / report

[ Run Test I

Click on Run Test. The button display then changes to Start Test and at the same
time, the test messages are displayed. To stop the incoming test messages,
click Stop Test.

A Atheros Troubleshooting Utility

Test resut / report

Running Dirver inttallation best

Test passed
Running Card nzerhon test

Test passed
Running Card enable tet

Test passed
Running Radio test

Test passed
Running Association test

Tes passed
Running Authentication hest
Running Network test

Test passed

— 57N

To save the report to your desired directory on disk, click Save Report.

To view the detailed summary of the configuration tests, click View Report.

17



Preferences

This option allows you to set the startup EIE AR T T
and menu options for the utility. You can
decide whether the program should start
automatically when Windows starts, and

which menu items should appear on the Rt ot s i e R Gl the S s e
pPoOp up menu. items are hidden |

v Help

IwlEat

 Dpen Atheros Chent Litity
' Troubleshooting
 Disable Aadio

 Marual Login
iviReauthentcate

v Select Profile

| Show Connection Status

Startup Options
Flun the program automatically when Windows starts

Menu Dpbons

Disable/Enable Radio

If you are unable to detect the RF signal, disable and enable the radio again.

Once the radio is enabled, the system will prompt you that the RF signals have
been successfully enabled.

Atheros Client Utility

The RF signals for the Following network card(s) have been successfully enabled:
Atheros ARSD0SGS Wireless Network Adapter

[ ok} |

Click on the OK button to proceed.

18



Manual LEAP Login

If you select this option, you will have to manually start the LEAP authentication
process to login to the network instead of being prompted for your LEAP

username and password during your windows logon.
Enter Wireless Network Password nn
Please
mmm&Lmeaﬂwdmb@ II]
Cancel |
User Name | |5alnple1.lserN:rne
Password: [sesssssnnnans .
[ (Optional) Enter the
Logonto: sampleDomain i
l <4—— | domain name that you
wish to logon to.
CardName :  Atheros LISB 2.0 Wireless Network Adapher
Profile Name :  Default

Reauthenticate

Reauthenticate to a LEAP-configured access point each time you login to a

LEAP network.

LEAP Authentication Status En
Card Mame:  Atheros USE 2.0'Wireless Metwork Adapter Io cls c Oﬁ
Frafile Mame: ESSID Compatible

Steps Status
-> 1. Starting LEAP Authenticati Pi ing.
2. Checking Link Status
3. Renewing IP address
4. Detecting IF Frame Type
5. Finding Domain Controller

Select Profile

Click on a configuration profile name to switch to a particular wireless network.
If no configuration profile exists, you will need to add a profile first.

19



Connection Status
To view the connection status of your wireless PCl adapter.

Alternatively, you may also double click on the utility icon in the system tray.

Connection Status

Active Profile: Default

Auto Profile Selection: Disabled
Connection Status: Associated

Link Quality: Excellent

SSID: demo

Access Point Name: Unavailable
Access Point IP Address: Unavailable
Current Receive Rate: 6.0 Mbps
Current Transmit Flate: 54.0 Mbps
Client Adapter |P Address: 192.168.168.100




Active Profile

Auto Profile Selection

Connection Status

Link Quality

SSID

Access Point Name

Access Point IP Address

Current Receive Rate

Current Transmit Rate

Link Speed

Displays the name of the active configuration
profile.

Shows whether auto profile selection is enabled.

Displays whether the adapter is connected to a
wireless network.

States the quality of the link connection.

Displays the SSID of the network to which the
network adapter is associated.

Shows the name of the access point the wireless
adapter is connected to (if any).

Shows the IP address of the access point the wireless
adapter is connected to (if any).

Displays the data rate at which the wireless adapter
is currently receiving from the wireless network.

Displays the data rate at which the wireless adapter
is currently transmitting to the wireless network.

States the speed of the link connection.

Client Adapter IP Address Displays the IP address of the wireless adapter.

21



Chapter 4  Utility Features

This chapter shows you how to make use of the utility to view the status of your
wireless connection, to change your settings and also to monitor your wireless
performance via the network statistics.

NOTE NOTE
— It is advisable to activate only one of the utilities: Either the

Wireless Zero Configuration Utility OR the Atheros Utility.

4.1 Current Status Tab
Displays the performance of the network adapter in the wireless network.

Wireless-G Current Status

A Atheros Client Utility - Current Profile: Workstation 2

Action  Options  Help

Current Status | Profile Management || Diagnostics

Total 80211 7 Total 80211
- Profile Mame:  Warkstation 2 T

r
A Link Status:  Authenticated gé 2
ATHEROS

“wireless Mode: 2.4 GHz 54 Mbps IP Addiess:  192.168.168.43
Network Type:  Infrastructure Current Channel. 1

Server Based Authentication:  Nane DataEncyplion.  AES
Signal Stength.  [NRNNANEENNNNNEERNEENNE  Excellent

Advanced ﬁ

Wireless-AG Current Status

A Atheros Client Utility - Current Profile: czech 2l x|
Action Options  Help

Curent Status |anle Management | Diagnestics

Total 0211 Total 50211 [

Profile Name: czech

El

ATHEROS'
Link Status: Mot &ssociated Netwark Type: Infrastiucture
“wireless Mods: 5 GHz 54 Mbps Current Channek Scanning
Server Based Authentication Data Encryption:

IP Address: 0.0.0.0

Signal Stienath: | Ha Link

T Bdwancad
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Upon clicking on the Advanced button, you will be able to view all
information on the respective profile, e.g. the types of encryption and
authentication, the signal strength, the MAC address of the connected
AP (if you are in Infrastructure mode), etc.

Advanced Status

Netwark Mame (SSID]
Server Based Authentication
Data Encryption:
Authentication Type:
Message Integrity Check:

Azsociated AP Name:
Assaciated AP [P Address:
Associated AP MAC Address:

Power Save Mode:
Current Power Level

Available Power Levels [802.11b/g]:

wireless-AP
None

AES

Open

AES

Unavailable
Unavailable

00-80-48-00-34-8D

Mormal
50

100, 63, 50, 30, 20, 10 miw!

Current Signal Strength: 60 dBm
Current Maoise Level -100 dBm

Up Time: 024014
802.11b Preamble: Short & Lang
Current Receive Rate: 36.0 Mbps
Current Transmit Rate: 48.0 Mbps
Channel 1

Frequency: 2412 GHz
Channel Set United States

EHE

23



4.2

Profile Management Tab

Selecting this tab displays the profiles and the details.

You only need to create a profile if you have more than one wireless

connection.

A Atheros Client Utility - Current Profile: Any

Action  Options  Help

Current Status | Profile Management ! Diagnostics |

wireless-AP

. default

Details
Metwork Type: Infrastructure
Security Mode; Mone
Metwork Mame [S510]: Any
Metwork Mame 2 [SSID2]:  <emply>
Metwork Mame 3 [SS1D3]:  <emply:>

Modify...

Impart....
Export...

Scan...

Order Profiles...

||z =

& =1 o

3|2 =
ey

24



4.3 Diagnostics Tab

The Diagnostics tab lists the following receive and transmit diagnostics for
packets received by or transmitted to the network adapter.

Multicast packets transmitted and received
Broadcast packets transmitted and received
Unicast packets transmitted and received

Total bytes transmitted and received

\ Atheros Client Utility - Current Profile: Any

Action Options  Help

Tranzmit
Multicast Packets
Broadcast Packets
Unicast Packets
Total Byles:

Receive
Mulbcast Packets:
Broadcast Packets
Unicast Packets
Total Bytes:

Cusrent Status | Profile Management | Diagnostics

180
%7
23167

=

w

6756

Adapter Information

25



| Adapter Information F l

This button contains general information about the network interface
card and the network driver interface specification (NDIS).

Adapter Information @@

Card Narne: Atheros ARS005GS Wireless Network Adapter
MAC Address: 00-03-7F-05-21-44

Driver: CAWINDOWS\System32\DRIVERS\ar5211.sys
Driver Version: 400167

Driver Date: 10 Feb 2005 23:07:50

Client Name:; WINXP-0R1RRT3FJ

Serial Number; MB5182L_0324

Card Name  The name of the network adapter

MAC Address The MAC address of the network adapter
Driver The driver name and path

Driver version The version of the driver

Driver date The creation date of the driver

Client N\ame The name of the client computer

Serial Number The serial number of the network adapter

26



1 Advanced Statistics i

This button shows more detailed statistical information on frames that are
either received by or transmitted by the network adapter.

Advanced Statistics

Tramzmit
Frames Transmitted OK: E643 RTS Frames: ]
Frames Retried: 402 LTS Frames: 0
Frames Dropped: 3055 Mo CTS Frames: 1]
No ACK Frames: a7 Retried RTS Frames: 0
ACK Frames: EE43 Retried Data Frames: 402
Receive
Beacons Received: 5e8 Authentication Time-Out: 0
Frames Received OK: 20 Authentication Rejects: i)
Frames Received with Erors: 198 Aszociation Time-Out 0
CRC Errors; 95 Aggociation Rejects: a
Encryption Emars: a Standard MIC OF: o
Duplicate Frames: 8] Standard MIC Emrars: 1]
AP Mismatches: 0 CKIP MIC DK 0
Data Rate Mismatches: 0 CKIP MIC Errors: 0
[1]'8 E
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Troubleshooting

This button allows you to run the diagnostic test, save the test report and
view the test results on the wireless adapter configuration and association.

\ Atheros Troubleshooting Utility rz|

Test result / report

Atheros Troubleshooting Utiity ~
Troubleshooter report
Feport date: Wednesday, July 20, 2005

MName: Diver metallation test
Descrption: This test iz to check the radio dirver installation,
The radio's registry keys are OK.

Nic name. . . Atheros ARBODSGS Wireless Network Adapter

Driver name . . . . . .. : Athetos ARSD0SGS Wireless Metwork Adapter [Miciosoft's Packet Schedy

Diriver path . . . .t CAWINDOWS\System3ADRIVERS \ae5211 5y2

Diriver version. .. ... 400167

Active Profile Name . . : Default

Test Done: The radio diver has been installed ~
< >

] [ sweTes |[ SaveRepon. || VHRMSQJ
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4.4 Country Code Selector

The Country Code Selector sets the wireless configuration certified for the
wireless regulatory domain by country. Different wireless regulatory
domains have different certifications and this feature ensures that the
wireless operation has valid certification.

Select Country Code under Options.

A Atheros Client Utility - Current Profile: Default
Action he\p

| Cunent Status | Profile Management | Diagnostics

Total 80211 ) Total 80211
W Profile Mame:  Default =

Link Status:  Associated

ATHEROS
‘wirgless Mode: 2.4 GHz 54 Mbps IP Address:  192.168.168.28
MNetwork Type:  Infrastiucture Current Channel: 10

Server Based Authentication:  Nane Dats Encryption:  Mane

SignalStrength: [RERRRANEARARARRENARAAR  Excelent

| Advanced

In Atheros Desktop Utility Country Code Selector, select the Country (Example:
Czech Repubilic), and click OK.

Atheros Desktop Utility Country Code Selec

Country: | Czech Republic j

enmark
Dominican Republic
Ecuador

29



NOTE

CD.

The default Driver and Utility does not feature the Country Code

Selector.

Country Code Selector is only available for Driver Version 5.0.0.108
and Utility Version 5.0.0.272 which is also included on the Product

4y Atheros Client Utility - Current Profile: wp18-ip19-bg

Action  Options | Help

Prafile Mame:
ATHEROS
Link Statusz: Mot Azsociated Metwork Tupe:
Wireless Mode: Current Chaniel:
Server Based Authentication: [rata Encryption:
IF Address:
Signal Strength: | Mo Lirk

Adyanced |

To check the versions, select Help — About Atheros Client Utility.

About page displays Driver Version and Utility Version.

about x|

Atheros Client Utility

Configuration LI
Application Interfface; 5.0.0.272
Authentication Interface: 1.0.634.3

Authentication Protocol Driver

Wireless Device Driver5.0.0.108

Copyright € 2001 -2006 Atheros Communications, [nc.
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Chapter5  Utility Configuration

This chapter will elaborate on the Client Manager configuration of the network
adapter using some simple examples.

This network adapter can be configured for 2 types of wireless architectures —
Ad-hoc and Infrastructure. The different operational modes are shown in the
following diagrams to allow you to easily understand how to configure your
network adapter.

5.1 Ad-hoc Mode

In an Ad-hoc architecture, the wireless clients communicate directly with
one another. No access point exists in such a wireless LAN configuration.
Each wireless client can directly transfer data packets with each other.

Usually, the operation would be automatically detected and configured
between the peers. However, if you wish to, you can also set a common
channel for all Ad-hoc clients to use. This will be illustrated in the following

section.
Wireless client
-
e Wireless client
__ﬂ I " e
Ar-hos
mels

Wireless client
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5.2 When to set up Ad-hoc Mode

Ad-hoc mode is also referred to as peer-to-peer mode or as
Independent Basic Service Set (IBSS). Ad-hoc mode is useful when
wireless devices are within range of each other and can discover and
communicate among themselves without an AP. The figure below
illustrates a family using Ad-hoc mode to share files and devices directly
with one another.

Son's Room Daughter's Room
192.168.168.11 192.168.168.13
255.255.255.0 255.255.255.0

P = 1 [FE==S==SE 5

]
=X
@

Daddy's Room
192.168.168.12
255.255.255.0

I I Additional Settings:

| Authentication Type:

Internet PC2 | Shared

: TJ = | Encryption Type:

1< WEP

[ é& | WEP Key:

| = | 1234567890abcdef1234567890

For PC1

1. Set your PC1l’s IP address to 192.168.168.11; subnet mask to
255.255.255.0 and activate your Utility.

NOTE

Ad-hoc mode works best when the network uses static IP
addressing. The IP addresses of all the computers in the Ad-hoc
network must be in the same subnet (e.g. 192.168.168.xxx); and
the subnet mask must also be the same.

=z
o
-
m
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2. Proceed to the Profile Management tab.

Once you have installed the utility, the system will automatically
create a default profile.

If you wish to create a new profile, click on New button. If not, simply
click on Modify button to change the default settings.

A Atheros Client Utility - Current Profile: Default
Action  Options  Help

[ Profile Management | Diagnostics

E

2,

Modify... &

Details
Metwork Type: Infrazstructure
Security Mode: Mone

Metwork Mame 1 [S5ID1): <emply: m
Metwork Mame 2 [SSID2]:  <emply:> m
Metwork Mame 3 [S5103]: <emply:>

Order Profiles...

3. Enter your own profile name, e.g. son. The Client name refers to the
name that is registered to your PC.
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Set the SSID to PCI-CLIENT and click on the OK button to update the
changes.

Please ensure that all the clients in your Ad-hoc network use the
same SSID, which in our example is set to PCI-CLIENT.

General | Secuty | Advanced

Frotie Setting:

Profle Name: | Son
Chert Name: | Tom_Teo
Natwork Names
55iD1: |PCICUENT
S51D2

55103

ok ] [Concel ]

Next, proceed to Advanced tab. Set your Network Type to AdHoc
and 802.11b Preamble to Short &Long.

You may leave the Transmit Power Level at their default values.

In the Wireless Mode section, check and confirm whether all options
are ticked.

Next, proceed to Wireless Mode when starting Ad-hoc Network
section. The channels available depend on the regulatory domain.
If no other wireless adapters are found matching the ad hoc mode,
this selection specifies the channel with which the adapter starts a
new ad hoc network. Please note that the wireless adapter must
match the wireless mode and channel of the other wireless clients it
associates to.
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10.

Set the Channel to Auto to let the network adapter automatically
detect the channel to use.

However, if you wish to set a specific channel, you must ensure that
all the wireless clients are in the same channel to enable them to
communicate with one another.

- 5
Profile Management EWZ]

General | Secuily | Advanced
Transmat Powes Level

80211b/g [100mwW W

etwork Type v
80211k Preamble: () Shotklong (& Long Only
‘Weelet: Mode wirelesz Mode When Stating Ad Hoc Netwark
[#] 2.4 GHz 54 Mbps
[#] 2.4 GHz 11 Mbes (&) 24 GH2 11 Mbps
() 24 GHz 54 Mbps
[#] eitended Range (<R ™ i :

BO2.11 Authenticabon Mode
[#laes

Proceed to the Security tab. Select Pre-Shared Key (Static WEP)
option and click on the Configure... button.

Profile Management

Genesal | Securty | Advanced

Set Secunty Optians

(5) Pre-Shared Key (Static WEP)

) None

Conhguse.
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11. Click on the radio button for WEP Key Size: 128, type in, e.g.
1234567890abcdef1234567890 and click on the OK button to
update the changes.

Note that the length of the WEP key depends on the type of
encryption key that you have selected:

For 64- bit WEP: 10 hexadecimal or 5 ASCII Text

For 128-bit WEP: 26 hexadecimal or 13 ASCII Text

For 152-bit WEP: 13 hexadecimal or 16 ASCII Text

Key Entry

(3) Hexadecimal [0:9, &-F) (O ASCI Text [all keyboard characters]
Encryption Keys

Transmit WEP Eey Size:
el 54 125 152
WEPKep1: ® ‘ 1234567390AECDEF 1234567590 ‘ O ® O
WEP Key 2 \ \ ® 00
WEP Kep 3 1 | ®@ 0O
WEP Key 4: | | ® 00

You may now go to the Current Status tab to check the status of the
connection. Notice that if there is no connection established (Refer to
Link Status), this indicates that your WLP54 has not yet detected any other
wireless client with SSID set to PCI-CLIENT.

A Atheros Client Utility - Current Profile: Son
Action  Options  Help

| Current Status i_FrofiIe Management | Diagnostics |

Total 80211 : Total 80211
- Profile Mame: 5 p=
H Tofile Name: ar f p’ﬂ"!")"
v Link Status: Mot Associated T
ATHEROS
‘ ‘Wirelesz Mode: 2.4 GHz 11 Mbps IP Address:  0.0.0.0
Metwork Type:  Ad Hoc Current Channel:  Scanning
Server Bazed Authentication: [rata Encryption:
Signal Strength: | Mo Link
Advanced k
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Now, we proceed to configure PC2.

For PC2

1. Set your PC’s
255.255.255.0.

IP address to 192.168.168.12;

subnet mask to

2.  Go to the Profile Management tab and click on the Scan button to
look for PCI-CLIENT (the SSID that you had previously created in

PC1).

3.  Once detected, highlight this profile and click on the Activate

button.

Available Infrastructure and Ad Hoc Networks

i Any

FEFY

i locaksales

-

L Any

1 Weak Signal Test

<

Network Mame [S51D])

8888 8

32dB
2de

Channel ‘Witeless Mode

3 24GHz 11 Mbe
3 24GHz 11 Mbe
2.4 GHz 54 Mbg
1 2.4 GHz 54 Mb
10 2.4 GHz 54 Mbg
6 2.4 GHz 54 Mbe
2 2.4 GHz 54 Mbg
8 2.4 GHz 54 Mbe
" 24 GH2 54 Mbr
>
[ Reesh | | [iTs |

Notice that there is a key beside the Network name (SSID). This shows that
you need the encryption key to connect to this network.
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Next, you can see that the SSID is set to the same SSID as PC1 and that
Client Name is pre-configured to the name registered to PC2. You need
to give a name to your profile, e.g. Daddy.

Profile Management

Genetal | Secusity | Advanced

Profie Setting:

Profile Name: | Daddy

Chient Name: | Thomas_Ted

Network Names

SSID1: |PCICLIENT

DK, Cancel
4. Next, proceed to the Security tab and set the same security settings
as for PC1.
NOTE NOTE

The SSID and encryption key for PC1, PC2 and the notebook must
be the same in order to communicate with one another. Also, if
you are using a specific channel instead of Auto, PC1, PC2 and
notebook must be set with the same channel.

38



5. Click on the OK button and go to the Current Status tab. Notice that
once the connection has been successfully established, the link
status will display <associated> and the signal strength will appear
as a green bar.

A Atheros Client Utility - Current Profile: Daddy
Action  Optians  Help

Cunert Status | Profile Management | Diagnostics

Total 80211 Profile Mame:  Daddy Total 80211

A E Link Status:  Associated gé 1
ATHEROS

Wireless Mode: 2.4 GHz 11 Mbps IP Address:  0.0.0.0
Metwark Type:  AdHoc Current Channel. 2
Server Based Authentication:  Mone Data Encryption:  Mane

Signal Strengt (TNMANANANANRNNANANE  Evcelert

If you go to view the current status from PC1, the status for Profile: Son will
be updated as shown below:

A Atheros Client Utility - Current Pro
Action  Options  Help

Cunent Status | Frofile Management | Diagnostics |
peaianct Profi Name:  Son
™ Link Status:  Associated 1

ATHEROS
Wireless Mode: 2.4 GHz 11 Mbps IP Address:  192.168.168.43
Metwark Type:  Ad Hoc Current Channel. 2

Server Based Authentication:  Mone Data Encryption:  Mone

Signal Strengte - [NNNNNNENENENEN Good
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Alternatively, you may also go to the MS-DOS Prompt window of each PC
to ping the other PC.

1. From the Start menu, go to Run...
2.  Typein cmd and click on the OK button.

From the MS-DOS Prompt window of PC2, type ping 192.168.168.11 —t, to
ping PC1.

When this screen appears:
Pinging 192.168.168.11: bytes=32 time=2ms TTL=128
Pinging 192.168.168.11: bytes=32 time=2ms TTL=128

This indicates that the connection between PC1 and PC2 has been
established successfully! You can now access to one another wirelessly!

For notebook

For setting up another wireless client, e.g. the notebook in the daughter’s
room, you may refer to the steps mentioned for configuring PC2.

If your other wireless clients are not using this network adapter, you may
refer to the manual of these other adapters for details on Ad-hoc
configuration.

Note:
All clients need to use the same SSID, channel, security mode and
encryption key.
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5.3

Infrastructure Mode

In infrastructure architecture, the wireless clients communicate through
access points, which are devices that act as base station for all wireless
communication. Data packets from the wireless clients are transferred to
the access points before being transmitted to other hosts on the network.
The number of wireless clients supported depends on the access points.

1
= L
i,

Wireless Client

Eie

Wireless Client
'—‘_".

Wireless Access
Point

Wireless Client
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Configuration on Infrastructure Mode

In this example, two notebooks and PC2 act as wireless clients to
communicate with the wireless AP. Once all configuration has been
done, wireless clients with the same SSID as the AP will be able to access
wirelessly to PC1 via the wireless AP.

Workstation 2

( Wireless AP settings to remember: |
Wireless Access Point Name:
AP

IP address:

192.168.168.1

ESSID:

USB-CLIENT

Security Mode:

= WPA-PSK

Encryption Type:

TKIP

Encryption Key:

1234567890

Channel:

T

by
)

Workstation 1

Workstation 3

PC1 Wireless
Access Point

For AP

Ensure that you have enabled the DHCP server in your access point and
that your wireless clients are set to receive their IP address dynamically so
that the wireless AP can assign an IP address to them. Note the wireless
configuration settings of your access point as shown in the figure above.
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For PC 2
1.  Activate your utility.

2. Go to the Profile Management tab, click on the Scan button to look
for the wireless AP.

/A Atheros Client Utility - Current Profile: default
Ackion  Options  Help

| Currert Status | Profile Management | Diagnostics|

oot New.

Details
MNetwark Type: AdHoc
Security Mode: Mone

Network Mame 1 (35D} USB-CLIENT

Order Profiles...
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3. Click on the Refresh button if your system is unable to detect your
wireless AP. Once found, select the Network Name (SSID) used by
the AP: wireless-AP and click on the Activate button to add it to your
profile list.

Available Infrastructure and Ad Hoc Networks

Metwork Name (S510) @3 Signal Strength Channel  Wieless Mode A
i Weak Signal Test 7d8 3 2.4 GHz 54 Mbe
§ Weak Signal Test = 4d8 1 2.4 GHz 54 Mbg
i Weak Signal Test ﬁhﬁ 3 2.4 GHz 54 Mbg
1 Weak Signal Test 1d8 3 2.4 GHz 54 Mbe
i Weak Signal Test 248 10 24 GHz 54 Mbe
i locatsales = 51dB 6 2.4 GHz 54 Mbg
i PMD-286 = 35 dB 2 2.4 (Hz 54 Mbe:
H wireless-AP | = 0d8 8 2.4 GHz 54 Mbe
i Weak Signal Test = 0 1 24 GHz 54 Mbe
< »
[ sctivate QJ [ Retesh | | [il3 |

Notice that the SSID has already been pre-configured in this profile.

The SSID of both the wireless AP and the wireless client must be the same
for them to communicate with one another.

4.  Enter the Profile Name, e.g. Workstation 2 for easy identification.

General | Security | Advance&,

Profile Setiings

Frofile Mame:

Clignt Marne:

MNetwark Names

S5I0T:

wireless-AF |

55102

55103
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5. Next, proceed to the Security tab. The wireless client must use the
same security mode as the AP. In our example, select WPA
Passphrase and click on the Configure... button.

Profile Management

Genetal  Secusty | Advanced

Set Secusty Dptions

O WPAMPA2 WPAMPAZ EAP Type:
@) WPAMWPAZ Passphiase
(9] -A1" B2 1% EAF Type:

() Pra-Shared Kay [Static WEF)

(O None

Configure :3

6. Enter the encryption key in the field provided. Please note that this
key must be the same as the one that you had configured for your
access point.
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7. Click on the OK button to update the changes.

Define WPA/WPA2 Pre-Shared Key

Enter a WPA/WPAZ passphease (8 to 63 ASCIl or 64 hexadecimal characters]

1234567890

Lo ]|

Cancel |

Proceed to your Current Status tab to monitor the

the access point and the wireless client (PC2).

connection between

A Atheros Client Utility - Current Profile: Workstation 2
Action  Options  Help

Current Statuz | Profile Managemert | Diagnostics |

ATHEROS

1'01 Prafile: Mame:

Link. Status:
‘wireless Mode:

Metwork, Type:

Server Based Authentication:

Signal Strength:

“whorkstation 2

Authenticated

2.4 GHz 54 Mbps IP Address:
Infrastructure Current Channel:
Mone [rata Encryption:

Total 80211

192.168.168.43
1

AES

Excellent

Alternatively, you can also check the connection from the MS-DOS
Prompt. From PC2, simply proceed to the Start Menu, Run... and type in
cmd. Click on the OK button.

In the MS-DOS Prompt window, type ping 192.168.168.1 —t, whereby this IP
address belongs to your access point.

When the screen appears:

Pinging 192.168.168.1: bytes=32 time=2ms TTL=128
Pinging 192.168.168.1: bytes=32 time=2ms TTL=128
Pinging 192.168.168.1: bytes=32 time=2ms TTL=128
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This indicates that the connection between the access point and the
wireless client has been established successfully!

For the rest of the workstations

Refer to the steps for configuring PC2.

If your other wireless clients are not using this network adapter, you may
refer to the manual of these other adapters for details on Infrastructure
configuration.
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Profile Management

This option allows you to manage your profile(s), set your security options,

and scan for other wireless networks.

A Atheros Client Utility - Current Profile: Any
Action  Options  Help

Current Status | Profile Management ! Diagnostics |

wireless-AP
default
; 3
Details
Metwork Type: Infrastructure
Security Mode; Mone

Metwork Mame [S510]: Any
Metwork Mame 2 [SSID2]:  <emply>
Metwork Mame 3 [SS1D3]:  <emply:>

Mew... k

Order Profiles...

48



Click on New button to create a new profile. Enter the profile name (a
unique name to identify this profile), a client name and the SSID of the
wireless network to connect to. Note that the Client name refers to the
name that is registered to your PC. You can enter up to 3 different SSIDs in
order of preference, per profile. We are using ABC as the profile name
and APP as the SSID1.

Profile Management E]fz]

General !_5_59_[_,1_[@ Advanced

For details on how
to set the different
authentication and
encryption  types
aVa'lable Under / Metwork Names

the Security Tab, S50
kindly refer to

Frofijp¥ettings
Profile Name: iABC |

Client Mame: ;Shﬂwn |

[
[

ssipz: | |
|

Chapter 7 “Types

of Authentication 55103 |
and Encryption

mode”

Click on the OK button to update the changes.

Notice that ABC has been added RWifaim Utility - Current Profile: Any
to the profile list. Action  Optians  Help

wirglessAP
default
Ty

Details
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Modify...

To modify an existing profile, select the profile that you wish to modify

and click on this button. We are using profile: Any as an example.

A Atheros Client Utility - Current Profile: Any
Action  Options  Help

Curmert Status | Prafile Management | bi‘agnosli‘csi

wireless-&F
default
£BC
Details
Metwark Type: Infrastructure
Security Mode: Mone

Metwork Mame [S510]): Ay
MNetwork Mame 2 (SSID2)  <emphy:
Metwork Mame 3 (SSID3)  <emphy>

Mew...

R

Order Profiles..
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Remove

To delete an existing profile, select the particular profile that you wish to
delete and click on this button. We are using profile: default as an

example.

Note that the active profile (the profile that you are currently using)
cannot be deleted!

/

Active profile
indicated by this
icon cannot be

deleted!

A Atheros Client Utility - Current Profile: Any
Action  Options  Help

Current Status | Profils Management | Diagnostics

wirgless-AF MNew...
i Ay hadify...
Vo %
Activate
Details
Metwork Type: Irfrastructure
Security b ode: Mone
Metwork Name [S51D]): adfa
Metwork Name 2 [SSIDZ):  <empty:
Metwork Name 3 [S55ID3]:  <emplys
Select Profiles Order Profiles...
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To activate a profile, select the profile and click on this button. We are
using profile: wireless-AP as an example.

A Atheros Client Utility - Current Profile: Any
Action  Options  Help

Eurrer{t Status | Profile Management | Diagnostics |

New...
T Any
Activate ‘E
Details
Metwark Type: Infrastructure
Security Mode: WA Passphrase
Metwork Name [S51D]; wireless-AF
Metwork Mame 2 [SSID2]: <emplys
Metwork Name 3 [S51D3):  <empty>
A Order Profiles...

Once a profile is activated, this r‘ icon will appear next to the profile
name: wireless-AP.

A Atheros nt Utility - Current Profile: wireless-aP

Action  Options  Help

| Cunent Status | Profile Management Ilf)i-agnosli.csi

M Hew
Ay

ABC
Detailz
Metwork Type: Infrastructure T
Security Mode: ‘wPA Passphiase
Metwork Mame [S510): wireless-AP Expart...

Metwork Mame 2 [SSID2]  <empty>
Metwork Mame 3 [S51D3]  <emptys

Scan.

Order Profiles...

52



This function allows you to save the settings of your profile onto disk.
Select the profile that you wish to save and click on this button. We are
using profile: ESSID as an example.

Choose the folder to save to, enter the name under which to save the
profile and click on the Save button.

Export Profile @@

Save in: | < DOCUMENT (D) Joa i@

!hj 1-Manual |ZIquotation-
|2y 4-m-Manage ()tools
iu.'-jmassube?a?

| FMlist

!i;jOutIDok Express

|_JProgram Files

Filename:  [ESSID | [_save |}|
b

Save as type: |Conf\g files [*.prf] v! [ Cancel ]

Now, your profile is saved to your selected folder.
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This function allows you to retrieve a saved profile from disk. We are using

profile: ESSID as an example.

Go to the folder where you have saved your profile, select ESSID.prf and

click on the Open button.

Import Profile

Look in: | < DOCUMENT (D)

o e E

1) 1-Manual () quatation
) 4-M-Manage Sitools
[Db4ams0bera? )
| Flist:

| Outlook Exprass

) Program Files

Filename:  |ESSID

| | Open |>|

Files of type: | Config files [~ pif]

vl [ Cancel ]

Notice that the profile: ESSID has been imported to the list of profiles.

A Atheros Client Utility - Current Profile: wireless-AP
Action  Options  Help

| Curent Status | Profle Managemert | Diagnastics |

Metwork Mame [S5ID]: ESSID
Metwork Mame 2 [S5ID2]  <emphy:
MNetwork Mame 3 [SSID3]:  <emphy>

i wirelessAP New..
Any -
ABC b odify..
B

Activate

Details
Metwork Type: Infrastructure
Securty Mode: None

Order Profiles. .
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This function allows you to scan for wireless networks detected by the
adapter.

Wireless-AG Available Infrastructure and Ad Hoc Networks

21

Network Name (5SID) [ @3 [ Super [%R [ Si | Channel

L test 4048 52

i test 28d8 48

i vam1 28dB 48

i vap2 28dB 48

k test 41d8 44

1 136-ftptest =3 2% dB 40

1 test 28dB 3%

i test 14 dB %

i test 57 dB %

ll rinsar Al 54 dr 1|3
4

Activale I Relresh | ITI

Wireless- Available Infrastructure and Ad Hoc Networks only displays Channel 1 to 13.

Metwork Mame (SSID) @) Signal Strength Channel  Wieless Mode &
i 4548 10 2.4 GHz 54 Mbg
L Any =3 1848 7 2.4 GHz 54 Mbr.
¢ Ay 3d8 1 2.4 GHz2 54 Mbr
i any 8dB 10 2.4 GHz 54 Mbg
i Ay 2948 1 2.4 GHz 54 Mbr
i Any ¥ d8 3 24 GHz 11 Mbg
i Ay 15d8 10 2.4 GHz 54 Mbr
i Any =3 3348 1 2.4 GHz 54 Mbp
i localsales =3 34 dB 3 2.4 GHz 54 Mbg
L Y s — =M A oan - AT B b
<
[ Retesh pJ | 0K ]
i3
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The icons shown beside the Network Name (SSID) indicate the type of
WLAN detected.

A Infrastructure (AP) Network Connected to Infrastructure (AP)
Network
\ﬁ Ad-hoc Network \@ Connected to Ad-hoc Network

*==2 Encryption Active

Click on the Refresh button to renew the list of wireless networks
detected.

Click on the OK button to exit the window.
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Order Profiles... I

If you have created several profiles, this function allows you to establish
the priority order in which the network adapter should try to connect to a
WLAN. If the network adapter is unable to connect to a wireless network
through the 1st profile, it will then try to connect using the 2" profile and

SO on.

Notice that if this function is
disabled, this means that
you have not added any
profile in the Auto Selected
Profiles list.

When auto profile selection is enabled,
the network adapter scans for available
wireless networks and will connect to the
highest priority profile that matches the
networks detected.

To do so, simply click on the Add button
from the Available Profiles list. Refer to
the screen shown below.

Details
Metwork. Type:
Security Mode:
Metwork Mame [SS10]:

Infrastructure
‘WA Pazzphr.
wireless-AP

Metwork Mame 2 [SSIDZ2]:  <emply>
Metwork Mame 3 [SSID3]:  <emply:>

Details
Metwork, Type:
Security Mode:
Metwork, Mame 1 [S5101]:
Metwork Mame 2 [S51D2]:
Metwork Mame 3 [S5103):

Auto Select Profiles

Infrastructure
‘WP Pazsphraze
wireless-AP
<emphy:

<emphy:
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Please note that you need AT LEAST TWO profiles to activate the Auto
Select Profiles function; and that each of your profile must connect to at
least one Network Name (SSID).

Auto Profile Selection Management @@

Auvailable Profiles:

Add

H

Auto Selected Profiles:

Notice that when a selected profile has been added, it will be transferred
to the Auto Selected Profiles list.

Select and click on the Add button to transfer another profile.

Auto Profile Selection Management E]@

Available Profiles:

oy ] Add

Auto Selected Profiles

‘ Remove

You need to transfer at least two profiles to the Auto Selected Profiles list
to activate the Auto Select Profile function.

58



5.,5.1 Advanced Tab

This option allows you to configure the more advanced
connection settings of your wireless client.

Wireless-G Profile Management Advanced

Gorwes| Secusty | Achvwced

r—

Blatmceh. Typm: i astuschn -

s 54 Mt

B 2.4 e 11 Mk

] ederded Farge f) "™

7] 0e5

Wireless-AG Profile Management Advanced
i
Geressl | Secunty Acvernced |

[ —— | P Szve bhoce T - |
g e ¥ e v |
mmilkam 3] M2 TibPeanbie | Shatblog Lo Gy
' GGH: 5 Mbpr.
F 246GH: S Mign
F 240Hs 11 Mbps =
[ =3
o | le= _ ==L Only applicable to
s - P Infrastructure mode.
| Puisdns ll You may key in the MAC
o] o address of at most 4 access
points to which you would
prefer to connect.
Preferred Access Points E|®

Specified &ccess Point MAC Addiesses

Access Point1; | ODBDTESF2A74 |

Access Point 2
Access Point 3

AosessPoirtd: | |
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Transmit Power Level

Specifies the wireless transmit power to be used. Reducing the power
level lowers the risk of interference with other nearby wireless devices and
conserves battery power but decreases radio range.

Power Save Mode (Only applicable to Infrastructure mode)
This feature reduces power consumption by the PCI adapter. There are 3
options for this mode:

. Off
The power management is disabled and the card consumes full
power from the computer.

. Normal
The driver turns off the power to the adapter for brief periods over
briefly spaced time intervals.

. Maximum
The driver turns off power to the adapter for longer periods over
more widely spaced time intervals.

The guideline for choosing between the Normal and Maximum
options:

The PCI adapter wakes up more often and responds sooner to
network requests in Normal mode than in Maximum mode; and the
Maximum mode consumes less power than Normal mode.

Network Type

Select either Infrastructure if you are connecting to the WLAN using an
access point or Ad-hoc if you are connecting directly to another
computer equipped with a wireless adapter.

60



802.11b Preamble

The preamble is part of the IEEE 802.11b physical layer specification. It is
mandatory for all 802.11b devices to support the long preamble format,
but they may optionally support the short preamble. This PCI adapter
supports both the short and long preambles.

. Short & Long
This option allows communication with other 802.11b devices that
support short preamble to boost the throughput.

. Long Only
If your device is having trouble to communicate with other 802.11b
devices, you may try to select the Long Only option.

Wireless Mode

Specifies 5GHz 54Mbps (Wireless-AG), 2.4 GHz 54 Mbps (Wireless-G), 2.4
GHz 11 Mbps (Wireless-G), Extended Range(XR) or QoS operation, in a
wireless network where there is an access point.

The wireless adapter must match the wireless mode of the access point it
associates to.

Wireless Mode when starting Ad-hoc Network (Only applicable to Ad-
hoc mode)

Specifies the mode: 5GHz 54Mbps (Wireless-AG), 2.4GHz 54Mbps
(Wireless-G), or 2.4 GHz 11Mbps (Wireless-G), in which to start an ad hoc
network if no network name is found after scanning for all available
networks.

This mode also allows selection of the channel used by the wireless
adapters in the Ad-hoc network. The channels available depend on the
regulatory domain. If no other wireless adapters are found matching the
ad hoc mode, this selection specifies the channel with which the adapter
starts a new ad hoc network.

The wireless adapter must match the wireless mode and channel of the
other wireless clients it associates to.
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802.11 Authentication Mode (Only applicable to Infrastructure mode,
after you have enabled the encryption mode)

Select which mode the wireless adapter uses to authenticate to an
access point:

. Auto
Causes the PCIl adapter to attempt authentication using shared
authentication. It then switches to open authentication if shared
authentication fails.

. Open
Enables the PCI adapter to attempt authentication regardless of its
WEP settings. It will only associate with the access point if its WEP
settings match those of the access point.

. Shared
Allows the adapter to authenticate and associate only if it has the
same WEP settings as the access point.

Note:
The network adapter authentication mode settings must match those of the AP
it is trying to connect to for successful communication.
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Chapter 6  Types of Authentication and Encryption mode

This chapter illustrates the different types of authentication and encryption that
can be used in the wireless LAN.

6.1 Ad-hoc Network Security

In a Ad-hoc network, only Pre-shared key (Static WEP) can be configured.

Profile Management ri|g|

Genesal| Securly | Advanced

Options

() Pre-Shared Key [Static WEP]

© Nere

Concel |
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Click on the Configure.. button and the following screen will appear:

Define Pre-Shared Keys @@

Kep Entry
() Hexadecimal (0-9, A-F) () ASCH Text (all keyboard characters)

Enciyption Keys

WEP Key Size:
Trarsmit Key B4 128 182
WEPKep1: () 1234567890 ® O O
WEF Key 2: ®@ O O
WEP Key 3 ® O O
WEP Key 4 ® O O

ok _[%]| [ Cancel

Key Entry Method

There are 2 types of key entries:

. Hexadecimal: Enter only digits 0 ~ 9 and letters a ~ f/A ~ F.

. ASCII Text: Enter any character that can be found on the keyboard.

WEP Key (1 ~ 4)
Defines a set of shared keys for network security. You must enter at least
one WEP key to enable security using a shared key.

If the key that you entered is too long, the utility will truncate it to fit.

WEP Key size

Defines the length of each encryption key.

. 64-bit WEP: 10 hexadecimal or 5 ASCII Text

. 128-bit WEP: 26 hexadecimal or 13 ASCII Text
. 152-bit WEP: 32 hexadecimal or 16 ASCII Text
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6.2

Infrastructure Network Security

Extensible Authentication Protocol (EAP) is used to authenticate network
clients before letting them access the enterprise network. It allows the
network administrator to create an arbitrary authentication scheme
(such as EAP-TLS, etc) to validate network access.

6.2.1  EAP-TLS

Extensible Authentication Protocol-Transport Layer Security (EAP-
TLS) makes use of client-side and server-side certificates for

mutual authentication.

To use EAP-TLS security, access the Security tab in the Profile

Management window.

1. You canselect
WPA/WPAZ2 radio button
(WPA stands for Wi-Fi

Protected Access)

Or

802.1x radio button
(802.1x enables
security.

802.1x

Profile Management
Germial| Secuty | Advanced
S WRAMWPAZ WRAMPAZ EAF Type -
WPANPAZ Parsphease
202 1x BO2 14 EAP Type
Pre-Shared Key (Stac WEP]
Hiane
|
Profile Management
Genmal| Secunly | Advanesd
WRAAPAZ WRANPAZ EAF Typm
WRAAPAZ Passphvase
) 002 1 B2 1B Troe N
Pre-Shased ey [Stafic WEF]
Horm
Conbeure ./-J ] Al Acszccisiion i Mased Cels

If the access point that the wireless adapter is
associating to has WEP set to Optional while
the wireless adapter has WEP enabled, ensure
that Allow Association to Mixed Cells

checked to allow association.

Note that this option is available only in 802.1x

and Pre-Shared Key (Static WEP).

is
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2. Choose EAP-TLS from the drop-down menu and click on the
Configure... button.

=z
o
-
m

NOTE

To enable this security, you must ensure that your PC has already
downloaded its EAP-TLS certificates. Check with your system
administrator for details.

3. If your system does not support EAP-TLS, the following
message will pop up:

Profile Management (Security)

Mo user certificates were found on vour computer, Machine certificates will be used for Domain Logon i the “Uise Machine
Information For Domain Logon” checkbox is checked,

If EAP-TLS is supported, select the appropriate certificate
authority from the list. The server/domain name and the login
name are filed in automatically from the certificate
information.

4. Click on the OK button twice to activate the profile.
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6.2.2

EAP-TTLS

EAP-TTLS (Tunnel Transport Layer Security) authentication is an
extension to EAP-TLS. It uses certificates and EAP-TLS to
authenticate the server only and establish an encrypted tunnel.
Then within that tunnel, the client authenticates to the server
using either a username and password or a token card.

To use EAP-TTLS security, access the Security tab in the Profile

Management window.
1. You can select

WPA/WPAZ2 radio button

802.1x radio button

Profile Management

Genesl| Secutly | Advanced

S WPAMPAZ WRAAWPAZ EAP Type | EERATEY -

WPANPAZ Passphrase

21 B2 1 EAP Type

Par-Ghared Kay [Stafc WEF)
Cordgn .

Profile Management
Genessl Secusty  Advarced
WRAAWPAZ WRAAPAZ EAF Type
WPAWPAZ Paniphesie
Dot B 1EP Tipe TR

Fre-Shaned ey [Statc WEF)

None
Cordgrae | [ Adlowr hsaccifion o Mased Cel

2. Choose EAP-TTLS from the drop-down menu and click on the

Configure... button.

3. Select the appropriate certification authority (CA) from
which the server certificate wil be downloaded from the
Trusted Root Certification Authorities drop-down list.
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The EAP username is pre-defined in the User Name field. IF
not, specify your username (which is registered with the
server) for EAP authentication. Enter your password in both
the Password and Confirm Password fields.

Click on the Settings... button.

Define EAP-TTLS Configuration

[[] Use Machine Information For Domain Logon
Trusted Root Certification Authorties
Microsoft oot Certficate Authority ~
[[] Use Windows User Name and Password
Uszer Information for EAP-TTLS Authentication

User Name: |thomas_teo
Pastword: |seesse

Confim Password: | #eeess

Seings.. N | 0K | [ Cancel

Leave the Specific Server or Domain field blank to allow the
client to accept a certificate from any server that supplies a
certificate signed by the CA listed previously. The login name
is pre-defined in the Login name field.

Click the OK button.

Configuration Settings

Specific Server or Domair:
Login Name: thomas_teo

ok N [ Cancel
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6.2.3

PEAP (EAP-GTC)

Similar to EAP-TTLS, PEAP (Protected EAP) also uses certificates to
authenticate the server before creating an encrypted TLS tunnel
through which the client can authenticate itself to the server
using a challenge response authentication method such as EAP-

GTC or EAP-MSCHAPV2.

To use PEAP-GTC security, access the Security tab in the Profile

Management window.
1. You can select

WPA/WPAZ2 radio button

802.1x radio button

Gerwral| Securty | Advarced

& wWPAMWPAZ WPAMPAZ EAP Type: -
D) WPAWFAZ Patiphisse

B2 1e 802 1w EAF Typar
() Pre-Shated Ky [Stahe WEF)

Hore

[coigee 1)

Piofile Management

Genesal| Secuty | Advanced

@ WPAANPAZ WRAMTAZ EAP Type  [SEENIETIESIN] ¥

WPAMWPAZ Passphease
0802 1 BRI EAP Typm

) Pre-Shased Ky (Static WEP)

Mo

Corlgae [.\‘J

2. Choose PEAP-GTC from the drop-down menu and click on

the Configure... button.

3. Select the appropriate certificate authority (CA) from which
the server certificate is downloaded from the Trusted Root
Certification Authority drop-down list.
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4.

Enter your PEAP username (which is registered with the server)
in the User Name field.

Specify whether you are using a Token or a Static Password.
Click on the Settings... button.

Note that the Token can take the form of hardware token
device or the Secure Computing SoffToken Program (version
1.3 or later) to obtain and enter a one-time password for
authentication.

Define PEAP (EAP-GTC) Configuration

[C] Use Machine Information For Diomain Logon
Trusted Root Cestification Authorties
Microsolt Root Certificate Authonty »

Set Password
() Token
(3 Static Password

[l Use Windows User Mame and Password
Uset Informabon foe PEAP [GTC) Authentication

Usar Name: | thoma:_teo
Password  sessss

Confrm Password.  sesess|

[ Setlngs.%JI oKk | [ Concel

Leave the Specific Server or Domain field blank to allow the
client to accept a certificate from any server that supplies a
certificate signed by the CA listed previously.
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The login name will be pre-defined in the field provided. This
login name is used for PEAP tunnel authentication. It will be
filled in automatically as PEAP-XxXXxxxxxxxxx, where
XXXXXXXXXXXX IS the computer’s MAC address. You may
change the login name if needed. Click on the OK button to
save your settings.

Configuration Settings

Speciic Server o Domain: |

Login Name: | FEAP-00-80.48-10.00.5F
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6.2.4

PEAP (EAP-MSCHAP V2)

MS-CHAPvV2 uses a one-way cryptographic hash on the
password and stores the hash value on the server. An authorized
client knows the hash method used and reproduces it, sending
the hashed password to the server during the
challenge/response authentication. MSCHAPv2 is natively
supported in Windows 2000 SP4 and Windows XP.

To use PEAP-MSCHAP V2 security, access the Security tab in the
Profile Management window.

1. You can select
Genessl| Secusty  Advarced
WPA/WPA2 radio button D WPANPA2 WPANPAZ AP Troe: I
WPAAPAZ Patiphiase
a0 1 BO2 1w EAP Type
{0) Pre-Shaed Key [Static WEP)
L) Norm
Contgpre... [ |
Or

802 Ixradio button T

Germial| Secusly | Advanced

WRLMWPIZ WPAAPAD EAP Type

O WPAAPAZ Passghuace

Poe-Shared Key [Static WEF]

) Nona

Corigae | 9 [T ——

2. Choose PEAP (MS-CHAPV2) from the drop-down menu and
click on the Configure... button.

3. Enter your PEAP username and password (which are
registered with the server) in the User Name and Password
field respectively. Re-type the password in the Confirm
Password field.
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Click on the Settings.... button.

Define PEAP (EAP-MSCHAP V2) Configuration

Usze Machine Information For Domain Logon
Trusted Root Certification Authorities
<Ay w
[] Use Windows User Name and Password
User Information for PEAP [EAP-MSCHAP V2] Authenbication

Uszer Name: | thomas_teo

Passwoid weesss

Confirm Password, | eeesse

Seunqs...%J [ ok ][ conce

Leave the Specific Server or Domain field blank to allow the
client to accept a certificate from any server that supplies a
certificate signed by the CA listed previously.

Click the OK button.

Speciic Server or Domain:

Logn Name: thomas_ted
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6.2.5

LEAP

Lightweight Extensible Authentication Protocol (LEAP) security
requires all infrastructure devices (e.g. access points and servers)
to be configured for LEAP authentication.

To use LEAP security, access the Security tab in the Profile

Management window.
1. You can select

WPA/WPAZ2 radio button

802.1x radio button

Profile Management

Genessl| Secusty | Advarced
D WPANPAZ WPAMPAZERP Tyon v
O WPASWPAL Patiphuase
821 B2 1w EAP Type
Pre-Shared Key [Stabc WEP]

Foew

ot

Corfgurs N

Profile Management

Genessl | Securty  Advanced
" WPAMWPAZ WRANWPAZ EAP Type
) WPAMPAZ Passphince
ol A0 B2 1w EAF Typer |LEAP -
Fae-Shared ey (Static WEF]

Fiore

] ] low Acspocintion i Mieed Cisks

Configun N

2. Choose LEAP from the drop-down menu and click on the

Configure... button.

3.  You may set your username and password to:
- Use Temporary User Name and Password
Each time your PC reboots, you will be required to enter

your LEAP username and password

in order to be

authenticated and obtain access to the network.

- Use Saved User Name and Password.
Authentication is obtained using a saved username and
password (registered with the server) so you will not be
required to enter your LEAP username and password,
each time your PC reboots.
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Temporary User Name and Password

1. The login page wil pop up as shown below. Fill up the
respective fields and click on the OK button twice.

Enter Wireless Network Password
Please enter your LEAP username and password to log
on to the wirslsss network E
Cancel |
Usar Nams : |salnpleUserMame

logonto: | sampieDomain

CardName :  Atheros USB 2,0 Wireless Network Adapber
Profile Name :  Default

Next, the system will start the LEAP authentication.

LEAP Authen

7]
S L o Q (Isco

Profie Name:  defaull Compatible

Steps Status
- 1. Stasting LEAP
2 Checking Link Status
3 Renevang [P addiess
4 Detecting IP¥ Frame Type
5 Finding Domain Controllsr

™ Show mirimized rext time
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Saved User Name and Password

1. Enter the username, password and re-enter password in
Confirm Password field.
(Optional) You may enter a specific domain name, which
will be passed to the server.

2. Enter the LEAP Authentication Timeout Value (between 30
and 500 seconds) to specify how long LEAP should wait
before considering an authentication as failed, and sending
an error message. The default is 90 seconds.

3. Click on the OK button.

Check the Include
Windows Logon Domain
with User Name option
to automatically send
your Windows login
domain together with
your user name to the
RADIUS server. (Default)

Check the No Network
Connection unless User
is logged in option to
force the wireless
adapter to disassociate
after you log off.

Configure LEAP

W Always Fesume the Secue Session

el b

—~ Usger Name and Paszword Settings

1 Use Temporamy User Name and Passward

£ Automaticaly Prampt for Wser Wame and Fasswrd

= Wanually Prampt for User Wame snd Passward

1% Use Saved User Mame and Passward

Uszer Marme: |samp\EUsErN ame

Passward: quuuuuu

Canfirm Passwond: I'""l-"n-u

Diamair: Isamp\eDomaH

¥ | Include iwindaws Lagan Demain with ser Name
¥ Mo Network Connection Unless User Is Logged In

Authentication Timeout Value (in seconds] 30 _:I

Caniel |
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6.2.6

EAP-FAST

Extensible Authentication Protocol-Fast Authentication via
Secure Tunneling performs the similar authentication methods as
EAP-TLS and PEAP. Comparing EAP-TLS and PEAP, EAP-FAST offers
a more efficient and better support for security provisioning, and
minimizes the number of mechanisms required for asymmetric
cryptography and certificate validation. It also provides high-
level protection from network attacks such as man-in-the-middle,
authentication forging, weak IV attack (AirSnort), packet forgery
(replay attack), and dictionary attacks.

EAP-FAST gives support to users who cannot enforce a strong
password policy and wish to deploy an 802.1X EAP type that
does not require digital certificates, supports a variety of user
and password database types and supports password expiration
and change.

To use EAP-FAST security, access the Security tab in the Profile
Management window.

1. You can select oot ansgomene |

Geneal | Securly | Advanced

WPA/WPAZ2 radio button B WhRMPAZ WPAAPAZERP Type v
'WPAAWPAZ Paraphvace

21 B2 1 EAP Typw

Pre-Shared Key (Stahc WEP)

Noe.

[ [,J
Or
. Genersl | Secuty | Advanced
802.1x radio button
WRAAPAD WPAAPAD EAF Type:
WPAMPAZ Pousphuase
D a1 BRI Tyor | TN
Fre-Shased Ky (Statc WEF]
Morm
Configwe._y.) ] Mlows Asocistion to Miced Colls

2. Choose EAP-FAST from the drop-down menu and click on
the Configure... button.
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3. You may set your username and password to:
- Use Temporary User Name and Password
Each time your PC reboots, you will be require to enter
your EAP-FAST username and password in order to be
authenticated and obtain access to the network.

- Use Saved User Name and Password.
Authentication is obtained using a saved username and
password (registered with the server) so you will not be
require to enter your EAP-FAST username and password
each time your PC reboots.

Temporary User Name and Password

4. The login page wil pop up as shown below. Fill up the
respective fields and click on the OK button twice.

Enter Wireless Network Password nm

Pleasa enter your EAPFAST username and password to log

on to the wireless network
cancel |

User Name : | sampleUseriame

Password | ............

Logonto : |sampleDcmsn

Card Name :  Atheros USB 2.0 Wireless Network Adapter
Profile Name :  Default
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Next, the system will start the EAP-FAST authentication.

EAP-FAST Authentication Status BEBEE
CardName  Atheros Wisless Network Adagter (o CISCU

Profie Name:  default Compatible

Steps Status
-» Starting EAP-FAST Authentication  Processing...
2 Checking Link Status
3 Renevang IP addiess
4. Detecting IF¥ Frame Type
5. Finding Doman Controlies

T Show mirkmized et time

Saved User Name and Password

5. Enter the username, password and re-enter password in
Confirm Password field.
(Optional) You may enter a specific domain hame, which
will be passed to the server.

6. Enter the EAP-FAST Authentication Timeout Value (between
30 and 500 seconds) to specify how long EAP-FAST should
wait before considering an authentication as failed, and
sending an error message. The default is 90 seconds.
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7. Click on the OK button.

Check the Include
Windows Logon Domain
with User Name option
to automatically send
your Windows login
domain together with
your user name to the
RADIUS server. (Default)

Check the No Network
Connection unless User
is logged in option to
force the wireless
adapter to disassociate
after you log off.

Usemame and Password Settings
(%) Use Temporary Lser Name and Password

(® Use Windows User Name and Password

O Use Saved User Name and Password

Include Windows Logon Domain with User Name

Mo Network Cornection Unless User |s Logged In
/ Authentication Timeout Value i

Protected Access Credentials [PAC)
[ &llow Automatic PAC Provisioning for this Profile

Select a PAC Authority to use with this profile

) Automatically Prompt for User Name and Password

O Manually Prompt for User Name and Password

nseconds) (90 3

- Select More

0K Cancel

Protected Access Credentials (PAC)

The PAC is a unique shared credential used to mutually
authenticate client and server. It is associated with a specific
client username and a server authority ID.

EAP-FAST provides two ways to supply a client with a new PAC:
e Automatic PAC provisioning
A new PAC will be sent to the client over a secured network

connection.

e Manual PAC provisioning
This requires the PAC file to be manually installed onto the client.

80



8. Tick the Allow Automatic PAC Provisioning for this Profile
checkbox if you want to allow automatic PAC provisioning
for the profile you are using. Otherwise user access will be
denied and PAC provisioning must be performed manually.

9. To select a PAC Authority for the profile you are using, click
Select More. Then you will be asked to decide whether to
use a Public or Private PAC Authority.

Protected Access Credentials [PAC)
[[] ABow Automatic PAC Provisioning for this Profile
Select a PAC Authonty to use wath this prohle

I | [ SceciMoe |

[ ok ] [ cance ]

10. Next, click Import to get the PAC from your own directory to
add in the list under the Select the PAC section. Click OK.

Select EAP-FAST PAC

=z
o
-
m

Select the PAC Stoe
) Public (%) Private
T
Dietate
Cancel
NOTE

After the PAC has been successfully provisioned, EAP-FAST
authentication is restarted to gain network access. Therefore,
after a successful PAC provisioning, an EAP failure will occur to
terminate the previous EAP-FAST session and establish an
authenticated wireless connection using a new PAC.
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6.2.7 WPA/WPAZ2 Passphrase

WPA/WPA2 Passphrase is also known as WPA-PSK (Pre-shared
Key). It provides strong encryption protection for home/SOHO
users who do not use an enterprise authentication server.

1. Click on the WPA/WPA2 Passphrase radio button and click
on the Configure... button.

Profile Management

General | Secunly | Advanced
Set Securty Dptons
O WPAMWPAZ WPAAMPAZ EAP Type:
&) WPAMPAZ Passpheare
O802ix B2 1w EAP Type
() Pre-Shared Key [Static WEP)

D) Mone

Configure |

[ oc J[ coee ]

2. Enter the password and click on the OK button.

Define WPA/WPAZ2 Pre-Shared Key

Enter a WPAMNPAZ passphrase (8 to 63 ASCIl or 64 hexadecimal characters)

1234567830

| DKQ“ Cancel

Note:
The WPA/WPA2 Passphrase must match that used by the
AP/other wireless clients in the network.
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6.2.8  Pre-shared Key (Static WEP)

Wired Equivalent Privacy is a security protocol that allows the
wireless client adapter to communicate ONLY with access points
or other wireless clients that have the same WEP key.

WEP Key is categorized into two types: Hexadecimal and ASCII.
Hexadecimal values consist a to f and numbers 0 to 9 whereas
ASCII values consist of alphanumeric characters a to z; 0 to 9.

To define pre-shared encryption keys,

1. Choose the Pre-shared Key (Static WEP) radio button and
click the Configure... button to fill in the encryption key.

Profile Management El E|

General | Secuity | Advanced

Set Secunty Option:

O WPAAWPAZ WPAMPAZ EAP Type:
O WPAMPAZ Passphuase
[@f: -3 802 1% EAP Type:

(&) Pre-Shared Key (Static WEF)

O Nore

Con-hgue [k_ mAIDwA:m:ldnn to Mied Cells

/

If the access point that the wireless adapter is
associating to has WEP set to Optional while
the wireless adapter has WEP enabled, ensure
that Allow Association to Mixed Cells is
checked to allow association.

Note that this option is available only in 802.1x
and Pre-Shared Key (Static WEP).
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2. Enter your WEP key and click on the OK button.

Define Pre-Shared Keys ’ EJ

Fey Entry
() Hexadecimal [0-9, 4-F) () ASCI Text [all keyboard characters)

Encruption Keyps

Trangmit WEP Key Size:

key §4 128 152

WEPKeyl: (& | 12567890] | @0 ©

WEP Key 2 | | ® 0 ©

WEP Key 2 | | @0 ©

WEP Key 4 | | @ 0 0©
WEP Key size

- 64-bit WEP: 10 hexadecimal or 5 ASCII Text
- 128-bit WEP: 26 hexadecimal or 13 ASCII Text
- 152-bit WEP: 32 hexadecimal or 16 ASCII Text
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Appendix | Unplug PCI Adapter from the System

To safely remove your PCl adapter from your system,

1. Go to the Start menu to select Shutdown.

Programs

& Documents

B- *  Settings
' 4

) Search

Help and Support

Windows XP Professional

Shut Down...

2. Power off your PC and switch off the power from the main power supply.
3.  Remove the back cover of the PC.
4. Next, carefully unplug the PCI adapter from the PCI slot of your PC.

5. Replace the back cover and turn on your PC.
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Appendix Il Un-install

Please note that in case there is a software upgrade for the network adapter,
you will need to un-install the current software version before installing the new
software.

When you un-install the software, any existing profiles will be removed. If you
want to re-use your profiles, please refer to Section 5.2 Profile Management Tab
for further details on how to export a profile to disk. You are advised to close all
programs and to leave the network adapter in the PCI slot of your PC before
un-installing current software.

1. From your Start menu, go to Settings, Control Panel and then click on the
Add or Remove Programs icon.

2. Highlight the Atheros Client Installation Program and click on the
Change/Remove button.

 Add or Remove Programs ulil@
¥ Currently installed programs: [ Show updates Sort by: | Name v
Changsor | [
engeor | |7 adabe acobat 7.0 stendard S Sy
Progtdne 7~ Adobs Acrobat 7.0.1 and Reader 7.0.1 Update Sike  2.62MB

A Atheros Client Installation Program

Add New
Programs

To change this program or remave It from your compter, dlick ChangsfRemove, R

|5 LiveReg (Symankec Corporation) Siee  2.85MB

AddRemnve
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3.

4.

Wait until you see the Atheros Client Installation Program screen. Select
Uninstall the previous installation. Then click on the Next> button to
proceed.

Atheros Client Installation Program

Previous Installation Detected

The installation program has detected that a previous installation exists. ‘What do you want to
o7

) Urinstall the previous installation

The prompt screen appears to notify you that the uninstall option requires
the system to be rebooted at the end of the uninstall process. Click on the
Yes button to proceed.

Question

b4 The option you have selected requires the system to be rebooked at the end of the operation, Do you want ko
\-'/ continue?

Your system will prompt you to confirm whether you want to remove the
application completely. Click OK to proceed.

Conficm Uninstall

Do vou wantk to completely remove the selected application and all of its components?

Cancel
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6. You will be asked to decide whether to remove the device driver or not.
Click on the Yes button to accept.

Question

\_?/ Do you really wish to remaove the device driver? This removes your profiles,

7. The uninstall process will then begin. Soon the prompt screen will appear
informing you that the uninstall process is successful, and that your system
needs to be rebooted.

Atheros Client Installation Program

1 The Installation Program has successfully performed the selected operations, but the system needs to be rebooted
. befare all of the changes will take effect. Click OK to reboot the system,

8. Click OK to reboot the system.
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Appendix Il Certificate Application for WPA mode

Wi-Fi Protected Access (WPA) is a specification of standards-based,
interoperable security enhancement that strongly increases the level of data
protection (encryption) and access control (authentication) in your wireless
network. The technical components of WPA include Temporal Key Integrity
Protocol (TKIP) for dynamic key exchange, and 802.1x for authentication.

WPA requires a RADIUS Server to complete the authentication among wireless
stations and Access Points. Typically, this mode is used in an enterprise
environment. WPA-PSK does not require a RADIUS Server and is very convenient
for home/SOHO users. In this chapter, we will explain how to apply for a
certificate in order to access to a wireless network using WPA mode.

NOTE

For Windows XP users with Service Pack 1 (SP1), you need to
upgrade to SP2, available from the Microsoft website or to install
the two patch files provided in the Product CD.

=z
o
-
m

Overall procedures to apply certificate for WPA mode

¢ Install Windows XP Service Pack 2 or patch files for Service Pack 1.
e Apply certification via Internet Browser

e Become domain member
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Alll-1 Installing Window XP Service Pack Patch File

(For Windows XP users)

To check whether you have already o Ex
installed Windows XP SP2, go to My System Flestore Automatic Updates Female
. . Gereral i Computer Name Hardware Advanced
Computer, right click and select
. System,
Properties. Microsalt Windaws P
| Professional
| '[J Yersior 2002
1 b ) Registered to;
m 2  Open — wek
f Explore 2ampes
el 75457 OEM 0054471 60705
| Menage Compater
Map etwork Drive... Intel Celeron pracsssar
lﬂ.@:l_l Disconneck Metwork Drive. .. L R A
H
Create Shorkcut
Delete
Rename

If you are using the Windows XP SP1 and do not intend to upgrade to SP2,
you will need to install the two patch files provided in the Product CD.

After ensuring that you have installed Windows XP SP1, insert the Product
CD into your CD-ROM drive. Go to Windows Explorer and click on your
CD-ROM drive icon. From your software folder, select the WPA_Patch
folder and install both files: WindowsXP- Q815485 WXP_SP2 x86 ENU.exe
followed by WindowsXP-KB826942-x86-ENU.exe.

You may need to
your PC to complete the
installation.

restart

Windows %P 0815485 Setup Wizard

windows XP

To continue, click Next.

Welcome to the

Q815485 Setup Wizard

Before you instal this update, we recommend that pou
- Back up your system
- Clnse &ll open programs

To complets this installation, Windows ight require restarting
after you finish this wizard

Cancel
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Alll-2 Installing certificate on your server
If you are using Microsoft Certificates services,

1. Click on the Install this certificate link in the window to start the
installation.

2l Microsoft Certificate Services - Microsoft Internet Explorer

Fle Edt View Favortes Took Help

@Eatk - \ﬂ @ 7;‘, /fJSearch \-;”\“\»Favnntes @ress £8 (- f =

Address | ] hitp://192.168.88.26 certsrvjcertfnsh.asp v B

Links »

Certificate Issued

The certificate you requested was issued to you

Install this certificate

2. Click on the Yes button on the pop up window to continue with the
installation.

Potential Scripting Violation

This Web site is adding one or more certificates to this computer, Allowing an untrusted Web site to update your
! certificates is a security risk, The Web site could install certificates you do nat trust, which could allow programs that
waou da not trust to run on this computer and gain access to your data,

Do wou wank this program to add the certificates now? Click Yes if you trust this Web site. Otherwise, click Mo,

1o

3. To add the certificate to the Root Store, click on the Yes button.

Root Certificate Store !

’j Do you want ko ADD the following certificate to the Roat Store?
L

Subject : test, aaa, workgroup, aa, aa, CM, asdf@test.com

Issuer : Self Issued

Time Walidity : Thursday, April 15, 2004 through Saturday, April 15, 2006
Setial Mumber : 25089187 75184396 4035DASE AS24B444

Thumnbprint {shal) : DS709557 E07EB014 E4DF2568 34966067 S93EEOFS
Thumbprint {mdS) : AF4SDOFF DC4D7A53 EE316864 6CS20AB6
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4. The following window will appear showing that the certificate has
been successfully installed into your PC.

2N Micresoft Certificatn Services - Microsoft Internat Fxplarer

Be Et yew Fgeomes Tots Heo ¥
Qe - - W & N s SrFaees @eess £ (0. 5

vers ) et 152, 100 S casrfomtrien. s » B 5

Certificate Installed

Wour new ceificate has been successfully instabed

Alll-3 Applying for Client Certifications

If you have installed Microsoft SP2 or Microsoft XP SP1 with the 2 patch
files provided on the Product CD, you are now ready to apply for a
certificate for your wireless client.

At this stage, ensure that your wireless client has connectivity to the CA
server. You should disable your key encryption.

1. Open your Internet browser; enter e.g. http://192.168.88.26/certsrv
where 192.168.88.26 is the server’s IP address.

2. Next, you need to connect to
your server in order to get a
certification. Enter your
username and password that
are provided by your system
administrator.

Connect to 192.168.8B.26

Connecting to 192.168.88.26

User name! |g userl v

Bassword: | senes

[CIremember my password
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http://192.168.88.26/certsrv

3.  Once you get connected to your server, the following screen shot

will appear. Select the Request a certificate radio button and click
on the Next> button. Follow the instructions shown on the screen.

o You aogquire @ cenficate, you
£ your e-mail mossages, and mor

The screen below will appear to indicate that a certificate has been
successfully issued to your PC.

2N Micresoft Certificatn Services - Microsoft Internat Fxplarer

Fle Edt Yew Fpeomes Toos  Hep

Qe - Q[ [ @ Poen firroos @resn @ (351

w7 | g et 192 160, 0020 certsrvicastrgn, as

Certificate Installed

Wour new ceificate has been successfully instabed

4. To confirm whether you have received
your certificate, go to your web browser | G se | Fi| G | Comacioni | Fogini | Advnced

and select Internet Options... from your | e e e s
Tools pull down menu. )
Conthcates

Ute cetificatas 1o positively idently poursell, cenfication
suthorities. and publishers

[ oo 51 Stme | [ Comtteates | [ Pupishers
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Go to the Content tab and click on the Certificates... button. Notice

that your username is in the listing. This shows that the certificate has
been issued to you.

Certificates ﬁ‘l‘g]
Intended purpase: | <All> v
| Personal | other People | 1 diats Certification Authorities | Trusted Roat Certificatior ¢ *

s Isstied By Sl Ererd e
‘ =

Impart.... Export.. Remove advanced.
[ )| ]

Certificate intended purposes

Encrypting File System, Secure Email, Cliertk Authentication

Coss |
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Alll-4 Becoming a domain member

Next, you need to join the correct network domain so that you can
communicate with the access point connected to your server.

1. From the My Computer icon on your [EEEre GE]
desktop, right click and go to s, L dussildias | Fanta
Properties.

! Winddownt uses the foowing inftmation o iently you comgust
’ o1 the restwerk

Computes daseriphion:

2. Go to the Computer Name tab and Ft g YacanConeur s
select Change... button as shown in Facommname  te.
the screen on the right. i s

peyag A Tl

T rename this compueer o foin & domain, <ok Changs Change.

[or ][ coce
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3.

From the Member of section, select the Domain: radio button
and enter the name of your domain. In this example, we are

using test as the domain name.

Computer Name Changes

LComputer name:

“ou can change the name and the membership of this
computer. Changes may affect access to netwark resources.

test]

Full computer name:

test].
ember of
(&) Domain:
tesﬂ |

(O wWorkaroup:

ak ][ Cancel ]

Next, you need to enter your username and password again
for verification. Please note that your system administrator

provides this information.

Click on the OK button to proceed.

Computer Name Changes

=

W \.‘\

e

ko join the domain.

Enter the name and password of an account with permission

User namne: |ﬁ userl VI
Password: | sssse |
[ OF ] [ Cancel ]
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6. When done, a message will appear as shown below. You may need
to restart your computer for the changes to take effect.

Computer Name Changes [E'

-
‘y Welcome ko the kest domain.
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Appendix IV Wireless Zero Configuration Utility

If your computer is running under the Windows XP operating system, you can
opt to configure the Wireless Network Connection from your Windows XP
operating system, instead of the Atheros Utility. You need to exit from the
Atheros Utility before accessing to Windows XP’s Wireless Zero Configuration
Utility.

AlV-1Enable Wireless Zero Configuration Utility
To set Wireless Zero Configuration on Windows XP, take the following steps:
1. From the system tray, right click on the

Wireless Network icon and select View
Available Wireless Networks option.

Change Windows Firewall settings

Open Metwork Connections

Repair ‘Wireless Metwork Conne

View " Wireless [Mot connected, Right-cli

2. Click on the Change advanced settings option on the left-hand
column.

5 Wireless Network Connection: 2

Rt T aeke Choose a wireless network

ST
V@ Refresh networklist | || Click an item in the list below to connect to a wireless nebwork in range of to get more
| | infarmation.

<2 Setup a wireless netwark,
I For & hame or small office: ‘
/I

Ii Related Tasks ﬁi

) Learn sbaut wireless
networking

Windows cannot configure this wirelsss connection

If you have enabled another program ko configure this wireless connection,
¢ Change the order of use that software,
preferrad networks
IF you wank b use Windows ko configurs this wirsless connection,
click "Change advanced settings,” click the Wireless Metworks tab, and then select

g change advanced
the check b [abeled "lse Windows to configure my wireless network settings.”

sethings

Make advanced changes to the way this connection connects to wireless networks|
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3. Select the check box Use Windows to configure my wireless network

settings to activate Wireless Zero Configuration Utility.

L. Wireless Network Connection 3 Properties @

1 Gene[au Wwireless Metworks i,;’_'\dvanced

[¥]iLl s Windows bo configure mu wireless netwaork, settings

Available nebworks:

To conkect to, dizconnect from, or find out more information
about wireless networks in range, click the button below,

[ Wiew Wirelesz Metworks

Freferred netwarks:

Automatically connect to available networks in the order listed
bielow:

Add..

Learn about setting up wireless network
confiquration. =

[ Ok, ll_ Cancel ]

When this check box is selected, Windows XP takes control of these
settings for all configuration profiles:
- SSID

- Security Keys
- Ad-hoc settings
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When the Wireless Zero Configuration Utility is in use, a pop-up
message is displayed on the Utility when you attempt to create or
edit a configuration profile from the Profile Management tab of the
Atheros utility.

Atheros Client Utility

This Device is controlled by the Windows XP Automatic Wireless Metwork Configuration. It may override Metwork Name,
Security and ather settings Fram this profile.

A\

CAUTION

If you activate BOTH (not recommended) the Wireless Zero
Configuration Utility and the Atheros Utility simultaneously, the
Profile setting configured by the Atheros Utility will be overridden
by those of the Wireless Zero Configuration Utility.

AlV-2Disable Wireless Zero Configuration Utility

To turn Wireless Zero Configuration Utility off on Windows XP,

1.

2.

Open the Wireless Zero Configuration Properties dialog box.

Clear the check box Use Windows to configure my wireless network
settings.

When this check box is cleared, all profile settings will be controlled
by the utility.

100



Appendix V Technical Specifications

Network Protocol, Standards and Electrical Emissions

Industry Standards (WLP54G) | e |EEE 802.11g
e |EEE 802.11b
Industry Standards e |EEE 802.119g
(WLP54AG) e |EEE 802.11b
e |EEE 802.11a
Performance

Frequency Band (WLP54G)
IEEE 802.11g9:
IEEE 802.11b:

2.312 ~ 2.484GHz
2.312 ~ 2.472GHz

Frequency Band (WLP54AG)
IEEE 802.11g9:
IEEE 802.11b:
IEEE 802.11a:

2.312 ~ 2.484GHz
2.312 ~ 2.472GHz
5~ 5.850GHz

Modulation

Binary Phase Shift Keying (BPSK)
Quadrature Phase Shift Keying (QPSK)
Complementary Code Keying (CCK)
16 QAM

64 QAM

DBPSK

DQPSK

Antenna Type

External 2dBi antenna and an SMA-type
connector

Network Interface

PCIl 2.3 compatible
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Operating Channel
(WLP54G)

802.11g

e 11 Channels (US & Canada)
e 13 Channels (Europe, Asia)
e 14 Channels (Japan)

Operating Channel
(WLP54AG)

802.11g

e 11 Channels (US & Canada)
e 13 Channels (Europe, Asia)
e 14 Channels (Japan)

802.11a

e 13 Channels (US & Canada)
e 19 Channels (Europe, Asia)
¢ 10 Channels (Japan)

Drivers/Operating system
Supported

Windows XP/2000

Wireless Transmission Power
(WLP54G 3CA1100,
3CA1300, 3CA1100S,
3CA1300S, 3BA1100,
3BA1300)

IEEE 802.11b:
IEEE 802.119:

20 dBm typical
19 dBm typical

Wireless Transmission Power
(WLP54G 3CA1100P23,
3CA1300P23)

IEEE 802.11b:
IEEE 802.11g:

23 dBm typical
19 dBm typical

Wireless Transmission Power
(WLP54AG 3CA1100,
3CA1300, 3CA1100S,
3CA1300S)

IEEE 802.11b:
IEEE 802.11g:
IEEE 802.11a:

20 dBm typical
19 dBm typical
17 dBm typical
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Receive Sensitivity

Up to —-90dBm

Wireless Security

e 64-bit/128-bit/152-bit WEP

e |EEE 802.1x support — EAP-TLS, EAP-TTLS,
PEAP-GTC, PEAP-MSCHAPV2, LEAP, EAP-
FAST

o WPA/WPA2, WPA-PSK

Wireless Operating Range
(WLP54G 3CA1100,
3CA1300, 3CA1100P23,
3CA1300P23, 3BA1100,
3BA1300)

IEEE 802.119:
IEEE 802.11b:

80m (54Mbps outdoor), 20m(54Mbps indoor)
300m (11Mbps outdoor), 100m (11Mbps
indoor)

Wireless Operating Range
(WLP54AG 3CA1100,
3CA1300)

IEEE 802.119:
IEEE 802.11b:

IEEE 802.11a:

80m (54Mbps outdoor), 20m(54Mbps indoor)
300m (11Mbps outdoor), 100m (11Mbps
indoor)

85m (54Mbps outdoor), 20m(54Mbps indoor)

Wireless Operating Range
(WLP54G 3CA1100S,
3CA1300S)

IEEE 802.119:

IEEE 802.11b:

80m (108Mbps outdoor), 20m(108Mbps
indoor)
300m (11Mbps outdoor), 100m (11Mbps
indoor)

Wireless Operating Range
(WLP54AG 3CA1100S,
3CA1300S)

IEEE 802.11g:
IEEE 802.11b:

IEEE 802.11a:

80m (108Mbps outdoor), 20m(108Mbps
indoor)

300m (11Mbps outdoor), 100m (11Mbps
indoor)

85m (54Mbps outdoor), 20m(54Mbps indoor)
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Physical and Environment

Environmental Requirements
Operating temperature:
Storage temperature:
Operating humidity:
Non-operating humidity:

0°C to 50°C
-20°C to 70°C
10% to 70% RH
5% to 90% RH

Power Consumption

3.3V DC, 500mA
350mA Tx
250mA Rx

Physical Dimension

120mm x 64.5 mm x 1.6 mm (LxWxD)
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