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Disclaimer

Compex, Inc. provides this manual without warranty of any kind, either expressed or implied,
including but not limited to the implied warranties of merchantability and fitness for a particular
purpose. Compex, Inc. may make improvements and/or changes to the product and/or
specifications of the product described in this manual, without prior notice. Compex, Inc will
not be liable for any technical inaccuracies or typographical errors found in this guide. Changes
are periodically made to the information contained herein and will be incorporated into later
versions of the manual. The information contained is subject to change without prior notice.

Your Feedback

We value your feedback. If you find any errors in this user’s manual, or if you have suggestions
on improving, we would like to hear from you. Please contact us at:

Fax: (65) 62809947
Email: feedback@compex.com.sg
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FCC NOTICE

This device has been tested and found to comply with the limits for a Class A digital device,

pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable

protection against harmful interference in a residential installation. This device generates, uses

and can radiate radio frequency energy and, if not installed and used in accordance with the

instructions, may cause harmful interference to radio communications. However, there is no

guarantee that interference will not occur in a particular installation. If this device does cause

harmful interference to radio or television reception, the user is encouraged to try to correct the

interference by one or more of the following measures:

o Reorient or relocate the receiving antenna.

o Connect the computer into an outlet on a circuit different from that to which the receiver is
connected.

o Increase the separation between the computer and receiver.

e Consult the dealer or an experienced radio/TV technician for help.

Caution: Any changes or modifications not expressly approved by the grantee of this device
could void the user's authority to operate the equipment.

FCC Compliance Statement: This device complies with Part 15 of the FCC Rules. Operation

is subject to the following two conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that may cause
undesired operation.

Declaration of Conformity

Compex, Inc. declares the following:

Product Name: Compex 24-port 10/100 Mbps Managed Switch with 2 Optional Modules
Model No: CGX3224 conforms to the following Product Standards:

This device complies with the Electromagnetic Compatibility Directive (89/336/EEC) issued by
the Commission of the European Community.

Electromagnetic Interference (Conduction and Radiation): EN 55022 (CISPR 22)
Electromagnetic Immunity: EN 55024 (IEC61000-4-2,3,4,5,6,8,11)

Power Line Harmonics: EN 61000-3-2 (IEC610000-3-2)

Power Line Flicker: EN 61000-3-3 (IEC610000-3-3)

Product Safety: EN 60950 (IEC60950)




Therefore, this product is in conformity with the following regional standards: FCC Class A —
following the provisions of FCC Part 15 directive; CE Mark — following the provisions of the
EC directive.

This Class A digital apparatus complies with Canadian ICES-003.




Technical Support Information

The warranty information and registration form are found in the Quick Install Guide.

For technical support, you may contact Compex or its subsidiaries. For your convenience, you
may also seek technical assistance from the local distributor, or from the authorized
dealer/reseller that you have purchased this product from. For technical support by email, write
to support@compex.com.sg.

Refer to the table below for the nearest Technical Support Centers:

Technical Support Centers

Contact the technical support center that services your location.

U.S.A., Canada, Latin America and South America

< Write

& Call

Fax

Compex, Inc.
4051 E. La Palma, Unit A
Anaheim, CA 92807, USA

Tel: +1 (714) 630-7302 (8 a.m.-5 p.m. Pacific time)
Tel: +1 (800) 279-8891 (Ext.122 Technical Support)
Fax: +1 (714) 630-6521

BBS: +1 (714) 630-2570 (24-hour access)

Europe

> Write

= Call
= Fax

ReadyL INK Networktechnology Gmbh
Albert Einstein Strape 34/M21
63322 Rdédermark, Germany

Tel: +49 (0) 6074 - 98017 (8 a.m.-5 p.m. local time)

Fax: +49 (0) 6074 - 90668
BBS: +49 (0) 6074 - 93974 (24-hour access)
Support Email: readylink@compex.com.sg

Asia, Australia, New Zealand, Middle East
and the rest of the World

< Write

& Call

Fax

Compex Systems Pte Ltd
135, Joo Seng Road #08-01, PM Industrial Building
Singapore 368363

Tel: (65) 6286-1805 (8 a.m.-5 p.m. local time)
Tel: (65) 6286-2086 (Ext.199 Technical Support)
Fax: (65) 6283-8337

BBS: (65) 6282-8854 (24-hour access)

Internet
access/
Website:

E-mail:  support@compex.com.sg
FTPsite:  ftp.compex.com.sg

http://www.cpx.com or http://www.compex.com.sg



mailto:support@compex.com.sg
mailto:readylink@compex.com.sg

About This Document

The product described in this document, Compex Web Management Switch Series, Compex
CGX3224 is a licensed product of Compex Systems Pte Ltd. This document contains
instructions for installing, configuring and using Compex CGX3224. It also gives an overview
of the key applications and the networking concepts with respect to the product.

This documentation is for both Network Administrators and the end user who possesses some
basic knowledge in the networking structure and protocols.

It makes a few assumptions that the host computer has already been installed with TCP/IP and
already up & running and accessing the Internet. Procedures for Windows 98/2000/XP
operating systems are included in this document. However, for other operating system, you may
need to refer to your operating system’s documentation for networking.

How to Use this Document

The document is written in such a way that you as a user will find it convenient to find specific
information pertaining to the product. It comprises of chapters that explain in details on the
installation and configuration of Compex CGX3224.

Firmware

This manual is written based on Firmware version 1.80 build 040730.

Conventions

In this document, special conventions are used to help and present the information clearly. The
Compex 24-port 10/100Mbps Managed Switch with 2 Optional Modules CGX3224 is often
referred to as Compex CGX3224 in this document. Below is a list of conventions used
throughout.

NOTE
NOTE - . . . . . .
This section will consist of important features or instructions

CAUTION
This section concerns risk of injury, system damage or loss of data

WARNING
This section concerns risk of severe injury

/) Bl




References on Menu Command, Push Button, Radio Button, LED and Label appear in Bold.
For example, “Click on the Ok button”

Vi
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1.2

Introduction

Compex CGX3224 is a SNMP Managed Switch with 24 10/100Mbps Fast Ethernet
ports capable of full or half duplex transmission with flow control. CGX3224 has N-
Way Auto-Negotiation capability, thus allowing the ports to be automatically
configured for the highest possible operation mode between two network nodes. It
comes with 2 slots that allow insertions of 2 modular Gigabit modules or Fiber Optics
modules. Compex CGX3224 is integrated with an Aggregating Router supporting up to
4 broadband channels for Internet sharing and providing Load Balancing and Fail-Over
Redundancy to the Internet. Compex CGX3224 supports Port-based VLAN and Tagged
VLAN, improving network performance by reducing the broadcast traffic. It also
supports up to 8-level Priority Queuing, improving the performance of bandwidth-
demanding applications. Compex CGX3224 is integrated with an embedded HTTP
server, providing a user-friendly web-based management interface. Compex CGX3224
is the complete solution for corporate network installation.

Features and Benefits

Compex CGX3224 is specially designed for building switched network system for large
enterprise and medium to small size workgroup. Enhanced features are introduced to
Compex CGX3224, making it a perfectly high-performance backbone switch for
today’s corporate network.

e Fast Ethernet Switching
Compex CGX3224 comes with 24 10/100 Mbps Fast Ethernet auto-sensing ports
supporting full and half duplex transmission on its 12Gbps switching bus.

e SNMP Management Functions
Compex CGX3224 has been designed with SNMP management functions, which
has the capability to support 4 groups of RMONS: Ethernet Statistic, History, Alarm
and Event.

e Aggregated Router Capability
Compex CGX3224 also has the ability to support Broadband Internet sharing. Up to
4 ports may be connected to external Cable/ADSL modems, delivering aggregated
bandwidth to the Internet while providing fail-over redundancy.
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e Port Trunking
Up to 4 ports may be defined for Port Trunking, delivering up to 800 Mbps
cascading bandwidth between two switches.

e VLAN Support and Tagging
Compex CGX3224 can support up to 32 port-based VLANS and static configuration
of 802.1Q VLAN tagging. It allows the network administrator to separate the
network into a few segments by defining which port belongs to which VLAN
segment. This can effectively control broadcast and multi-cast packets flooding the
network. This not only improves the network performance, but also provides
security between workgroups.

e Optional Modules
Compex CGX3224 is designed with 2 expansion slots to support 3 types of optional
modules, 1000 Base-T Gigabit Fiber module, 1000 Base-SX Gigabit Fiber module
and 100 Base-FX Fast Ethernet Fiber module.

Please note that 1000 Base-LX and 100 Base-FX Single Mode modules are also
available upon request.

e Management Interface and Capabilities

Compex CGX3224 allows you to manage the switch through common management
software. Web based management is also provided so that you do not need to
purchase expensive management software in order to manage your Ethernet switch.
You can use any popular Web browser software to browse the HTTP server inside
Compex CGX3224. From the Web page, you can do any configuration and statistic
inquiry on the switch. FreedomView Pro SNMP application is also bundled together
in the package.

Through the management interface, you can also change the transmission mode of
all ports on Compex CGX3224 switch. This means that you can change the
operating mode of any port to 10 Base-T half duplex, 10 Base-T full duplex, 100
Base-TX half duplex, 100 Base-TX full duplex or N-way Auto-negotiation at any
time. It also means that you can change the transmission mode through the Web
browser interface, FreedomView Pro SNMP Manager Software, console port or
even Telnet interface.

e Spanning Tree Protocol
Provides redundant links while preventing network loops.
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1.3  Packaging Content

Thank you for purchasing the Compex Web Managed Switch CGX3224. You will find
the following items in the package:

Please note that the actual product appearance may slightly differ depending on the
hardware version.

E?-_l { l}|,

1 x Compex CGX3224 unit 2 X brackets

@
%
oo

6 X screws

1x Quick Install Guide with 1 x CD-ROM 1 x Power Cord
warranty card

1.4  Overall Setup Procedure

1. Hardware Installation of Compex CGX3224.
Refer to Chapter 2 “Hardware Installation” on Page 7

2. Set IP address to Static (Since the DHCP default setting for Compex CGX3224 is
disabled)
Refer to Appendix I11 “TCP/IP Configuration” on Page 79

3. Configure Compex CGX3224
Refer to Chapter 3 “Hyper Terminal Configuration” on Page 9 or Chapter 4
“Access to Web-based Interface” on Page 11
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Network Applications

Compex CGX3224 may be used in the Backbone with an ADSL broadband internet
connection as shown in Figure 1.5a. Virtual LAN may be defined on Compex CGX3224
to logically segmentize your LAN into multiple broadcast domains with workgroup

classifications.

T O —
I SNMP
CGX3224 F FRESSNES Manager

High
Bandwidth
Servers

=1

=
Internet
Servers

L S

R ET)

GSC2008WM

User groups on E,
Private LAN =

= —-& =
Switching E' E" E,;F,L
= =y - E

Figure 1.5a Compex CGX3224 in the Backbone
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You can connect Compex CGX3224 via the optional modules to an external Ethernet
Hub/Switch to increase the number of users for Internet access. Using a UTP network
cable, connect one end to Compex CGX3224 and the other to the network switch.

Figure 1.5b shows how Compex CGX3224 can be connected to an existing switch to

increase the Internet access for the LAN users from just one dedicated Internet access to
multiple accesses.

Building A

CGX3224 Unit #1

EEE
EEE
EEE
» EEE
[ EE

EE

Figure 1.5b Compex CGX3224 installed with optional fiber optic module

Gigabit Ethernet on

Fiber (1000 Base-SX) or

Fast Ethernet on Fiber
(100 Base-FX)
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Compex CGX3224 allows a maximum of up to four modem connections. With Compex
CGX3224 and any of the four modems power off, connect one end of the Ethernet cable
to any port of Compex CGX3224. The other end of the Ethernet cable is to be connected
to your own ADSL/Cable modem. (You may need to refer to your respective Modem’s
manual for the set up.)

CGX3224

Workgroup

Cable/ADSL
Modems

Figure 1.5¢c  Connecting four cable/ADSL modems to Compex CGX3224

NOTE
Connect Compex CGX3224 using one modem first. Once you have established
an Internet connection, then add additional modems as needed.

=z
o
-
m
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Hardware Installation

This chapter gives an overview on the hardware installation, from installing the physical cables
to resetting the device.

2.1  Physical Setup for Compex CGX3224

Compex CGX3224 is ideally suitable for office environment usage, which can be either
installed on a flat surface or mounted on a 19-inch rack. The following steps illustrate
how a proper installation is done.

211 Desktop Installation

1.

2.

Unpack Compex CGX3224.

Remove the backing strip from the 4 rubber feet and attach to the
underside of the switch chassis firmly.

Place it near a power outlet. Please put the device in the position that
would allow sufficient space for heat ventilation.

The surface to place Compex CGX3224 should be clean, smooth, level
and sturdy.

Ensure there is enough space around the unit to allow the attachment of
network cables.

Connect the power cord to the power socket on the rear panel of Compex
CGX3224.

2.1.2 Rack-Mounted Installation

1.

2.

Position one bracket to align with the holes on one side of Compex
CGX3224 and secure it with the smaller bracket screws (1/8-inch
diameter). Then attach the other bracket to another side of it.

After attaching both mounting brackets, position the device in the rack by
lining up the holes in the brackets with the appropriate holes on the rack.
Secure it to the rack using the rack-mounting screws (5/16 inches
diameters) and a screwdriver.
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3. Connect the power cord to the power socket on the rear panel of Compex
CGX3224.

NOTE
For proper ventilation, do allow about 4 inches of clearance on the front and back
of the switch. This is especially important in an enclosed rack.

=z
o
-
m

213 Expansion Module Installation
A series of optional expansion modules are available for Compex CGX3224
to upgrades its features. Please note that Compex CGX3224 is not shipped
with the Gigabit modules.
1. Power off the switch. Insert the module carefully into the expansion
module window and push it along the module rail until it stops. Ensure
that there is a secure connection to the PCB Board of Compex CGX3224.

2. Tighten the screws on the module.

214 Removing the Expansion Module
1. Power off the switch.
2. Disconnect any cable from the module.
3. Unscrew and pull out the module slowly from the expansion module slot.

4. Slide the module completely out of the chassis and cover the window with
the cover plates, fasten back using the original screws.
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Chapter 3 Hyper Terminal Configuration

This chapter explains the basic setup procedures of configuring Compex CGX3224. For more
detailed information about Compex CGX3224, please refer to Chapter 8 ‘“Advanced
Configuration for Compex CGX3224” on Page 39.

We can configure Compex CGX3224 through Hyper Terminal. Please follow the procedures
stated below:

1. Go to control panel and double click Hyper
Terminal icon.

Connection Description

2. Type the name in the space provided.

|cExazey |

lecor:

COM1 Properties @3] Choose the COM Port which you have
: : selected from your PC.
Port Settings i
3. Adjust the Port setting from the COM1
_ - - Properties screen. This will depend on the
Bispersecond (38400 v console port that you are using.
Data bits: _[_8 :I
Parity: i-r;l.one j:
Stop bits: |1 v_
Flow contral: I:_None \_f_i
oK ] [ Cancel ] I Apply
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After setting all configurations, reset the power supply of Compex CGX3224. A Hyper

Terminal screen will appear to list out all configurations.

e L Bee O Luwiw b
O 3 0B F

= COHIZ2A Losder Version 1.40 -
= Copyright (C) Compex. Inc. =

= hilp:/fwen . compex.com. 59

= hitp:/foww. cox.com =

Press ENTER to stop auto-boot

Auto-booting ...

Firsware version: 1.80 Build 20060625 2004-86-25
Loading firmwora ..

Attaching interface loB. . .done

porl B4 Link Up : Full Duplex : 100

Password: -
Port 25 : No wodule

Port 26 : No module

COHIZZ4 Switch Mansger Console. Version: CGKL.80 Bld 20040625, Juno 25 2004

mmmmmm e et B [

You can modify the configuration on the screen itself, such as changing the IP Address

after you have upgrade the firmware.

10
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Chapter 4 Access to Web-based Interface

After setting up Compex CGX3224, install a browser on the PC or workstation. Make sure that
TCP/IP protocol is installed and configured. Configuration will be much simpler if you decided
to obtain IP address dynamically and use the gateway default IP addresses. Compex CGX3224
is designed with a built-in DHCP server. When WAN setup has done, the system will
automatically assigns IP addresses, DNS and Gateway information to the computers connected
in the same network. It has been pre-configured with IP address and Subnet Mask of
192.168.100.128 and 255.255.255.0 respectively.

An Internet browser would be used to configure Compex CGX3224. The most commonly used
browsers include Netscape Navigator, Netscape Communicator and Microsoft Internet Explorer
browsers as they support frames and Java. We recommend you to use the Netscape
Communicator VV4.06 and higher, or Microsoft Internet Explorer 4.0 and higher.

Start by running your browser on a workstation connected onto the same network as Compex
CGX3224. Enter URL Address, http://192.168.100.128.

4.1 Login to Web Browser Interface

The following is a list of the various ways different browsers access a website. Follow
the instructions for the browser that you use.

In Netscape Navigator

1. Select the File menu, then select Open Location.

2. In the Open Location dialog box, enter the IP address of the Gateway. The default
address is http://192.168.100.128.

3. Click on the Open button.

In Netscape Communicator

1. Select the File menu, and then press Open Page.

2. In the Open Page dialog box, enter the IP address of the Gateway. The default
address is http://192.168.100.128.

3. Make sure the Navigator radio button is selected then click the Open button.

11
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In Internet Explorer

1. Select the File menu, then select Open.

2. In the Open dialog box, enter the IP address of the Gateway. The default address is
http://192.168.100.128.

3. Click on the OK button.

You will see the following screen appears on the Web browser program. Type in the
password and click Log On! button. The default password is “password”.

S e Prese £

e @l JERS

Remote Access CGX3224 Switch Manager

After logging in to the Management system, the Main Page will display as shown
below. The image of Compex CGX3224 is shown on the upper right window. The
status of each switch port (i.e. link, speed and duplex mode) can be seen clearly from
the LED displays on the image. The lower right window is used to display the web
pages of versatile configuration and operation.

Welcome 1o CGXIZ24 Switch Web Manager

Command Menu
Window

L
=
]
N
Configuration
Window

12
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The Main menu includes four sections in the Command Menu Window, namely
CONFIGURATION, ADVANCED, SYSTEM TOOLS and HELP. The overall
descriptions for individual sub-functions are listed as shown:

CONFIGURATION menu

e Port Configuration — configuration for communications via network
Please refer to Section 5.1 Port Configuration on Page 16

e VLAN Configuration — setup Virtual LAN, whether in tagged or untagged-based
Please refer to Section 5.2 Virtual LAN Configuration on Page 18

e Trunking Configuration — Extend the limitation of bandwidth
Please refer to Section 5.3 Trunk Configuration on Page 19

e DHCP Configuration — setup, reserve or activate DHCP
Please refer to Section 5.4 DHCP Configuration on Page 21

¢ WAN Configuration — support Static, Dynamic and PPP over Ethernet services
Please refer to Section 5.5 WAN Configuration on Page 25

e NAT Configuration — increase security by preventing unauthorized access through

WAN
Please refer to Chapter 6 NAT Configuration on Page 27

ADVANCED menu

e STP Configuration - discovers and eliminates redundant paths in the network

topology
Please refer to Section 8.1 STP Configuration on Page 39

¢ IGMP Configuration - allows the device to forward multicast traffic intelligently
Please refer to Section 8.2 IGMP Configuration on Page 44

e Stack Configuration — allows user to enable the stacking function of the switches
Please refer to Section 8.3 Stack Configuration on Page 47

e SNMP Configuration — monitors and oversees network
Please refer to Section 8.4 SNMP Configuration on Page 51

e RMON Statistic — enables various network monitors and console systems to
exchange network-monitoring data
Please refer to Section 8.5 RMON Statistic on Page 52
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Port Security — secures/reserves certain port/s from other user’s access
Please refer to Section 8.6 Port Security on Page 53

Mirror Port Configuration — duplicates a port's traffic on a port
Please refer to Section 8.7 MirrorPort Configuration on Page 54

Aging Control — limits the resource in the forwarding table
Please refer to Section 8.8 Aging Control on Page 56

Address Search — searches for Host and MAC address of the connected device in
the network
Please refer to Section 8.9 Address Search on Page 57

SYSTEM TOOLS menu

System Clock — manages and utilizes timing based function
Please refer to Section 9.1 Set System Clock on Page 59

Remote Management - access your Compex CGX3224 through Internet (WAN) or
Local Area Network.
Please refer to Section 9.2 Remote Management on Page 60

System Configuration — allows change of IP Address, Subnet Mask or Gateway
Please refer to Section 9.3 System Configuration on Page 62

System Information — indicates essential information of Compex CGX3224
Please refer to Section 9.4 System Information on Page 63

Change Password — amends system administrator’s password
Please refer to Section 9.5 Change Password on Page 64

Firmware Upgrade — uploading latest firmware to Compex CGX3224
Please refer to Section 9.6 Upgrading Compex CGX3224 Firmware on Page 65

Save or Reset Settings — saves or resets all settings
Please refer to Section 9.7 Save or Reset Settings on Page 66

Message Window — various actions which is taken previously while configuring
can be seen in this window
Please refer to Section 9.8 Message Window on Page 68

Reboot Switch — restarts the device
Please refer to Section 9.9 Reboot Switch on Page 68
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e Logout — exit
Please refer to Section 9.10 Logout on Page 69

HELP menu
e Technical Support — make enquiries when you encounter problems while setting

up the device
Please refer to Chapter 10 Technical Support on Page 70
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Chapter 5 Configure Compex CGX3224 using Web Interface

This chapter explains the configuration menu tool that comes with Compex CGX3224 when
you use the web-based configuration interface. Here, we will briefly discuss each Menu

components and its functions.

An interactive image is located at the main page of Compex CGX3224. It allows you to view
the real time situation in the network. In addition, you may click on any of the ports, including
the expansion module, to view the port status.

5.1 Port Configuration

Port Configurationd click)

This function allows you to have an easy access to the network via the ports of Compex
CGX3224. Notice that the “Link state” option indicates ‘Up’. This shows that the port is
connected to the network. It can either be in “Up” (Connected) or ‘Down’ (No

Connection) state.

Choose Port:[T =]

Good Packets
Broadcast Packets
Multicast Packets
4 bytes

65 10 127 bytes
128 10 255 bytes
256 10 511 bytes
512 10 1023 bytes
1024 to 1518 bytes

Link State: Up
SpoedDuplex: [ -
Broadcast Rate
Limit: 100:%
Pot Pri e IE
PEEEINY: Dhowes7

Pan VLA 1D: =
Bolongs 1o VLANs: 1

Port Statistics

Good Bytes

Port 1 Configuration

Madia Type: 101 D0BASE-TX

Port State: Enabled 'I

Flow Control: Enablad ‘I

Speed State: 100Mbps FD

highest)
BS54 Runts 0
21624 Fragments (]
5532 Undusized Packets 0
413 Frames Tes Big 0
7219 Collisions 0
6331 Short Events. 0
1305 Late Events [}
91 Jabbers 0
5200 Auto Pantition 0
118 Data Rate Mismatches 0

Retesh | Apply [ Save I
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Description of parameters

Broadcast Rate  This function sets broadcast limit to the desired rate for the
Limit specified port. It controls the reception of broadcasting packets.

The range for Broadcast Rate Limit can be set from 0% to 100%.
The higher the rate, the more data can pass through.

Port Priority Allows you to specify the VLAN priority to expedite the VLAN

traffic.

Port VLAN ID  VLAN ID is the sequence number of a VLAN. Compex CGX3224

has 32 VLANS to specify and therefore the VLAN ID is from 1 to
4091.

Port State Enabling this function allows the chosen port to receive, forward

packets, and learn the respective MAC Addresses of the source.

Flow Control This feature reports the Flow Control setting of the port. Enabling

the Flow Control function allows Half and Full Duplex mode.

NOTE| NOTE
———| If the port (management port) that is connected to your management PC has
=== disabled, the communication link between users and the management system will
be severed and the management cannot be proceed further. So, disabling the
management port will be rejected automatically by the management system.
Procedures
1. Go to Port Config from the Command window.
2. Click on the image to select a port or select from the ‘Choose Port’ field.
3. Enter the values in the respective field accordingly and click on the Apply button to
make the configuration effective.
4. Hit the Save button if you are satisfied with the setting.
NOTE
NOTE

The screen is divided into two sections. The Port Statistics page displays detailed
information about each port. Click Refresh button to view the current port status
of Compex CGX3224.
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5.2  Virtual Local Area Network (VLAN) Configuration

Compex CGX3224 supports Virtual LAN, which logically groups every connection into
VLANSs for traffic isolation and security purposes. Both tagged and untagged based
VLAN are supported with a total maximum of 32 groups. Each VLAN group only
forwards traffic within its member ports. For tagged VLAN, each port can be a member
of more than one VLAN group and it also supports eight levels of priority. You can also
create a Tagged VLAN and support a connection with a legacy untagged VLAN. The
VLAN configuration feature also allows you to build, delete, view tagged/untagged
VLAN groups and set priority for tagged VLANS. The range of VID starts from 2 to
4091. VID 001 is the default for Group 1.

Static VLAN Setup
Groupt-16 | Groupl?-32 =t Non-member T: Tag Uz Untagged
PortVID=>1111111111 1111111111 -11111
PortMo=>12 3456 78 9101112134196 17 192021222324 2526
Group Status  VID

1 ] ool UduuuuuuuuuuououugUuouyuuan
Y B B e o e B

T din ¥ e —————

4 dis ¥ e ————— e
B iR M -
Boodin ¥ e eem————
ToodiE ¥ e —————
B din ¥ e eem—————
9 |dsph] | ssmsmmmmmmmmeccssoscs—a—=o

DO [chim (ME] | o e e e e
N jday | eecccccssccscccccccccnonsooa
12 dis ¥ | e ee——————
N jdapf] | ==—mmmmmmmm e s em - —————
1 dis % e ———
18 din ¥ | e m———
T (s ] | e e o o e e e e e e
Group Status viD 123456 7891021319617 819201 2223242508

(st (5]

Procedures
1. Goto VLAN Config from the Command window.

2. Decide which Group you want to set for monitoring using mirror port. Click status
column for that particular group and key in the VLAN ID.

3. Next, click on the dashed line ‘-’ to select either ‘T’ for Tagged or ‘U’ for
Untagged.

4. Hit on Apply button after you are satisfied with the setup. Click Save button to
update the configuration.
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521 Simple application on VLAN Configuration

Please refer to “Application on Virtual LAN” on Page 71.

5.3  Trunk Configuration
Port Trunking is the ability to group together several switch ports to increase the
bandwidth between Compex CGX3224 and other switch. This is an inexpensive method
to increase throughput between switches.
NOTE
NOTE| To avoid broadcast storms, or looping in your network while configuring trunks,
=—=| you need to disable/disconnect all the ports that you wish to add/remove from
=——=| both sides of the trunk. Once you have finished configuring trunking, enable/re-
connect the ports.
Port Trunking Setup
Loy | S |
NOTE: Any povt can be a irunk port. Max 4 trunk poris can be seil
Procedures
1. Goto Trunk Config from the Command window.
2. You can choose up to 4 ports for trunking by selecting ‘-* as ‘T".
3. Click on Apply button to make the configuration effective and save the latest
setting.
NOTE| NOTE

You may set up to 4 trunking ports for the switch.
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53.1 Simple application on Port Trunking

From the figure shown below, we are using two Compex CGX3224 to
perform Port Trunking. Port #25 and #26 are set as trunking ports for both
Unit #1 and #2. After selecting the trunking group (refer to Figure 5.3c),
CGX3224 Unit #1 and Unit #2 has created a pipeline with an aggregated
bandwidth of Port #25 and Port #26 combined.

CGX3224 Unit #1

Workgroup A
Workgroup B

EEE
EEE
B

Fan
Port Trunking Setup ~
A @ e
Pofumbs 1 34 5CET RO MNET Hn‘lfﬂﬂﬂ}lnnl‘g
oy | (e |
NOTE: Any part cam e  truh pare. Mis 4 trun pots cun be soi!

CGX3224

Figure 5.3a  Port 25 and 26 are set as Trunking Ports
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5.

4  DHCP Configuration

Dynamic Host Configuration Protocol (DHCP) allows a PC to join an IP-based network
without the need of configuring the IP Addresses. It assigns a unique IP address to the
device. When this device leaves the network, DHCP server will release the IP address,
and when it re-joins, the DHCP server will then renew the IP address.

If you have set the TCP/IP protocol of your PC to dynamic IP address, the built-in
DHCP server will automatically assign the IP address/es within the range of DHCP
Start IP Address and DHCP End IP Address to the PCs connected in the same
network. For dynamic WAN IP, the DNS IP address is obtained automatically from the
ISP.

NOTE
If you are running different DHCP servers on your network, you will have to
enable only one DHCP server to prevent any conflict in the network addressing.

=z
o
-
m

DHCP Setup

DHCP Setop | DHCE Active Leases | DHCP Ssner Besecations

1P Addess = @ [ =

Subnet Mask = B B b

DHCP Stant 1P Address  [132 [ieg [1o0 [l
= few o
¥ Always use thess DNS serve
Primary DNS 1P Addeess  [c03 [l20 [50 [50
Secondary DNS IP Address 122 iz [0 I

I Miways use default Gateway:

DHCP End 1P Addres

Datault Gataway 192 168.38 128
DHCP Server  Enable * Disable
op| (5o |

Description of parameters

IP Address IP (Internet Protocol) address uniquely identifies the Gateway
in the network. This is the IP address that users should point
to as their Internet gateway if fixed IP addresses are
configured on the computers in the network. However, the
DHCP Server will assign this information if the computers are
configured to dynamically obtain IP addresses.

21



Chapter 5 Configure Compex CGX3224 using Web Interface

Subnet Mask

DHCP Start IP
Address & DHCP
End IP Address

Primary DNS IP
Address &

Secondary DNS IP
Address

DHCP Server

Procedures

This is the Subnet Mask to identify the class of the Gateway’s
IP address. By default, Class C Subnet Mask 255.255.255.0 is
set. The users may configure the network with Class A
(255.0.0.0) and Class B (255.255.0.0) Subnet Mask as well. In
addition, Compex CGX3224 can be configured for Classless
Subnet to support certain applications.

These parameters specify the range of the IP addresses of
which the DHCP Server will assign.

DNS is an Internet service that translates domain names into
IP addresses. If your WAN connection uses Static IP, you
should configure the primary and secondary DNS IP
addresses with the DNS information provided by your
Broadband Internet Service Provider. For other WAN
connection types, the DNS IP addresses are automatically
obtained from the ISP. The “Always use these DNS servers:”
checkbox can be used to disable the automatic process, and
your preferred DNS IP addresses can be used.

DHCP server dynamically assigns IP addresses to the PCs
connected in the same network. DHCP comes with a built-in
DHCP server that automatically assigns IP addresses, DNS
and Gateway information to the computers connected in the
same network. It has been pre-configured with IP address and
Subnet Mask of 192.168.100.128 and 255.255.255.0
respectively.

1. Go to DHCP Config from the Command window.

2. Enter the values for IP Address, Subnet Mask, DHCP Start and End IP
Addresses to individual fields.

3. You can check on Always use these DNS servers: to disable the function of
retrieving DNS IP Address automatically, so that you can enter your preferred DNS
IP Address in the Primary and Secondary DNS IP Address field.

4. Next, you can set DHCP Server to Enable if you wish to use the built-in DHCP
server of Compex CGX3224.

5. Click on Save button to save your configuration.
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54.1 DHCP Active Leases

This section indicates the information of the PC whereby the IP addresses are
dynamically assigned to it in the same network. The Expire Time indicates the
time when the system needs to update the IP Address of that particular PC.

DHCP Active Leases

DHCP Sglup | BHEP Active Leases | DHCP Serer Besonajions

IP Address Host Name Hardware Address Expires time
152 168.100.100 ong 00204BES0D-05  2002004/12 0100

5.4.2 DHCP Server Reservations

DHCP Server can also be configured to reserve specific IP addresses for
specific host or Mac address.

CAUTION
The reserved IP address to be assigned should NOT have the same Dynamic IP
address range as the DHCP Start and End IP address.

>

DHCP Server Reservations

) g | 55|

Procedures
To reserve certain IP addresses for the specific workstation,

1. Enter the values and name in the respective fields provided.

NOTE

The DHCP server will ignore the Host Name if it finds a match in the Hardware
Address. It checks the Hardware Address first, so you need only to enter either
the Host Name or Hardware Address.

=z
o
-
m
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2. Click Add button to create an entry into the DHCP Server Reservations.

3. After the address is entered, click on Save button to save your setting.
Keep on adding the IP Address onto it by repeating the procedures as
mentioned previously if you need to reserve more IP Addresses.

DHCP Server Reservations

1P Adbdewss o Name Hanbsure Address

D I P .

Add| Dotvie | Aophy | S

5.4.3 Delete IP Address in Server Reservations
Procedures
1. If you wish to delete any of the IP Addresses stated on the screen.
2. Highlight that particular IP Address.

3. Click on Delete button and the IP Address will be deleted instantly!
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5.5

WAN Configuration

Compex CGX3224 is pre-configured as WAN disabled. It can support Static IP,
Dynamic IP and also PPP Over Ethernet.

If you have chosen self-installation when you register for the broadband service, you
should first test the ADSL modem together with the logon account. Make sure that it
can connect successfully before attempting to run it with Compex CGX3224. For
purpose of illustration, it is assumed that LAN uses the IP address 192.168.100.xxx and
Compex CGX3224 is using the same settings as defaults. However, if you have
assigned a different IP address for Compex CGX3224, then use the new settings in the

setup procedures.

Wand |

Wanl

WANOD Setup
| Wan2 | Wan3
Wan Part [
Wan Type [Gisabied =
Wan 0 cunrent status is disabla!
Sava I
NOTE: Changes made will only take effect after rebooting.

Description of parameters

WAN Port

WAN Type

You may configure any 4 of the 24 ports as WAN port and connect to
your ADSL/Cable modem.

Static IP Address:

Select this WAN type if you have subscribed to a specific IP address
or to a fixed range of IP addresses from your ISP.

Dynamic IP Address:

This IP address is automatically assigned by your ISP. This type of
connection applies to most Cable Internet subscribers such as:

e Singapore Cable Vision subscribers.

e @HOME Cable Service users.

PPPOE:

Select this connection type if you have subscribed to ADSL in a

country utilising standard PPPoE for authentication, for instance:

e If you are in Germany which uses T-1 connection.

e If you are a SingNet Broadband or Pacific Internet Broadband
user in Singapore.
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Procedures
1. Goto WAN Config from the Command window.

2. Select a WAN port and then a WAN Type. Any one of the 4 WAN Types are
eligible to configure, depending on which Internet Service Provider you subscribed.

3. Click Save button to update the configuration.

Details on various broadband Internet services can be seen on “Configuring Your
Wide Area Network” on Page 31.
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Chapter 6 NAT Configuration

Network Address Translation allows an IP-based network to manage its public (Internet)
addresses separately from its private (intranet) addresses. With NAT, each private IP address
can be translated to a different public address, or multiple private addresses can be aliases to a
single public one. To accomplish this, NAT software snoops both incoming and outgoing
packets on the network. It modifies the source or destination address in the IP header to reflect

the mapping between internal and external addressing for that network.

NAT functionality appears on Compex CGX3224 with low-level access to packets at the
network boundary. Several variations on NAT have also been implemented to provide

additional support for application-level protocols.

6.1  Static IP Setting (IP Forwarding)

IP forwarding is used to control access to local area networks from the Internet. It
accomplishes this by determining whether or not IP packets (messages) are exchanged

between the local network and the Internet.
Procedures
To set a static IP Address,

1. Goto NAT Config from the Command window.

2. Enter a private IP Address, such as 192.168.100.20, in the field provided and click

Save button.

Please note that you must enable the NAT function in the Configuration window if
you are using a single IP address account (fixed static IP) and want to share this

connection on your LAN.

NAT Static IP Address Setting

Static IP Selting | Slalic Pl Selting | Fillarng Selting
Private TP Public TP
152 168 100 20 0000
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6.2

Static Port Setting (Port Forwarding)

Port Forwarding redirects any incoming Internet request on the Public IP, based on its
TCP/UDP Port number to another computer in the Private IP. Hence, when a user from
WAN sends a request to your network, Compex CGX3224 (based on the Port-
Forwarding configurations) will forward these requests to the assigned PC.

When your ISP assign you with only one fixed Public IP address, and you want to
define the various servers (such as, FTP, HTTP, Net meeting, Mail server etc) to
specific Private IP address in your LAN. You can choose to host the servers by using
the port-Forwarding Virtual server.

For example, suppose that you have a FTP Server with an IP address of 192.168.168.41.
Your broadband ISP has assigned a Public IP address of 203.120.12.100 to the gateway.
To support a Web Server in your Private Network, you need to define an NAT Static
Port-based Entry to forward TCP port 21 (used by FTP) to 192.168.168.41. Every
http://203.120.12.100 requests will then be forwarded to the FTP Server.

Procedures

Follow the steps shown below to configure Static Port.

1. Go to NAT function at the Command Window. Select the type of Server you wish
to configure as shown in the figure below:

NAT Static Port Based Setting

Slatic [P Setting | Static Pon Setting | Eiltenng Seifing
Default Type: | Dthers v
Private IP Ad orts Server Type
52 168100,
|Add] | Save

2. Key in the Private IP Address.

3. Next, choose a transport protocol, either TCP or UDP, for the respective IP
Address.
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6.3

The Internet makes two transport protocols available to its applications, namely TCP
and UDP.

Transmission Control Protocol For building a reliable communications stream

(TCP) on top of the unreliable packet Internet Protocol
(IP). TCP is the protocol that supports nearly all
Internet applications.

User Diagram Protocol (UDP) A connectionless protocol that runs on top of IP
networks. UDP/IP provides very few error
recovery services, offering instead a direct way
to send and receive datagrams over an IP
network. It is used primarily for broadcasting
messages over a network.

Filtering Setting

Compex CGX3224 allows Packet Filtering rules be defined based on three factors,
Source IP Address, TCP Port and Time. IP Packet Filtering examines the outgoing
packets and decides whether to bypass or to block them. After the Packet Filtering rules
have been defined, the users may select to bypass or to block the outgoing packets that
do not match the rules.

For example, assume that a rule has been defined as "TCP Port 23 (used by TELNET)
from any IP on any day at any time". If the “forwarded” radio button is selected, all
outgoing packets will be sent except TELNET session. If the blocked radio button is
selected, all outgoing packets will be blocked except TELNET sessions.

Click on Filtering Setting at the Configuration window and the GUI will appear as
shown:

Filtering Configuration

w Destmnation. Day of Tune of
Edit TName Addresfer) Partis) the Week the Day

NOTE: Ploase set system clock first! Otherwise, ignare the access time settings in the above rules!

hcol| | Fovi| [ (S
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Procedures

1. Select Add button and the screen will facilitate the users to add rules for IP Packet
Filtering.

IP Filter Configuration
Add anew rule
Rule Name N
IP Address Any ¥ Destination Part fAhy -I

(From) 152 16882 {From)
(To) 15216888 (To)
| T famy =1
Doay of the Week Ay T of the Day (b 00-23, mem 00-55)
(Fram) 7] From)[ [ (uvenm)
ma[7= 2 o[ [ o)
[Epob] [cancai |

2. Enter the appropriate data in the respective entries for Rule Name, IP Address,
Destination Port, Day of the Week and Time of the Day.

3. Press the Apply button to add the new rule.

To delete a rule, select the rule on the Select to Edit column and click Delete button.

CAUTION

You must synchronize the clock of Compex CGX3224 to your PC’s time for
the rules to execute accurately. Refer to “Set System Clock™ on Page 59 to
utilize the timing based function of Compex CGX3224.
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Chapter 7 Configuring Your Wide Area Network

This section explains how to configure Compex CGX3224 to distribute Broadband Internet
Access to the Wide Area Network.

If you have chosen self-installation when you register for the broadband service, you should
first test the ADSL modem together with the logon account. Make sure it can connect
successfully before attempting to run it with Compex CGX3224.

For the purpose of illustration, it is assumed that LAN environment uses the IP address
192.168.100.xxx and Compex CGX3224 is using the default settings.

However, if you have assigned a different IP address for Compex CGX3224, then use the new
settings in the setup procedures.

7.1

Selecting the right connection for your Broadband Internet Service

Choosing the right connection type on Compex CGX3224 is important to ensure that
you are properly connected to your broadband Internet subscription. The following
summarizes the type of connection suitable for your broadband Internet subscription.

Static IP

This type of connection should only be used if and only if you have subscribed to fix IP
or a range of fix IP address from your service provider for your Cable Internet
connection or Direct Ethernet point.

Dynamic IP

This type of connection should be used if you are configuring Compex CGX3224 for
your Cable Internet service. Once powered on, Compex CGX3224 will request for an IP
address, which will be assigned by your service provider. Certain Cable Internet Service
Providers require DHCP Client ID to be passed in before an IP address is released. For
such cases, you must configure the System Config with a System Name equivalent to
the DHCP Client ID. The configuration of System Config may be found in “System
Configuration” on Page 62.

PPP Over Ethernet (PPPoE)
This type of connection should be chosen for ADSL services that use standard PPP
Over Ethernet (PPPoE) for authentication.

31



Chapter 7 Configuring Your Wide Area Network

7.2

Setup on Compex CGX3224 for Broadband Internet Access

For such services, you should have the IP address info ready before proceeding. This is
provided by the ISP.

1. Connect a network cable from the Ethernet port of Compex CGX3224 to your
workstation.

Cable/ADSL Modem

CGX3224 Workstation

,‘Iﬁ?ﬂ : -

2. Connect an Ethernet cable from Ethernet port of CGX3224 to the ADSL/Cable
modem.

3. Power on the broadband modem and wait for broadband modem to complete the
initialization process. That may take about 1 minute or more, depending on the
brand and design of individual modems.

4. Next, power on both your workstation and Compex CGX3224. The LINK/ACT
LED should light up, indicating that the connection has established.

5. You may start to configure Compex CGX3224 before connecting to the Internet.
Please refer to Chapter 5 “Configure Compex CGX3224 using Web-based
Interface” on Page 16.

6. Once everything is checked, you can now access to the Internet.
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7.3

7.4

Configuring Static IP Connection
Procedures

1. Go to WAN Config at Command Window, click on the pull-down menu from the
WAN Port field.

2. Next, select Static IP Address from the pull down menu at WAN Type field.
You may enter your IP Address, Subnet Mask and Gateway IP Address in the
individual fields. All these information can be obtained from your ISP/Network
Administrator.

3. Click on Save button to update the data.

The WAN Setup screen shows a Static IP Configuration that allows you to configure
your Static IP connection to your ISP.

WANO Setup
Wend | Wanl | Waed | Ward

Wan Pert HE|

Wan Type Swac P Addss =
1P Address T T Y
MNetwork Mask I N = T
Gateway 1P Addross . .F .F
Primary DNS P Addvess  [203 120 [0 [50
Secondary DNS IP addvess[152 168 [13 [

5o

NOTE: Changes made witl only take offect after rebooting.

Configuring Dynamic IP Connection

Compex CGX3224 uses Dynamic IP as the default WAN type. Hence, if you are using
Cable Internet, you do not need to configure the WAN connection.

However, if your account requires a DHCP Client ID in order to release an IP address,
you may need to configure the name of Compex CGX3224 with the DHCP Client ID
issued by your ISP.

See the section on “System Configuration” on Page 62, and remember to enter the
DHCP Client ID issued by the ISP into the System Name field in the System Identity.
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NOTE
If your computer is not able to access any web site, please verify that your DNS
entry of the computer has been defined correctly.

=z
o
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m

7.4.1 How to Configure Singapore Cable Vision (SCV) Service
SCV provides Dynamic IP address connection service. Assume that your

CGX3224 is not in the Dynamic IP setting, please follow these procedures to
change to the appropriate WAN type.

Procedures

1. Go to WAN Config. Click on the pull-down menu from the WAN Port
field.

2. On the list of other WAN types selection, select Dynamic IP Address and
hit on the Save button.

WANO Setup
Ward | Wanl | Wan2 | Wand
Wan Pert ial bd
Wan Type Dynamic P Address =
1P Address 0000
etwork Mask 255.255255.0
Gateway IP Addiess 0000
Primary DNS 0000
Secondary DNS 0000
55

NOTE: Changes made will only take ffect after rebooting.
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7.4.2 How to Configure @HOME Cable Service

Many broadband services require a simple DHCP request for connection. Two
such cable services are Optus@Home and Roger@Home.

System Configuration

System Name foeaz
System Location  farkncwn
System Comtact  [usknown

Product Hame foeazzs swich

1P Address [ ree . oo . 2
Subnet Mask R
DelauhGateway [ .0 .0 .p

| (==

Description of parameters

System Name You can obtain this information from your ISP.
System Contact and You may leave it as it is or fill in your ISP contact
Location and location information. They are for your future
reference only.
Procedures

To configure @HOME Cable Service,

1. Follow the steps stated in “Configuring for Singapore Cable Vision (SCV)
Service” on the previous section.

2. Next, click on System Config at the Command window under the
SYSTEM TOOLS menu and enter the required entry as shown.

3. Click on Apply and then Save button to set the System Configuration.

4. Reboot your device.
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7.5  Configuring PPP over Ethernet Session (PPPoE)
For Broadband service providers such as Pacific Internet Broadband and SingNet
Broadband, you have to select the PPPoE WAN configuration. This includes Germany
who is using T-1 connection.
———| Certain ADSL Internet subscriptions require Service Name to be specified in
=== order to establish a PPPoE connection.
751 How to Configure SingNet, PacNet &QALA DSL Broadband
This procedure assumes your ADSL modem and PC/notebook is operational
with the logon account from SingNet, Pacific Internet or QALA DSL
broadband service, and necessary hardware connection has been established.
NOTE
NOTE]| If you have chosen self-installation when you register for the broadband service,

you should first test the ADSL modem together with the logon account on your
PC. Make sure it can connect successfully before attempting to run it with
Compex CGX3224

Procedures

1. Go to WAN Config. Click on the pull-down menu from the WAN Port
field.

2. Click on WAN Type option and select PPP over Ethernet.
3. Click Save button to update your configuration.

Now, you may activate the Internet Explorer and start surfing the net.
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The WAN Setup screen below shows PPPoE configuration that allows you to
configure your ADSL Internet subscription.

WanD | Wonl | Ward | Wand

Wan Part

Status

1P Address
Gateway [P Address
Primary DHS
Secandary DNS

NOTE: Changes

Wan Type FEP over Ethemet
Usarname uEamame

Password LT

Service Name

Idle Timeout [§0.3600, D:Dizable) 300 seconds

WANO Setup

Dnsconnected Connoct
0.0.00
0.0.00
0000
0000

Sove

madiewill only tuke effect after nebooting.

Description of parameters

Username and
Password

Service Name

Idling Timeout

The information is given by the Internet Service
Provider.

Certain ADSL Internet subscriptions require the user to
enter the service name. You may enter the service
name for your ADSL Internet subscription.

Idle Timeout is the count down time to cut off the
broadband connection when there is no traffic passing
through the WAN port i.e. when there is no more
activity at the WAN port after all your PCs are turn off.

=z
o
-
m

NOTE
For Singapore users should

Pacific Internet Broadband:

SingNet Broadband:
QALA DSL:

follow the format below to enter their usernames:
username@pacific.net.sg
username@singnet
username@aqala.com.sg
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To connect to the Internet service, you can easily do so by clicking on the
Connect button. When the connection is established, the status appeared on
the screen will indicated as connected.

Please note that before you click on the Connection button, make sure you
have connected the broadband modem to Compex CGX3224’s remote port.
The cable connection is good when the indicating light for the LAN on the
broadband modem and the remote port on the switch is lighted up.

Click Disconnect button to terminate the Internet connection immediately.
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Chapter 8 Advanced Configuration for Compex CGX3224

In this chapter, you can understand how the configuration on Spanning Tree Protocol (STP) can
be easily done. Compex CGX3224 implements Internet Group Multicast Protocol (IGMP)
function which forwards multicast traffic intelligently. Simple Network Management Protocol
(SNMP) is also introduced to provide a standard mechanism to monitor and control network
devices.

8.1

STP Configuration

Spanning Tree Protocol, designed to run on bridges and switches, is a link management
protocol that provides path redundancy while preventing undesirable loops in the
network. The main purpose of STP is to ensure that the system do not run in looping
situation when it has redundant paths in your network. For an Ethernet network to
function properly, only one active path can exist between two stations.

Multiple active paths between stations cause loops in the network. If a loop exists in the
network topology, the potential exists for duplication of messages. When loops occur,
some switches see stations appear on both sides of the switch. This condition confuses
the forwarding algorithm and allows duplicate frames to be forwarded. STP should be
used in situation where you want redundant links but not loops. If your primary system
fails, the backup links are activated so that users can continue using the network.
Without STP on the bridges or switches, such a situation may result in a loop.

The example shown in Figure 8.1a illustrates a redundant link between Compex
CGX3224 Unit #1 and #2. The probability of having a bridging loop is quite high. This
is because, a broadcast or multicast packets might be circulating repeatedly between
CGX3224 Unit #1 and #2.
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Before CGX3224 Unit #1
implementing

STP ﬁ}ﬁg}ﬁﬁd—y é
. g\ Workstation A
a® P~ ~.

¢ -

L4
*

’
1

‘ Broadcast i

L
’
*

*
-

*
*
-
-~

S
)
| wﬁ%’?‘—’é
' g{\\ Workstation B
CGX3224 Unit #2

However, if STP is activated on both switches, broadcast and multicast packets would
be transmitted as shown in Figure 8.1b. To provide this desired path redundancy, as well
as preventing bridging loops, STP defines a tree that spans all switches in an extended
network. STP forces certain redundant data paths into a blocked state, leaving others in
the forwarding state. If a link in forwarding state becomes unavailable, STP will
reconfigure the network and re-route the data paths by activating the appropriate

standby paths.
_ After CGX3224 Unit #1
implementing
STP | =1
Workstation A
o
_ wasaasss > é
— Workstation B

CGX3224 Unit #2
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8.11

STP Port

When Compex CGX3224 first powers up, all bridges will declare themselves
to be the root. The one with the lowest priority will be the root. The bridges
will stop advertising themselves and use the Bridge Protocol Data Units
(BPDUES) of the root bridge.

During normal operation for Compex CGX3224, the ports are either
forwarding or disabling.

Spanning Tree Port Parameters
STP Pedt | STP Bridge
Bridge Port Path Cost  Primrity "™ pesignate Brigge DU g,
1 19 128 0 0000000000000 000 Drzabled
1 o 0 il 0000000000000 000 Thsabled
2 (] [ il 0.000000000000 0.00 D |
3 o a o 0000000000000 0.00 Dusabled
4 o 0 0 0.000000000000 0.00 Dasabled
3 ] 0 0 0.000000000000 0.00 Digabled
0 o 0 0 0.000000000000 0.00 Disakled
7 ] 0 0 0.000000000000 0.00 Thsabled
8 ] ] 0 0000000000000 000 Disabled
g U] 0 0 0000000000000 0.00 Forwarding
10 1] (1] 0 0 000000000000 0.00 Thsabled
1n 0 L] 0 0.000000000000 0.00 Disabled
12 U] L] 0 0.000000000000 0.00 Dhsabled
13 o 0 L] 0000000000000 0.00 Dnsabled
1" 1] 0 0 0 000000000000 000 Thsabled
13 o [ 0 0.000000000000 0.00 Disabled
16 o L] 0 0000000000000 0.00 Dheabled
17 o 0 0 0000000000000 0.00 Dnsabled
8 o o 0 0000000000000 0.00 Dusabled
0 0 0 0.000000000000 0.00 Disabled
1] ] 0 0 0000000000000 000 Dhzabled
1 o ] 0 0000000000000 0.00 Disabled
2 o 0 0 O OG00000AHNH0 i 00 Thzabled
3 o 0 0 0 000000000000 0.00 Thsabled
L] [ 0 D.000000000000 0.00 Disabled
U] 0 0 0.000000000000 0.00 Dusabled
o 0 L 0.000000000000 0.00 Dnsabiled
Trk Group -~ oot e = e
NOTE: When the specified port is trunking port, it cannot be set!
[[Ratresh ] [ Agaty ] [Save

Description of parameters

Bridge Port
(from Port 1 to 26)

Path Cost
(from 1 to 65535)

This option shows the port of the bridge that
connects to the root bridge.

This option sets the Spanning Tree path cost for this
port. A lower path cost represents higher
transmission speed.
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Priority
(from 0 to 65535)

Designated Cost

Designated Bridge

Designated Port

Forwarding State

Disabling State

Blocking State

Procedures

1.

2.

The lower the number the higher the priority.

If the designated bridge is the root bridge itself, then
the cost is 0. The identity of the designated bridge is
shown in the Design Bridge field.

IEEE 802.1D specifics 17 multicast addresses,
ranging from 0x00180C2000000 to
0x0180C2000010, to be used by different bridge
protocols. These addresses are static addresses that
cannot be removed.

Regardless of the STP state, the switch receives but
does not forward packets destined for addresses
between 0x0180C2000010. If STP is disabled, the
switch forwards those packets as unknown multicast
addresses.

Active ports which can forward frames on the root
bridge

STP allows the port to send and receive frames.

The port is not participating in STP. This occurs
when the port is disconnected or STP is disabled on
the port.

STP has blocked Layer 2 traffic on this port to
prevent a loop. The switch or VLAN can reach the
root bridge using another port, whose state is
FORWARDING. When a port is in this state, the
port does not transmit or receive user frames, but the
port does continue to receive STP BPDUs

Select STP Config from the Command window.

Select one port from 1 to 26 to connect to the root bridge.

Key in the value for Path Cost (from 1-65535) and set the priority level

(0-255).

42



Chapter 8

Advanced Configuration for Compex CGX3224

8.12

STP Bridge

Spanning-Tree Protocol defines a tree that spans all switches in an extended
network. It forces certain redundant data paths into a standby (blocked) state.
If one network segment in the Spanning-Tree Protocol becomes unreachable,
or if Spanning-Tree Protocol costs change, the spanning-tree algorithm
reconfigures the spanning-tree topology and reestablishes the link by
activating the standby path.

Spanning-Tree Protocol operation is transparent to end stations, which are
unaware whether they are connected to a single LAN segment or a switched
LAN of multiple segments.

This section shows how configuration is done in Spanning Tree parameters.

Spanning Tree Bridge Configuration

STP Pot | STP Bridge
Bridge Parameters
STP State [Gsetie 5]
s p-sssam
T sectemy
& seei-30
| Fp—T T}

Held Time 1 sec

Reot Prisiing
Halls Time
Farward Dalay
Max Age

Current Spanning Tree

Designated Root 0000000000000
Reot Pont a

Halls Tima 0sec
Topology Change Detected faise

Topology Change Time 0 sac

Root Path Cost o

Max Age 0see
Forward Delay 0 sec
Topology Change false
Hald Time 0 sec
(o] [saim|

Description of parameters

STP State

Root Priority
(from 0 to 65535)

When STP is enabled, it will dynamically detect
network looping owing to mis-configuration of the
network topology. The redundant connectors will be
disabled to avoid looping of packets. Looping would
often result in flooding of broadcast packets, halting
the normal traffic.

The priority of the switch is currently acting as the
root. The bridge with the lowest value has the highest
Spanning Tree priority level and is related as the
root.

43



Chapter 8 Advanced Configuration for Compex CGX3224

Hello Time Determines how often the switch broadcasts hello
(from 1 to 10s) messages to other switches.
Forward Delay Determines how long each of the listening and

learning states last before the interface begins
forwarding. This wait is necessary so that other
switches on the network ensure no loop is formed
before they allow the port to forward packets.

Max Age Determines the amount of time the switch stores
protocol information received on an interface.

Procedures

1. Select Spanning Tree state option and set Root Priority from 0 - 65535
s, and Hello Time from 1 - 10 s.

2. Key in the Forward Delay Time, Maximum Age and Hold Time.

3. Click Apply and Save button to update your configuration.

NOTE
NOTE| The screen is divided into two sections. Current Spanning Tree Root section
=—=| displays the read-only Spanning Tree settings for the current root switch and the
=——=—| parameters this switch is to use when it becomes the root switch only when you
click on Apply button.
8.2 IGMP Configuration

Internet Group Management Protocol (IGMP) is an Internet protocol that provides a
way for an Internet computer to report its multicast group membership to adjacent
routers. It allows Compex CGX3224 to forward multicast traffic intelligently. The
switch "snoops" the IGMP query and report messages and forwards traffic to only the
ports that request the multicast traffic. This prevents the switch from broadcasting the
traffic to all ports and possibly affecting network performance.
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The membership of a host group is dynamic - hosts may join and leave groups at any
time. There is no restriction on the location or number of members in a host group. A
host may be a member of more than one group at a time. A host need not be a member
of a group to send datagrams to it.

IGMP Selting

1GMP Stane: [Gsable =]

IGMP Groups List

Growp Sowce IP

IGMP Management

Description of parameters

Host Group Addresses

Procedures

Host groups are identified by class D IP addresses, i.e.,
those with "1110" as their high-order four bits. Class E IP
addresses, i.e., those with "1111" as their high-order four
bits, are reserved for future addressing modes.

In Internet standard "dotted decimal” notation, host group
addresses range from 224.0.0.0 to 239.255.255.255. The
address 224.0.0.0 is guaranteed not to be assigned to any
group, and 224.0.0.1 is assigned to the permanent group of
all IP hosts (including gateways). This is used to address
all multicast hosts on the directly connected network.
There is no multicast address (or any other IP address) for
all hosts on the total Internet. The addresses of other well-
known, permanent groups are to be published in "Assigned
Numbers".

1. Select IGMP Config from the Command window.

2. Choose enabled in the IGMP state field.

3. Click on the radio button to select the version for IGMP. Refer to the next
section for the explanation on IGMP v1.0 and v2.0

4. Hit on the Apply button and save your setting.
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8.2.1 Definition on IGMP v1.0 and v2.0

For IGMP v1.0,

The Internet Group Management Protocol (IGMP v1.0) is used by IP hosts to
report their host group memberships to any immediately neighboring multicast
routers. IGMP is an asymmetric protocol and is specified here from the point
of view of a host, rather than a multicast router.

NOTE
NOTE IGMPvV1 has no leave mechanism. If a host no longer wants to receive the

traffic, it simply quits. If it is the last, the switch will not have any answers to

its query and will delete the Group Destination Addresses (GDA) for that

subnet.

For IGMP v2.0,

IGMP v2.0 allows group membership termination to be quickly reported to the
routing protocol, which is important for high-bandwidth multicast groups
and/or subnets with highly volatile group membership.

Multicast routers use IGMP v2.0 to learn which groups have members on each
of their attached physical networks. A multicast router keeps a list of multicast
group memberships for each attached network, and a timer for each
membership. "Multicast group memberships™ means the presence of at least
one member of a multicast group on a given attached network, not a list of all
of the members.

When a host receives a General Query, it sets delay timers for each group
(excluding the all-systems group) of which it is a member on the interface
from which it received the query.

When a router receives a Report, it adds the group being reported to the list of
multicast group memberships on the network on which it received the Report
and sets the timer for the membership to the [Group Membership Interval].

When a host joins a multicast group, it should immediately transmit an
unsolicited Version 2 Membership Report for that group, in case it is the first
member of that group on the network

When a host leaves a multicast group, if it was the last host to reply to a Query
with a Membership Report for that group, it SHOULD send a Leave Group
message to the all-routers multicast group.
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8.

w

Stack Configuration

Stacking Management can be implemented in a multi-storey building or even in a
geographically dispersed campus. Upon activating the stacking management functions,
the system administrator is able to access to other switches easily.

By selecting the switch from the Stack Access field, you can configure any of the
switches that are connected to the network.

P-4
o
=
m

NOTE
A stack can only accepts up to 4 switches, including the master switch. All

switches in a particular stack must be in the same IP subnet.

Upon clicking on the Stack Config option, the Stack Management GUI will appear. The
system will prompt you to manage the network through the master switch after enabling
it.

Stack Management

Stack Setling
Stacking Stata:

Stack Member List

SN Type MAL Address I Address Systemn Name

Ho member List!

If you select Auto Select in the Stacking State field, the system will elect the switches
in connect in the stack with the smallest MAC address to be the master. The Master
switch election will start again when one of the following occurs:

e The master switch is power down.

e The master switch rebooted.

e The master switch failed.

However, if you select either Master or Slave, the connected switch will be set as your
choice.
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A pull down menu is created under the CGX3224 image. From there, you may select the
types of switch you wish to access, and the information will be listed.

8.3.1

- T .
O | Switch
/ selection
Slack Selfing
Slacking Saste: wnatia ¥
oo ] Som|

‘Saack Member Lint

W Ty AL Addrom I Addrem Sptem Mame

I Maser 00-B248-10-81-22 192168883 SOXH-DD

) e e P

Simple Application on Stack Management

CGX3224 Unit #1 (Master)
192.168.100.128

. ELE
U= | EEE

Workgroup A

Control

CGX3224 Unit #2 Station
(Slave) Workgroup B
192.168.100.128 F z"':' ]
m :; :a —-a
= EELE
]b\:?‘ A E \\!‘ =N
‘1 ![l !‘_‘I'
CGX3224 Unit #3 R
(Slave) Workgroup C
192.168.100.128 FrPFE
_-ra P =\ P =\
P ———
v Y4

CGX3224 Unit #1, #2 and #3 are stacked accordingly. Individual switches are
linked to its respective workgroup, such as Workgroup A, B and C. Enabling
the stacking function allows the master switch to do the configuration on Unit
#2 or Unit #3.

In order to control all the slave switches, you need to enable the stacking
function for all switches. You may follow the procedures as shown below:
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1. Connect a RJ45 MDI straight Ethernet cable from the Control Station to

CGX3224 Unit #1. Enter http://192.168.100.128 in the internet browser
and select Master option in the Stacking State field. You may name your
switch for identification. Refer to Section 9.2 “System Configuration”
for details.

Next, disconnect one end of the Ethernet cable from CGX3224 Unit #1
and establish a link to Unit #2. Please refer to Figure 8.3a.

Go the MS DOS Prompt and enter this command:
arp —d 192.168.100.128

This will delete the ARP cache so that you can access to Compex
CGX3224 successfully. Please note that adding the IP address in the ARP
command allows system to delete the ARP cache which is belonged to
that particular device.

Enter http://192.168.100.128 in the internet browser to select Slave option
in the field provided. Give a name to your switch.

P-4
o
=
m

NOTE
You may also use the console port to activate the stacking function of all
switches.

We are using 3 switches in this example, therefore, please repeat the
procedures of Steps 1 and 2 for CGX3224 Unit #3. Select Slave option in the
Stacking State field.

CGX3224 Unit #1

=
SHE a

Control Station

Figure 8.3a Establish a connection to CGX3224 Unit #2
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5. After selecting the options for individual switches, use RJ45 MDI straight
Ethernet cables to connect all three switches as shown in Figure 8.3b and
power up all switches.

6. Access to the web-based interface again. This time, you will be able to
view all switches attached to this stack.

0 CGIGZ34 ya av suiamssrimis P : g
un & e
o B e

consla ooy

1921

Slave-3 [00-80-78-¢7-10-2d 192.168.100.128]
Welcome to CGX3224 Switch Web Manager

7. Next, after clicking on the selected switch, you will be able to view the
necessary information for switches.

Stack Management

Stack Setting
Stacking State: enable ¥
Jwb'i Sew]
Stack Member List
SN Type MAC Address IP Addiess System Hame
1 Master 00-85-48-00-00-4 192.168.88.123 CGX3224
2 Slave 00-30-43-F-0-Ta 15216283128 123
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8.4  SNMP Configuration

SNMP is a communication specification that defines how management information is
exchanged between network management applications and management agents.

You can manage Compex CGX3224 using an SNMP application if the switch and the
application contains the same community string. Use this page to set or modify the
SNMP configuration parameters. The Community String settings in this page provide
different levels of access for SNMP management applications.

SNMP Management
Community Sefting
SHMP State; enebio 3]
Read Only Communisy Sning: etiic
Raad Wrlla Communlty Suing: [
Trap Setfing
‘:“m"“;‘"" 1P Addiess State
e (O I T Geabie &
1 public 0000 dable
] ke 0000 deabl
3 public 0000 disable
4 pubic 0000 deabl
5 public 0000 derabl
6 publc 0000 derabl
public 0000 dirabl
[ ] puoblic 0000 derabl
ot 1|

Description of parameters

Read Only Community String  The Read Only Community String is used for in-
band read-only SNMP operation.

Read Write Only Community = The Read Write Only Community String is used
String for in-band read-write SNMP operations.
Procedures
1. Upon enabling SNMP function, enter all values in the respective fields.

2. After clicking Apply button, the changes will appear on that particular data row. To
save your configuration, hit Save button.
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8.5

RMON Statistics

Remote monitoring (RMON) is a standard monitoring specification that enables various
network monitors and console systems to exchange network-monitoring data. RMON
provides network administrators with more freedom in selecting network-monitoring
probes and consoles with features that meet their particular networking needs.

1. Goto RMON Statistics from the Command window.

Port RMON Statistics

64 65-127 128-255 256-511 512-1023 1024-1518 1519-1522 Symbol CRC
yte e byte byte bhyte byte vte Error  Error

Frames Frames Frames Frames Frames Frames Frames Frames Frames
o o 0 o o o o o 0

cfaio gl o gl o

0 il
g 0
0 a
0 0
0 0
0 0
0 ]

claioc g oo o

B2
i)
=
s

79 69 a0

oo oo ofsl ol oo o o ois olel o lmiolos g oo o
o g o B odol o fEl o 0t o B ofal o sl o et o 6t o fo o fal o
aloloc s olgolalc lgio g ofal olglc laolaioc B o g o
oG o e oEl sl o e = e ol el o S o o s el o BEl &
oloolo ol oElolsols o ciglo e ol s o oisg o

=
oo o0oo0oS8o0o0o0o0o0o0ooooo
oo oo o0 o060 es0 oo oo oo
oo oo o000 o0 o000 oo o oo
o e o e odel olsl o oo I5) ofel o isllo

Refresh ]
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8.6

Port Security

Of all 26 ports, some of the ports may need to be assig

ned to one specific port. In order

to fulfill this act, MAC Address should be added to that particular port. This is to restrict

other users from using the static port. A port can
Addresses.

accommodate up to 20 MAC

Port 1 Security

Choose Port: [T =]
New Mac Address

I e e e L
{Arcommadate up to 20 MAC Addvess per port) Dol—
DelotoAll

See|

NOTE: Add mac address will only take affect after reboating!

Mac Address List

Procedures

1. Goto Port Security from the Command window.

2. Select a port and enter the MAC address in the field provided, e.g. 00-80-40-E8-85-

12.

3. Click on the Add button and the system will then add in the New MAC Address

into the listing on the right side of the screen.

Port 1 Security

Choose Port: |1 =
New Mac Address

=== -r-r-

(Accamempdate up to 20 MAC Address per port)

5o

NOTE: Add mac address will only tske affect after mebooting!

Mac Address List
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8.6.1 To delete MAC Address/es
If you want to delete MAC Address/es, simply
e Click on Del = button for single MAC Address, or

e Hit on DeleteAll button to delete all the MAC Addresses.

8.7  MirrorPort Configuration

8.7.1 Using Mirror Port to Monitor Traffic

This function allows you to set up a ‘mirror’ port of any specified port/s, so
you can monitor the traffic of the monitored port/s without intervention. In
effect, the traffic on the monitored port/s are replicated on the mirror port,
allowing you to use a protocol analyzer to analyze the traffic for a specific

problem.
Mirror Port Setup
< Nor-Mireot T2 Mirroned Member
MimerPort 1 2 34 56T 85NN RBUBBETEBINNRANEN
e R
[y | [Save |
Procedures

1. Go to MirrorPort Config from the Command window.
2. Select one Mirror Port.

3. Click on the dashed line ‘=* on that particular port if you want to select it
as a Mirrored Member (T).

4. Hit on Apply button after you are satisfied with the setup. Click Save
button to update the configuration.
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8.7.2 Simple Application on Port Mirroring

From the example illustrated in Figure 8.7b, we are using Port 22 to monitor
the activities at PC #1 to 3. Notice that Port 22 is set as mirror port, and PC #1
to #3 is connected to Port 6, 12 and 16 respectively. A workstation is
connected to Port 2 to monitor the entire network system.

CGX3224

Workstation
Port 2 [ C o "l
EEEE
PC #1 PC #2 PC#3 Mirror
Port 6 Port12 Port16 Port22

To do the above-mentioned setting, you may simply go to the web interface
management and click on MirrorPort Config in the command window menu.
Next, set the configuration as shown in Figure 8.7¢ and save it.

Mirror Port Setup

-4 Nor-Miror T2 Mimared Member

MiorosPort 1 2 34 SE T B I NN RUDUBHITBHANNRDINMUBN

S o o Ty oIl S e S S
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8.8

Aging Control

Aging control is for the aging of address entries in the switch’s forwarding table. If the
aging control is enabled, a learned address entry (not including the static entry) will be
removed from the forwarding table if there is no update within a pre-determined period.
It is useful because resources for the forwarding table is limited. Enabling the aging
control will not influence packet forwarding. The packet is forwarded to all other ports
when the destination MAC address cannot be found in the forwarding table. If the aging
control is disabled, all address entries will not be removed.

Aging Control of Address Entries

Auging Cential:  Enable © Desable

Maximum Age of Address Entibes: F:C x5 Seconds (1-128)

opy | S |

Procedures

1. Goto Aging Control from the Command window.

2. Select Enable from the Aging Control option.

3. Enter the Maximum Age of the Address Entries. If the aging control is enabled,

enter an integer from the range of 1 to 128 as the maximum age of address entries.
If the aging control is disabled, this step can be skipped.
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8.9  Address Search
8.9.1 Host Search

Host Search is used for searching a host by IP address on the network, and
getting the port number to which the host is connected. It is useful while
configuring the VLAN. With this function, you can easily detect the port at
which a host is connected to, and have an idea about which ports should be

included in a VLAN.

Host Search

Haost Search | MAC Addess Search

Host IP Address

192 (160 Lo | (250

Search

Procedures
1. Go the Host Search from the Command window.
2. Enter the Host IP Address and click on Search button

The result will display as shown below.

Search Result

The Host Addoess: 152. 96888250 was found |
AL Auldde; DOBRAR.WelTT
aye 0

static : 1

mirnes 10

BCRU 0

(=2 R}

pon:0
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8.9.2

MAC Address Search

This feature helps to look for the particular MAC Address stated in the field,
which provides a useful way while configuring the VLAN. The system will
search through the device for the port’s ownership of that particular PC.

MAC Address Search

Uost Search | MAC Address Search
HMAC Address
00 =30 =g2 =41 =2o =[5

Procedures

1. Enter the MAC Address in the field provided and click on the Search
button.
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Chapter 9 Using SYSTEM TOOLS Menu

In this chapter, you will be able to retrieve the system information of Compex CGX3224, to
change the administrator’s password and also upgrading new downloaded firmware version.

9.1  Set System Clock

It is recommended that you configure Compex CGX3224’s timer to synchronize with
your PC so that you can utilize the time-based functions.

NOTE

To manage and utilize the timing based functions provided in Compex
CGX3224, (such as the Filtering functions), you MUST set its clock to
synchronize with your managing workstation.
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System Clock

Curvent time: | ETE ] O (O T S

man/deiyyyy Bhomm:ss)

ooty |

Procedures
1. Go to System Clock from the Command window.
2. Access to the System Clock function at the Command window.

3. Key in the appropriate time zone and click Apply button.
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9.2 Remote Management

This function allows you to access your Compex CGX3224 through Internet (WAN) or
Local Area Network.

The figure illustrates that you can configure the Compex CGX3224 even when you are
at home. This can be done by activating the remote management function from your

workplace.
Home
—
g—i—w—w
Workplace
WAN IP address:
203.120.12.12
HTTP Port:
50
[ e W i
Procedures

1. From your workplace, simply click on Remote Management from the Command
window.

2. Enter a HTTP Port in the field provided and click Save button to update the
changes.

Remote Management Configuration

HTTP Pant u (Standard=50)
(Entar 0 to disable remoie management)

NOTE: port number modified will only take gffecs gfter rebooring.

T
B
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3. You may go to WAN Config to check for your WAN port’s IP address.

NOTE
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allow WAN access from your home.

You need to set the gateway of your Compex CGX3224 to 0.0.0.0 in order to

4. Go to System Config from the Command
window. Ensure that your gateway is set to
0.0.0.0.

5. Click Save button to update the changes.

System Configuration

Systam Nama CGX3224 Switch
System Location  enknown

Systom Contatt koo

Product Nama CGM3224

1P Adddress 192 L68 Lnoo [

Subnot Mask 56 |, (o6

v
: Default Gateway 0

................................

[Aepiy | [Save |

6. Next, from your home’s PC, open your Internet browser, enter this IP address
203.120.12.12:50 in the address bar, where 203.120.12.12 is WAN port’s IP address

of Compex CGX3224; and 50 is the http port.

NOTE
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prohibited.

At any one time, the switch can be managed by only one user from either
LAN or WAN. Concurrent switch management by multiple users is
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9.3

System Configuration

This helps you configure the system. You can configure IP address, Subnet Mask or
Default Gateway of the management board in Compex CGX3224. It is likely that
several VLANs are on the single switch, and each VLAN can be regarded as an
independent network, so their network addresses may be different.

System Configuration
Systam Hame CEX3224 Switch
Smﬂl Location Unknown
Systom Confact  unkecn
Product Hame COMI224
1P Addiess 192 L1168 L1100 | |128
Subnet Mask 268 Liess Lless Lo
Default Gateway 0 L a0 L (0

| Apphy | | Sawe |

Description of parameters

System Name
System Location
System Contact
Product Name

IP Address

Subnet Mask

Default Gateway

A description on the device for easy identification.
The location of the device, e.g. in R&D Dept.

The Person In Charge of the device.

The naming of the device, e.g. Compex CGX3224.

This is the IP address of Compex CGX3224. You
may change the address and save it.

Subnet mask is just like IP addresses which
contains four bytes (32 bits). It is often written
using the same "dotted-decimal™ notation. For
example, a very common subnet mask in its binary
representation 11111111 11111111 11111111
00000000 is typically shown in the equivalent,
more readable form 255.255.255.0.

The gateway address for the computer when
using this switch
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Procedures
1. Go to System Configuration from the Command window.

2. Enter the information in the respective field and click on the Apply button and save
the setting.

3. Upon making amendments on this page, the screen will appear a message, “Reboot
the switch?”. Click on Yes button to let the changes take effect.

Click on Logon button again if you still wish to access to Compex CGX3224 web page.
This cannot apply to the changing of IP Addresses.

CAUTION

After changing the IP Address of Compex CGX3224, the system will not lead
you to log in to the web page after you have clicked Logon button. Instead, a
page error will display on the screen, stating “The page cannot be displayed”.
Enter your NEW IP Address to login to the web page again.

9.4  System Information
System Information displays the necessary data about the management system.
Procedures

1. Click on System Information from the Command window.

System Information

system Information

Lan Information

System name

Systam contact

Network Mask

Dafault Gataway

OGX3224 Swtch

mknown

Systum location unknown
Systom Up Time 0 moeths 0 days 00:5720
update information Finmware Varsion CC 20 Bld 20040625, Tune 25 2004
Console baudiate JB400
MALC Address 00-E0-48-1e-69-24
IP Address
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9.5

Change Password

This option allows the System Administrator to amend the current password.

Procedures

1. Go to Change Password from the Command
window.

2. After entering your new password, click on Change
Password button to activate the new setting.

Change Switch Password

Curmrent Password [
New Password [re—
Confirm Password |~

| Change Password I

The system will alert you that the password has been changed successfully.

System Messages

The password has been changed.

|

951 Forget your Password

You can simply reset the password using Hyper Terminal program.

1. In the Hyper Terminal environment, switch OFF and ON Compex

SGX3226.

2. When “Press ENTER to stop auto-boot ...” message appear on the
screen, hit “Enter” key on the keyboard within 5 seconds.

3. Upon seeing the word Password appeared on the screen, enter +=_-)0
and hit the Enter key from your keyboard to start resetting.
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9.6

4. Next, the screen will display " Default password restored successfully".
This indicates that the system has successfully reset the password to
default setting.

& 2726 - Hypees Turminal
Bl e ew Gl Trefe ek

D@ =3 0B o

* SGHIZ26 Leader Version 1.40 «
+ Copyright (C) Compex, Inc,

+ hitp://waw. compex, con, 59
+ http:/fwnw. cpx_com

R

Press ENTER to stop auto-bool ...
5

Password: s=a=e=
Nefault pazsword restored succezsfully

Pass

~rreboot_

Coreactad 61 Ags e AN [

5. Type in reboot to switch your Compex SGX3226 to normal mode.
This time, you can enter the default password, which is password to
login to the configuration page.

You may change your password using Hyper Terminal program by typing the
command, sys set password and hit Enter key from your keyboard. If you
cannot remember the command, type in help and the command listing will be
listed.

Upgrading Compex CGX3224 Firmware

You can simply download the newer version Firmware  from
http://www.compex.com.sg. Here, you will find links that allow easy access for
upgrading of future released updated firmware.

To check your current firmware version, refer to Section 9.4 on "'System Information”
on Page 63. Once you downloaded the latest firmware, saved it into your hard disk.

System Information

System name CGI3224 Swatch
wystem Information System contact
Systom location
Systam Up Time
update information  Flrmware venlgu' f

Congole baudrate
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9.7

Procedures

1. Goto Firmware Upgrade from the Command window.

2. Click Browse button to select the file where you have just saved.

Firmware Upgrade

Upgrade Firmware (path and file nama)

DA\eg3z2 \g3224v180_040625.ima Browse..

[Tooi ]

3. Next, click on the Upgrade button to start replacing the latest firmware revision.

The system will prompt you to reboot Compex CGX3224. Click Yes button to restart
the device.

Log on to the web site after 30 seconds if you still need to do some configuration on
Compex CGX3224.

Save or Reset Settings

The Save and Reset Settings allow you to execute the amendments or reset to the default
settings.

Switch Settings

Save the Switch’s current configuration
Sava I

Backup the Switch’s configuration
Backup

Restore the Switch's confi ion (path and file name)

Browse.
Festore |

Erase the Switch's configuration and restore its factory default settings

Clear and Recet

Fieig]
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9.7.1

9.7.2

Save

By clicking Save button, you will save all the changes made from Compex
CGX3224. You need to reboot the switch to ensure that the profile is updated

correctly.

Backup

This option allows you to backup the switch’s configuration into a file.

1. Click on the Backup button
and the system will prompt
you to either open or save the
file.

i’
2

2. Select Save button and go to
your preferred folder to save
this file. Do remember the
location that you intend to
save this file. Click OK
button to proceed.

File Download El

Some files can harm your computer. I the file information below
looks suspicious, or you do not fully tust the source, do not open or
save this file:

File name: switch.cfg

File type:

From: 192.165.100.125

WWould you fike ta open the file o save it to pour computer?

[ Open ] ‘ Save | [ Cancel I [ More Info

Always ask before opening this bype of file

3. After downloading process has completed, the following message will
appear. Click Close button if you do not want to view the downloaded file.

Download complete

vh

= Download Complete

Saved:
swikch.cfg fram 192.168,100.125

[

Downloaded:
Download to:
TransFer rate:

999 KB in 1 sec

9.99 KB/Sec

CiDocuments and Setting. . switch.cfg

o

I [ Open Folder ] [

Cloze
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9.73

9.7.4

Restore

1. Click Browse button and select the file that you want the system to restore
back the configuration.

2. Click Restore button to start the process.

3. The system will request you to reboot Compex CGX3224. Click Yes
button to restart the switch.

4. Wait for 60 seconds and the system will automatically return to the Login
Web page, prompting you to enter password again.

Clear and Reset

By clicking this option, you will restore Compex CGX3224 to factory
defaults. And you will have to re-enter all the configuration information to the
network.

1. Click on Clear and Reset button. The system will prompt you to choose
whether you want to reset the configuration data.

2. Click Yes button to proceed and the system will automatically reset the IP
address to factory default, which is http://192.168.100.128

Reset Configuration Data

Do yeni really want to continie?

3. Click Logon button if you want to make some more changes.

switch's [P address has been set to the factory default 192.168.100.128.
Tour workstation's IP address may need to be changed.

System is rebooting, please wait 60 seconds to log in again,

Logon |
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9.

9.

9.

8

©

[N
o

Message Window

This window will list out the action/s taken while doing configuring. It helps you to dig

out the history of various action/s.

Message Window

“SNMP config has been changed successfully!

“SHMP config has been changed successfully!

“SNMP config has been changed successfully!

“SNMP config has been changed successfully!

“Port 1 security: Specified Mac address has been added successfully!
“Mirrer Port config has been changed successfully!

“Mirror Port config has been changed successfully!

*Aging contrel config has been changed successfully!

“Aging control config has been changed successfully!

“MAC search: MAC Address 00-8048-¢9.0d.05 was found!

*The Host Address 192,168,100,160 was found! MAC Addr: 00-80-e9-0d-05 port : 1
“The system configuration has been saved successfully!

) | e

To save all your actions, click on SaveAs button. The system will prompt you to save

your file in your preferred location.

Reboot Switch

Rebooting of Compex CGX3224 is required after changes are
made in the configuration or setting.

1. Click on Reboot Switch from the Command window.

2. Click Yes to reboot the switch. The system will prompt you
to logon again after 30 seconds to see the effect:

Logout

Reboot Switch

Reboot the Switch?

Yes

By clicking Logout button, you will get a logout GUI as shown below. Alternatively,
you can log in again into the web-based browser via http://192.168.100.128 or the new

IP address, which you have assigned to the switch.
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NOTE

If you changed a new IP Address for Compex CGX3224, the system will NOT
automatically changed to the new IP address after you click on the Logon button.
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Chapter 10  Using HELP Menu

10.1 Technical Support

For more information on technical support, click on “Technical Support” in the HELP
menu. Here, you can refer to the respective technical group supported by Compex in the
different countries as shown below:

Support Information

For technical support email to! support@compex.com 25
For updates connect to the following Web Sites:

hitpdfwww cpz com
httpelfarana, compes com sg

Regional Technical Support Centers
T34, Canada, Latin America and South America
Compez, Inc.
4051 E. La Palma, Unit &
Anaheim, CA 92807, USA
HotLine - (714} 630-7302
Fax: (714) 620-6521

Europe
EeadyLINE Networktechnology GmbIH
Albert Emnstein Strasees 34/M21
63322 Rodermark, Germany
HotLine : +H43 (0} 5074-98017
Fax  ++49 (0) 6074-90668
Support emailreadylink @eompex. com g5

Asia, Austrelia, NewZeland, Middle East and the rest of the world
Compex Systems Pte. Lid.
133, Joo Seng Road, #08-01,
I Inclustrial Building
Singapore 368363
HotLine : (65) 6-286-1805
Fax . (65) 6-283-8337
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Chapter 11  Application on Virtual LAN

In an untagged VLAN application, you can assign a group of ports within a switch as members
of a specific VLAN. Data traffic would be confined within the member ports. In this way,
devices connected with the switch can be partitioned into distinct groups each corresponds to a
different VLAN. The partition (VLAN) can be expanded when two untagged VLANSs are
connected together through their member ports. No two VLANSs can be overlapped. Each
VLAN is separate from the rest. It provides a simple means to implement a secure and managed
network.

In a tagged VLAN application, you still can assign specific ports within a switch to be a VLAN
group. In addition, the data transferred within the VLAN group is tagged with an ID as specified
with the 802.1Q Tagged VLAN standard. It allows the VLAN information to be carried along as
the data flow from switch to switch. It also allows a port to carry multiple VLANSs data stream.
It is more flexible and scalable than the untagged VLAN application. However, all networking
devices have to support the 802.1Q Tagged VLAN standard for VLAN Tagging system to
work.

11.1 Untagged and Tag Configuration using Web-based Interface

VLAN C VLAN D
VID 02 VID 03
Control Unit PC2
Port 2 Port 16
P i
& untagged untagged é
4 Switch |
192.168.100.128

Switch 2
1 E— 192.168.100.141
. =
1% untagged untagged ,_!!
=i P
PC 1 RES
Port 9 Port 22
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VLAN C, VLAN D and VLAN E are assigned with VID of 02, 03 and 04 respectively.
Switch 1 and Switch 2 are interconnected via Port 26, whereby the port are tagged with
an ID. Control Station, PC 1, PC 2 and PC 3 are connected to Port 2, 9, 16 and 22
respectively. All Ethernet Ports are configured as untagged. All users are able to
communicate with one another within the same VLAN. For example, the control unit is
able to communicate with PC 1, but failed to communicate with PC 2 and PC 3.
Creating VLAN E allows PC 2 to transmit data from switch 1 to switch 2 via tagged
Port 26, without the need to connect another link in VLAN D.

Configuration for Switch 1

VLAN C
1. Open a browser and key in the IP address for Switch 1, such as 192.168.100.128.

2. Select VLAN Config from the command window and enabled the Status at Group
2.

3. Set VID number to 2. (Any number between 2 to 4094.)

4. Click on ‘-’ to ‘U’ for Port 1 to Port 12 and “T” for Port 26. Refer to Figure 10.1.
Notice that the picture illustrated on Page 71 used only Port 2, we still can allocate
the remaining ports to VLAN C for further usage.

VLAN D

5. Next, enabled the Status at Group 3. Set VID Number to 3.

6. Click on ‘-’ to ‘U’ for Port 13 to Port 24 and ‘T’ for Port 26. Also note that the
picture illustrated on Page 71 used only Port 16, we still can allocate the remaining

ports to VLAN D for further usage.

7. Click Save button upon confirmation.

VLAN E
8. Enabled the Status at Group 4. Set VID Number to 4.
9. Clickon ‘-’ to ‘U’ for Port 1 to Port 24 and ‘T’ for Port 26. Refer to Figure 10.1.

10. Click Save button upon confirmation.
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Static VLAN Setup

Groupl-16 | Group!7-32 — Man-memiber T: Tag U: Untagged

PortVID=>11111111111111111111111111
PortHo==1234 567 09 0112134151617 10192021 2223242526

Group Stans VID
1 Cil o uluduuududuuududuuuuoyuuow

2 |en elo? UluUuUUUUbU Y === m e — = T
3 lmn RIOY | e e e e uduuuuuuuuu=-T
4 (dis » 04 uduguUuuuUug U =T
5 [dsfll] | mmmmmmmme e o i e
B (cin (] | oo o i o o s o

Untagged and Tag VLAN setting for Switch 1

Configuration for Switch 2

Follow the procedures as shown in configuring Switch 1.

Now, users within the same VLAN is able to communicate with one another.

NOTE
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Switch 1 and 2.

Please note that for Tagged VLAN, VID number MUST BE the same from
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Appendix I Panel Views & Descriptions

Please note that the actual product appearance may slightly differ depending on the hardware
version.

13 5 798 1V 3151719038

2|2 a4 & 8 1012 14 16 18 [/ 22 24

MCOE

AC, FULL 1000

NN NN
7 8 6 9 345

Figure 11.1b Front Panel View of Compex CGX3224 (Section #1)

Figure 11.1c Front Panel View of Compex CGX3224 (Section #2)
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g
PN PN e
SZI N2 T
12
Figure 11.1d Back Panel View of Compex CGX3224
Features Status and Indication
LINK LEDs Steady Green A link has established.
Off No connection is detected.
MODE LEDs If the Mode button is in ACT mode,
Blinking Green | Activity is present in the network.
Off No activity is present in the network.
If the Mode button is in FULL mode,
Steady Green The switch is operating in Full Duplex mode.
Off The switch is operating in Half Duplex mode.
If the Mode button is in 100M mode,
Steady Green The switch is running in 100Mbps.
Off The switch is running in 10Mbps.
ACT LED Steady Green The Mode button is toggled to ACT mode.
Off The Mode button is either toggled to FULL or
100M mode.
FULL LED Steady Green The Mode button is toggled to FULL mode.
Off The Mode button is either toggled to 100M or ACT

mode.
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Features Status and Indication
5 100M LED Steady Green The Mode button is toggled to 100M mode.
Off The Mode button is either toggled to ACT or FULL
mode.
6 POWER LED Steady Green Power supply is in normal condition.
7 Console Port A serial 9 Pin (DB9) socket is connected to PC COM Port for
monitoring the switch.
8 Reset Button By pushing the reset button once,
e The switch will clear all previous temporary error
e Switch would be re-configured with the settings stored in non-
volatile flash memory.
9 Mode Button By pressing it, you will be able to view the status of the selected mode
(Between ACT, FULL and 100M LEDs).
10 | 2 Open Types of Optional Module used:
Expansion e 1000Base-LX Gigabit on Fiber Module
Module Slots e 1000Base-SX Gigabit on Fiber Module
e 100Base-FX Single Mode Fiber Fast Ethernet Module
e 100Base-FX Multi-Mode Fiber Fast Ethernet Module
e 1000Base-T Copper Module
11 | 24 RJ45 Use UTP/STP network cables to connect
10/100Mbps e 10 Base-T
Ports e 100 Base-TX
All ports will detect and automatically switch to uplink mode when
connected to a switch/hub.
12 | Power Socket Power input at the range of 100V - 240V AC, 50-60Hz.
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Industry Standards

Complies with

IEEE 802.1d: Spanning Tree Protocol
IEEE 802.1Q: Tagged VLAN

IEEE 802.3: 10 Base-T

IEEE 802.3u: 100 Base-TX, 100 Base-FX
IEEE 802.3ab: 1000 Base-T

IEEE 802.3ad: Link Aggregation

IEEE 802.3z: 1000 Base-SX

IEEE 802.3x: Flow Control

Certificate Standards

FCC Class A
CE Mark
C-Tick

UL

Interface

24 RJ45 UTP 10/100 Mbps ports
e 2 expandable slots
1 RS232 serial interface

SNMP Management o Group 1-Ethernet Statistic
(4 groups of RMON) e Group 2-History
e Group 3-Alarm
e Group 9-Events
Virtual LAN e Port-based VLAN
e Tagged VLAN
Spanning Tree Protocol Yes
Flash ROM 2 M Bytes
Port Mirroring Yes

Switching Method

Store-and-Forward

Management Interface

Web-based Interface
RS232

Telnet Console
SNMP

Port Trunking

Up to 4 ports/trunk
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LED Indicators Power

Link

Activity

Mode

Speed (10/100/1000Mbps)

Duplex status

Operation Mode

N-Way Auto-negotiation
e Force Mode

Transmission Mode e Full Duplex
o Half Duplex
Optional Modules e 100Base-FX

¢ 1000Base-SX

Power Supply o Internal power supply is provided with voltage ratings of
100 V AC to 240 VV AC, 50~60 Hz
e Power consumption is 40 W maximum.

Environment Requirements | Operating Temperature:  0°C to 40°C
Storage Temperature:  -20°C to 70°C
Operating Humidity:  10% to 80% RH
Storage Humidity: 59 to 90%
RH=Relative Humidity

MAC Address Table 4K

Packet Buffer 24Mbytes

Back Plane Capacity 12Gbps

Physical Dimension 440mm x 200mm x 44mm (L x B x H)
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Appendix 11 TCP/IP Configuration

Compex CGX3224 is pre-configured with a default IP address 192.168.100.128 with a network
mask of 255.255.255.0. By default, the DHCP Server is not activated. You need to set your
PC’s IP address to static in order to configure Compex CGX3224. kindly follow the procedures
as shown below:

Alll-1For Windows 95/98/98SE/ME/2000 Network [2]X]

. Configuration | |dentification | Access Contiol |
1. Click on Control Panel and Network.

Choose the position where the TCP/IP The following petwork components are installed:
protocol is directed on your network ¥~ IPX/SP%-compatible Protocol -> Intel 21143/2 based 10/ 4]
card 4 TCPAP -> Compex iwavePot WLUT1A

Add | Remve | Propaties |
Primany Metwork Logon:
INovell Mefware Chent ;I
File and Piint Sharing...
— Description— 5
TCP/IP is the protocol you use to connect to the Intemet and
TCP/IP Properties (2| vicke-(6a nethctics
Bindings | Advanced | NetBIOS
DNS Configuration | Gateway | WINS Configuiation 1P Address
[k ] concal |
An IP address can be automatically assigned to this comput
1§ your network does not automatically assign |P adds ask
your network. administrator for an addiess, and then lype it in
the space below,
2. Click on Properties. Here you
(~ Qbtain an IP address automaticall have to enter an IP address to
(% peciy an IP addiess} your PC.

|P Address: 192.168.100.160
stk
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3. Click on DNS Configuration Tab and IR0 (2] ]
select Disable DNS. Bindings | Advanced | NelBIOS
DNS Cenfiguiation | Gateway || WINS Corfiguration | IP Address
4. From the WINS Configuration tab,  Disable DG
remember to activate Use DHCP for " Enable DNS

WINS Resolution.

4. Next, from the Gateway Configuration
tab, type in 192.168.100.1.

After you had saved the possible
necessary changes and had rebooted
your computer if required, you should

check the IP address assigned by [— 2|

Compex CGX3224 to the PC.

T ] o |

5. From the Start menu, select Run, enter the command winipcfg and click OK. The
following screenshot will appear. From the list of network adapters availability,
select the adapter that you currently are using.

1
IP Configuration E =

— Ethernet Adapter Information

|DEC DC21041 PCI Ethemet Ao 7]

Adapter Address 00-80-4 8-Eb-Ad-02
IP Address 192168.100.160

Subnet Mask 255.265.256.0

Default Gateway 1821681001

HEIESsE I HEmEn |

Feleaze &l | Renew All I More Info >>|

If the IP address stated is in the same subnet as your Compex CGX3224, you can
continue with the configuration under Chapter 7 “Configure Compex CGX3224
using Web Interface”.
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Alll-2Windows XP/NT

When using these operation systems, you also need to set your IP addresses to dynamic.

For example, under Windows XP,

1. Select View Network Connections
and then click on LAN Area
Connections. Activate Properties
with the right mouse key and the
following window will appear:

Internet Protocol (TCP/IP) Properties

General | Alemate Configuration |

You can get IP eltings azsigned sutamatically if your netwark supports
thiz capability. Dtherwize, you need to ask your network administrator for
the appropriste P settings.

() Obtan an

IP addiess automatically

|P address: 182 168 100 160
Subnet mask: 255 255 255 0
Default gateway: 192 168 100 1

(&) Obtain DNS server address sutomatically
() Use the following DNS server addiesses:

L Local Area Connection Properties @)X

General Advanced
Connect using:

B8 PCI Ethernat DEC 21041 Basad Adaptar

This connection uses the following items:

| B Client for Microsoft Netwarks

[ =l File and Printer Sharing for Microsoft Networks

¥ =005 Packel Scheduler
Intemet Protocol [TCR/IP]

Description

Transmission Cantrol Protocol/Intemet Protocol. The defaul
wide area network protocol that provides communication
across diverse interconnected networks.

[[] Show icon in notification area when connected

el

2. Click on the Internet
Protocol Properties. Enter
an IP addresses in the field
provided.

Press OK to make possible
changes effective. Now the
configuration of the TCP/IP
protocol under Windows XP
is finished, and is time to
check if your computer gets
the right IP address.
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Appendix 111 TCP/IP Configuration

4. Go to Start menu, Accessories, select Command Prompt and execute the
command ipconfig/all. The following information will be displayed:

Windows 20860 5.88.21951

M oft [Uersion
<G> Copyright 1985-1999 Microsoft Corp.

C:\>ipcanfig

\indous 2088 [P Configuration

Ethernet adapter Local Area Connection:
cific DNS Suffix
Bor Be 92.168.100.168

55.255.255.0
: 192.168.100.1

If the IP address stated is in the same subnet as your Compex CGX3224, you can

continue with the configuration under Chapter 7 “Configure Compex CGX3224
using Web Interface”.
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