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BBegeHue

= McnonHseMbin hann — 310 dann, KOTOPbI MOXET ObiTb 3arpy>keH B
NaMsTb 3arpy34MKoM OnepaLMoOHHON CUCTEMbI M 3aTEM UCMOJHEH

LI Oleo) Vg Portable — OCHOBHOM hopMaT ANst XpaHEHUS
MCMNOJIHSAEMbIX (hannoB B ornepaumoHHon cucteme Windows

= Bbonbuwas yactb paspabotunkoB Windows NT npuwnn ns DEC, noaTtomy
PE — pa3sutne popmata COFF (Common Object File Format) u3
VAX/VMS

= [pyrue copmaTbl — New Executable (NE) u Linear Executable (LE)

=  AnnapaTHble NIaT@OopMbl, Ha KOTOPbIX NCrOoib3oBancs gopmat PE:
Intel x86, MIPS R4000, DEC Alpha, PowerPC

= PE 0606ueH ans ncnonb3oBaHus Ha 64-paspsaaHbix nnaTtdopmax
(PE32+)



4.1. YnpasneHue namatbio B Windows

= YnpasneHue namatbto B Windows NT/2k/XP/2k3

OCYLLECTBNSET MEHEMKEP BUPTYyanbHOM namMaTtu (virtual-
memory manager)

= Pu3myeckas namMaTb AeNNTCI Ha U3NYECKME CTPaHULbI
pa3mepoM B 4096 6anT (8192 6anTa Ha 64-pa3paaHbIX
apXUTEKTypax)

= Ou3nyeckne CTpaHuLbl MOryT BbITECHSATLCS B OAMH UK
Heckonbko dannos noaka4vku (page files). BblITeCHEHHbIE
Ha XXECTKMN OUCK CTPaHMLbl 3aTEM MOryT ObITb 3arpy>eHbl
0bpaTHO B NaMsATb, €CNU BO3HUKHET HEODXOANMOCTb



4.1.1. BupTtyanbHoe agpecHoe npoCcTPaHCTBO

npouecca
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[lepeBoa BUPTYanbHOro agapeca B U3NYecknm agpec
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delta := vx mod 4096;

BupTyanbHoe PX = pnum* 4096+delta M
agpecHoe
MPOCTPaHCTBO
dunsnyeckad
namMsaTb
BupT. dus.
anpec agpec
VX px\
. Y| ®wus. ctpanuua
© Y | BupT. cTpanuua S pnum
5 vhum °
©
\ 4 /
¥/
0 0




BbiBOAbI

= [pouecchbl n301MpoBaHbl Apyr oT apyra. OAnH npouecc He
MOXXET 06paTUTbCS K NaMATU ApPYroro npoLecca

= [lepegaya BUPTYasibHbIX aApPECOB MEXAY NPOLEccaMm
COBEPLLUEHHO 6eccMbIc/ieHHa. OAuH 1 TOT XK€ BUPTYasibHbIN
aJIpec B afpeCHbIX MPOCTPAHCTBAX Pa3HbIX MNPOLIECCOB
COOTBETCTBYET pa3HbiM (DU3NYECKUM apecam

= [Ipouecchbl UCMOMb3YIOT NMPEUMYLLECTBA NMJIOCKOW aapecaLmm
namMsaTn. BupTyanbHbiM agpec npeacraBnseT cobon 32-
pa3psaHOE Lenoe 3HAaYEHNE, YTO NO3BOJAET JIETKYIO
peanu3auunio aapecHon apndMeETUKN



4.1.2. OTobpaxkaemble B NaMATb pannbl

= OTvobpakaeMble B NaMaTb dannbl (memory-mapped files) —
3TO MoLlHas Bo3MoXHocTb OC, no3sonstoLlas
NPUIIOXKEHNSAM OCYLLIECTBAATb AOCTYN K bansiaM Ha AUCKE
TEeM >Ke CaMbIM CrocoboM, KakKMM OCYLLIECTBISIETCS AOCTYN K
AMHAMUYECKOU NMaMATU, TO €CTb Yepe3 yKasaTenu

= Cmbicn oTobpaxkeHns danna B NaMsATb 3aK/IH04YaETCSH B TOM,
4yTOo coaepxumoe danna (Mnu 4Yactb COAEPXKMMOIO)
OTOOpaXKaeTcs B HEKOTOPbIN AMana3oH BUPTYasbHOIoO
aipeCcHOro NpocTpaHCTBa npouecca, Nocse yero
obpallieHre rno Kakomy-nmbo agpecy 13 3Toro AnanasoHa
O3Ha4yaeT obpalleHne K panny Ha AncKe



PE-dbaiin

HeoTobGpaxkaemble B
namsaTb JaHHble
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4.2. 0630p cTpyKTYpbl PE-(hanna

O6pas B namatu

Cekuus N

Cekuusa 2

Cekuus 1

Tabnuua cekuunmn

Hon. 3aronosok PE-canna

3aronosok PE-ganna

3aronosok MS-DOS

PE-chbann,
3arpy>XeHHbIn B
OnepaTMBHYIO NaMsATb
OJ191 UCMOJSTHEHNS,
MOYTN HUYEM He
OT/INYAETCS OT CBOEro
npeacTaB/eHns Ha
ANCKE



RVA n cMeweHns B PE-cbanne

= JRVA HekoToporo anemeHTa PE-haiina — 370 pasHOCTb
BUPTYasibHOro afipeca 3Toro sfieMeHTa 1 6a3oBOro agpeca,
no KotopoMy PE-tbann 3arpy>keH B NaMsaTb

= Hanpwumep, ecnu bann 3arpyxeH no aapecy 0x400000, u
HEKOTOPbIN 3/IEMEHT B HEM pacnonaraeTtcs no agpecy 0x402000, To
RVA 3T10ro anemeHTta paseH (0x402000 — 0x400000) = 0x2000
= [EMELLIEHMe sneMeHTa B haitnie npeacTaBnseT coboi
KOJIMHECTBO 6al7’IT, KOTOpO€E Haao OTCHUTATb OT HA4alla
cdanna, YTobbl NONACTb Ha HaYano 3/1eEMEHTa



4.2.1. Cekunm

= Cekuus B PE-cpanine npeacraBnsetr nnbo koa, nmbo
HeKoTopble AaHHble (rnobasnbHble nepeMeHHble, Tabnuupbl
MMMNOPTa M 3KCMNOPTa, pecypcbl, Tabnnua penokauunn)

= McnonHsieMbln hann Bceraa CoOAEPXXUT, NO KpanHen Mepe,
OOHY CEKLUM1IO, B KOTOPOW MOMELLLEH UCMOMHAEMbIN KOA

= BblpaBHMBaHWE CEKLUW B UCMIOHAEMOM hanne Ha ANCKE U
B 0bpa3e ¢anna B NaMAaTH Yalle BCEro OT/INYaeTcs



4.2.2. Bbibop 6a3oBoro agpeca obpasa PE-danna B
NaMATU

= B 3aronoBkax ¢anna npucytcteyeT none ImageBase,
coepkallee npeanoYTuTenbHoe 3HadeHne 6a3oBoro
agpeca. Exe-cdannbl Bceraa 3arpy»atoTcs no 3ToMy agpecy

= [InHaMmn4yeckass bubnunoTteka 3arpy>kaeTcsl B aipecHoe
NPOCTPAHCTBO YXXe CYyLLEeCTBYtoLWero rnpoecca, n xots dll-
dann Toxe coaePXXUT HEKOTOPOE 3HAYEHME B MOJE
ImageBase, oueHb YacTO MOXET TaK MOSYYUTbCS, YTO 3TOT
aZipec yXe 3aHAT YeM-TO ApyruMm

= 3arpysuuk ucrnpasnset abconoTHble aapeca B obpase PE-
cdanna B COOTBETCTBMM C Tabnuuen penokaumm



4.2.3. "MNopT PyHKLNK

= Cekuus ".idata" onucbiBaeT pyHKUNK, KOTOpbIK PE-dhann
NMMOPTUPYET U3 ANHAMUNYECKnX bubnmoTtek

= B npouecce 3arpy3Kku rnporpamMmbl OCyLLEeCTBSETCS
cBs3biBaHue (binding) uMnopTupyeMbix yHKLINN

= Cb6opku .NET, kKak npaBmno, MUMNOPTUPYIOT c|3yHKL|,mo
_CorExeMain (unu _CorDlIMain) n3 amHamMmmnyeckou
6ubnunotekn mscoree.dll. NMpwn 3anycke c6op|<v1 NET
yrnpaBfieHne cpasy Xe nepeaaercs 3Ton hyHKUMN, KoTopas
3anyckaet Common Language Runtime, ocyLecTBASOLLNI
JIT-KOMNUNALMIO NPOrpamMmmbl U KOHTPOMPYHOLLMA B
NanbHENLLEM ee BbIMOSIHEHNE



4.2.4. IKcnopT MYHKLNK

= HeobxoanmMoCTb B 3KCNMOpTe MYHKLMN BO3HUKAET TOSbKO
Toraa, koraa céopka .NET gomkHa MCNoAb30BaTbCS
obbiyHOM NporpamMmon Windows, Koa KOTOpPOU He
ynpaBnsieTcs cpeaoun BbinosHenns .NET

" IHdopMauusa 06 aKCnopTUpyeMbiX PyHKLNAX XPaHUTCS
BHYTpu PE-panna B cneumanbHon cekumm ".edata". MNpwu
3TOM KaXaon DYHKLMM MPUCBAMBAETCSH YHUKA/IbHbIN
HOMep, U C 3TUM HOMepOM CBA3biBaeTcd RVA Tena
PYHKUUN, N, BO3MOXHO, UMS (DYHKLINK



4.3. 3aroioBKU

3aronosok MS-DOS

3aronoBok PE-channa
[ononHuTenbHbIN 3aronoBok PE-danna
MaccmB 3aronoBKOB CEKLIMM



4.3.1. 3aronosok MS-DOS

= Hebonbwas (128 6anT) nporpaMmma, 3annucaHHas B
cdopMaTe ncnonHsembix pamnos MS-DOS. BbiBOAUT Ha
3KpaH coobuleHne "This program cannot be run in DOS
mode".

= 3aro/lIoBOK HaunHaeTcd ¢ curHaTypsbl "MZ" (MHMUMan.I
Mapka 36MKOBCKM). HM oAHA MHCTPYKLUMSA MpoLIeccopoB
cemenctBa Intel x86 ¢ He HaumHaeTcsa ¢ "MZ"

= (Cpa3sy nocne 3aronoeka MS-DOS cnepyet curHatypa PE-
cdanna, cocrosiasa u3 yetbipex 6ant: 0x50, 0x45, 0x00 n
0x00 (B CTPOKOBOM MNpeAcTaB/iEHUM OHA BbIMAAUT Kak
"PE\O\O0")



4.3.2. 3aronosok PE-danna

" (OCHOBHbIE nons:
struct PeHeader

{

short Machine;
short NumberOfSections;
long TimeDateStamp;

short OptionalHeaderSize;

short Characteristics;



4.3.3. [lononHuTenbHbIN 3aronoBok PE-danna

struct PeOptionalHeader

{

long CodeSize;
long InitializedData
long UninitializedDataSiz
long EntryPointRVA;

long ImageBase;
long SectionAlignmen
long FileAlignment;

long ImageSize;
long HeaderSize;

struct DataDirectory dirs[16];

O6pas B namaTn

.data2

.data1

.code

Tabnuua cekummn

[Hon. 3aronoBok PE-canna

3aronoBok PE-channa

3aronosok MS-DOS




[MpekTopnn AaHHbIX

= MeCTOHaxoXXAeHMe HEKOTOPbIX BaXXHbIX CTPYKTYP AaHHbLIX B
obpa3e PE-danna 3apaetcs B aupektopusix AaHHbIX (Data
Directories). Kaxxaas anpektopusa coaep>xut RVA v pasmep
COOTBETCTBYIOLLEN CTPYKTYPbI

= J1na cbopok .NET BaxkHbl 4 U3 16 AMpeKTopmn AaHHbIX:

= unpekTopus umnopta (Homep 2). YKa3blBaeT Ha AaHHble 06
NMMOPTUPYEMBIX U3 AMHAMUYECKUX bnbnmotek pyHKumsx (apyrumm
CNnoBaMu, yKa3bIBaeT Ha cekumto ".idata").

= [upektopus penokauuin (Homep 6). YKa3biBaeT Ha Tabnuuy penokauun.

= [upekTtopus Tabnuubl agpecos nmnopta (HoMep 13). B HEKOTOPOM CMbICE
aybnupyeTt AMpeKTopuio MMMNOPTA, YKa3biBasi Ha Tabnuuy aapecos
MMnopTa.

=  [upekTtopus 3aronoBka CLI (Homep 15). YKa3blBaeT Ha 3arosioBOK,
onucbiBaloLWNN MeTaaaHHble céopkn .NET.



4.3.4. 3arofioBK1 Cekumm

= 3arofIoBOK CEKLWUM COAEPXUT crieayowime nonsg:
struct SectionHeader

{
char Name[8];
long VirtualSize;
long VirtualAddress;
long SizeOfRawData;
long PointerToRawData;

long Characteristics;



4.4. Ocobble cekumn PE-danna

= Cekumn PE-cbarna, Kak npaBuio, COAEPXAT UCMONHSAEMbIN
KOA, M AaHHble, KOTOPblE HE MMEIOT CreLManbHOro CMbIC/a

AJ19 3arpy34mnka

= Takxke 6bIBaloT 0cobble cekumn:
= Cekuusa nmnopta (*.idata”)
= Cekumsa penokauun (*.reloc”)
= W HekoTOpbLIE ApYyrKe...



4.4.1. Cekuns nMnopTa

= B cekumn nMnopta nepeuncnaiotca sce dll-dannsbl,
MCMNONb3yEMbIE NPOrpaMMOoun, a TaKXXe BCE CUMBOJSIbI,
MMMNOPTUPYEMbIE U3 3TUX (DanNNoB

Import Directory Table

Import Address
Table

NULL

Import Directory Entry 1

Import Directory Entry 2

Import Directory Entry 3

Import Lookup
Table

NULL

NULL

Hint/Name
Table




ONneMeHT Tabnuubl UMNopTa

= CoaepXXuT cneaytowme nons:
struct ImportDirectoryEntry

{
long ImportLookupTableRVA;

long NameRVA;

long ImportAddressTableRVA;
};



CtpykTypa Hint/Name

= CrpykTtypa Hint/Name coctouT u3 Tpex noneu:
= short Hint;

= JTO NOSEe ABNSETCA NOACKA3KOW AN 3arpy3unka. OHO coaepxuT
npeanonaraeMbli HOMEpP MMMOPTUPYEMOIO CUMBOA. 3arpy34mK
CHa4ana ULWET 3TOT CMMBOJT NO YKa3aHHOMY HOMepy. B cnyyae Heyaaun
OH BbIMOHSAET 6MHAPHbIM NOUCK CMMBO/IA MO UMEHMU

= char Name([x];
* iMa nmnoptmnpyemoro cuMmaona B suae ASCIIZ-cTpoku
= char Pad;

= 3TO nosne CAyXXuT ANS BbipaBHUBAHUSA CTPYKTYpPbl MO YETHOWN rpaHuLIE,
TO €CTb OHO NMPUCYTCTBYET TOMbKO TOrAa, KOrAa CTPYKTypa UMeeT
HEYETHbIN pa3mep. Bceraa paBHO HynO



4.4.2. Cekums penokaumnm

= B cekummn penokaumn (".reloc") copepxmtca Tabnuua
MCcnpaBneHNn, B KOTOPOW MEPEUYNCTIEHBI BCE abCOMIOTHbIE
agpeca B PE-cpanne, koTopble HaAO UCNpaBuUTb, €Cnn ann
3arpy>kaeTcs no aapecy, OT/IMYHOMY OT YKa3aHHOro B rnone
ImageBase

= Tabnuua ncnpaBneHun pa3durta Ha 6nokn. Kaxkabin 6nok
OMUCbIBAET UCMNPaBNEHUS, KOTOPbIE HY>XHO BHECTU B
onpeaeneHHyto ctpaHuuy (4K 6anT) 3arpy>keHHoro B
namatb PE-dbanna. Kaxkabin 610K A0/HKEH HAYMHATLCS Ha
32-61TOBOM rpaHULE



CTpykTypa 6/10ka Tabnuubl ncripaBieHnis

= B Hayane kaxaoro 6s10ka pacnosiaraeTcs 3arofioBoK,
COCTOSILLIMW U3 CNeayoLmx Nonewn:
= long PageRVA;

= 3710 none coaepxut RVA ctpanuupbl PE-banna, ncnpasneHus B
KOTOPOW OMUCBIBAKOTCA AaHHbIM 6/10KOM.

= long BlockSize;
= CyMMapHbI/ pa3Mep 6/10Kka B 6anTax, BK/IOYast 3arosioBOK.

= [locne 3aronoBKa cneayer MaccuB 16-pa3psiaHbIX COB,
Ka)k[10e 13 KOTOpPbIX ONMUCbIBAET OAHO UCnpaBieHue. Mpu
3TOM CTapLume YeTbipe buTa KaXxaoro n3 3Tux C/1I0B 3a4at0T
TWUM UCNPaB/IEHNS, @ OCTaNbHble 12 6UT 0603HaYatoT
CMELLEHNE OTHOCUTENbHO Hayana CTpaHWULbl,
COOTBETCTBYOLLIEN AaHHOMY 6MOKY.



4.5. 3aronoBok CLI

= CoaepXXuT cneaytowme nons:
struct CLIHeader

{
long Cb;

struct { long RVA, Size;
long Flags;
long EntryPointToken;

} Metadata;



