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Preface 
You ma y  n ot  k n ow  muc h  a b out  t h e  D oma i n  N a me  S y s t e m—y e t —b ut  w h e n e v e r  y ou us e  t h e  
I n t e r n e t ,  y ou us e  D N S .  E v e r y  t i me  y ou s e n d  e l e c t r on i c  ma i l  or  s ur f  t h e  W e b ,  y ou r e l y  on  t h e  
D oma i n  N a me  S y s t e m.   

You s e e ,  w h i l e  y ou,  a s  a  h uma n  b e i n g ,  p r e f e r  t o r e me mb e r  t h e  names of  c omp ut e r s ,  c omp ut e r s  
l i k e  t o a d d r e s s  e a c h  ot h e r  b y  n umb e r .  O n  a n  i n t e r n e t ,  t h a t  n umb e r  i s  3 2  b i t s  l on g ,  or  b e t w e e n  z e r o 
a n d  f our  b i l l i on  or  s o. [1 ]  T h a t ' s  e a s y  f or  a  c omp ut e r  t o r e me mb e r  b e c a us e  c omp ut e r s  h a v e  l ot s  of  
me mor y  i d e a l  f or  s t or i n g  n umb e r s ,  b ut  i t  i s n ' t  n e a r l y  a s  e a s y  f or  us  h uma n s .  P i c k  1 0  p h on e  
n umb e r s  out  of  t h e  p h on e  b ook  a t  r a n d om,  a n d  t h e n  t r y  t o r e c a l l  t h e m.  N ot  e a s y ?  N ow  f l i p  t o t h e  
f r on t  of  t h e  b ook  a n d  a t t a c h  r a n d om a r e a  c od e s  t o t h e  p h on e  n umb e r s .  T h a t ' s  a b out  h ow  d i f f i c ul t  i t  
w oul d  b e  t o r e me mb e r  1 0  a r b i t r a r y  i n t e r n e t  a d d r e s s e s .   
[1 ]  And, with IP Version 6, it's soon to be a whopping 128 bits long, or between zero and a 39-digit dec im al nu m ber.  

T h i s  i s  p a r t  of  t h e  r e a s on  w e  n e e d  t h e  D oma i n  N a me  S y s t e m.  D N S  h a n d l e s  ma p p i n g  b e t w e e n  
h os t n a me s ,  w h i c h  w e  h uma n s  f i n d  c on v e n i e n t ,  a n d  i n t e r n e t  a d d r e s s e s ,  w h i c h  c omp ut e r s  d e a l  w i t h .  
I n  f a c t ,  D N S  i s  t h e  s t a n d a r d  me c h a n i s m on  t h e  I n t e r n e t  f or  a d v e r t i s i n g  a n d  a c c e s s i n g  a l l  k i n d s  of  
i n f or ma t i on  a b out  h os t s ,  n ot  j us t  a d d r e s s e s .  A n d  D N S  i s  us e d  b y  v i r t ua l l y  a l l  i n t e r n e t w or k i n g  
s of t w a r e ,  i n c l ud i n g  e l e c t r on i c  ma i l ,  r e mot e  t e r mi n a l  p r og r a ms  s uc h  a s  t el net ,  f i l e  t r a n s f e r  p r og r a ms  
s uc h  a s  f t p ,  a n d  w e b  b r ow s e r s  s uc h  a s  N e t s c a p e  N a v i g a t or  a n d  M i c r os of t  I n t e r n e t  E x p l or e r .   

A n ot h e r  i mp or t a n t  f e a t ur e  of  D N S  i s  t h a t  i t  ma k e s  h os t  i n f or ma t i on  a v a i l a b l e  al l  o v er  t h e  I n t e r n e t .  
K e e p i n g  i n f or ma t i on  a b out  h os t s  i n  a  f or ma t t e d  f i l e  on  a  s i n g l e  c omp ut e r  h e l p s  on l y  us e r s  on  t h a t  
c omp ut e r .  D N S  p r ov i d e s  a  me a n s  of  r e t r i e v i n g  i n f or ma t i on  r e mot e l y  f r om a n y w h e r e  on  t h e  n e t w or k .   

M or e  t h a n  t h a t ,  D N S  l e t s  y ou d i s t r i b ut e  t h e  ma n a g e me n t  of  h os t  i n f or ma t i on  a mon g  ma n y  s i t e s  
a n d  or g a n i z a t i on s .  You d on ' t  n e e d  t o s ub mi t  y our  d a t a  t o s ome  c e n t r a l  s i t e  or  p e r i od i c a l l y  r e t r i e v e  
c op i e s  of  t h e  " ma s t e r "  d a t a b a s e .  You s i mp l y  ma k e  s ur e  y our  s e c t i on ,  c a l l e d  a  z o ne ,  i s  up  t o d a t e  on  
y our  n a me  s e r v e r s .  Your  n a me  s e r v e r s  ma k e  y our  z on e ' s  d a t a  a v a i l a b l e  t o a l l  t h e  ot h e r  n a me  
s e r v e r s  on  t h e  n e t w or k .   

B e c a us e  t h e  d a t a b a s e  i s  d i s t r i b ut e d ,  t h e  s y s t e m a l s o n e e d s  t o b e  a b l e  t o l oc a t e  t h e  d a t a  y ou' r e  
l ook i n g  f or  b y  s e a r c h i n g  a  n umb e r  of  p os s i b l e  l oc a t i on s .  T h e  D oma i n  N a me  S y s t e m g i v e s  n a me  
s e r v e r s  t h e  i n t e l l i g e n c e  t o n a v i g a t e  t h r oug h  t h e  d a t a b a s e  a n d  f i n d  d a t a  i n  a n y  z on e .   

O f  c our s e ,  D N S  d oe s  h a v e  a  f e w  p r ob l e ms .  F or  e x a mp l e ,  t h e  s y s t e m a l l ow s  mor e  t h a n  on e  n a me  
s e r v e r  t o s t or e  d a t a  a b out  a  z on e  f or  r e d un d a n c y ' s  s a k e ,  b ut  i n c on s i s t e n c i e s  c a n  c r op  up  b e t w e e n  
c op i e s  of  t h e  z on e  d a t a .   

T h e  w or s t  p r ob l e m w i t h  D N S  i s  t h a t  d e s p i t e  i t s  w i d e s p r e a d  us e  on  t h e  I n t e r n e t ,  t h e r e ' s  r e a l l y  v e r y  
l i t t l e  d oc ume n t a t i on  a b out  ma n a g i n g  a n d  ma i n t a i n i n g  i t .  M os t  a d mi n i s t r a t or s  on  t h e  I n t e r n e t  ma k e  
d o w i t h  t h e  d oc ume n t a t i on  t h e i r  v e n d or s  s e e  f i t  t o p r ov i d e  a n d  w i t h  w h a t e v e r  t h e y  c a n  g l e a n  f r om 
f ol l ow i n g  t h e  I n t e r n e t  ma i l i n g  l i s t s  a n d  U s e n e t  n e w s g r oup s  on  t h e  s ub j e c t .   

T h i s  l a c k  of  d oc ume n t a t i on  me a n s  t h a t  t h e  un d e r s t a n d i n g  of  a n  e n or mous l y  i mp or t a n t  i n t e r n e t  
s e r v i c e —on e  of  t h e  l i n c h p i n s  of  t od a y ' s  I n t e r n e t —i s  e i t h e r  h a n d e d  d ow n  f r om a d mi n i s t r a t or  t o 
a d mi n i s t r a t or  l i k e  a  c l os e l y  g ua r d e d  f a mi l y  r e c i p e  or  r e l e a r n e d  r e p e a t e d l y  b y  i s ol a t e d  p r og r a mme r s  
a n d  e n g i n e e r s .  N e w  z on e  a d mi n i s t r a t or s  s uf f e r  t h r oug h  t h e  s a me  mi s t a k e s  ma d e  b y  c oun t l e s s  
ot h e r s .   
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Our aim with this book is to help  remed y  this situation .  W e realiz e that n ot all of  y ou hav e the time 
or the d esire to bec ome D N S  ex p erts.  M ost of  y ou,  af ter all,  hav e p len ty  to d o besid es man ag in g  
y our z on es an d  n ame serv ers:  sy stem ad min istration ,  n etwork en g in eerin g ,  or sof tware 
d ev elop men t.  I t takes an  awf ully  big  in stitution  to d ev ote a whole p erson  to D N S .  W e' ll try  to g iv e 
y ou en oug h in f ormation  to allow y ou to d o what y ou n eed  to d o,  whether that' s run n in g  a small 
z on e or man ag in g  a multin ation al mon strosity ,  ten d in g  a sin g le n ame serv er or shep herd in g  a 
hun d red  of  them.  R ead  as muc h as y ou n eed  to kn ow n ow,  an d  c ome bac k later if  y ou n eed  to 
kn ow more.   

D N S  is a big  top ic —big  en oug h to req uire two authors,  an y way —but we' v e tried  to p resen t it as 
sen sibly  an d  un d erstan d ably  as p ossible.  T he f irst two c hap ters g iv e y ou a g ood  theoretic al 
ov erv iew an d  en oug h p rac tic al in f ormation  to g et by ,  an d  later c hap ters f ill in  the n itty -g ritty  
d etails.  W e p rov id e a road map  up  f ron t to sug g est a p ath throug h the book ap p rop riate f or y our 
j ob or in terest.   

W hen  we talk about ac tual D N S  sof tware,  we' ll c on c en trate on  the M ic rosof t D N S  S erv er,  whic h is a 
p op ular imp lemen tation  of  the D N S  sp ec s in c lud ed  in  W in d ows 2 0 0 0  S erv er ( an d  W in d ows N T  
S erv er 4 . 0  bef ore it) .  W e' v e tried  to d istill our ex p erien c e in  man ag in g  an d  main tain in g  z on es in to 
this book ( On e of  our z on es,  in c id en tally ,  was on c e on e of  the larg est on  the I n tern et,  but that was 
a lon g  time ag o. )   

W e hop e that this book will help  y ou g et ac q uain ted  with D N S  on  W in d ows 2 0 0 0  if  y ou' re j ust 
startin g  out,  ref in e y our un d erstan d in g  if  y ou' re alread y  f amiliar with it,  an d  p rov id e v aluable 
in sig ht an d  ex p erien c e ev en  if  y ou kn ow it like the bac k of  y our han d .   

Versions 

T his book d eals with n ame serv ers that run  on  W in d ows 2 0 0 0  S erv er,  p artic ularly  the M ic rosof t 
D N S  S erv er.  W e will also oc c asion ally  men tion  other n ame serv ers that run  on  W in d ows 2 0 0 0 ,  
esp ec ially  p orts of  B I N D ,  a p op ular imp lemen tation  of  the D N S  sp ec if ic ation s.  H owev er,  if  y ou n eed  
a book on  B I N D ,  we sug g est this book' s sister ed ition ,  DNS and BIND by  P aul A lbitz  an d  C ric ket L iu 
( O' R eilly ) .  T his book is essen tially  a W in d ows 2 0 0 0  ed ition  of  DNS and BIND .   

W e use ns l o o k u p ,  a n ame serv er utility  p rog ram,  a g reat d eal in  our ex amp les.  T he v ersion  of  
ns l o o k u p  we use is the on e ship p ed  with W in d ows 2 0 0 0  S erv er.  Other v ersion s of  ns l o o k u p  p rov id e 
similar f un c tion ality  to that in  the W in d ows ns l o o k u p .  W e hav e tried  to use c omman d s c ommon  to 
most ns l o o k u p s in  our ex amp les;  when  this was n ot p ossible,  we tried  to n ote it.   

W h a t ' s N ew  in T h is E d it ion 

T he f irst ed ition  of  this book was c alled  DNS o n W i ndo w s  NT  an d  d ealt with M ic rosof t' s D N S  
imp lemen tation  f or that op eratin g  sy stem.  T his n ew ed ition  has been  c omp rehen siv ely  up d ated  to 
d oc umen t the man y  c han g es to D N S ,  larg e an d  small,  f oun d  in  W in d ows 2 0 0 0 .  T he most sig n if ic an t 
n ew f eature in  W in d ows 2 0 0 0  is A c tiv e D irec tory ,  an d  this ed ition  d esc ribes how A c tiv e D irec tory  
d ep en d s on  D N S ,  in c lud in g  the ex tra D N S  resourc e rec ord s req uired  f or a d omain  c on troller to 
f un c tion  p rop erly .  Other n ew D N S  f eatures ex p lain ed  are d y n amic  up d ate,  in c remen tal z on e 
tran sf er,  an d  storin g  D N S  z on e in f ormation  in  A c tiv e D irec tory  itself  rather than  in  a tex t f ile on  
d isk.  T he n ew material ap p ears throug hout the book,  but man y  f eatures are d esc ribed  in  a n ew 
c hap ter f or this ed ition ,  C hap ter 1 1 .  T he resolv er,  or c lien t sid e of  D N S ,  has also c han g ed  in  
W in d ows 2 0 0 0 ,  an d  C hap ter 6  has been  up d ated  to d oc umen t the behav ior of  the W in d ows 2 0 0 0  
an d  W in d ows 9 8  resolv ers.   
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Organization 
This book is organized, more or less, to follow the evolution of a zone and its administrator. 
C hap ter 1  and C hap ter 2  disc uss D omain N ame S y stem theory . C hap ter 3  through C hap ter 6  help  
y ou to dec ide whether to set up  y our own zones, then desc ribe how to go about it, should y ou 
c hoose to. The middle c hap ters, C hap ter 7  through C hap ter 1 1 , desc ribe how to maintain y our 
zones, c onfigure hosts to use y our name servers, p lan for the growth of y our zones, c reate 
subdomains, sec ure y our name servers, and integrate D N S  with A c tive D irec tory . The last c hap ters, 
C hap ter 1 2  through C hap ter 1 4 , deal with c ommon p roblems and troubleshooting tools.  

H ere' s a more detailed, c hap ter-by -c hap ter breakdown:  

• C hap ter 1  p rovides a little historic al p ersp ec tive and disc usses the p roblems that motivated 
the develop ment of D N S , then p resents an overview of D N S  theory .  

• C hap ter 2  goes over D N S  theory  in more detail, inc luding the D N S  namesp ac e, domains, 
and name servers. W e also introduc e imp ortant c onc ep ts suc h as name resolution and 
c ac hing.  

• C hap ter 3  c overs how to c hoose and ac q uire y our D N S  software if y ou don' t already  have it 
and what to do with it onc e y ou' ve got it;  that is, how to figure out what y our domain name 
should be and how to c ontac t the organization that c an delegate y our domain to y ou.  

• C hap ter 4  details how to set up  y our first two name servers, inc luding c reating y our name 
server database, starting up  y our name servers, and c hec king their op eration.  

• C hap ter 5  deals with D N S ' s M X  rec ord, whic h allows administrators to sp ec ify  alternate 
hosts to handle a given destination' s mail. The c hap ter c overs mail-routing strategies for a 
variety  of networks and hosts, inc luding networks with sec urity  firewalls and hosts without 
direc t I nternet c onnec tivity .  

• C hap ter 6  ex p lains how to c onfigure a W indows resolver.  
• C hap ter 7  desc ribes the p eriodic  maintenanc e administrators must p erform to keep  their 

domains running smoothly , suc h as c hec king name server health and authority .  
• C hap ter 8  c overs how to p lan for the growth and evolution of y our domain, inc luding how to 

get big and how to p lan for moves and outages.  
• C hap ter 9  ex p lores the j oy s of bec oming a p arent domain. W e ex p lain when to bec ome a 

p arent ( i.e., c reate subdomains) , what to c all y our c hildren, how to c reate them ( ! ) , and 
how to watc h over them.  

• C hap ter 1 0  goes over less c ommon name server c onfiguration op tions that c an help  y ou 
tune y our name server' s op eration, sec ure y our name server, and ease administration.  

• C hap ter 1 1  desc ribes the new bells and whistles in M ic rosoft' s D N S  imp lementation for 
W indows 2 0 0 0  that weren' t p resent in W indows N T.  

• C hap ter 1 2  shows the ins and outs of the most p op ular tool for doing D N S  debugging, 
inc luding tec hniq ues for digging obsc ure information out of remote name servers.  

• C hap ter 1 3  c overs many  c ommon D N S  p roblems and their solutions and then desc ribes a 
number of less c ommon, harder-to-diagnose sc enarios.  

• C hap ter 1 4  ties up  all the loose ends. W e c over D N S  wildc arding;  sp ec ial c onfigurations for 
networks that c onnec t to the I nternet through firewalls;  hosts and networks with 
intermittent I nternet c onnec tivity  via dial-up ;  network name enc oding;  and new, 
ex p erimental rec ord ty p es.  

• A p p endix  A  c ontains a by te-by -by te breakdown of the formats used in D N S  q ueries and 
resp onses as well as a c omp rehensive list of the c urrently  defined resourc e rec ord ty p es.  

• A p p endix  B  desc ribes how to load the M ic rosoft D N S  S erver from the W indows 2 0 0 0  S erver 
C D -R O M .  

• A p p endix  C  c overs migrating from an ex isting B I N D  4  name server to the M ic rosoft D N S  
S erver.  

• A p p endix  D  lists the c urrent top -level domains in the I nternet domain namesp ac e.  
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Audience 
This book is intended primarily for Windows 2000 system administrators who manag e z ones and 
one or more name serv ers,  bu t it also inc lu des material for network eng ineers,  postmasters,  and 
others.  N ot all the book' s c hapters will be eq u ally interesting  to a div erse au dienc e,  thou g h,  and 
you  don' t want to wade throu g h 1 4  c hapters to find the information pertinent to you r j ob.  We hope 
this road map will help you  plot you r way throu g h the book.   

System administrators setting up their first zones shou ld read C hapter 1  and C hapter 2 for D N S  
theory,  C hapter 3  for information on g etting  started and selec ting  a g ood domain name,  then 
C hapter 4  and C hapter 5  to learn how to set u p a z one for the first time.  C hapter 6  ex plains how to 
c onfig u re hosts to u se the new name serv ers.  S oon after,  they shou ld read C hapter 7 ,  whic h 
ex plains how to " flesh ou t"  their implementation by setting  u p additional name serv ers and adding  
additional z one data.  C hapter 1 2 and C hapter 1 3  desc ribe u sefu l trou bleshooting  tools and 
tec hniq u es.   

E x perienc ed administrators may benefit from reading  C hapter 6  to learn how to c onfig u re D N S  
resolv ers on different hosts and C hapter 7  for information on maintaining  their z ones.  C hapter 8  
c ontains instru c tions on how to plan for a z one' s g rowth and ev olu tion,  whic h shou ld be espec ially 
v alu able to administrators of larg e z ones.  C hapter 9  ex plains parenting —c reating  su bdomains—
whic h is essential reading  for those c onsidering  the big  mov e.  C hapter 1 0 c ov ers sec u rity featu res 
of the M ic rosoft D N S  S erv er,  many of whic h may be u sefu l for ex perienc ed administrators.  The 
new-to-Windows 2000 featu res c ov ered in C hapter 1 1  will be helpfu l to ex perienc ed administrators 
making  the j u mp from Windows N T.  C hapter 1 2 and C hapter 1 3  desc ribe tools and tec hniq u es for 
trou bleshooting ,  whic h ev en adv anc ed administrators may find worth reading .   

System administrators on netw ork s w ithout ful l  I nternet c onnec tiv ity shou ld read C hapter 5  to 
learn how to c onfig u re mail on su c h networks and C hapter 1 4  to learn how to set u p an 
independent D N S  infrastru c tu re.   

N etw ork  administrators not direc tl y responsib l e for any zones shou ld still read C hapter 1  and 
C hapter 2 for D N S  theory,  then C hapter 1 2 to learn how to u se nsl ook up ,  plu s C hapter 1 3  for 
trou bleshooting  tac tic s.   

P ostmasters shou ld read C hapter 1  and C hapter 2 for D N S  theory,  then C hapter 5  to find ou t how 
D N S  and elec tronic  mail c oex ist.  C hapter 1 2,  whic h desc ribes nsl ook up ,  will also help postmasters 
dig  mail rou ting  information ou t of the domain namespac e.   

I nterested users c an read C hapter 1  and C hapter 2 for D N S  theory,  and then whatev er else they 
like!   

N ote that we assu me you ' re familiar with basic  Windows 2000 system administration and TC P / I P  
networking .  We don' t assu me you  hav e any other spec ializ ed knowledg e,  thou g h.  When we 
introdu c e a new term or c onc ept,  we' ll do ou r best to define or ex plain it.  Whenev er possible,  we' ll 
u se analog ies from Windows ( and from the real world)  to help you  u nderstand.   

O b t a ining  t h e E x a m p l e P r o g r a m s  
The ex ample prog rams in this book are av ailable from this U R L :   

http: / / www. oreilly. c om/ c atalog / dnswin2/   

E x trac t the files from the arc hiv e u sing  WinZ ip by typing :  
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C:\t e m p >   
w i n z i p  d n s . z i p  

If WinZip is not available on your system, get a copy from h ttp: / / w w w .w inz ip.com.  

Conventions Used in This Book 

We use th e follow ing font and  format conventions:  

Italic  

U sed  for new  terms w h ere first d efined , R egistry values, d omain names, filenames, and  
command  lines w h en th ey appear in th e bod y of a paragraph  ex actly as a user w ould  type 
th em ( for ex ample:  run d ir  to list th e files in a d irectory) . Italic is also used  for Wind ow s 
command s w h en th ey are mentioned  in passing and  not as part of a command  line ( for 
ex ample:  to find  more information on n s lo o k u p , a user could  consult th e Wind ow s h elp 
system) .  

Bold  

U sed  for menu names and  for tex t appearing in w ind ow s and  d ialog box es, such  as names 
of field s, buttons, and  menu options. F or ex ample:  enter a d omain name in th e S e r v e r  
n a m e  field  and  th en click  th e O K  button.  

C onstant w id th   

U sed  for ex cerpts from scripts or configuration files. F or ex ample, a snippet of P erl:   
i f  (  -x  / w i n n t / s y s t e m 3 2 / d n s . e x e  )  
{ 
    s y s t e m (  / w i n n t / s y s t e m 3 2 / d n s . e x e  ) ;  
} 

S ample interactive sessions sh ow ing command -line input and  correspond ing output are also 
sh ow n in a c o n s t a n t  w i d t h  font, w ith  user-supplied  input in c o n s t a n t  w i d t h  b o l d  :   

C\>   
m o r e  < \w i n n t \s y s t e m 3 2 \d r i v e r s \e t c \h o s t s  
# Co p y r i g h t  ( c )  1 9 9 3 -1 9 9 9  M i c r o s o f t  Co r p .  
# 
# T h i s  i s  a  s a m p l e  H O S T S  f i l e  u s e d  b y  M i c r o s o f t  T CP / I P  f o r  W i n d o w s .  
# 

 
I n d i c a t e s  a  t i p ,  s u g g e s t i o n ,  o r  g e n e r a l  n o t e .  

 

 
I n d i c a t e s  a  w a r n i n g  o r  c a u t i o n .  

 
 



- 12 - 

How to Contact Us 
Please address comments and questions concerning this book to the publisher:  

O ' R eilly  &  A ssociates,  I nc.   
1 0 1  M orris S treet  
S ebastopol,  C A  9 5 4 7 2   
( 8 0 0 )  9 9 8 -9 9 3 8  ( in the U nited S tates or C anada)   
( 7 0 7 )  8 2 9 -0 5 1 5  ( international/ local)   
( 7 0 7 )  8 2 9 -0 1 0 4  ( f ax )   

T here is a w eb page f or this book,  w hich lists errata,  ex amples,  and any  additional inf ormation.  Y ou 
can access this page at:  

http:/ / w w w . oreilly . com/ catalog/ dnsw in2 /   

T o comment or ask technical questions about this book,  send email to: 

bookquestions@ oreilly . com  

F or more inf ormation about books,  conf erences,  sof tw are,  R esource C enters,  and the O ' R eilly  
N etw ork,  see the O ' R eilly  w eb site at:  

http:/ / w w w . oreilly . com  

Q u otati ons 
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Chapter 1 .  B ac k g ro u n d  
The White Rabbit put on his spectacles. "Where shall I begin, please your Majesty?" he asked.  

"B egin at the beginning," the K ing said, v ery grav ely, "and go on till you com e to the end:  then 
stop."  

I t ' s  i m p o r t a n t  t o  k n o w  a  l i t t l e  A R P A N E T  h i s t o r y  t o  u n d e r s t a n d  t h e  D o m a i n  N a m e  S y s t e m  (D N S ) .  
D N S  w a s  d e v e l o p e d  t o  a d d r e s s  p a r t i c u l a r  p r o b l e m s  o n  t h e  A R P A N E T ,  a n d  t h e  I n t e r n e t —a  
d e s c e n d a n t  o f  t h e  A R P A N E T —r e m a i n s  i t s  m a i n  u s e r .   

I f  y o u ' v e  b e e n  u s i n g  t h e  I n t e r n e t  f o r  y e a r s ,  y o u  c a n  p r o b a b l y  s k i p  t h i s  c h a p t e r .  I f  y o u  h a v e n ' t ,  w e  
h o p e  i t ' l l  g i v e  y o u  e n o u g h  b a c k g r o u n d  t o  u n d e r s t a n d  w h a t  m o t i v a t e d  t h e  d e v e l o p m e n t  o f  D N S .   

1.1 A (Very) Brief History of the Internet 
I n  t h e  l a t e  1 9 6 0 s ,  t h e  U . S .  D e p a r t m e n t  o f  D e f e n s e ' s  A d v a n c e d  R e s e a r c h  P r o j e c t s  A g e n c y ,  A R P A  
(l a t e r  D A R P A ) ,  b e g a n  f u n d i n g  a n  e x p e r i m e n t a l  w i d e  a r e a  c o m p u t e r  n e t w o r k  t h a t  c o n n e c t e d  
i m p o r t a n t  r e s e a r c h  o r g a n i z a t i o n s  i n  t h e  U . S . ,  c a l l e d  t h e  A RP A N E T .  T h e  o r i g i n a l  g o a l  o f  t h e  A R P A N E T  
w a s  t o  a l l o w  g o v e r n m e n t  c o n t r a c t o r s  t o  s h a r e  e x p e n s i v e  o r  s c a r c e  c o m p u t i n g  r e s o u r c e s .  F r o m  t h e  
b e g i n n i n g ,  h o w e v e r ,  u s e r s  o f  t h e  A R P A N E T  a l s o  u s e d  t h e  n e t w o r k  f o r  c o l l a b o r a t i o n .  T h i s  
c o l l a b o r a t i o n  r a n g e d  f r o m  s h a r i n g  f i l e s  a n d  s o f t w a r e  a n d  e x c h a n g i n g  e l e c t r o n i c  m a i l —n o w  
c o m m o n p l a c e —t o  j o i n t  d e v e l o p m e n t  a n d  r e s e a r c h  u s i n g  s h a r e d  r e m o t e  c o m p u t e r s .   

T h e  TC P / IP  (T r a n s m i s s i o n  C o n t r o l  P r o t o c o l / I n t e r n e t  P r o t o c o l )  p r o t o c o l  s u i t e  w a s  d e v e l o p e d  i n  t h e  
e a r l y  1 9 8 0 s  a n d  q u i c k l y  b e c a m e  t h e  s t a n d a r d  h o s t -n e t w o r k i n g  p r o t o c o l  o n  t h e  A R P A N E T .  T h e  
i n c l u s i o n  o f  t h e  p r o t o c o l  s u i t e  i n  t h e  U n i v e r s i t y  o f  C a l i f o r n i a  a t  B e r k e l e y ' s  p o p u l a r  B S D  U nix  
o p e r a t i n g  s y s t e m  w a s  i n s t r u m e n t a l  i n  d e m o c r a t i z i n g  i n t e r n e t w o r k i n g .  B S D  U n i x  w a s  v i r t u a l l y  f r e e  
t o  u n i v e r s i t i e s .  T h i s  m e a n t  t h a t  i n t e r n e t w o r k i n g —a n d  A R P A N E T  c o n n e c t i v i t y —w e r e  s u d d e n l y  
a v a i l a b l e  c h e a p l y  t o  m a n y  m o r e  o r g a n i z a t i o n s  t h a n  w e r e  p r e v i o u s l y  a t t a c h e d  t o  t h e  A R P A N E T .  
M a n y  o f  t h e  c o m p u t e r s  b e i n g  c o n n e c t e d  t o  t h e  A R P A N E T  w e r e  b e i n g  c o n n e c t e d  t o  l o c a l  a r e a  
n e t w o r k s  (L A N s ) ,  t o o ,  a n d  v e r y  s h o r t l y  t h e  o t h e r  c o m p u t e r s  o n  t h e  L A N s  w e r e  c o m m u n i c a t i n g  v i a  
t h e  A R P A N E T  a s  w e l l .   

T h e  n e t w o r k  g r e w  f r o m  a  h a n d f u l  o f  h o s t s  t o  t e n s  o f  t h o u s a n d s  o f  h o s t s .  T h e  o r i g i n a l  A R P A N E T  
b e c a m e  t h e  b a c k b o n e  o f  a  c o n f e d e r a t i o n  o f  l o c a l  a n d  r e g i o n a l  n e t w o r k s  b a s e d  o n  T C P / I P ,  c a l l e d  t h e  
Internet .   

I n  1 9 8 8 ,  h o w e v e r ,  D A R P A  d e c i d e d  t h e  e x p e r i m e n t  w a s  o v e r .  T h e  D e p a r t m e n t  o f  D e f e n s e  b e g a n  
d i s m a n t l i n g  t h e  A R P A N E T .  A n o t h e r  n e t w o r k ,  f u n d e d  b y  t h e  N a t i o n a l  S c i e n c e  F o u n d a t i o n  a n d  c a l l e d  
t h e  N S F N E T ,  r e p l a c e d  t h e  A R P A N E T  a s  t h e  b a c k b o n e  o f  t h e  I n t e r n e t .   

E v e n  m o r e  r e c e n t l y ,  i n  t h e  s p r i n g  o f  1 9 9 5 ,  t h e  I n t e r n e t  m a d e  a  t r a n s i t i o n  f r o m  u s i n g  t h e  p u b l i c l y -
f u n d e d  N S F N E T  a s  a  b a c k b o n e  t o  u s i n g  m u l t i p l e  c o m m e r c i a l  b a c k b o n e s ,  r u n  b y  l o n g -d i s t a n c e  
c a r r i e r s  s u c h  a s  M C I  a n d  S p r i n t ,  a n d  l o n g -t i m e  c o m m e r c i a l  i n t e r n e t w o r k i n g  p l a y e r s  s u c h  a s  P S I N e t  
a n d  U U N E T .   

T o d a y ,  t h e  I n t e r n e t  c o n n e c t s  m i l l i o n s  o f  h o s t s  a r o u n d  t h e  w o r l d .  I n  f a c t ,  a  s i g n i f i c a n t  p r o p o r t i o n  o f  
t h e  n o n -P C  c o m p u t e r s  i n  t h e  w o r l d  a r e  c o n n e c t e d  t o  t h e  I n t e r n e t .  S o m e  o f  t h e  n e w  c o m m e r c i a l  
b a c k b o n e s  c a n  c a r r y  a  v o l u m e  o f  s e v e r a l  g i g a b i t s  p e r  s e c o n d ,  t e n s  o f  t h o u s a n d s  o f  t i m e s  t h e  
b a n d w i d t h  o f  t h e  o r i g i n a l  A R P A N E T .  T e n s  o f  m i l l i o n s  o f  p e o p l e  u s e  t h e  n e t w o r k  f o r  c o m m u n i c a t i o n  
a n d  c o l l a b o r a t i o n  d a i l y .   
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1.2 On the Internet and Internets 

A word on "the Internet," and on "internets" in general, is in order. In print, the dif f erenc e b etween 
the two seem s slight:  one is alway s c apitaliz ed, one isn' t. T he distinc tion b etween their m eanings, 
howev er, is signif ic ant. T he Internet, with a c apital "I," ref ers to the network  that b egan its lif e as 
the AR P AN E T  and c ontinu es today  as, rou ghly , the c onf ederation of  all T C P / IP  network s direc tly  or 
indirec tly  c onnec ted to c om m erc ial U .S . b ac k b ones. S een u p c lose, it' s ac tu ally  q u ite a f ew dif f erent 
network s—c om m erc ial T C P / IP  b ac k b ones, c orporate and U .S . gov ernm ent T C P / IP  network s, and 
T C P / IP  network s in other c ou ntries—interc onnec ted b y  high-speed digital c irc u its.  

A lowerc ase internet, on the other hand, is sim ply  any  network  m ade u p of  m u ltiple sm aller 
network s u sing the sam e internetwork ing protoc ols. An internet ( little "i")  isn' t nec essarily  
c onnec ted to the Internet ( b ig "I") , nor does it nec essarily  u se T C P / IP  as its internetwork ing 
protoc ol. T here are isolated c orporate internets, and there are X erox  X N S -b ased internets and 
D E C net-b ased internets.  

T he new term  "intranet" is really  j u st a m ark eting term  f or a T C P / IP -b ased "little i" internet, u sed 
to em phasiz e the u se of  tec hnologies dev eloped and introdu c ed on the Internet within a c om pany ' s 
internal c orporate network . An "ex tranet," on the other hand, is a T C P / IP -b ased internet that 
c onnec ts partner c om panies, or a c om pany  to its distrib u tors, su ppliers, and c u stom ers.  

1.2.1 The History of the Domain Name System 

T hrou gh the 1 9 7 0 s, the AR P AN E T  was a sm all, f riendly  c om m u nity  of  a f ew hu ndred hosts. A single 
f ile, H O S T S . T X T , c ontained a nam e-to-address m apping f or ev ery  host c onnec ted to the AR P AN E T . 
T he f am iliar U nix  host tab le, / e t c / h o st s, was c om piled f rom  H O S T S . T X T  ( m ostly  b y  deleting f ields 
U nix  didn' t u se) .  

H O S T S . T X T  was m aintained b y  S R I' s N e t w o rk  I n f o rm a t io n  C e n t e r ( du b b ed "the N IC ")  and 
distrib u ted f rom  a single host, S R I -N I C .[1] AR P AN E T  adm inistrators ty pic ally  em ailed their c hanges 
to the N IC  and periodic ally  f t p ed to S R I -N I C  and grab b ed the c u rrent H O S T S . T X T  f ile. T heir 
c hanges were c om piled into a new H O S T S . T X T  f ile onc e or twic e a week . As the AR P AN E T  grew, 
howev er, this sc hem e b ec am e u nwork ab le. T he siz e of  H O S T S . T X T  grew in proportion to the 
growth in the nu m b er of  AR P AN E T  hosts. M oreov er, the traf f ic  generated b y  the u pdate proc ess 
inc reased ev en f aster:  ev ery  additional host m eant not only  another line in H O S T S . T X T , b u t 
potentially  another host u pdating f rom  S R I -N I C .  
[1] SRI is the former Stanford Researc h Institu te in M enl o P ark ,  C al ifornia.  SRI c ondu c ts researc h into many  different areas,  inc l u ding  
c omp u ter netw ork ing .  

W hen the AR P AN E T  m ov ed to the T C P / IP  protoc ols, the popu lation of  the network  ex ploded. N ow 
there was a host of  prob lem s with H O S T S . T X T :   

T ra f f ic  a n d  l o a d   

T he toll on S R I -N I C , in term s of  the network  traf f ic  and proc essor load inv olv ed in 
distrib u ting the f ile, was b ec om ing u nb earab le.  

N a m e  c o l l isio n s  

N o two hosts in H O S T S . T X T  c ou ld hav e the sam e nam e. H owev er, while the N IC  c ou ld 
assign addresses in a way  that gu aranteed u niq u eness, it had no au thority  ov er hostnam es. 
T here was nothing to prev ent som eone f rom  adding a host with a c onf lic ting nam e and 
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breaking the whole scheme. Adding a host with the same name as a major mail hub, for 
ex amp le, could disrup t mail serv ice to much of the AR P AN E T .  

Consistency  

M aintaining consistency  of the file across an ex p anding network became harder and harder. 
B y  the time a new H O S T S . T X T  file could reach the farthest shores of the enlarged AR P AN E T , 
a host across the network may  hav e changed addresses or a new host may  hav e sp rung up .  

T he essential p roblem was that the H O S T S . T X T  mechanism didn' t scale well. I ronically , the success 
of the AR P AN E T  as an ex p eriment led to the failure and obsolescence of H O S T S . T X T .  

T he AR P AN E T ' s gov erning bodies chartered an inv estigation into a successor for H O S T S . T X T . T heir 
goal was to create a sy stem that solv ed the p roblems inherent in a unified host table sy stem. T he 
new sy stem should allow local administration of data, y et make that data globally  av ailable. T he 
decentraliz ation of administration would eliminate the single-host bottleneck and reliev e the traffic 
p roblem. And local management would make the task of keep ing data up -to-date much easier. I t 
should use a hierarchical namesp ace to name hosts. T his would ensure the uniq ueness of names.  

P aul M ockap etris, then of U S C ' s I nformation S ciences I nstitute, was resp onsible for designing the 
architecture of the new sy stem. I n 19 8 4 , he released R F C s 8 8 2  and 8 8 3 , which describe the 
D omain N ame S y stem. T hese R F C s were sup erseded by  R F C s 10 3 4  and 10 3 5 , the current 
sp ecifications of the D omain N ame S y stem.[2] R F C s 10 3 4  and 10 3 5  hav e since been augmented by  
many  other R F C s, which describe p otential D N S  security  p roblems, imp lementation p roblems, 
administrativ e gotchas, mechanisms for dy namically  up dating name serv ers and for securing z one 
data, and more.  
[2] RFCs are Request  f o r Co m m en t s d o c um en t s,  p art  o f  t h e rel at i v el y  i n f o rm al  p ro c ed ure f o r i n t ro d uc i n g  n ew  t ec h n o l o g y  o n  t h e 
I n t ern et .  RFCs are usual l y  f reel y  d i st ri b ut ed  an d  c o n t ai n  f ai rl y  t ec h n i c al  d esc ri p t i o n s o f  t h e t ec h n o l o g y ,  o f t en  i n t en d ed  f o r 
i m p l em en t ers.  

1.3 The Dom a i n  N a m e S y s t em ,  i n  a  N u t s hel l  
T he D omain N ame S y stem is a distributed database. T his structure allows local control of the 
segments of the ov erall database, y et data in each segment is av ailable across the entire network 
through a client/ serv er scheme. R obustness and adeq uate p erformance are achiev ed through 
rep lication and caching.  

P rograms called na m e ser v er s constitute the serv er half of D N S ' s client/ serv er mechanism. N ame 
serv ers contain information about some segments of the database and make that information 
av ailable to clients, called r esol v er s. R esolv ers are often just library  routines that create q ueries 
and send them across a network to a name serv er.  

T he structure of the D N S  database, shown in F igure 1-1, is similar to the structure of the W indows 
filesy stem. T he whole database ( or filesy stem)  is p ictured as an inv erted tree, with the root node 
at the top . E ach node in the tree has a tex t label, which identifies the node relativ e to its p arent. 
T his is roughly  analogous to a " relativ e p athname"  in a filesy stem, like b in. O ne label—the null 
label, or " " —is reserv ed for the root node. I n tex t, the root node is written as a single dot ( .) . I n 
the W indows filesy stem, the root is written as a backslash ( \ ) .  
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Figure 1-1.  T h e D N S  d a t a b a s e v ers us  a  W in d o w s  f il es y s t em  

 
E a c h  n o d e  i s  a l s o  t h e  r o o t  o f  a  n e w  s u b t r e e  o f  t h e  o v e r a l l  t r e e .  E a c h  o f  t h e s e  s u b t r e e s  r e p r e s e n t s  a  
p a r t i t i o n  o f  t h e  o v e r a l l  d a t a b a s e —a  " d i r e c t o r y "  i n  t h e  W i n d o w s  f i l e s y s t e m ,  o r  a  domain i n  t h e  
D o m a i n  N a m e  S y s t e m .  E a c h  d o m a i n  o r  d i r e c t o r y  c a n  b e  f u r t h e r  d i v i d e d  i n t o  a d d i t i o n a l  p a r t i t i o n s ,  
c a l l e d  s u b domains  i n  D N S ,  l i k e  a  f i l e s y s t e m ' s  " s u b d i r e c t o r i e s . "  S u b d o m a i n s ,  l i k e  s u b d i r e c t o r i e s ,  a r e  
d r a w n  a s  c h i l d r e n  o f  t h e i r  p a r e n t  d o m a i n s .   

E v e r y  d o m a i n  h a s  a  u n i q u e  n a m e ,  l i k e  e v e r y  d i r e c t o r y .  A  d o m a i n ' s  domain name  i d e n t i f i e s  i t s  
p o s i t i o n  i n  t h e  d a t a b a s e ,  m u c h  a s  a  d i r e c t o r y ' s  " a b s o l u t e  p a t h n a m e "  s p e c i f i e s  i t s  p l a c e  i n  t h e  
f i l e s y s t e m .  I n  D N S ,  t h e  d o m a i n  n a m e  i s  t h e  s e q u e n c e  o f  l a b e l s  f r o m  t h e  n o d e  a t  t h e  r o o t  o f  t h e  
d o m a i n  t o  t h e  r o o t  o f  t h e  w h o l e  t r e e ,  w i t h  d o t s  ( . )  s e p a r a t i n g  t h e  l a b e l s .  I n  t h e  W i n d o w s  f i l e s y s t e m ,  
a  d i r e c t o r y ' s  a b s o l u t e  p a t h n a m e  i s  t h e  l i s t  o f  r e l a t i v e  n a m e s  r e a d  f r o m  r o o t  t o  l e a f  ( t h e  o p p o s i t e  
d i r e c t i o n  f r o m  D N S ,  a s  s h o w n  i n  F i g u r e  1 -2) ,  u s i n g  a  s l a s h  t o  s e p a r a t e  t h e  n a m e s .   
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Figure 1-2 .  R ea d in g n a m es  in  D N S  a n d  in  a  W in d o w s  f il es y s t em  

 
I n  D N S ,  e a c h  d o m a i n  c a n  b e  b r o k e n  i n t o  a  n u m b e r  o f  s u b d o m a i n s ,  a n d  r e s p o n s i b i l i t y  f o r  t h o s e  
s u b d o m a i n s  c a n  b e  d o l e d  o u t  t o  d i f f e r e n t  o r g a n i z a t i o n s .  F o r  e x a m p l e ,  t h e  I n t e r N I C  r u n s  t h e  edu 
(e d u c a t i o n a l )  d o m a i n ,  b u t  d e l e g a t e s  r e s p o n s i b i l i t y  f o r  t h e  b er k el ey . edu s u b d o m a i n  t o  U . C .  B e r k e l e y  
(F i g u r e  1 -3) .  T h i s  i s  s i m i l a r  t o  r e m o t e l y  m o u n t i n g  a  f i l e s y s t e m :  c e r t a i n  d i r e c t o r i e s  i n  a  f i l e s y s t e m  
m a y  a c t u a l l y  b e  f i l e s y s t e m s  o n  o t h e r  h o s t s ,  m o u n t e d  f r o m  r e m o t e  h o s t s .  T h e  a d m i n i s t r a t o r  o n  h o s t  
w i n k en ,  f o r  e x a m p l e  (a g a i n ,  F i g u r e  1 -3) ,  i s  r e s p o n s i b l e  f o r  t h e  f i l e s y s t e m  t h a t  a p p e a r s  o n  t h e  l o c a l  
h o s t  a s  t h e  d i r e c t o r y  / us r / n f s / w i n k en .   
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Figure 1-3 .  R em o t e m a n a gem en t  o f  s ub d o m a in s  a n d  o f  f il es y s t em s  

 
D e l e g a t i n g  a u t h o r i t y  f o r  berkeley.edu t o  U . C .  B e r k e l e y  c r e a t e s  a  n e w  z o n e ,  a n  a u t o n o m o u s l y  
a d m i n i s t e r e d  p i e c e  o f  t h e  n a m e s p a c e .  T h e  z o n e  berkeley.edu i s  n o w  i n d e p e n d e n t  f r o m  edu,  a n d  
c o n t a i n s  a l l  d o m a i n  n a m e s  t h a t  e n d  i n  berkeley.edu.  T h e  z o n e  edu,  o n  t h e  o t h e r  h a n d ,  c o n t a i n s  
o n l y  d o m a i n  n a m e s  t h a t  e n d  i n  edu b u t  a r e n ' t  i n  d e l e g a t e d  z o n e s  l i k e  berkeley.edu.  berkeley.edu 
m a y  b e  f u r t h e r  d i v i d e d  i n t o  s u b d o m a i n s ,  l i k e  c s .berkeley.edu,  a n d  s o m e  o f  t h e s e  s u b d o m a i n s  m a y  
t h e m s e l v e s  b e  s e p a r a t e  z o n e s ,  i f  t h e  berkeley.edu a d m i n i s t r a t o r s  d e l e g a t e  r e s p o n s i b i l i t y  f o r  t h e m  
t o  o t h e r  o r g a n i z a t i o n s .  I f  c s .berkeley.edu i s  a  s e p a r a t e  z o n e ,  t h e  berkeley.edu z o n e  d o e s n ' t  c o n t a i n  
d o m a i n  n a m e s  t h a t  e n d  i n  c s .berkeley.edu ( F i g u r e  1 -4) .   
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Figure 1-4 .  T h e ed u,  b erk el ey . ed u,  a n d  c s . b erk el ey . ed u z o n es  

 
D o m a i n  n a m e s  a r e  u s e d  a s  i n d e x e s  i n t o  t h e  D N S  d a t a b a s e .  Y o u  m i g h t  t h i n k  o f  d a t a  i n  D N S  a s  
" a t t a c h e d "  t o  a  d o m a i n  n a m e .  I n  a  f i l e s y s t e m ,  d i r e c t o r i e s  c o n t a i n  f i l e s  a n d  s u b d i r e c t o r i e s .  L i k e w i s e ,  
d o m a i n s  c a n  c o n t a i n  b o t h  h o s t s  a n d  s u b d o m a i n s .  A  d o m a i n  c o n t a i n s  t h o s e  h o s t s  a n d  s u b d o m a i n s  
w h o s e  d o m a i n  n a m e s  a r e  w i t h i n  t h e  d o m a i n .   

E a c h  h o s t  o n  a  n e t w o r k  h a s  a  d o m a i n  n a m e ,  w h i c h  p o i n t s  t o  i n f o r m a t i o n  a b o u t  t h e  h o s t  ( s e e  F i g u r e  
1-5) .  T h i s  i n f o r m a t i o n  m a y  i n c l u d e  I P  a d d r e s s e s ,  i n f o r m a t i o n  a b o u t  m a i l  r o u t i n g ,  e t c .  H o s t s  m a y  
a l s o  h a v e  o n e  o r  m o r e  domain name aliases ,  w h i c h  a r e  s i m p l y  p o i n t e r s  f r o m  o n e  d o m a i n  n a m e  
( t h e  a l i a s )  t o  a n o t h e r  ( t h e  o f f i c i a l  o r  c anonic al d o m a i n  n a m e ) .  I n  F i g u r e  1-5,  mailh u b . nv . . .  i s  a n  
a l i a s  f o r  t h e  c a n o n i c a l  n a m e  r inc on. b a. c a. . . .   

Figure 1-5 .  A n  a l ia s  in  D N S  p o in t in g t o  a  c a n o n ic a l  n a m e 

 
W h y  a l l  t h e  c o m p l i c a t e d  s t r u c t u r e ?  T o  s o l v e  t h e  p r o b l e m s  t h a t  H O S T S . T X T  h a d .  F o r  e x a m p l e ,  
m a k i n g  d o m a i n  n a m e s  h i e r a r c h i c a l  e l i m i n a t e s  t h e  p i t f a l l  o f  n a m e  c o l l i s i o n s .  E a c h  d o m a i n  h a s  a  
u n i q u e  d o m a i n  n a m e ,  s o  t h e  o r g a n i z a t i o n  t h a t  r u n s  t h e  d o m a i n  i s  f r e e  t o  n a m e  h o s t s  a n d  
s u b d o m a i n s  w i t h i n  i t s  d o m a i n .  W h a t e v e r  n a m e  t h e y  c h o o s e  f o r  a  h o s t  o r  s u b d o m a i n  w o n ' t  c o n f l i c t  
w i t h  o t h e r  o r g a n i z a t i o n s '  d o m a i n  n a m e s ,  s i n c e  i t  w i l l  e n d  i n  t h e i r  u n i q u e  d o m a i n  n a m e .  F o r  
e x a m p l e ,  t h e  o r g a n i z a t i o n  t h a t  r u n s  h ic . c om c a n  n a m e  a  h o s t  p u ella ( a s  s h o w n  i n  F i g u r e  1-6) ,  
s i n c e  i t  k n o w s  t h a t  t h e  h o s t ' s  d o m a i n  n a m e  w i l l  e n d  i n  h ic . c om ,  a  u n i q u e  d o m a i n  n a m e .   
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Figure 1-6 .  S o l v in g t h e n a m e c o l l is io n  p ro b l em  

 

1.4 The History of the Mic rosoft D N S  S erv er 
T h e  f i r s t  i m p l e m e n t a t i o n  o f  t h e  D o m a i n  N a m e  S y s t e m  w a s  c a l l e d  JEEVES ,  w r i t t e n  b y  P a u l  
M o c k a p e t r i s  h i m s e l f .  A  l a t e r  i m p l e m e n t a t i o n  w a s  B I N D ,  a n  a c r o n y m  f o r  B e r k e l e y  I n t e r n e t  N a m e  
D o m a i n ,  w r i t t e n  f o r  B e r k e l e y ' s  4 . 3 B S D  U n i x  o p e r a t i n g  s y s t e m  b y  K e v i n  D u n l a p .  B I N D  i s  n o w  
m a i n t a i n e d  b y  t h e  I n t e r n e t  S o f t w a r e  C o n s o r t i u m . [3]  
[3] For more information on the Internet Software Consortium and its work  on B IN D ,  see http : / / www.isc .org / b ind.html . 

A l t h o u g h  t h e  M i c r o s o f t  D N S  S e r v e r  c a n  r e a d  B I N D ' s  c o n f i g u r a t i o n  a n d  d a t a  f i l e s ,  i t  i s  n o t  B I N D .  
M i c r o s o f t  w r o t e  i t s  s e r v e r  f r o m  s c r a t c h ,  a c c o r d i n g  t o  t h e  D N S  s p e c i f i c a t i o n s .  T h e  f i r s t  v e r s i o n  o f  t h e  
M i c r o s o f t  D N S  S e r v e r  w a s  a  b e t a  v e r s i o n  t h a t  r a n  o n  N T  3 . 5 1 .  M i c r o s o f t  m a d e  i t  a v a i l a b l e  f o r  s o m e  
t i m e  f r o m  o n e  o f  i t s  F T P  s e r v e r s .  T h e  f i r s t  p r o d u c t  v e r s i o n  o f  t h e  D N S  s e r v e r  w a s  s h i p p e d  w i t h  
M i c r o s o f t  W i n d o w s  N T  S e r v e r  4 . 0  ( b u t  n o t  w i t h  N T  W o r k s t a t i o n  4 . 0 ) .  T h e  s e r v e r  w a s  u p d a t e d  i n  
s e v e r a l  N T  S e r v i c e  P a c k s ,  i n c l u d i n g  t h e  l a t e s t  ( a s  o f  t h i s  w r i t i n g ) ,  S e r v i c e  P a c k  6 a .  T h e  D N S  s e r v e r  
s h i p p e d  w i t h  W i n d o w s  2 0 0 0  S e r v e r  c o m e s  f r o m  t h e  s a m e  c o d e  b a s e  a s  t h e  N T  D N S  s e r v e r —i t ' s  
r e a l l y  j u s t  a  l a t e r  v e r s i o n .   

T h e r e  a r e  o t h e r  n a m e  s e r v e r s  t h a t  r u n  o n  W i n d o w s .  F o r  e x a m p l e ,  t h e  I n t e r n e t  S o f t w a r e  
C o n s o r t i u m  p r o v i d e s  a  f r e e  p o r t  o f  B I N D  8 . 2 . 4 ,  w h i c h  r u n s  o n  W i n d o w s  N T  a n d  W i n d o w s  2 0 0 0 .  
C h e c k  P o i n t  o f f e r s  a  c o m m e r c i a l  v e r s i o n  o f  t h e  B I N D  8 . 2 . 3  s e r v e r .  I t  a l s o  r u n s  o n  b o t h  W i n d o w s  N T  
a n d  W i n d o w s  2 0 0 0 .   

1.5  Mu st I  U se D N S ?  
D e s p i t e  t h e  u s e f u l n e s s  o f  t h e  D o m a i n  N a m e  S y s t e m ,  t h e r e  a r e  s o m e  s i t u a t i o n s  i n  w h i c h  i t  d o e s n ' t  
p a y  t o  u s e  i t .  T h e r e  a r e  o t h e r  n a m e -r e s o l u t i o n  m e c h a n i s m s  b e s i d e s  D N S ,  s o m e  o f  w h i c h  m a y  b e  
s t a n d a r d  w i t h  y o u r  o p e r a t i n g  s y s t e m .  S o m e t i m e s  t h e  o v e r h e a d  i n v o l v e d  i n  m a n a g i n g  z o n e s  a n d  
t h e i r  n a m e  s e r v e r s  o u t w e i g h s  t h e  b e n e f i t s .  O n  t h e  o t h e r  h a n d ,  t h e r e  a r e  c i r c u m s t a n c e s  i n  w h i c h  
y o u  h a v e  n o  o t h e r  c h o i c e  b u t  t o  s e t  u p  a n d  m a n a g e  n a m e  s e r v e r s .  F o l l o w i n g  a r e  s o m e  g u i d e l i n e s  
t o  h e l p  y o u  m a k e  t h a t  d e c i s i o n .   

1.5.1 If You're Connected to the Internet... 
. . . D N S  i s  a  m u s t .  T h i n k  o f  D N S  a s  t h e  l i n g u a  f r a n c a  o f  t h e  I n t e r n e t :  n e a r l y  a l l  o f  t h e  I n t e r n e t ' s  
n e t w o r k  s e r v i c e s  u s e  D N S .  T h a t  i n c l u d e s  t h e  W o r l d  W i d e  W e b ,  e l e c t r o n i c  m a i l ,  r e m o t e  t e r m i n a l  
a c c e s s ,  a n d  f i l e  t r a n s f e r .   
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On the other hand, this doesn't necessarily mean that you have to set up and run zones by yourself  
f o r  yourself .  I f  you've g ot only a handf ul of  hosts, you may b e ab le to j oin an ex isting  zone ( see 
C hapter 3 )  or f ind someone else to host your zones f or you.  I f  you pay an I nternet service provider 
f or your I nternet connectivity, ask  if  they'll host your zone f or you, too.  E ven if  you aren't already a 
customer, there are companies w ho w ill help out, f or a price.   

I f  you have a little more than a handf ul of  hosts, or a lot more, you'll prob ab ly w ant your ow n zone.  
A nd if  you w ant direct control over your zone and your name servers, you'll w ant to manag e it 
yourself .  R ead on!   

1.5.2 If You Have Your Own TCP/IP-B as ed  Int ernet ... 
. . . you prob ab ly w ant D N S .  B y an internet, w e don't mean j ust a sing le E thernet of  w ork stations 
using  T C P / I P  ( see the nex t section if  you thoug ht that w as w hat w e meant) ;  w e mean a f airly 
complex  " netw ork  of  netw ork s. "  M ayb e you have a f orest of  A ppleT alk  nets and a handf ul of  A pollo 
tok en ring s.   

I f  your internet is b asically homog eneous and your hosts don't need D N S  ( say you have a b ig  
D E C net or OS I  internet) , you may b e ab le to do w ithout it.  B ut if  you've g ot a variety of  hosts, 
especially if  some of  those run some variety of  U nix , you'll w ant D N S .  I t'll simplif y the distrib ution 
of  host inf ormation and rid you of  any k ludg y host-tab le distrib ution schemes you may have cook ed 
up.   

1.5.3  If You Have Your Own L oc al  A rea N et work  or S i t e 
N et work ... 
. . . and that netw ork  isn't connected to a larg er netw ork , you can prob ab ly g et aw ay w ithout using  
D N S .  Y ou mig ht consider using  M icrosof t's W indow s I nternet N ame S ervice ( W I N S ) , host tab les, or 
S un's N etw ork  I nf ormation S ervice ( N I S )  product.   

B ut if  you need distrib uted administration or have troub le maintaining  the consistency of  data on 
your netw ork , D N S  may b e f or you.  A nd if  your netw ork  is lik ely to soon b e connected to another 
netw ork , such as your corporate internet or the I nternet, it'd b e w ise to start up your zones now .   
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Chapter 2. How Does DNS Work? 
"... and what is the use of a book," thought Alice, "without pictures or conv ersations? "  

T h e  D o m a i n  N a m e  S y s t e m  i s  b a s i c a l l y  a  d a t a b a s e  o f  h o s t  i n f o r m a t i o n .  A d m i t t e d l y ,  y o u  g e t  a  l o t  
w i t h  t h a t :  f u n n y  d o t t e d  n a m e s ,  n e t w o r k e d  n a m e  s e r v e r s ,  a  s h a d o w y  " n a m e s p a c e . "  B u t  k e e p  i n  
m i n d  t h a t ,  i n  t h e  e n d ,  t h e  s e r v i c e  D N S  p r o v i d e s  i s  i n f o r m a t i o n  a b o u t  i n t e r n e t  h o s t s .   

W e ' v e  a l r e a d y  c o v e r e d  s o m e  i m p o r t a n t  a s p e c t s  o f  D N S ,  i n c l u d i n g  i t s  c l i e n t -s e r v e r  a r c h i t e c t u r e  a n d  
t h e  s t r u c t u r e  o f  t h e  D N S  d a t a b a s e .  H o w e v e r ,  w e  h a v e n ' t  g o n e  i n t o  m u c h  d e t a i l ,  a n d  w e  h a v e n ' t  
e x p l a i n e d  t h e  n u t s  a n d  b o l t s  o f  D N S ' s  o p e r a t i o n .   

I n  t h i s  c h a p t e r ,  w e ' l l  e x p l a i n  a n d  i l l u s t r a t e  t h e  m e c h a n i s m s  t h a t  m a k e  D N S  w o r k .  W e ' l l  a l s o  
i n t r o d u c e  t h e  t e r m s  y o u ' l l  n e e d  t o  k n o w  t o  r e a d  t h e  r e s t  o f  t h e  b o o k  ( a n d  t o  c o n v e r s e  i n t e l l i g e n t l y  
w i t h  y o u r  f e l l o w  z o n e  a d m i n i s t r a t o r s ) .   

F i r s t ,  t h o u g h ,  l e t ' s  t a k e  a  m o r e  d e t a i l e d  l o o k  a t  t h e  c o n c e p t s  i n t r o d u c e d  i n  t h e  p r e v i o u s  c h a p t e r .  
W e ' l l  t r y  t o  a d d  e n o u g h  d e t a i l  t o  s p i c e  i t  u p  a  l i t t l e .   

2.1 The Domain Namespace 
D N S ' s  d i s t r i b u t e d  d a t a b a s e  i s  i n d e x e d  b y  d o m a i n  n a m e s .  E a c h  d o m a i n  n a m e  i s  e s s e n t i a l l y  j u s t  a  
p a t h  i n  a  l a r g e  i n v e r t e d  t r e e ,  c a l l e d  t h e  dom ain nam espace .  T h e  t r e e ' s  h i e r a r c h i c a l  s t r u c t u r e ,  
s h o w n  i n  F i g u r e  2 -1,  i s  s i m i l a r  t o  t h e  s t r u c t u r e  o f  t h e  W i n d o w s  2 0 0 0  f i l e s y s t e m .  T h e  t r e e  h a s  a  
s i n g l e  r o o t  a t  t h e  t o p . [1] I n  t h e  W i n d o w s  f i l e s y s t e m ,  t h i s  i s  c a l l e d  t h e  r o o t  d i r e c t o r y  a n d  i s  
r e p r e s e n t e d  b y  a  b a c k s l a s h  ( \ ) .  D N S  s i m p l y  c a l l s  i t  " t h e  r o o t . "  L i k e  a  f i l e s y s t e m ,  D N S ' s  t r e e  c a n  
b r a n c h  a n y  n u m b e r  o f  w a y s  a t  e a c h  i n t e r s e c t i o n  p o i n t ,  o r  n o d e .  T h e  d e p t h  o f  t h e  t r e e  i s  l i m i t e d  t o  
12 7  l e v e l s  ( a  l i m i t  y o u ' r e  n o t  l i k e l y  t o  r e a c h ) .   
[1] Clearly this is a computer scien tist' s tree,  n ot a b otan ist' s.  

Figure 2-1 .  T h e s t ruc t ure o f  t h e D N S  n a m es p a c e 
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2.1.1 Domain Names 
Each node in the tree has a text label (without dots)  that can be up  to 6 3  characters long .  A  null 
(z ero-leng th)  label is reserv ed f or the root.  T he f ull domain name of  any  node in the tree is the 
seq uence of  labels on the p ath f rom  that node to the root.  D om ain nam es are alway s read f rom  the 
node toward the root (" up "  the tree) ,  with dots sep arating  the nam es in the p ath.   

I f  the root node' s label actually  ap p ears in a node' s dom ain nam e,  the nam e look s as thoug h it 
ends in a dot,  as in " www. oreilly . com . " .  (I t actually  ends with a dot—the sep arator—and the root' s 
null label. )  W hen the root node' s label ap p ears by  itself ,  it is written as a sing le dot,  " . " ,  f or 
conv enience.  C onseq uently ,  som e sof tware interp rets a trailing  dot in a dom ain nam e to indicate 
that the dom ain nam e is ab s ol u t e .  A n absolute dom ain nam e is written relativ e to the root and 
unam big uously  sp ecif ies a node' s location in the hierarchy .  A n absolute dom ain nam e is also 
ref erred to as a f u l l y  q u al if ied domain name ,  of ten abbrev iated F Q D N .  N am es without trailing  dots 
are som etim es interp reted as relativ e to som e dom ain nam e other than the root,  j ust as directory  
nam es without a leading  slash are of ten interp reted as relativ e to the current directory .   

D N S  req uires that sibling  nodes—nodes that are children of  the sam e p arent—hav e dif f erent labels.  
T his restriction g uarantees that a dom ain nam e uniq uely  identif ies a sing le node in the tree.  T he 
restriction really  isn' t a lim itation,  because the labels need to be uniq ue only  am ong  the children,  
not am ong  all the nodes in the tree.  T he sam e restriction ap p lies to the W indows 20 0 0  f ilesy stem :  
y ou can' t g iv e two sibling  directories or two f iles in the sam e directory  the sam e nam e.  A s 
illustrated in F ig ure 2-2,  j ust as y ou can' t hav e two h ob b es . p a. c a. u s  nodes in the nam esp ace,  y ou 
can' t hav e two \T emp  directories.  Y ou can,  howev er,  hav e both a h ob b es . p a. c a. u s  node and a 
h ob b es . l g . c a. u s  node,  as y ou can hav e both a \T emp  directory  and a \W inN T \T emp  directory .   
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Figure 2-2.  E n s urin g un iq uen es s  in  d o m a in  n a m es  a n d  W in d o w s  
p a t h n a m es  

 

2.1.2 Domains 
A  domain i s  s i m p l y  a  s u b t r e e  o f  t h e  d o m a i n  n a m e s p a c e .  T h e  d o m a i n  n a m e  o f  a  d o m a i n  i s  t h e  s a m e  
a s  t h e  d o m a i n  n a m e  o f  t h e  n o d e  a t  t h e  v e r y  t o p  o f  t h e  d o m a i n .  S o ,  f o r  e x a m p l e ,  t h e  t o p  o f  t h e  
p u r du e . e du  d o m a i n  i s  a  n o d e  n a m e d  p u r du e . e du ,  a s  s h o w n  i n  F i g u r e  2 -3.   

Figure 2-3 .  T h e p urd ue. ed u d o m a in  
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Likewise, in a filesystem, at the top of the \Pr o g r a m  F i l e s  d ir ec tor y you ' d  ex pec t to find  a nod e 
c alled  \Pr o g r a m  F i l e s , as shown in F ig u r e 2 -4.   

Figure 2-4 .  T h e \P ro gra m  Fil es  d irec t o ry  

 
A ny d omain name in the su b tr ee is c onsid er ed  a par t of the d omain.  B ec au se a d omain name c an 
b e in many su b tr ees, a d omain name c an also b e in many d omains.  F or  ex ample, the d omain name 
p a . c a . u s  is par t of the c a . u s  d omain and  also par t of the u s  d omain, as shown in F ig u r e 2 -5.   

Figure 2-5 .  A  n o d e in  m ul t ip l e d o m a in s  

 
S o in the ab str ac t, a d omain is j u st a su b tr ee of the d omain namespac e.  B u t if a d omain is simply 
mad e u p of d omain names and  other  d omains, wher e ar e all the hosts?  D omains ar e g r ou ps of 
hosts, r ig ht?   

T he hosts ar e ther e, r epr esented  b y d omain names.  R ememb er , d omain names ar e j u st ind ex es 
into the D N S  d atab ase.  T he " hosts"  ar e the d omain names that point to infor mation ab ou t 
ind iv id u al hosts, and  a d omain c ontains all the hosts whose d omain names ar e within the d omain.  
T he hosts ar e r elated  l o g i c a l l y , often b y g eog r aphy or  or g aniz ational affiliation, and  not nec essar ily 
b y networ k or  ad d r ess or  har d war e type.  Y ou  mig ht hav e 1 0  d iffer ent hosts, eac h of them on a 
d iffer ent networ k and  per haps ev en in a d iffer ent c ou ntr y, all in the same d omain.   

O ne note of c au tion:  d on' t c onfu se d omains in D N S  with d omains in N I S .  T hou g h an N I S  d omain 
also r efer s to a g r ou p of hosts and  b oth types of d omains hav e similar ly str u c tu r ed  names, the 
c onc epts ar e q u ite d iffer ent.  N I S  u ses hier ar c hic al names, b u t the hier ar c hy end s ther e:  hosts in 
the same N I S  d omain shar e c er tain d ata ab ou t hosts and  u ser s, b u t they c an' t nav ig ate the N I S  
namespac e to find  d ata in other  N I S  d omains.  N T  d omains, whic h pr ov id e ac c ou nt-manag ement 
and  sec u r ity ser v ic es, also d on' t hav e any r elationship to D N S  d omains.  A c tiv e D ir ec tor y d omains, 
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however, are DNS domains. We discuss the relationship between DNS and Active Directory 
domains in C hapter 1 1 .  

Domain names at the leaves of  the tree g enerally represent individual hosts, and they may point to 
network  addresses, hardware inf ormation, and mail-routing  inf ormation. Domain names in the 
interior of  the tree can name a host and point to inf ormation about the domain;  they aren' t 
restricted to one or the other. I nterior domain names can represent both the domain they 
correspond to and a particular host on the network . F or ex ample, h p . c o m  is both the name of  the 
H ewlett-P ack ard C ompany' s domain and the domain name of  the hosts that run H P ' s main web 
server.  

T he type of  inf ormation retrieved when you use a domain name depends on the contex t in which 
you use it. Sending  mail to someone at h p . c o m  would return mail-routing  inf ormation, while 
te l ne ting  to the domain name would look  up the host inf ormation ( in F ig ure 2 -6, f or ex ample, 
h p . c o m ' s I P  address) .[2]  
[2] The terms "domain" and "subdomain" are often used interchangeably, or nearly so, in DNS documentation. Here, we use 
"subdomain" only as a relativ e term:  a domain is a subdomain of another domain if the root of the subdomain is within the domain. 

Figure 2-6 .  A n  in t erio r n o d e w it h  b o t h  h o s t  a n d  d o m a in  d a t a  

 
A simple way of  determining  if  a domain is a subdomain of  another domain is to compare their 
domain names. A subdomain' s domain name ends with the domain name of  its parent domain. F or 
ex ample, the domain l a. ty r e l l . c o m  must be a subdomain of  ty r e l l . c o m , because l a. ty r e l l . c o m  ends 
with ty r e l l . c o m . I t' s also a subdomain of  c o m , as is ty r e l l . c o m .  

B esides being  ref erred to in relative terms, as subdomains of  other domains, domains are of ten 
ref erred to by l e v e l . O n mailing  lists and in U senet newsg roups, you may see the terms to p -l e v e l  
do m ai n or s e c o nd-l e v e l  do m ai n bandied about. T hese terms simply ref er to a domain' s position in 
the domain namespace:   

• A top-level domain is a child of  the root. 
• A f irst-level domain is a child of  the root ( a top-level domain) . 
• A second-level domain is a child of  a f irst-level domain, and so on.  

2.1.3 Resou r c e Rec or d s 
T he data associated with domain names is contained in r e s o u r c e  r e c o r ds , or R R s. R ecords are 
divided into classes, each of  which pertains to a type of  network  or sof tware. C urrently, there are 
classes f or internets ( any T C P / I P -based internet) , network s based on the C haosnet protocols, and 
network s that use H esiod sof tware. ( C haosnet is an old network  of  larg ely historic sig nif icance.)  
T he internet class is by f ar the most popular. ( We' re not really sure if  anyone still uses the 
C haosnet class, and use of  the H esiod class is mostly conf ined to M I T .)  I n this book , we 
concentrate on the internet class.  
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Within a class, records come in several types, which correspond to the different varieties of data 
that may b e stored in the domain namespace.  D ifferent classes may define different record types, 
thou g h some types are common to more than one class.  F or ex ample, almost every class defines 
an address type.  E ach record type in a g iven class defines a particu lar record syntax  to which all 
resou rce records of that class and type mu st adhere.  (F or details on all internet resou rce record 
types and their syntax es, see A ppendix  A . )   

I f this information seems sk etchy, don' t worry—we' ll cover the records in the internet class in more 
detail later.  T he common records are describ ed in C hapter 4 , and a comprehensive list is inclu ded 
as part of A ppendix  A .   

2.2 The Internet Domain Namespace 
S o far, we' ve talk ed ab ou t the theoretical stru ctu re of the domain namespace and what sort of data 
is stored in it, and we' ve even hinted at the types of names you  mig ht find in it with ou r 
(sometimes fictional)  ex amples.  B u t this won' t help you  decode the domain names you  see on a 
daily b asis on the I nternet.   

T he D omain N ame S ystem doesn' t impose many ru les on the lab els in domain names, and it 
doesn' t attach any p art i c u l ar meaning  to the lab els at a particu lar level.  When you  manag e a part 
of the domain namespace, you  can decide on you r own semantics for you r domain names.  H eck , 
you  cou ld name you r su b domains A  throu g h Z  and no one wou ld stop you  (thou g h they mig ht 
strong ly recommend ag ainst it) .   

T he ex isting  I nternet domain namespace, however, has some self-imposed stru ctu re to it.  
E specially in the u pper-level domains, the domain names follow certain traditions (not ru les, really, 
as they can b e and have b een b rok en) .  T hese traditions help to k eep domain names from 
appearing  totally chaotic.  U nderstanding  these traditions is an enormou s asset if you ' re trying  to 
decipher a domain name.   

2.2.1 Top-L e v e l  D om a i n s  
T he orig inal top-level domains divided the I nternet domain namespace org aniz ationally into seven 
domains:   

c o m   

C ommercial org aniz ations, su ch as H ewlett-P ack ard ( h p . c o m ) , S u n M icrosystems (su n . c o m ) , 
and I B M  (i b m . c o m ) .   

edu   

E du cational org aniz ations, su ch as U . C .  B erk eley ( b erk el ey . edu )  and P u rdu e U niversity 
( p u rdu e. edu ) .   

g o v   

G overnment org aniz ations, su ch as N A S A  (n asa. g o v )  and the N ational S cience F ou ndation 
( n sf . g o v ) .   

m i l   

M ilitary org aniz ations, su ch as the U . S .  A rmy (arm y . m i l )  and N avy (n av y . m i l ) .   
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net  

F o r m e r l y  o r g a n i z a t i o n s  p r o v i d i n g  n e t w o r k  i n f r a s t r u c t u r e ,  s u c h  a s  N S F N E T  ( ns f . net )  a n d  
U U N E T  ( u u . net ) .  S i n c e  1 9 9 6 ,  h o w e v e r ,  net h a s  b e e n  o p e n  t o  a n y  c o m m e r c i a l  o r g a n i z a t i o n ,  
l i k e  c o m  i s .   

o r g   

F o r m e r l y  n o n c o m m e r c i a l  o r g a n i z a t i o n s ,  s u c h  a s  t h e  E l e c t r o n i c  F r o n t i e r  F o u n d a t i o n  ( ef f . o r g ) .  
L i k e  net,  t h o u g h ,  r e s t r i c t i o n s  o n  o r g  w e r e  r e m o v e d  i n  1 9 9 6 .   

i nt  

I n t e r n a t i o n a l  o r g a n i z a t i o n s ,  s u c h  a s  N A T O  ( na to . i nt ) .   

A n o t h e r  t o p -l e v e l  d o m a i n  c a l l e d  a r p a  w a s  o r i g i n a l l y  u s e d  d u r i n g  t h e  A R P A N E T ' s  t r a n s i t i o n  f r o m  h o s t  
t a b l e s  t o  D N S .  A l l  A R P A N E T  h o s t s  o r i g i n a l l y  h a d  h o s t n a m e s  u n d e r  a r p a ,  s o  t h e y  w e r e  e a s y  t o  f i n d .  
L a t e r ,  t h e y  m o v e d  i n t o  v a r i o u s  s u b d o m a i n s  o f  t h e  o r g a n i z a t i o n a l  t o p -l e v e l  d o m a i n s .  H o w e v e r ,  t h e  
a r p a  d o m a i n  r e m a i n s  i n  u s e  i n  a  w a y  y o u ' l l  r e a d  a b o u t  l a t e r .   

Y o u  m a y  n o t i c e  a  c e r t a i n  n a t i o n a l i s t i c  p r e j u d i c e  i n  t h e  e x a m p l e s :  w e ' v e  u s e d  p r i m a r i l y  U . S . -b a s e d  
o r g a n i z a t i o n s .  T h a t ' s  e a s i e r  t o  u n d e r s t a n d —a n d  f o r g i v e —w h e n  y o u  r e m e m b e r  t h a t  t h e  I n t e r n e t  
b e g a n  a s  t h e  A R P A N E T ,  a  U . S . -f u n d e d  r e s e a r c h  p r o j e c t .  N o  o n e  a n t i c i p a t e d  t h e  s u c c e s s  o f  t h e  
A R P A N E T ,  o r  t h a t  i t  w o u l d  e v e n t u a l l y  b e c o m e  a s  i n t e r n a t i o n a l  a s  t h e  I n t e r n e t  i s  t o d a y .   

T o d a y ,  t h e s e  o r i g i n a l  d o m a i n s  a r e  c a l l e d  g ener i c  to p -l ev el  d o m a i ns ,  o r  g T L D s .  B y  t h e  t i m e  y o u  r e a d  
t h i s ,  w e  m a y  h a v e  a  f e w  m o r e  o f  t h e s e ,  s u c h  a s  b i z ,  p r o ,  i nf o ,  a n d  na m e ,  t o  a c c o m m o d a t e  t h e  
r a p i d  e x p a n s i o n  o f  t h e  I n t e r n e t  a n d  t h e  n e e d  f o r  m o r e  d o m a i n  n a m e  " s p a c e . "  T h e  o r g a n i z a t i o n  n o w  
r e s p o n s i b l e  f o r  m a n a g e m e n t  o f  t h e  D o m a i n  N a m e  S y s t e m ,  t h e  I n t e r n e t  C o r p o r a t i o n  f o r  A s s i g n e d  
N a m e s  a n d  N u m b e r s ,  o r  I C A N N ,  h a s  d e c i d e d  t o  a d d  s e v e n  n e w  g T L D s .  F o r  i n f o r m a t i o n  o n  t h e i r  
w o r k ,  s e e  h t t p : / / w w w . i c a n n . o r g .  W e ' l l  t a l k  m o r e  a b o u t  I C A N N  l a t e r  i n  t h i s  c h a p t e r .   

T o  a c c o m m o d a t e  t h e  i n c r e a s i n g  i n t e r n a t i o n a l i z a t i o n  o f  t h e  I n t e r n e t ,  t h e  i m p l e m e n t e r s  o f  t h e  
I n t e r n e t  n a m e s p a c e  c o m p r o m i s e d .  I n s t e a d  o f  i n s i s t i n g  t h a t  a l l  t o p -l e v e l  d o m a i n s  d e s c r i b e  
o r g a n i z a t i o n a l  a f f i l i a t i o n ,  t h e y  d e c i d e d  t o  a l l o w  g e o g r a p h i c a l  d e s i g n a t i o n s ,  t o o .  N e w  t o p -l e v e l  
d o m a i n s  w e r e  r e s e r v e d  ( b u t  n o t  n e c e s s a r i l y  c r e a t e d )  t o  c o r r e s p o n d  t o  i n d i v i d u a l  c o u n t r i e s .  T h e i r  
d o m a i n  n a m e s  f o l l o w e d  a n  e x i s t i n g  i n t e r n a t i o n a l  s t a n d a r d  c a l l e d  I S O  3 1 6 6 . [3] I S O  3 1 6 6  e s t a b l i s h e s  
o f f i c i a l ,  t w o -l e t t e r  a b b r e v i a t i o n s  f o r  e v e r y  c o u n t r y  i n  t h e  w o r l d .  W e ' v e  i n c l u d e d  t h e  c u r r e n t  l i s t  o f  
t o p -l e v e l  d o m a i n s  a s  A p p e n d i x  D .   
[3] Except for Great Britain. According to ISO 3166 and Internet tradition,  Great Britain' s  top-l ev el  dom ain nam e s h ou l d b e gb. 
Ins tead,  m os t organiz ations  in Great Britain and N orth ern Irel and ( i.e.,  th e U nited K ingdom )  u s e th e top-l ev el  dom ain nam e u k . 
T h ey  driv e on th e w rong s ide of th e road,  too. 

2.2.2 Further Down 
W i t h i n  t h e s e  t o p -l e v e l  d o m a i n s ,  t h e  t r a d i t i o n s  a n d  t h e  e x t e n t  t o  w h i c h  t h e y  a r e  f o l l o w e d  v a r y .  
S o m e  o f  t h e  I S O  3 1 6 6  t o p -l e v e l  d o m a i n s  c l o s e l y  f o l l o w  t h e  U . S . ' s  o r i g i n a l  o r g a n i z a t i o n a l  s c h e m e .  
F o r  e x a m p l e ,  A u s t r a l i a ' s  t o p -l e v e l  d o m a i n ,  a u ,  h a s  s u b d o m a i n s  s u c h  a s  ed u . a u  a n d  c o m . a u .  S o m e  
o t h e r  I S O  3 1 6 6  t o p -l e v e l  d o m a i n s  f o l l o w  t h e  u k  d o m a i n ' s  l e a d  a n d  h a v e  o r g a n i z a t i o n a l l y  o r i e n t e d  
s u b d o m a i n s  s u c h  a s  c o . u k  f o r  c o r p o r a t i o n s  a n d  a c . u k  f o r  t h e  a c a d e m i c  c o m m u n i t y .  I n  m o s t  c a s e s ,  
h o w e v e r ,  e v e n  t h e s e  g e o g r a p h i c a l l y  o r i e n t e d  t o p -l e v e l  d o m a i n s  a r e  d i v i d e d  u p  o r g a n i z a t i o n a l l y .   
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That's not true of the us top -l ev el  d om ai n,  thoug h.  The us d om ai n has 5 0  sub d om ai ns that 
c orresp ond  to—g uess w hat? —the 5 0  U . S .  states. [4] E ac h i s nam ed  ac c ord i ng  to the stand ard  tw o-
l etter ab b rev i ati on for the state—the sam e ab b rev i ati on stand ard i z ed  b y  the U . S .  P ostal  S erv i c e.  
W i thi n eac h state's d om ai n,  the org ani z ati on i s sti l l  l arg el y  g eog rap hi c al :  m ost sub d om ai ns 
c orresp ond  to i nd i v i d ual  c i ti es.  B eneath the c i ti es,  the sub d om ai ns usual l y  c orresp ond  to i nd i v i d ual  
hosts.   
[4] Actually, there are a few more domains under us :  one for W ashing ton, D . C . , one for G uam, and so on.  

2.2.3 Reading Domain Names  
N ow  that y ou k now  w hat m ost top -l ev el  d om ai ns rep resent and  how  thei r nam esp ac es are 
struc tured ,  y ou'l l  p rob ab l y  fi nd  i t m uc h easi er to m ak e sense of m ost d om ai n nam es.  L et's d i ssec t a 
few  for p rac ti c e:   

l i t h i um . c c h e m . b e r k e l e y . e d u  

Y ou'v e g ot a head  start on thi s one,  as w e'v e al read y  tol d  y ou that b e r k e l e y . e d u i s U . C .  
B erk el ey 's d om ai n.  ( E v en i f y ou d i d n't al read y  k now  that,  thoug h,  y ou c oul d  hav e i nferred  
that the nam e p rob ab l y  b el ong s to a U . S .  uni v ersi ty  b ec ause i t's i n the top -l ev el  e d u 
d om ai n. )  c c h e m  i s the C ol l eg e of C hem i stry 's sub d om ai n of b e r k e l e y . e d u.  F i nal l y ,  l i t h i um  i s 
the nam e of a p arti c ul ar host i n the d om ai n—and  p rob ab l y  one of ab out a hund red  or so,  i f 
they 'v e g ot one for ev ery  el em ent.   

w i n n i e . c o r p . h p . c o m   

Thi s ex am p l e i s a b i t hard er,  b ut not m uc h.  The h p . c o m  d om ai n i n al l  l i k el i hood  b el ong s to 
the H ew l ett-P ac k ard  C om p any  ( i n fac t,  w e g av e y ou thi s earl i er,  too) .  Thei r c o r p  sub d om ai n 
i s und oub ted l y  thei r c orp orate head q uarters.  A nd  w i n n i e  i s p rob ab l y  j ust som e si l l y  nam e 
som eone thoug ht up  for a host.   

f e r n w o o d . m p k . c a . us  

H ere y ou'l l  need  to use y our und erstand i ng  of the us d om ai n.  c a . us i s ob v i ousl y  C al i forni a's 
d om ai n,  b ut m p k  i s any b od y 's g uess.  I n thi s c ase,  i t w oul d  b e hard  to k now  that i t's M enl o 
P ark 's d om ai n unl ess y ou k new  y our S an F ranc i sc o B ay  A rea g eog rap hy .  ( A nd  no,  i t's not 
the sam e M enl o P ark  that E d i son l i v ed  i n—that one's i n N ew  J ersey . )   

d a p h n e . c h . a p o l l o . h p . c o m   

W e'v e i nc l ud ed  thi s ex am p l e j ust so y ou d on't start thi nk i ng  that al l  d om ai n nam es hav e 
onl y  four l ab el s.  a p o l l o . h p . c o m  i s the form er A p ol l o C om p uter sub d om ai n of the h p . c o m  
d om ai n.  ( W hen H P  ac q ui red  A p ol l o,  i t al so ac q ui red  A p ol l o's I nternet d om ai n,  a p o l l o . c o m ,  
w hi c h b ec am e a p o l l o . h p . c o m . )  c h . a p o l l o . h p . c o m  i s A p ol l o's C hel m sford ,  M assac husetts si te.  
d a p h n e  i s a host at C hel m sford .   

2.3 Delegation 
R em em b er that one of the m ai n g oal s of the d esi g n of the D om ai n N am e S y stem  w as to 
d ec entral i z e ad m i ni strati on?  Thi s i s ac hi ev ed  throug h d e l e g a t i o n .  D el eg ati ng  d om ai ns w ork s a l ot 
l i k e d el eg ati ng  task s at w ork .  A  m anag er m ay  b reak  up  a l arg e p roj ec t i nto sm al l er task s and  
d el eg ate resp onsi b i l i ty  for eac h of these task s to d i fferent em p l oy ees.   
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Likewise, an organization administering a domain can divide it into subdomains. Each of those 
subdomains can be del egated to other organizations. T his means that an organization becomes 
resp onsibl e for maintaining al l  the data in that subdomain. I t can freel y  change the data nd even 
divide its subdomain into more subdomains and del egate those. T he p arent domain retains onl y  
p ointers to sources of the subdomain' s data, so that it can refer q ueriers there. T he domain 
stanford.edu, for ex amp l e, is del egated to the fol ks at S tanford who run the university ' s networks 
(F igure 2 -7) .  

Figure 2-7 .  s t a n f o rd . ed u is  d el ega t ed  t o  S t a n f o rd  U n iv ers it y  

 
N ot al l  organizations del egate away  their whol e domain, j ust as not al l  managers del egate al l  their 
work. A  domain may  have several  del egated subdomains and al so contain hosts that don' t bel ong 
in the subdomains. F or ex amp l e, the A cme C orp oration (it sup p l ies a certain coy ote with most of 
his gadgets) , which has a division in R ockaway  and its headq uarters in K al amazoo, might have a 
roc k aw ay .ac m e.c om  subdomain and a k al am az oo.ac m e.c om  subdomain. H owever, the few hosts in 
the A cme sal es offices scattered throughout the U .S . woul d fit better under ac m e.c om  than under 
either subdomain.  

W e' l l  ex p l ain how to create and del egate subdomains l ater. F or now, it' s imp ortant onl y  that y ou 
understand that the term del egation refers to assigning resp onsibil ity  for a subdomain to another 
organization.  

2.4 Name Servers and Zones 

T he p rograms that store information about the domain namesp ace are cal l ed nam e serv ers. N ame 
servers general l y  have comp l ete information about some p art of the domain namesp ace, cal l ed a 
z one, which they  l oad from a fil e or from another name server. T he name server is then said to 
have auth ori ty  for that zone. N ame servers can be authoritative for mul tip l e zones, too.  

T he difference between a zone and a domain is imp ortant, but subtl e. A l l  top -l evel  domains and 
many  domains at the second l evel  and l ower, such as b erk el ey .edu and h p .c om , are broken into 
smal l er, more manageabl e units by  del egation. T hese units are cal l ed zones. T he edu domain, 
shown in F igure 2 -8, is divided into many  zones, incl uding the b erk el ey .edu zone, the p urdue.edu 
zone, and the nw u.edu zone. A t the top  of the domain, there' s al so an edu zone. I t' s natural  that 
the fol ks who run edu woul d break up  the edu domain:  otherwise, they ' d have to manage the 
b erk el ey .edu subdomain themsel ves. I t makes much more sense to del egate b erk el ey .edu to 
B erkel ey . W hat' s l eft for the fol ks who run edu?  T he edu zone, which contains mostl y  del egation 
information for the subdomains of edu.  
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Figure 2-8 .  T h e ed u d o m a in  b ro k en  in t o  z o n es  

 
T h e  berkeley.edu s u b d o m a i n  i s ,  i n  t u r n ,  b r o k e n  u p  i n t o  m u l t i p l e  z o n e s  b y  d e l e g a t i o n ,  a s  s h o w n  i n  
F i g u r e  2 -9.  T h e r e  a r e  d e l e g a t e d  s u b d o m a i n s  c a l l e d  c c ,  c s ,  c e ,  m e ,  a n d  m o r e .  E a c h  o f  t h e s e  
s u b d o m a i n s  i s  d e l e g a t e d  t o  a  s e t  o f  n a m e  s e r v e r s ,  s o m e  o f  w h i c h  a r e  a l s o  a u t h o r i t a t i v e  f o r  
berkeley.edu.  H o w e v e r ,  t h e  z o n e s  a r e  s t i l l  s e p a r a t e  a n d  m a y  h a v e  t o t a l l y  d i f f e r e n t  g r o u p s  o f  
a u t h o r i t a t i v e  n a m e  s e r v e r s .   

Figure 2-9 .  T h e b erk el ey . ed u d o m a in  b ro k en  in t o  z o n es  

 
A  z o n e  c o n t a i n s  a l l  t h e  d o m a i n  n a m e s  t h e  d o m a i n  w i t h  t h e  s a m e  d o m a i n  n a m e  c o n t a i n s ,  e x c e p t  f o r  
d o m a i n  n a m e s  i n  d e l e g a t e d  s u b d o m a i n s .  F o r  e x a m p l e ,  t h e  t o p -l e v e l  d o m a i n  c a  ( f o r  C a n a d a )  h a s  
s u b d o m a i n s  c a l l e d  a b.c a ,  o n .c a ,  a n d  q c .c a ,  f o r  t h e  p r o v i n c e s  A l b e r t a ,  O n t a r i o ,  a n d  Q u e b e c .  
A u t h o r i t y  f o r  t h e  a b.c a ,  o n .c a ,  a n d  q c .c a  d o m a i n s  m a y  b e  d e l e g a t e d  t o  n a m e  s e r v e r s  i n  e a c h  o f  t h e  
p r o v i n c e s .  T h e  do m a i n  c a  c o n t a i n s  a l l  t h e  d a t a  i n  c a  p l u s  a l l  t h e  d a t a  i n  a b.c a ,  o n .c a ,  a n d  q c .c a .  
H o w e v e r ,  t h e  z o n e c a  c o n t a i n s  o n l y  t h e  d a t a  i n  c a  ( s e e  F i g u r e  2 -1 0 ) ,  w h i c h  i s  p r o b a b l y  m o s t l y  
p o i n t e r s  t o  t h e  d e l e g a t e d  s u b d o m a i n s .  a b.c a ,  o n .c a ,  a n d  q c .c a  a r e  s e p a r a t e  z o n e s  f r o m  t h e  c a  z o n e .   
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The zone also contains the domain names and data in any  su b domains that ar en' t deleg ated aw ay .  
F or  ex amp le,  the bc.ca and s k .ca ( B r itish C olu mb ia and S ask atchew an)  su b domains of  the ca 
domain may  ex ist b u t not b e deleg ated.  ( P er hap s the p r ov incial au thor ities in B . C .  and 
S ask atchew an ar en' t y et r eady  to manag e their  su b domains,  b u t the au thor ities r u nning  the top -
lev el ca domain w ant to p r eser v e the consistency  of  the namesp ace and imp lement su b domains f or  
all of  the C anadian p r ov inces r ig ht aw ay . )  I n this case,  the zone ca has a r ag g ed b ottom edg e,  
containing  bc.ca and s k .ca ,  b u t not the other  ca su b domains,  as show n in F ig u r e 2 -1 1 .   

Figure 2-1 0 .  T h e d o m a in  c a . . .  

 

Figure 2-1 1 .  . . . v ers us  t h e z o n e c a  

 
N ow  it' s clear  w hy  name ser v er s load zones instead of  domains:  a domain may  contain mor e 
inf or mation than the name ser v er  needs,  since it can contain data deleg ated to other  name 
ser v er s. [5] S ince a zone is b ou nded b y  deleg ation,  it w ill nev er  inclu de deleg ated data.   
[5] If a root name server loaded the root domain instead of the root zone, it would load the entire namespace! 

I f  y ou ' r e j u st star ting  ou t y ou r  domain p r ob ab ly  w on' t hav e any  su b domains.  I n this case,  since 
ther e' s no deleg ation g oing  on,  y ou r  domain and y ou r  zone w ill contain the same data.   
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2.4.1 Delegating Subdomains 
Even though you may not need to delegate parts of your domain just yet, it's helpful to understand 
a little more ab out how  the proc ess of delegating a sub domain w ork s.  D elegation, in the ab strac t, 
involves assigning responsib ility for some part of your domain to another organiz ation.  W hat really 
happens, how ever, is the assignment of authority for your sub domain to different name servers.  
( N ote that w e said " name servers,"  not just " name server. " )   

Y our z one's data, instead of c ontaining information in the sub domain you've delegated, inc ludes 
pointers to the name servers that are authoritative for that sub domain.  N ow  if one of your name 
servers is ask ed for data in the sub domain, it c an reply w ith a list of the right name servers to 
c ontac t.   

2.4.2 T y p es of  N ame Ser v er s 
T he D N S  spec s define tw o types of name servers:  primary masters and sec ondary masters.  A  
primary master name server for a z one reads the data for the z one from a file on its host.  A  
sec o n d ary master name server for a z one gets the z one data from the name server that is 
authoritative for the z one, c alled its master server.  Q uite often, the master server is the z one's 
primary master, b ut that's not req uired:  a sec ondary master c an load z one data from another 
sec ondary.  W hen a sec ondary starts up, it c ontac ts its master name server and, if nec essary, pulls 
the z one data over.  T his is referred to as a z o n e tran sf er .  N ow adays, the preferred term for a 
sec ondary master name server is a sl av e, though many people ( and some softw are, inc luding 
M ic rosoft's D N S  c onsole)  still use the old term.   

B oth the primary master and slave name servers for a z one are authoritative for that z one.  D espite 
the somew hat disparaging name, slaves aren't sec ond-c lass name servers.  D N S  provides these tw o 
types of name servers to mak e administration easier.  O nc e you've c reated the data for your z one 
and set up a primary master name server, you don't need to c opy that data from host to host to 
c reate new  name servers for the z one.  Y ou simply set up slave name servers that load their data 
from the primary master for the z one.  T he slaves you set up w ill transfer new  z one data w hen 
nec essary.   

S lave name servers are important b ec ause it's a good idea to set up more than one name server 
for any given z one.  Y ou'll w ant more than one for redundanc y, to spread the load around, and to 
mak e sure that all the hosts in the z one have a name server c lose b y.  U sing slave name servers 
mak es this administratively w ork ab le.   

C alling a partic u l ar name server a primary master name server or a slave name server is a little 
imprec ise, though.  W e mentioned earlier that a name server c an b e authoritative for more than 
one z one.  S imilarly, a name server c an b e a primary master for one z one and a slave for another.  
M ost name servers, how ever, are either primary for most of the z ones they load or slave for most 
of the z ones they load.  S o if w e c all a partic ular name server a primary or a slave, w e mean that 
it's the primary master or a slave for mo st of the z ones for w hic h it's authoritative.   

2.4.3  Data F iles 
T he files from w hic h primary master name servers load their z one data are c alled, simply enough, 
z one data files.  W e often refer to them as d ata f il es .  S lave name servers c an also load their z one 
data from data files.  S laves are usually c onfigured to b ac k  up the z one data they transfer from a 
master name server to data files.  I f the slave is later k illed and restarted, it w ill read the b ac k up 
data files first, then c hec k  to see w hether its z one data is c urrent.  T his b oth ob viates the need to 
transfer the z one data if it hasn't c hanged and provides a sourc e of the data if the master is dow n.   
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2.5 Resolvers 

Resolvers are the clients that access nam e servers.  P rog ram s ru nning  on a host that need  
inf orm ation f rom  the d om ain nam esp ace u se the resolver.  T he resolver hand les:   

• Q u ery ing  a nam e server 
• I nterp reting  resp onses ( w hich m ay  b e resou rce record s or an error)  
• Retu rning  the inf orm ation to the p rog ram s that req u ested  it 

I n W ind ow s 2 0 0 0 ,  the resolver is j u st a set of  lib rary  rou tines that is link ed  into p rog ram s su ch as 
telnet and  f tp .  I t' s not even a sep arate p rocess.  I t has the sm arts to p u t tog ether a q u ery ,  to send  
it and  w ait f or an answ er,  and  to resend  the q u ery  if  it isn' t answ ered ,  b u t that' s ab ou t all.  M ost of  
the b u rd en of  f ind ing  an answ er to the q u ery  is p laced  on the nam e server.  T he D N S  sp ecs call this 
k ind  of  resolver a s tu b  r es o lv er .   

O ther im p lem entations of  D N S  have had  sm arter resolvers that can d o m ore sop histicated  thing s,  
su ch as b u ild  u p  a cache of  inf orm ation alread y  retrieved  f rom  nam e servers.  I n f act,  W ind ow s 
2 0 0 0  inclu d es a caching  resolver.   

2.6  Resolu t i on  

N am e servers are ad ep t at retrieving  d ata f rom  the d om ain nam esp ace.  T hey  have to b e,  g iven the 
lim ited  intellig ence of  m ost resolvers.  N ot only  can they  g ive y ou  d ata ab ou t z ones f or w hich 
they ' re au thoritative,  they  can also search throu g h the d om ain nam esp ace to f ind  d ata f or w hich 
they ' re not au thoritative.  T his p rocess is called  na m e r es o lu ti o n or sim p ly  r es o lu ti o n.   

B ecau se the nam esp ace is stru ctu red  as an inverted  tree,  a nam e server need s only  one p iece of  
inf orm ation to f ind  its w ay  to any  p oint in the tree:  the d om ain nam es and  ad d resses of  the root 
nam e servers ( is that m ore than one p iece? ) .  A  nam e server can issu e a q u ery  to a root nam e 
server f or any  d om ain nam e in the d om ain nam esp ace,  and  the root nam e server w ill start the 
nam e server on its w ay .   

2.6.1 Root Name Servers 

T he root nam e servers k now  w here there are au thoritative nam e servers f or each of  the top -level 
z ones.  ( I n f act,  som e of  the root nam e servers are au thoritative f or the g eneric top -level z ones. )  
G iven a q u ery  ab ou t any  d om ain nam e,  the root nam e servers can at least p rovid e the nam es and  
ad d resses of  the nam e servers that are au thoritative f or the top -level z one the d om ain nam e end s 
in.  I n tu rn,  the top -level nam e servers can p rovid e the list of  nam e servers that are au thoritative 
f or the d om ain nam e' s second -level z one.  E ach nam e server q u eried  either g ives the q u erier 
inf orm ation ab ou t how  to g et " closer"  to the answ er it' s seek ing  or p rovid es the answ er itself .   

T he root nam e servers are clearly  im p ortant to resolu tion.  B ecau se they ' re so im p ortant,  D N S  
p rovid es m echanism s—su ch as caching ,  w hich w e' ll d iscu ss a little later—to help  of f load  the root 
nam e servers.  B u t in the ab sence of  other inf orm ation,  resolu tion has to start at the root nam e 
servers.  T his m ak es the root nam e servers cru cial to the op eration of  D N S ;  if  all the I nternet root 
nam e servers w ere u nreachab le f or an ex tend ed  p eriod ,  all resolu tion on the I nternet w ou ld  f ail.  T o 
p rotect ag ainst this,  the I nternet has 1 3  root nam e servers ( as of  this w riting )  sp read  across 
d if f erent p arts of  the netw ork .  O ne is on P S I N et,  a com m ercial I nternet b ack b one;  one is on the 
N A S A  S cience I nternet;  tw o are in E u rop e;  and  one is in J ap an.   
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Being the focal point for so many queries keeps the roots busy; even with 13, the traffic to each 
root name server is very high.  A  recent informal poll of root name server ad ministrators showed  
some roots receiving thousand s of queries per second .   

D espite the load  placed  on root name servers, resolution on the I nternet works quite well.  F igure 
2-12 shows the resolution process for the ad d ress of a real host in a real d omain, includ ing how the 
process correspond s to traversing the d omain namespace tree.   

Figure 2-1 2.  R es o l ut io n  o f  girigiri. gb rm p a . go v . a u o n  t h e I n t ern et  

 
T he local name server queries a root name server for the ad d ress of girigiri.gbrmpa.gov.au and  is 
referred  to the au name servers.  T he local name server asks an au name server the same question, 
and  is referred  to the gov.au name servers.  T he gov.au name server refers the local name server 
to the gbrmpa.gov.au name servers.  F inally, the local name server asks a gbrmpa.gov.au name 
server for the ad d ress and  gets the answer.   

2.6.2 Recursion 

Y ou may have noticed  a big d ifference in the amount of work d one by the name servers in the 
previous ex ample.  F our of the name servers simply returned  the best answer they alread y had —
mostly referrals to other name servers—to the queries they received .  T hey d id n' t have to send  
their own queries to find  the d ata requested .  But one name server—the one queried  by the 
resolver—had  to follow successive referrals until it received  an answer.   

W hy could n' t the local name server simply have referred  the resolver to another name server?  
Because a stub resolver would n' t have had  the intelligence to follow a referral.  A nd  how d id  the 
name server know not to answer with a referral?  Because the resolver issued  a re c urs ive  query.   
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Queries come in two flavors, recursive and  it era t ive, also called  n o n recursive .  R ecursive q ueries 
p lace most of th e b urd en of resolution on a sing le name server.  R ecursio n , or recursive reso l ut io n , 
is j ust a name for th e resolution p rocess used  b y  a name server wh en it receives recursive q ueries.  
A s with  recursive alg orith ms in p rog ramming , th e name server rep eats th e same b asic p rocess 
( q uery ing  a remote name server and  following  any  referrals)  until it receives an answer.   

I t era t io n , or it era t ive reso l ut io n , on th e oth er h and , refers to th e resolution p rocess used  b y  a 
name server wh en it receives iterative q ueries.   

I n recursion, a resolver send s a recursive q uery  to a name server for information ab out a p articular 
d omain name.  T h e q ueried  name server is th en ob lig ed  to resp ond  with  th e req uested  d ata or with  
an error stating  eith er th at d ata of th e req uested  ty p e d oesn' t ex ist or th at th e d omain name 
sp ecified  d oesn' t ex ist. [6] T h e name server can' t j ust refer th e q uerier to a d ifferent name server, 
b ecause th e q uery  was recursive.   
[6] The Microsoft DNS Server can be configured to ignore recursive queries; see C hap ter 1 0  for how  and w hy  y ou' d w ant to do this.  

I f th e q ueried  name server isn' t auth oritative for th e d ata req uested , it will h ave to q uery  oth er 
name servers to find  th e answer.  I t can send  recursive q ueries to th ose name servers, th ereb y  
ob lig ing  th em to find  th e answer and  return it ( and  p assing  th e b uck ) , or it can send  iterative 
q ueries and  p ossib ly  b e referred  to oth er name servers " closer"  to th e d omain name it' s seek ing .  
C urrent imp lementations are p olite and  d o th e latter, following  th e referrals until an answer is 
found . [7 ]  
[7 ] The ex cep tion is a nam e server configured to forw ard al l  unresol ved queries to a designated nam e server,  cal l ed a forwarder .  See 
C hap ter 1 0  for m ore inform ation on using forw arders.  

A  name server th at receives a recursive q uery  th at it can' t answer itself will q uery  th e " closest 
k nown"  name servers.  T h e closest k nown name servers are th e servers auth oritative for th e z one 
closest to th e d omain name b eing  look ed  up .  F or ex amp le, if th e name server receives a recursive 
q uery  for th e ad d ress of th e d omain name g irig iri. g b rm p a . g o v. a u, it will first ch eck  wh eth er it 
k nows wh ich  name servers are auth oritative for g irig iri. g b rm p a . g o v. a u.  I f it d oes, it will send  th e 
q uery  to one of th em.  I f not, it will ch eck  wh eth er it k nows th e name servers for g b rm p a . g o v. a u, 
and  after th at g o v. a u, and  th en a u.  T h e d efault, wh ere th e ch eck  is g uaranteed  to stop , is th e root 
z one, since every  name server k nows th e d omain names and  ad d resses of th e root name servers.   

U sing  th e closest k nown name servers ensures th at th e resolution p rocess is as sh ort as p ossib le.  A  
b erk el ey . ed u name server receiving  a recursive q uery  for th e ad d ress of w a x w in g . ce. b erk el ey . ed u 
sh ould n' t h ave to consult th e root name servers;  it can simp ly  follow d eleg ation information 
d irectly  to th e ce. b erk el ey . ed u name servers.  L ik ewise, a name server th at h as j ust look ed  up  a 
d omain name in ce. b erk el ey . ed u sh ould n' t h ave to start resolution at th e root to look  up  anoth er 
ce. b erk el ey . ed u ( or b erk el ey . ed u)  d omain name;  we' ll sh ow h ow th is work s in th e up coming  
section on cach ing .   

T h e name server th at receives th e recursive q uery  alway s send s th e same q uery  th at th e resolver 
sent it;  for ex amp le, for th e ad d ress of w a x w in g . ce. b erk el ey . ed u.  I t never send s ex p licit q ueries for 
th e name servers for ce. b erk el ey . ed u or b erk el ey . ed u, th oug h  th is information is also stored  in th e 
namesp ace.  S end ing  ex p licit q ueries could  cause p rob lems:  th ere may  b e no ce. b erk el ey . ed u name 
servers ( th at is, ce. b erk el ey . ed u may  b e p art of th e b erk el ey . ed u z one) .  A lso, it' s alway s p ossib le 
th at an ed u or b erk el ey . ed u name server would  k now w a x w in g . ce. b erk el ey . ed u' s ad d ress.  A n 
ex p licit q uery  for th e b erk el ey . ed u or ce. b erk el ey . ed u name servers would  miss th is information.   
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2.6.3 Iteration 
Iterative resolution doesn't require nearly as much work on the p art of  the queried name server.  In 
iterative resolution,  a name server simp ly g ives the b est answer it already knows b ack to the 
querier.  N o additional querying  is required.  T he queried name server consults its local data 
( including  its cache,  which we'll talk ab out shortly) ,  looking  f or the data requested.  If  it doesn't f ind 
the answer there,  it f inds the names and addresses of  the name servers closest to the domain 
name in the query in its local data and returns that as a ref erral to help  the querier continue the 
resolution p rocess.  N ote that the ref erral includes all of  the name servers listed in the local data;  
it's up  to the querier to choose which one to query nex t.   

2.6.4  C h oos ing  B etw een A u th oritativ e N am e S erv ers  
S ome of  the card-carrying  M ensa memb ers in our reading  audience may b e wondering  how the 
name server that receives the recursive query chooses b etween the name servers authoritative f or 
the z one.  F or ex amp le,  we said that there are 1 3  root name servers on the Internet today.  D oes 
the name server simp ly query the one that ap p ears f irst in the ref erral?  D oes it choose randomly?   

T he M icrosof t D N S  S erver uses rou ndtrip  tim e ( R T T )  to choose b etween name servers authoritative 
f or the same z one.  R oundtrip  time is a measurement of  how long  a remote name server takes to 
resp ond to queries.  E ach time a M icrosof t D N S  S erver sends a query to a remote name server,  it 
starts an internal stop watch.  W hen it receives a resp onse,  it stop s the stop watch and makes a note 
of  how long  that remote name server took to resp ond.  W hen the name server must choose which 
of  a g roup  of  authoritative name servers to query,  it simp ly chooses the one with the lowest 
roundtrip  time.   

B ef ore a M icrosof t D N S  S erver has queried a name server,  it g ives it a random roundtrip  time value 
lower than any real-world value.  T his ensures that the server queries all of  the name servers 
authoritative f or a g iven z one in a random order b ef ore p laying  f avorites.   

O n the whole,  this simp le b ut eleg ant alg orithm allows M icrosof t D N S  S ervers to " lock on"  to the 
closest name servers quickly and without the overhead of  an out-of -b and mechanism to measure 
p erf ormance.   

2.6.5  T h e W h ol e E nc h il ad a 
W hat this amounts to is a resolution p rocess that,  taken as a whole,  looks like F ig ure 2 -1 3 .   
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Figure 2-1 3 .  T h e res o l ut io n  p ro c es s  

 
A  r e s o l v e r  q u e r i e s  a  l o c a l  n a m e  s e r v e r ,  w h i c h  t h e n  s e n d s  i t e r a t i v e  q u e r i e s  t o  a  n u m b e r  o f  o t h e r  
n a m e  s e r v e r s  i n  p u r s u i t  o f  a n  a n s w e r  f o r  t h e  r e s o l v e r .  E a c h  n a m e  s e r v e r  i t  q u e r i e s  r e f e r s  i t  t o  
a n o t h e r  n a m e  s e r v e r  t h a t  i s  a u t h o r i t a t i v e  f o r  a  z o n e  f u r t h e r  d o w n  i n  t h e  n a m e s p a c e  a n d  c l o s e r  t o  
t h e  d o m a i n  n a m e  s o u g h t .  F i n a l l y ,  t h e  l o c a l  n a m e  s e r v e r  q u e r i e s  t h e  a u t h o r i t a t i v e  n a m e  s e r v e r ,  
w h i c h  r e t u r n s  a n  a n s w e r .  A l l  t h e  w h i l e ,  t h e  l o c a l  n a m e  s e r v e r  u s e s  e a c h  r e s p o n s e  i t  r e c e i v e s —
w h e t h e r  a  r e f e r r a l  o r  t h e  a n s w e r —t o  u p d a t e  t h e  R T T  o f  t h e  r e s p o n d i n g  n a m e  s e r v e r ,  w h i c h  w i l l  
h e l p  i t  d e c i d e  w h i c h  n a m e  s e r v e r s  t o  q u e r y  t o  r e s o l v e  d o m a i n  n a m e s  i n  t h e  f u t u r e .   

2.6.6 Mapping Addresses to Names 
O n e  m a j o r  p i e c e  o f  f u n c t i o n a l i t y  m i s s i n g  f r o m  t h e  r e s o l u t i o n  p r o c e s s  a s  e x p l a i n e d  s o  f a r  i s  h o w  
a d d r e s s e s  g e t  m a p p e d  b a c k  t o  d o m a i n  n a m e s .  A d d r e s s -t o -n a m e  m a p p i n g  i s  u s e d  t o  p r o d u c e  
o u t p u t  t h a t  i s  e a s i e r  f o r  h u m a n s  t o  r e a d  a n d  i n t e r p r e t  ( e . g . ,  i n  l o g  f i l e s ) .  I t ' s  a l s o  u s e d  i n  s o m e  
a u t h o r i z a t i o n  c h e c k s .  U n i x  h o s t s  m a p  a d d r e s s e s  t o  d o m a i n  n a m e s  t o  c o m p a r e  a g a i n s t  e n t r i e s  
i n  .r h o s t s  a n d  h o s t s .e q u i v  f i l e s ,  f o r  e x a m p l e .  W h e n  u s i n g  h o s t  t a b l e s ,  a d d r e s s -t o -n a m e  m a p p i n g  i s  
t r i v i a l .  I t  r e q u i r e s  a  s t r a i g h t f o r w a r d  s e q u e n t i a l  s e a r c h  t h r o u g h  t h e  h o s t  t a b l e  f o r  a n  a d d r e s s .  T h e  
s e a r c h  r e t u r n s  t h e  o f f i c i a l  h o s t n a m e  l i s t e d .  I n  D N S ,  h o w e v e r ,  a d d r e s s -t o -n a m e  m a p p i n g  i s n ' t  s o  
s i m p l e .  D a t a ,  i n c l u d i n g  a d d r e s s e s ,  i n  t h e  d o m a i n  n a m e s p a c e  i s  i n d e x e d  b y  n a m e .  G i v e n  a  d o m a i n  
n a m e ,  f i n d i n g  a n  a d d r e s s  i s  r e l a t i v e l y  e a s y .  B u t  f i n d i n g  t h e  d o m a i n  n a m e  t h a t  m a p s  t o  a  g i v e n  
a d d r e s s  w o u l d  s e e m  t o  r e q u i r e  a n  e x h a u s t i v e  s e a r c h  o f  t h e  d a t a  a t t a c h e d  t o  e v e r y  d o m a i n  n a m e  i n  
t h e  t r e e .   

A c t u a l l y ,  t h e r e ' s  a  b e t t e r  s o l u t i o n  t h a t ' s  b o t h  c l e v e r  a n d  e f f e c t i v e .  B e c a u s e  i t ' s  e a s y  t o  f i n d  d a t a  
o n c e  y o u ' r e  g i v e n  t h e  d o m a i n  n a m e  t h a t  i n d e x e s  t h a t  d a t a ,  w h y  n o t  c r e a t e  a  p a r t  o f  t h e  d o m a i n  
n a m e s p a c e  t h a t  u s e s  a d d r e s s e s  a s  l a b e l s ?  I n  t h e  I n t e r n e t  d o m a i n  n a m e s p a c e ,  t h i s  p o r t i o n  o f  t h e  
n a m e s p a c e  i s  t h e  i n -a d d r .a r p a  d o m a i n .   

N o d e s  i n  t h e  i n -a d d r .a r p a  d o m a i n  a r e  l a b e l e d  a f t e r  t h e  n u m b e r s  i n  t h e  d o t t e d -o c t e t  r e p r e s e n t a t i o n  
o f  I P  a d d r e s s e s .  ( D o t t e d -o c t e t  r e p r e s e n t a t i o n  r e f e r s  t o  t h e  c o m m o n  m e t h o d  o f  e x p r e s s i n g  3 2 -b i t  I P  
a d d r e s s e s  a s  f o u r  n u m b e r s  i n  t h e  r a n g e  0  t o  2 5 5 ,  s e p a r a t e d  b y  d o t s . )  T h e  i n -a d d r .a r p a  d o m a i n ,  f o r  
e x a m p l e ,  c o u l d  h a v e  u p  t o  2 5 6  s u b d o m a i n s ,  o n e  c o r r e s p o n d i n g  t o  e a c h  p o s s i b l e  v a l u e  i n  t h e  f i r s t  
o c t e t  o f  a n  I P  a d d r e s s .  E a c h  o f  t h e s e  s u b d o m a i n s  c o u l d  h a v e  u p  t o  2 5 6  s u b d o m a i n s  o f  i t s  o w n ,  
c o r r e s p o n d i n g  t o  t h e  p o s s i b l e  v a l u e s  o f  t h e  s e c o n d  o c t e t .  F i n a l l y ,  a t  t h e  f o u r t h  l e v e l  d o w n ,  t h e r e  
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are resource records attached to the final  octet g iv ing  the ful l  dom ain nam e of the host at that I P  
address.  T hat m ak es for an aw ful l y  b ig  dom ain:  in-a d d r . a r p a ,  show n in F ig ure 2 -1 4 ,  is room y  
enoug h for ev ery  I P  address on the I nternet.   

Figure 2-1 4 .  T h e in -a d d r. a rp a  d o m a in  

 
N ote that w hen read in a dom ain nam e,  the I P  address ap p ears b ack w ard b ecause the nam e is 
read from  l eaf to root.  F or ex am p l e,  if w innie . c o r p . h p . c o m ' s I P  address is 1 5 . 1 6 . 1 9 2 . 1 5 2 ,  the 
corresp onding  node in the in-a d d r . a r p a  dom ain is 1 5 2 . 1 9 2 . 1 6 . 1 5 . in-a d d r . a r p a ,  w hich m ap s b ack  to 
the dom ain nam e w innie . c o r p . h p . c o m .   

I P  addresses coul d hav e b een rep resented the op p osite w ay  in the nam esp ace,  w ith the first octet 
of the I P  address at the b ottom  of the in-a d d r . a r p a  dom ain.  T hat w ay ,  the I P  address w oul d hav e 
read correctl y  ( forw ard)  in the dom ain nam e.  I P  addresses are hierarchical ,  how ev er,  j ust l ik e 
dom ain nam es.  N etw ork  num b ers are dol ed out m uch as dom ain nam es are,  and adm inistrators 
can then sub net their address sp ace and further del eg ate num b ering .  T he difference is that I P  
addresses g et m ore sp ecific from  l eft to rig ht,  w hil e dom ain nam es g et l ess sp ecific from  l eft to 
rig ht.  F ig ure 2 -1 5  show s w hat w e m ean.   

Figure 2-1 5 .  H iera rc h ic a l  n a m es  a n d  a d d res s es  

 
M ak ing  the first octets in the I P  address ap p ear hig hest in the tree g iv es adm inistrators the ab il ity  
to del eg ate authority  for in-a d d r . a r p a  z ones al ong  netw ork  l ines.  F or ex am p l e,  the 1 5 . in-a d d r . a r p a  
z one,  w hich contains the rev erse-m ap p ing  inform ation for al l  hosts w hose I P  addresses start w ith 
1 5 ,  can b e del eg ated to the adm inistrators of netw ork  1 5 . 0 . 0 . 0 .  T his w oul d b e im p ossib l e if the 
octets ap p eared in the op p osite order.  I f the I P  addresses w ere rep resented the other w ay  around,  
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15.in-a d d r .a r p a  would consist of every host whose IP address e nd e d  with 1 5 —not a p ractical z one 
to try to deleg ate.   

2.7 Caching 
T he whole resolution p rocess m ay seem  awfully convoluted and cum b ersom e to som eone 
accustom ed to sim p le searches throug h the host tab le.  A ctually,  thoug h,  it' s usually q uite fast.  O ne 
of the features that sp eeds it up  considerab ly is c a c h ing .   

A  nam e server p rocessing  a recursive q uery m ay have to send out q uite a few q ueries to find an 
answer.  H owever,  it discovers a lot of inform ation ab out the dom ain nam esp ace as it does so.  E ach 
tim e it' s referred to another list of nam e servers,  it learns that those nam e servers are 
authoritative for som e z one,  and it learns the addresses of those servers.  A t the end of the 
resolution p rocess,  when it finally finds the data the orig inal q uerier soug ht,  it can store that data 
for future reference,  too.  T he M icrosoft D N S  S erver even im p lem ents ne g a t iv e  c a c h ing :  if an 
authoritative nam e server resp onds to a q uery with an answer that says the dom ain nam e or data 
typ e in the q uery doesn' t ex ist,  the local nam e server will also tem p orarily cache that inform ation.   

N am e servers cache all this data to help  sp eed up  successive q ueries.  T he nex t tim e a resolver 
q ueries the nam e server for data ab out a dom ain nam e the nam e server k nows som ething  ab out,  
the p rocess is shortened q uite a b it.  T he nam e server m ay have cached the answer,  p ositive or 
neg ative,  in which case it sim p ly returns the answer to the resolver.  E ven if it doesn' t have the 
answer cached,  it m ay have learned the identities of the nam e servers that are authoritative for 
the z one the dom ain nam e is in and b e ab le to q uery them  directly.   

F or ex am p le,  say our nam e server has already look ed up  the address of e e c s .b e r k e l e y .e d u .  In the 
p rocess,  it cached the nam es and addresses of the e e c s .b e r k e l e y .e d u  and b e r k e l e y .e d u  nam e 
servers ( p lus e e c s .b e r k e l e y .e d u ' s IP address) .  N ow if a resolver were to q uery our nam e server for 
the address of b a o b a b .c s .b e r k e l e y .e d u ,  our nam e server could sk ip  q uerying  the root nam e servers.  
R ecog niz ing  that b e r k e l e y .e d u  is the closest ancestor of b a o b a b .c s .b e r k e l e y .e d u  ab out which it 
k nows,  our nam e server would start b y q uerying  a b e r k e l e y .e d u  nam e server,  as shown in F ig ure 
2-1 6 .  O n the other hand,  if our nam e server had discovered that there was no address for 
e e c s .b e r k e l e y .e d u ,  the nex t tim e it received a q uery for the address,  it could sim p ly have 
resp onded ap p rop riately from  its cache.   
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Figure 2-1 6 .  R es o l v in g b a o b a b . c s . b erk el ey . ed u 

 
I n  a d d i t i o n  t o  s p e e d i n g  u p  r e s o l u t i o n ,  c a c h i n g  o b v i a t e s  a  n a m e  s e r v e r ' s  n e e d  t o  q u e r y  t h e  r o o t  
n a m e  s e r v e r s  t o  a n s w e r  a n y  q u e r i e s  i t  c a n ' t  a n s w e r  l o c a l l y .  T h i s  m e a n s  i t ' s  n o t  a s  d e p e n d e n t  o n  
t h e  r o o t s ,  a n d  t h e  r o o t s  w o n ' t  s u f f e r  a s  m u c h  f r o m  a l l  i t s  q u e r i e s .   

2.7.1 Time to Live 

N a m e  s e r v e r s  c a n ' t  c a c h e  d a t a  f o r e v e r ,  o f  c o u r s e .  I f  t h e y  d i d ,  c h a n g e s  t o  t h a t  d a t a  o n  t h e  
a u t h o r i t a t i v e  n a m e  s e r v e r s  w o u l d  n e v e r  r e a c h  t h e  r e s t  o f  t h e  n e t w o r k ;  r e m o t e  n a m e  s e r v e r s  w o u l d  
j u s t  c o n t i n u e  t o  u s e  c a c h e d  d a t a .  C o n s e q u e n t l y ,  t h e  a d m i n i s t r a t o r  o f  t h e  z o n e  t h a t  c o n t a i n s  t h e  
d a t a  d e c i d e s  o n  a  time to l iv e ( T T L )  f o r  t h e  d a t a .  T h e  t i m e  t o  l i v e  i s  t h e  a m o u n t  o f  t i m e  t h a t  a n y  
n a m e  s e r v e r  i s  a l l o w e d  t o  c a c h e  t h e  d a t a .  A f t e r  t h e  t i m e  t o  l i v e  e x p i r e s ,  t h e  n a m e  s e r v e r  m u s t  
d i s c a r d  t h e  c a c h e d  d a t a  a n d  g e t  n e w  d a t a  f r o m  t h e  a u t h o r i t a t i v e  n a m e  s e r v e r s .  T h i s  a l s o  a p p l i e s  t o  
n e g a t i v e l y  c a c h e d  d a t a :  a  n a m e  s e r v e r  m u s t  t i m e  o u t  a  n e g a t i v e  a n s w e r  a f t e r  a  p e r i o d  i n  c a s e  n e w  
d a t a  h a s  b e e n  a d d e d  o n  t h e  a u t h o r i t a t i v e  n a m e  s e r v e r s .   

D e c i d i n g  o n  a  t i m e  t o  l i v e  f o r  y o u r  d a t a  i s  e s s e n t i a l l y  d e c i d i n g  o n  a  t r a d e -o f f  b e t w e e n  p e r f o r m a n c e  
a n d  c o n s i s t e n c y .  A  s m a l l  T T L  w i l l  h e l p  e n s u r e  t h a t  d a t a  i n  y o u r  z o n e s  i s  c o n s i s t e n t  a c r o s s  t h e  
n e t w o r k ,  b e c a u s e  r e m o t e  n a m e  s e r v e r s  w i l l  t i m e  i t  o u t  m o r e  q u i c k l y  a n d  b e  f o r c e d  t o  q u e r y  y o u r  
a u t h o r i t a t i v e  n a m e  s e r v e r s  m o r e  o f t e n  f o r  n e w  d a t a .  O n  t h e  o t h e r  h a n d ,  t h i s  w i l l  i n c r e a s e  t h e  l o a d  
o n  y o u r  n a m e  s e r v e r s  a n d  l e n g t h e n  t h e  a v e r a g e  r e s o l u t i o n  t i m e  f o r  i n f o r m a t i o n  i n  y o u r  z o n e s .   

A  l a r g e  T T L  w i l l  s h o r t e n  t h e  a v e r a g e  t i m e  i t  t a k e s  t o  r e s o l v e  i n f o r m a t i o n  i n  y o u r  z o n e s  b e c a u s e  t h e  
d a t a  c a n  b e  c a c h e d  l o n g e r .  T h e  d r a w b a c k  i s  t h a t  y o u r  i n f o r m a t i o n  w i l l  b e  i n c o n s i s t e n t  f o r  a  l o n g e r  
t i m e  i f  y o u  m a k e  c h a n g e s  t o  t h e  d a t a  o n  y o u r  n a m e  s e r v e r s .   

B u t  e n o u g h  o f  t h i s  t h e o r y —I ' l l  b e t  y o u ' r e  a n t s y  t o  g e t  o n  w i t h  t h i n g s .  S o m e  h o m e w o r k  i s  n e c e s s a r y  
b e f o r e  y o u  c a n  s e t  u p  y o u r  z o n e s  a n d  y o u r  n a m e  s e r v e r s ,  t h o u g h ,  a n d  w e ' l l  a s s i g n  i t  i n  t h e  n e x t  
c h a p t e r .   
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Chapter 3. Where Do I Start? 
"What do you call yourself?" the Fawn said at last. Such a soft sweet voice it had!  

"I  wish I  k new!" thoug ht p oor A lice. She answered,  rather sadly,  "N othing ,  j ust now."  

"T hink  ag ain, " it said:  "that won' t do." 

A lice thoug ht,  b ut nothing  cam e of it. "P lease,  would you tell m e what you call yourself?" she said 
tim idly. "I  think  that m ig ht help  a little."  

"I ' ll tell you,  if you com e a little further on, " the Fawn said. "I  can' t rem em b er here."  

N o w  t h a t  y o u  u n d e r s t a n d  t h e  t h e o r y  b e h i n d  t h e  D o m a i n  N a m e  S y s t e m ,  w e  c a n  a t t e n d  t o  m o r e  
p r a c t i c a l  m a t t e r s .  B e f o r e  y o u  s e t  u p  y o u r  z o n e s ,  y o u  m a y  n e e d  t o  g e t  n a m e  s e r v e r  s o f t w a r e .  W h i l e  
a  n a m e  s e r v e r  i s  i n c l u d e d  a s  a  s t a n d a r d  p a r t  o f  W i n d o w s  2 0 0 0  S e r v e r ,  y o u  m a y  w a n t  t o  l o o k  a t  
a l t e r n a t i v e s .  O n c e  y o u ' v e  g o t  t h e  s o f t w a r e  t o  r u n  y o u r  n a m e  s e r v e r ,  y o u  n e e d  t o  d e c i d e  o n  a  
d o m a i n  n a m e  f o r  y o u r  m a i n  z o n e —w h i c h  m a y  n o t  b e  q u i t e  a s  e a s y  a s  i t  s o u n d s ,  b e c a u s e  i t  e n t a i l s  
f i n d i n g  a n  a p p r o p r i a t e  p l a c e  i n  t h e  I n t e r n e t  n a m e s p a c e .  T h a t  d e c i d e d ,  y o u  n e e d  t o  c o n t a c t  t h e  
a d m i n i s t r a t o r s  o f  t h e  p a r e n t  o f  t h e  z o n e  w h o s e  d o m a i n  n a m e  y o u ' v e  c h o s e n .   

O n e  t h i n g  a t  a  t i m e ,  t h o u g h .  L e t ' s  t a l k  a b o u t  h o w  t o  d e c i d e  o n  n a m e  s e r v e r  s o f t w a r e  a n d  w h e r e  t o  
g e t  i t .   

3.1 Which Name Server? 

I f  y o u  p l a n  t o  s e t  u p  y o u r  o w n  d o m a i n  a n d  r u n  n a m e  s e r v e r s  f o r  i t ,  y o u ' l l  n e e d  n a m e  s e r v e r  
s o f t w a r e  f i r s t .  E v e n  i f  y o u ' r e  p l a n n i n g  o n  h a v i n g  s o m e o n e  e l s e  r u n  y o u r  d o m a i n ,  i t ' s  h e l p f u l  t o  h a v e  
t h e  s o f t w a r e  a r o u n d .  F o r  e x a m p l e ,  y o u  c a n  u s e  y o u r  l o c a l  n a m e  s e r v e r  t o  t e s t  y o u r  d a t a  f i l e s  
b e f o r e  g i v i n g  t h e m  t o  y o u r  r e m o t e  d o m a i n  a d m i n i s t r a t o r .   

M i c r o s o f t  s h i p s  a  n a m e  s e r v e r  o n  t h e  W i n d o w s  2 0 0 0  S e r v e r  C D -R O M ,  b u t  y o u  h a v e  t o  i n s t a l l  i t  
s e p a r a t e l y .  T h i s  s e r v e r ,  w h i c h  w e  c a l l  t h e  M i c r o s o f t  D N S  S e r v e r ,  i s  t h e  s e r v e r  w e  c o v e r  i n  t h i s  b o o k .  
I t ' s  n o t a b l e  b e c a u s e  i t  s p o r t s  a  n i c e  g r a p h i c a l  f r o n t e n d  f o r  c o n f i g u r i n g  t h e  s e r v e r .  T h i s  i s n ' t  t h e  o n l y  
n a m e  s e r v e r  a v a i l a b l e  f o r  W i n d o w s  2 0 0 0 ,  h o w e v e r .  T h e r e  a r e  s e v e r a l  o t h e r s .  M o s t  a r e  p o r t s  o f  
B I N D ,  w h i c h  h a s  t r a d i t i o n a l l y  b e e n  a  U n i x -b a s e d  n a m e  s e r v e r .  I f  y o u ' r e  m o r e  c o m f o r t a b l e  
c o n f i g u r i n g  B I N D  t h a n  l e a r n i n g  t o  c o n f i g u r e  a  n e w  n a m e  s e r v e r  ( e v e n  w i t h  a  G U I ) ,  y o u  m i g h t  
c o n s i d e r  t h e s e  o p t i o n s :   

M eta I P / D N S  

M e t a  I P / D N S  i s  a  c o m m e r c i a l  p o r t  ( t h a t  i s ,  y o u  g o t t a  p a y  f o r  i t )  o f  t h e  B I N D  8 . 2 . 3  s e r v e r  t o  
W i n d o w s  2 0 0 0 .  A s  s u c h ,  i t  s u p p o r t s  D N S  N O T I F Y ,  d y n a m i c  u p d a t e s ,  a n d  a l l  t h e  s e c u r i t y  
f e a t u r e s  B I N D  8 . 2 . 3  o f f e r s .  M e t a  I P / D N S  i s  a l s o  i n t e g r a t e d  w i t h  W I N S  a n d  c a n  f o r w a r d - a n d  
r e v e r s e -m a p  N e t B I O S  n a m e s  w i t h  t h e  h e l p  o f  a  W I N S  s e r v e r .  I t  r u n s  o n  W i n d o w s  2 0 0 0  a s  
w e l l  a s  o n  W i n d o w s  N T  W o r k s t a t i o n  a n d  S e r v e r .   

M e t a  I P / D N S  i s  a c t u a l l y  p a r t  o f  a  l a r g e r  I P -m a n a g e m e n t  p r o d u c t  c a l l e d  M e t a  I P ,  b u t  i t ' s  
a v a i l a b l e  s e p a r a t e l y ,  t o o .  F o r  m o r e  i n f o r m a t i o n ,  s e e  
h t t p : / / w w w . c h e c k p o i n t . c o m / p r o d u c t s / m e t a i p / i n d e x . h t m l .   

T he I nternet Software C onsortium ' s B I N D  8 .2 .4  distrib ution  
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The BIND 8.2.4 name server now compiles for Windows NT and Windows 20 0 0  wit hou t  any  
modificat ion t o t he sou rce code. S ince few people have t he necessary  soft ware t o compile it ,  
t he Int ernet  S oft ware C onsort iu m dist rib u t es a compiled version on it s web  sit e. S ee 
ht t p: / / www.isc.org / produ ct s/ BIND/ b ind8.ht ml.  

If y ou  decide t o u se one of t hese port s of BIND t o Windows 20 0 0 ,  we su g g est  y ou  pick  u p a copy  of 
DNS and BIND. That  b ook  concent rat es on t he BIND implement at ion;  t his b ook  emphasiz es t he 
M icrosoft  DNS  S erver.  

3.1.1 Getting the DNS Server 
If y ou ' ve read t o t his sect ion,  we' ll assu me y ou ' ve decided t o u se t he M icrosoft  DNS  S erver. Before 
proceeding ,  y ou ' ll need t o inst all t he DNS  server and it s config u rat ion front end from t he Windows 
20 0 0  S erver C D-R O M . F or det ailed inst ru ct ions on t his process,  see A ppendix  B.  

3.1.2  H a nd y  M a il ing L is ts  a nd  U s enet New s gro u p s  
Now t hat  y ou ' ve inst alled y ou r name server,  it ' s import ant  t o k eep ab reast  of DNS  and name 
server development s. Two U senet  newsg rou ps are helpfu l for t his:  m i c r o s o f t . p u b l i c . w i n2 0 0 0 . dns  
and c o m p . p r o t o c o l s . dns . b i nd. m i c r o s o f t . p u b l i c . w i n2 0 0 0 . dns  concent rat es on t he M icrosoft  DNS  
S erver and is a g ood place t o find ou t  ab ou t  new b u g s. c o m p . p r o t o c o l s . dns . b i nd is more BIND-
cent ric ( as t he name indicat es)  b u t  is an ex cellent  sou rce of informat ion ab ou t  t he art  and pract ice 
of ru nning  domains and name servers. It  arg u ab ly  has a b et t er sig nal-t o-noise rat io t han t he 
M icrosoft  newsg rou p and is also availab le as a mailing  list ,  b ind-u sers@ isc.org .[1] A  searchab le 
archive of t he list  can b e fou nd at  ht t p: / / www.isc.org / ml-archives/ b ind-u sers/ .  
[1] To ask a question on an Internet mailing list, all you need to do is send a message to the mailing list's address. If  you'd like to 
j oin the list, how ev er, you hav e to send a message to the list's maintainer f irst, requesting that he or she add your email address to 
the list. D on't send this message to the list itself ;  that's c onsidered rude. The Internet c onv ention is that you c an reac h the 
maintainer of  a mailing list b y sending mail to list-r e q u e st@ d o m a in , w here list@ d o m a in  is the address of  the mailing list. S o, f or 
ex amp le, you c an reac h the B IN D  users mailing list's administrator b y sending mail to b ind-users-request@ isc .org. 

M icrosoft ' s online su pport  sit e,  at  ht t p: / / su pport .microsoft .com/ su pport / , is a valu ab le sou rce of 
informat ion ab ou t  k nown b u g s in t he DNS  server and u pdat es t o t he code. A lso,  b e su re t o check  
A ndras S alamon' s " DNS  R esou rce Direct ory "  at  ht t p: / / www.dns.net / dnsrd/ for point ers t o online 
DNS  resou rces and docu ment at ion.  

A not her mailing  list  y ou  mig ht  b e int erest ed in is t he nam e dr o p p e r s  list . F olk s on t he 
nam e dr o p p e r s  mailing  list  are involved in t he IE TF  work ing  g rou p t hat  develops ex t ensions t o t he 
DNS  specificat ions,  DNS E X T. F or ex ample,  t he discu ssion of a new,  proposed DNS  record t y pe 
wou ld prob ab ly  t ak e place on nam e dr o p p e r s  inst ead of t he BIND u sers mailing  list . F or more 
informat ion on DNS E X T' s chart er,  see ht t p: / / www.iet f.org / ht ml.chart ers/ dnsex t -chart er.ht ml.  

The address for t he nam e dr o p p e r s  mailing  list  is namedroppers@ ops.iet f.org ,  and it  is g at eway ed 
int o t he Int ernet  newsg rou p c o m p . p r o t o c o l s . dns . s t d. To j oin t he nam e dr o p p e r s  mailing  list ,  send 
mail t o namedroppers-req u est @ ops.iet f.org  wit h t he t ex t  " su b scrib e namedroppers"  as t he b ody  of 
t he messag e.  

3.1.3 F ind ing I P  A d d res s es  
Y ou ' ll not ice t hat  we g ave y ou  a nu mb er of domain names of host s t hat  have f t p ab le soft ware,  and 
t he mailing  list s we ment ioned inclu de domain names. This shou ld u nderscore t he import ance of 
DNS :  see what  valu ab le soft ware and advice y ou  can g et  wit h t he help of DNS ?  U nfort u nat ely ,  it ' s 
also somet hing  of a chick en-and-eg g  prob lem:  y ou  can' t  send email t o an address wit h a domain 
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name in it unless you've got DNS set up, so how can you ask someone on the list how to set up 
DNS?   

W ell, we could  give you the I P  ad d r esses f or  all the hosts we mentioned , b ut since I P  ad d r esses 
change of ten ( in pub lishing timescales, anyway) , we'll show you how you can temporarily use 
someone else's name ser ver  to f ind  the inf or mation instead .  A s long as your  host has I nter net 
connectivity and  the n s look u p pr ogr am, you can r etr ieve inf or mation f r om the I nter net namespace.   

T o look up the I P  ad d r ess f or  f tp. mic ros of t. c om, f or  ex ample, you could  use:   
C:\>   
n s l o o k u p  f t p . m i c r o s o f t . c o m .  2 0 7 . 6 9 . 1 8 8 . 1 8 5  

T his instr ucts n s look u p to q uer y the name ser ver  r unning on the host at the I P  ad d r ess 
2 0 7 . 6 9 . 1 8 8 . 1 8 5  to f ind  the I P  ad d r ess f or  f tp. mic ros of t. c om and  should  pr od uce output like:   
S e r v e r :  n s 1 . m i n d s p r i n g . c o m  
A d d r e s s :  2 0 7 . 6 9 . 1 8 8 . 1 8 5  
 
 
N a m e :    f t p . m i c r o s o f t . c o m   
A d d r e s s : 1 9 8 . 1 0 5 . 2 3 2 . 1  

Now you can f tp to f tp. mic ros of t. c om's I P  ad d r ess, 1 9 8 . 1 0 5 . 2 3 2 . 1 .   

H ow d id  we know that the host at I P  ad d r ess 2 0 7 . 6 9 . 1 8 8 . 1 8 5  r uns a name ser ver ?  O ur  I SP , 
M ind spr ing, told  us—it's one of  their  name ser ver s.  I f  your  I SP  pr ovid es name ser ver s f or  its 
customer s' use ( and  most d o) , use one of  them.  I f  your  I SP  d oesn't pr ovid e name ser ver s ( shame 
on them! ) , you can temporarily use one of  the name ser ver s listed  in this b ook.  A s long as you only 
use it to look up a f ew I P  ad d r esses or  other  d ata, the ad ministr ator s pr ob ab ly won't mind .  I t's 
consid er ed  ver y r ud e, however , to point your  r esolver  or  q uer y tool at someone else's name ser ver  
per manently.   

O f  cour se, if  you alr ead y have access to a host with I nter net connectivity an d  have DNS conf igur ed , 
you can use it to f tp what you need .   

O nce you've got a wor king ver sion of  the M icr osof t DNS Ser ver , you'r e r ead y to star t thinking 
ab out your  d omain name.   

3.2 Choosing a Domain Name 
C hoosing a d omain name is mor e involved  than it may sound , b ecause it entails b oth choosing a 
name an d  f ind ing out who r uns the par ent z one.  I n other  wor d s, you need  to f ind  out wher e you f it 
in the I nter net d omain namespace, then f ind  out who r uns that par ticular  cor ner  of  the namespace.   

T he f ir st step in picking a d omain name is f ind ing wher e in the ex isting d omain namespace you 
b elong.  I t's easiest to star t at the top and  wor k your  way d own:  d ecid e which top-level d omain you 
b elong in, then which of  that top-level d omain's sub d omains you f it into.   

Note that in or d er  to f ind  out what the I nter net d omain namespace looks like ( b eyond  what we've 
alr ead y told  you) , you'll need  access to the I nter net.  Y ou d on't need  access to a host that alr ead y 
has name ser vice conf igur ed , b ut it would  help a little.  I f  you d on't have access to a host with DNS 
conf igur ed , you'll have to " b or r ow"  name ser vice f r om other  name ser ver s ( as in our  pr evious 
f tp. mic ros of t. c om ex ample)  to get you going.   
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3.2.1 On Registrars and Registries 
Before we go any further, we need to define a few terms: registry, registrar,and registration. These 
terms aren' t defined anywhere in the D N S  sp ec s. I nstead, they ap p l y to the way the I nternet 
namesp ac e is managed today.  

A  registry is an organiz ation resp onsib l e for maintaining a top -l ev el  domain' s ( wel l , z one' s, real l y)  
data fil es, whic h c ontain the del egation to eac h sub domain of that top -l ev el  domain. U nder the 
c urrent struc ture of the I nternet, a giv en top -l ev el  domain c an hav e no more than one registry. A  
registra r ac ts as an interfac e b etween c ustomers and the registry, p rov iding registration and v al ue-
added serv ic es. I t sub mits to the registry the z one data and other data ( inc l uding c ontac t 
information)  for eac h of its c ustomers in a singl e top -l ev el  domain.  

R egistra tio n  is the p roc ess b y whic h a c ustomer tel l s a registrar whic h name serv ers to del egate a 
sub domain to and p rov ides the registrar with c ontac t and b il l ing information. The registrar mak es 
these c hanges through the registry.  

V eriS ign, I nc . c urrentl y ac ts as b oth the ex c l usiv e registry and as a registrar for the c o m , n et, o rg, 
and ed u  top -l ev el  domains. A nd now, b ac k  to our story.  

3.2.2 W h ere in th e W o rl d D o  I  F it?  
I f your organiz ation is attac hed to the I nternet outside of the U nited S tates, you first need to 
dec ide whether you' d rather req uest a sub domain of one of the generic  top -l ev el  domains, suc h as 
c o m , n et, and o rg, or a sub domain of your c ountry' s top -l ev el  domain. The generic  top -l ev el  
domains aren' t ex c l usiv el y for U .S . organiz ations. I f your c omp any is a mul ti- or transnational  
c omp any that doesn' t fit in any one c ountry' s top -l ev el  domain, or if you' d simp l y p refer a generic  
top -l ev el  to your c ountry' s top -l ev el  domain, you' re wel c ome to register in one. I f you c hoose this 
route, sk ip  to S ec tion 3 .2 .3 .2  l ater in this c hap ter.  

I f you op t for a sub domain under your c ountry' s top  l ev el , you shoul d c hec k  whether your c ountry' s 
top -l ev el  domain is registered and, if it is, what k ind of struc ture it has. C onsul t our l ist of the 
c urrent top -l ev el  domains ( A p p endix  D )  if you' re not sure what the name of your c ountry' s top -
l ev el  domain woul d b e.  

S ome c ountries'  top -l ev el  domains, suc h as N ew Z eal and' s n z , A ustral ia' s a u , and the U nited 
K ingdom' s u k , are div ided organiz ational l y into sec ond-l ev el  domains. The names of their sec ond-
l ev el  domains, suc h as c o  or c o m  for c ommerc ial  entities, refl ec t organiz ational  affil iation. O thers, 
l ik e F ranc e' s f r domain and D enmark ' s d k  domain, are div ided into a mul titude of sub domains 
managed b y indiv idual  univ ersities and c omp anies, suc h as the U niv ersity of S t. E tienne' s domain, 
u n iv -st-etien n e. f r, and the D anish U nix  U sers G roup ' s d k u u g. d k . M any top -l ev el  domains hav e their 
own web  sites that desc rib e their struc ture. I f you' re not sure of the U R L  for your c ountry' s top -
l ev el  domain' s web  site, start at http :/ / www.al l whois.c om, a direc tory of l ink s to suc h web  sites.  

I f your c ountry' s top -l ev el  domain doesn' t hav e a web  site ex p l aining how it' s organiz ed, you may 
hav e to use a tool  l ik e n sl o o k u p  to grop e around and figure out its struc ture. ( I f you' re 
unc omfortab l e with our rushing headl ong into n sl o o k u p  without giv ing it a p rop er introduc tion, you 
might want to sk im C hap ter 1 2 .)  F or ex amp l e, here' s how you c oul d l ist the a u  domain' s 
sub domains using n sl o o k u p :  
C:\>   
n s l o o k u p  - 2 0 7 . 6 9 . 1 8 8 . 1 8 5        - -  U s e  t h e  n a m e  s e r v e r  a t  2 0 7 . 6 9 . 1 8 8 . 1 8 5  
D e f a u l t  S e r v e r :  n s 1 . m i n d s p r i n g . c o m  
A d d r e s s :  2 0 7 . 6 9 . 1 8 8 . 1 8 5  
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> 
 s e t  t y p e = n s        - -  F i n d  t h e  n a m e  s e r v e r s  ( n s )  
> 
 a u .                - -  f o r  t h e  a u  d o m a i n  
S e r v e r :   n s 1 . m i n d s p r i n g . c o m  
A d d r e s s :  2 0 7 . 6 9 . 1 8 8 . 1 8 5  
 
a u       n a m e s e r v e r  =  M U N N A R I . O Z . A U  
a u       n a m e s e r v e r  =  M U L G A . C S . M U . O Z . A U  
a u       n a m e s e r v e r  =  N S . U U . N E T  
a u       n a m e s e r v e r  =  N S . E U . N E T  
a u       n a m e s e r v e r  =  N S 1 . B E R K E L E Y . E D U  
a u       n a m e s e r v e r  =  N S 2 . B E R K E L E Y . E D U  
a u       n a m e s e r v e r  =  V A N G O G H . C S . B E R K E L E Y . E D U  
M U N N A R I . O Z . A U      i n t e r n e t  a d d r e s s  =  1 2 8 . 2 5 0 . 1 . 2 1  
M U L G A . C S . M U . O Z . A U      i n t e r n e t  a d d r e s s  =  1 2 8 . 2 5 0 . 1 . 2 2  
M U L G A . C S . M U . O Z . A U      i n t e r n e t  a d d r e s s  =  1 2 8 . 2 5 0 . 3 7 . 1 5 0  
N S . U U . N E T          i n t e r n e t  a d d r e s s  =  1 3 7 . 3 9 . 1 . 3  
N S . E U . N E T          i n t e r n e t  a d d r e s s  =  1 9 2 . 1 6 . 2 0 2 . 1 1  
N S 1 . B E R K E L E Y . E D U   i n t e r n e t  a d d r e s s  =  1 2 8 . 3 2 . 1 3 6 . 9  
N S 1 . B E R K E L E Y . E D U   i n t e r n e t  a d d r e s s  =  1 2 8 . 3 2 . 2 0 6 . 9  
N S 2 . B E R K E L E Y . E D U       i n t e r n e t  a d d r e s s  =  1 2 8 . 3 2 . 1 3 6 . 1 2  
N S 2 . B E R K E L E Y . E D U       i n t e r n e t  a d d r e s s  =  1 2 8 . 3 2 . 2 0 6 . 1 2  
 
> 
 s e r v e r  n s . u u . n e t .        - -  N o w  q u e r y  o n e  o f  t h e s e  n a m e  s e r v e r s  - -  p r e f e r a b l y  a  
c l o s e  o n e !  
D e f a u l t  S e r v e r :   n s . u u . n e t  
A d d r e s s e s :   1 3 7 . 3 9 . 1 . 3  
 
> 
 l s  -t  a u .        - -  L i s t  t h e  a u  z o n e .  
                 - -  T h e  z o n e ' s  N S  r e c o r d s  m a r k  d e l e g a t i o n  t o  s u b d o m a i n s  
                 - -  a n d  w i l l  g i v e  y o u  t h e  n a m e s  o f  t h e  s u b d o m a i n s .  
                 - -  N o t e  t h a t  n o t  a l l  n a m e  s e r v e r s  w i l l  a l l o w  y o u  t o  l i s t  z o n e s ,   
                 - -  f o r  s e c u r i t y  r e a s o n s .  
 [ n s . u u . n e t ]  
$ O R I G I N  a u .  
@                        3 D  I N  N S         m u l g a . c s . m u . O Z  
                        3 D  I N  N S         v a n g o g h . C S . B e r k e l e y . E D U .  
                        3 D  I N  N S         n s 1 . B e r k e l e y . E D U .  
                        3 D  I N  N S         n s 2 . B e r k e l e y . E D U .  
                        3 D  I N  N S         n s . U U . N E T .  
                        3 D  I N  N S         n s . e u . N E T .  
                        3 D  I N  N S         m u n n a r i . O Z  
O R G                      1 D  I N  N S         m u l g a . c s . m u . O Z  
                        1 D  I N  N S         r i p . p s g . C O M .  
                        1 D  I N  N S         m u n n a r i . O Z  
                        1 D  I N  N S         y a l u m b a . c o n n e c t . C O M  
i n f o                     1 D  I N  N S         n s . t e l s t r a . n e t .  
                        1 D  I N  N S         n s 1 . t e l s t r a . n e t .  
                        1 D  I N  N S         m u n n a r i . o z  
                        1 D  I N  N S         s v c 0 1 . a p n i c . n e t .  
o t c                      4 H  I N  N S         n s 2 . t e l s t r a . c o m  
                        4 H  I N  N S         m u n n a r i . o z  
                        4 H  I N  N S         n s . t e l s t r a . c o m  
O Z                       1 D  I N  N S         m x . n s i . N A S A . G O V .  
                        1 D  I N  N S         m u n n a r i . O Z  
                        1 D  I N  N S         m u l g a . c s . m u . O Z  
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                        1 D  I N  N S         d m s s y d . s y d . d m s . C S I R O  
                        1 D  I N  N S         n s . U U . N E T .  
c s i r o                    1 D  I N  N S         s t e p s . i t s . c s i r o  
                        1 D  I N  N S         m u n n a r i . O Z  
                        1 D  I N  N S         m a n t a . v i c . c m i s . c s i r o  
                        1 D  I N  N S         d m s s y d . n s w . c m i s . c s i r o  
                        1 D  I N  N S         z o i k s . p e r . i t s . c s i r o  
C O M                      1 D  I N  N S         m x . n s i . N A S A . G O V .  
                        1 D  I N  N S         y a l u m b a . c o n n e c t . C O M  
                        1 D  I N  N S         m u n n a r i . O Z  
                        1 D  I N  N S         m u l g a . c s . m u . O Z  
                        1 D  I N  N S         n s . r i p e . N E T .  
>   
^ D   

The basic technique we used is straightforward: look up the list of name servers for the top-level 
domain -- because they ' re the only  ones with complete information about the corresponding z one -
- then query  one of those name servers and list the name servers for the delegated subdomains.   

I f y ou can' t tell from the names of the subdomains which one y ou belong in,  y ou can look up the 
contact information for the corresponding z one and send email to the technical contact asking,  
politely ,  for advice.  S imilarly ,  if y ou think y ou should be part of an ex isting subdomain but aren' t 
sure,  y ou can alway s ask the folks who administer that subdomain to double-check.   

To find out who to ask about a particular subdomain,  y ou' ll have to look up the corresponding 
z one' s start of authority  ( S O A )  record.  I n each z one' s S O A  record,  there' s a field that contains the 
electronic mail address of the z one' s technical contact. [2] ( The other fields in the S O A  record provide 
general information about the z one -- we' ll discuss them in more detail later. )   
[2] The subdomain and the zone have the same domain name, but the SOA record really belongs to the zone, not the subdomain. 
The p erson at the zone' s technical contact email address may not manage the w hole subdomain ( there may be additional delegated 
subdomains beneath) , but he should certainly k now  the p urp ose of  the subdomain. 

Y ou can look up the z one' s S O A  record with nslookup ,  too.  F or ex ample,  if y ou' re curious about the 
purpose of the c si r o subdomain,  y ou can find out who runs it by  looking up c si r o. a u' s S O A  record:  
C : \>   
n s l o o k u p  - 2 0 7 . 6 9 . 1 8 8 . 1 8 5   
D e f a u l t  S e r v e r :   n s 1 . m i n d s p r i n g . c o m  
A d d r e s s :   2 0 7 . 6 9 . 1 8 8 . 1 8 5  
 
>   
s e t  t y p e = s o a        - -  L o o k  f o r  s t a r t  o f  a u t h o r i t y  d a t a  
>   
c s i r o . a u .           - -  f o r  c s i r o . a u  
S e r v e r :   n s 1 . m i n d s p r i n g . c o m  
A d d r e s s :  2 0 7 . 6 9 . 1 8 8 . 1 8 5  
 
c s i r o . a u  
        o r i g i n  =  s t e p s . i t s . c s i r o . a u  
        m a i l  a d d r  =  h o s t m a s t e r . c s i r o . a u  
        s e r i a l  =  2 0 0 0 0 4 1 3 0 1  
        r e f r e s h  =  1 0 8 0 0  ( 3 H )  
        r e t r y    =  3 6 0 0  ( 1 H )  
        e x p i r e   =  3 6 0 0 0 0 0  ( 5 w 6 d 1 6 h )  
        m i n i m u m  t t l  =  8 6 4 0 0  ( 1 D )  
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The mail addr f i el d  i s  t he I n t er n et  a d d r es s  o f  c s iro . au ' s  c o n t a c t . To  c o n v er t  t he a d d r es s  i n t o  
I n t er n et  em a i l  a d d r es s  f o r m a t ,  y o u ' l l  n eed  t o  c ha n g e t he f i r s t  " ."  i n  t he a d d r es s  t o  a n  " @ " . S o  
h o s t mas t e r. c s iro . au  b ec o m es  h o s t mas t e r@ c s iro . au .[3]  
[3] This form of Internet mail address is a vestige of two former DNS records, MB and MG. MB (mailbox) and MG (mail group) were 
to be DNS records specify ing Internet mailboxes and mail groups (mailing lists) as subdomains of the appropriate domain. MB and 
MG never took  off, but the address format they  would have dictated is used in the SO A  record, may be for sentimental reasons. 

3.2.2.1 whois 
The wh o is  s er v i c e c a n  a l s o  hel p  y o u  f i g u r e o u t  t he p u r p o s e o f  a  g i v en  d o m a i n . U n f o r t u n a t el y ,  t her e 
a r e m a n y  wh o is  s er v er s —m o s t  g o o d  a d m i n i s t r a t o r s  o f  t o p -l ev el  d o m a i n s  r u n  o n e—a n d  t hey  d o n ' t  
t a l k  t o  ea c h o t her ,  l i k e n a m e s er v er s  d o . C o n s eq u en t l y ,  t he f i r s t  s t ep  t o  u s i n g  wh o is  i s  f i n d i n g  t he 
r i g ht  wh o is  s er v er .  

O n e o f  t he ea s i es t  p l a c es  t o  s t a r t  y o u r  s ea r c h f o r  t he r i g ht  wh o is  s er v er  i s  a t  
ht t p : / / w w w .a l l w ho i s .c o m (F i g u r e 3 -1) . W e m en t i o n ed  ea r l i er  t ha t  t hi s  s i t e ha s  a  l i s t  o f  t he w eb  s i t es  
f o r  ea c h c o u n t r y  c o d e' s  t o p -l ev el  d o m a i n ;  i t  a l s o  ha s  a  l i s t  o f  t o p -l ev el  d o m a i n s  w i t h wh o is  U R L s —
p a g es  w i t h H TM L -b a s ed  i n t er f a c es  t o  q u er y  wh o is  s er v er s .  

F ig u r e  3-1. T he  A l l whois.c om  we b  sit e  

 
S c r o l l i n g  d o w n  t o  Australia (au) ,  y o u  c a n  c l i c k  o n  J um p  to  W h o is a n d  g o  d i r ec t l y  t o  a  p a g e 
w her e y o u  c a n  en t er  c s iro . au ,  a s  s ho w n  i n  F i g u r e 3 -2.  
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Figure 3-2 .  W eb  in t erf a c e f o r a u' s  w h o is  s erv er 

 
C l i c k i n g  o n  Submit r e t r i e v e s  t h e  i n f o r m a t i o n  i n  F i g u r e  3-3 f o r  y o u .   

Figure 3-3.  I n f o rm a t io n  a b o ut  c s iro . a u f ro m  t h e a u w h o is  s erv er 

 
P e r h a p s  e v e n  m o r e  i n t e r e s t i n g  f o r  t h e  i n e r t i a l l y  c h a l l e n g e d  i s  t h e  w o r k  d o n e  b y  W e b M a g i c  t o  
p r o v i d e  a  u n i f i e d  w h o i s  l o o k u p  s e r v i c e  o n  t h e  W e b .  T h e i r  w e b  s i t e ,  a t  
h t t p : / / w w w . w e b m a g i c . c o m / w h o i s / i n d e x . h t m l ,  l e t s  y o u  c h o o s e  t h e  t o p -l e v e l  d o m a i n  ( a n d  



- 51 - 

sometimes the second-l ev el  doma in)  in w hich the su b doma in y ou ' r e l ook ing  f or  r esides,  then 
tr a nsp a r entl y  conta cts the r ig ht whois ser v er .   

O b v iou sl y ,  these a r e b oth u sef u l  w eb  sites if  y ou ' r e l ook ing  f or  the conta ct f or  a  doma in ou tside of  
the U . S .   

O nce y ou ' v e f ou nd the r ig ht w eb  site or  the r ig ht conta ct,  y ou ' v e p r ob a b l y  f ou nd the r eg istr a r .  
O u tside the U . S . ,  most doma ins ha v e a  sing l e r eg istr a r .  A  f ew ,  thou g h,  su ch a s D enma r k ' s d k  a nd 
G r ea t B r ita in' s c o. u k  a nd or g . u k ,  ha v e mu l tip l e r eg istr a r s.  H ow ev er ,  the p r ocess descr ib ed a b ov e 
w il l  stil l  l ea d y ou  to them.   

3.2.3 Back in the U.S.A. 
I n tr u e cosmop ol ita n sp ir it,  w e cov er ed inter na tiona l  doma ins f ir st.  B u t w ha t if  y ou ' r e f r om the 
g ood ol '  U . S .  of  A . ?   

I f  y ou ' r e in the U . S . ,  w her e y ou  b el ong  dep ends ma inl y  u p on w ha t y ou r  or g a niz a tion does,  how  
y ou ' d l ik e y ou r  doma in na mes to l ook ,  a nd how  mu ch y ou ' r e w il l ing  to p a y .  I f  y ou r  or g a niz a tion 
f a l l s into one of  the f ol l ow ing  ca teg or ies,  y ou ' r e encou r a g ed to j oin u s :   

• K-1 2  ( k inder g a r ten thr ou g h tw el f th g r a de)  school s 
• C ommu nity  col l eg es a nd technica l  v oca tiona l  school s 
• S ta te a nd l oca l  g ov er nment a g encies 

E v en if  y ou  don' t f a l l  into one of  these ca teg or ies,  if  y ou ' d l ik e a  doma in na me tha t indica tes y ou r  
l oca tion,  l ik e a c m e . b ou l d e r . c o. u s ,  y ou  ca n r eg ister  in the u s top -l ev el  doma in.  T he u s doma in 
del eg a tes su b doma ins u nder  thir d-l ev el  doma ins l a r g el y  na med a f ter  " l oca l ities"  ( u su a l l y  cities or  
cou nties) ;  the second-l ev el  doma ins cor r esp ond to the a p p r op r ia te U . S .  P osta l  S er v ice tw o-l etter  
sta te a b b r ev ia tion ( r eca l l  ou r  discu ssion in S ection 2 . 2  in C ha p ter  2 ) .  S o,  f or  ex a mp l e,  if  a l l  y ou  
need is a  su b doma in to hol d the tw o inter netw or k ed hosts in y ou r  b a sement in C ol or a do S p r ing s,  
C ol or a do,  y ou  ca n r eg ister  t om s-b a se m e n t . c ol or a d o-sp r in g s. c o. u s .   

F ina l l y ,  ther e' s the issu e of  cost.  I t' s u su a l l y  chea p er  to r eg ister  a  su b doma in of  the u s top -l ev el  
doma in tha n to r eg ister  u nder  c om ,  n e t , or  or g ,  a nd sometimes it' s ev en f r ee.   

I f  y ou ' d l ik e mor e deta il ed inf or ma tion on the str u ctu r e of  the u s doma in a nd the r u l es tha t g ov er n 
it,  check  ou t the U . S .  N I C ' s w eb  site,  a t http : / / w w w . nic. u s.   

O f  cou r se,  f ol k s in the U . S .  ca n a l so a sk  f or  a  su b doma in of  one of  the g ener ic top -l ev el  doma ins.  
A s l ong  a s y ou  don' t a sk  f or  one tha t' s a l r ea dy  ta k en,  y ou  shou l d g et the one y ou  r eq u est.  W e' l l  
cov er  r eg istr a tion u nder  the g ener ic top -l ev el  doma ins l a ter  in this cha p ter .   

3.2.3.1 The us domain 

L et' s g o thr ou g h a n ex a mp l e to g iv e y ou  a n idea  of  how  to comb  the u s doma in na mesp a ce f or  the 
p er f ect doma in na me.  S a y  y ou ' r e hel p ing  ou t y ou r  son' s k inder g a r ten in B ou l der ,  C ol or a do,  a nd 
y ou  w a nt to r eg ister  a  doma in na me f or  the school .   

U sing  a n a ccou nt y ou  stil l  ha v e on a  host a t C ol or a do U niv er sity  ( f r om y ou r  u nder g r a d da y s) ,  y ou  
ca n check  to see w hether  a  doma in f or  B ou l der  ex ists.  ( I f  y ou  didn' t ha v e a n a ccou nt ther e,  b u t 
y ou  did ha v e I nter net connectiv ity ,  y ou  cou l d stil l  u se n sl ook u p  to q u er y  a  w el l -k now n na me 
ser v er . )   
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C:\>   
n s l o o k u p   
D e f a u l t  S e r v e r :  b o u l d e r .c o l o r a d o .e d u  
A d d r e s s : 1 2 8 .1 3 8 .2 3 8 .1 8 ,  1 2 8 .1 3 8 .2 4 0 .1  
 
>   
s e t  t y p e = n s        - -  L o o k  u p  t h e  n a m e  s e r v e r s  
>   
c o . u s .             - -  f o r  c o . u s  
D e f a u l t  S e r v e r :  b o u l d e r .c o l o r a d o .e d u  
A d d r e s s :  1 2 8 .1 3 8 .2 3 8 .1 8 ,  1 2 8 .1 3 8 .2 4 0 .1  
 
c o .u s    n a m e s e r v e r  =  V E N E R A .I S I .E D U  
c o .u s    n a m e s e r v e r  =  N S .I S I .E D U  
c o .u s    n a m e s e r v e r  =  R S 0 .I N T E R N I C.N E T  
c o .u s    n a m e s e r v e r  =  N S .U U .N E T  
c o .u s    n a m e s e r v e r  =  A D M I I .A R L .M I L  
c o .u s    n a m e s e r v e r  =  E X CA L I B U R .U S C.E D U  

This gives you the names of the co.us name ser ver s.  W ithout ex iting n sl ook up ,  c hange to one of 
the co.us name ser ver s,  say v e n e r a .i si .e d u,  and  c hec k  to see if ther e ar e any sub d omains:   
>   
s e r v e r  v e n e r a . i s i . e d u .        - -  C h a n g e  s e r v e r  t o  v e n e r a . i s i . e d u  
D e f a u l t  S e r v e r :  v e n e r a .i s i .e d u  
A d d r e s s :  1 2 8 .9 .0 .3 2  
 
>   
l s  -t  c o . u s .        - -  L i s t  t h e  c o . u s  z o n e  t o  l o o k  f o r  N S  r e c o r d s  
[ v e n e r a .i s i .e d u ]  
$ O R I G I N  c o .u s . 
@                        1 W  I N  N S         N S .I S I .E D U . 
                        1 W  I N  N S         R S 0 .I N T E R N I C.N E T . 
                        1 W  I N  N S         N S .U U .N E T . 
                        1 W  I N  N S         A D M I I .A R L .M I L . 
                        1 W  I N  N S         E X CA L I B U R .U S C.E D U . 
                        1 W  I N  N S         V E N E R A .I S I .E D U . 
o f f i c e m a t e 1 .m o n u m e n t     1 W  I N  N S         n s 1 .d i r e c t .c a . 
                        1 W  I N  N S         n s 2 .d i r e c t .c a . 
l a -j u n t a                 1 D  I N  N S         n s 2 .c w .n e t . 
                        1 D  I N  N S         u s d n s .b e l t a n e .c o m . 
                        1 D  I N  N S         u s d n s 2 .b e l t a n e .c o m . 
m o r r i s o n                 1 W  I N  N S         N S 1 .W E S T N E T .N E T . 
                        1 W  I N  N S         N S .U T A H .E D U . 
l i t t l e t o n                1 W  I N  N S         N S 1 .W E S T N E T .N E T . 
                        1 W  I N  N S         N S .U T A H .E D U . 
m u s                      1 W  I N  N S         N S 1 .W E S T N E T .N E T . 
                        1 W  I N  N S         N S .U T A H .E D U . 
c i .p a l m e r -l a k e           1 W  I N  N S         D N S 1 .R E G I S T E R E D S I T E .CO M . 
                        1 W  I N  N S         D N S 2 .R E G I S T E R E D S I T E .CO M . 
c o .a d a m s                 1 W  I N  N S         n s 1 .r o c k y m t n .n e t . 
                        1 W  I N  N S         n s 2 .r o c k y m t n .n e t .  
[ ...]  

A ha!  S o ther e i s l ife in C ol or ad o!  Ther e ar e sub d omains c al l ed  l a -j un t a ,  m or r i son ,  l i t t l e t on ,  m us ,  
and  many other s.  Ther e' s even a sub d omain for  B oul d er  ( c al l ed ,  not sur p r isingl y,  b oul d e r ) :   
b o u l d e r                  1 W  I N  N S         N S 1 .W E S T N E T .N E T . 
                        1 W  I N  N S         N S .U T A H .E D U . 
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How do you find out how to contact the administrator of boulder.co.us ?  Y ou can try w h oi s ,  b ut 
since boulder.co.us isn' t a top -l ev el  country domain or a sub domain of a g eneric top -l ev el  domain,  
you won' t find much.  F ortunatel y,  the U . S .  N I C  p rov ides a l ist of email  addresses of contacts for 
each third-l ev el  sub domain of us .  S ee the N I C  web site for more information http : / / www. nic. us/ .  I f 
you can' t find the information you need there,  you can use n slook up  to find the S O A  record for the 
boulder.co.us z one,  j ust as you did to find out whom to ask  ab out csi ro.a u.  T houg h the p erson or 
p ersons who read mail  sent to the address in the S O A  record may not handl e reg istration 
themsel v es ( technical  and administrativ e functions for the z one may b e div ided) ,  it' s a g ood b et 
they k now the fol k s who do and can direct you to them.   

Here' s how you' d use n slook up  to dig  up  the S O A  record for boulder.co.us :   
C:\>   
n s l o o k u p   
D e f a u l t  S e r v e r :  b o u l d e r . c o l o r a d o . e d u  
A d d r e s s :  1 2 8 . 1 3 8 . 2 3 8 . 1 8 ,  1 2 8 . 1 3 8 . 2 4 0 . 1  
 
>   
s e t  t y p e = s o a          - -  L o o k  u p  S O A  r e c o r d  
>   
b o u l d e r . c o . u s .        - -  f o r  b o u l d e r . c o . u s  
D e f a u l t  S e r v e r :  b o u l d e r . c o l o r a d o . e d u  
A d d r e s s :  1 2 8 . 1 3 8 . 2 3 8 . 1 8 ,  1 2 8 . 1 3 8 . 2 4 0 . 1  
 
b o u l d e r . c o . u s  
        o r i g i n  =  n s 1 . w e s t n e t . n e t  
        m a i l  a d d r  =  c g a r n e r . w e s t n e t . n e t  
        s e r i a l  =  2 0 0 0 0 4 1 0 1  
        r e f r e s h  =  2 1 6 0 0  ( 6 H )  
        r e t r y    =  1 2 0 0  ( 2 0 M )  
        e x p i r e   =  3 6 0 0 0 0 0  ( 5 w 6 d 1 6 h )  
        m i n i m u m  t t l  =  4 3 2 0 0 0  ( 5 D )  

A s in the csi ro.a u ex amp l e,  you need to swap  the first " . "  in the m a i l a ddr fiel d with an " @ "  b efore 
you use it.  T hus,  cg a rn er.w est n et .n et  b ecomes cg a rn er@ w est n et .n et .   

T o req uest del eg ation of a sub domain of boulder.co.us ,  you can downl oad a cop y of the reg istration 
form temp l ate from http : / / www. nic. us/ cg i-b in/ temp l ate. p l  and mail  it to the contact.  I f,  howev er,  
you find that the sub domain for your l ocal ity hasn' t yet b een created,  read throug h the us domain' s 
del eg ation p ol icy at http : / / www. nic. us/ reg ister/ l ocal ity. html .  T hen fil l  out the reg istration form at 
http : / / www. nic. us/ cg i-b in/ temp l ate. p l .   

3.2.3.2 T h e  g e n e r i c  t o p -l e v e l  d o m a i n s  
A s we said,  there are many reasons why you mig ht want to ask  for a sub domain of one of the 
g eneric top -l ev el  domains,  l ik e com ,  n et ,  and org :  you work  for a mul ti- or transnational  comp any,  
you l ik e the fact that they' re b etter-k nown,  or you j ust p refer the sound of your domain name with 
" com"  on the end.  L et' s g o throug h a short ex amp l e of choosing  a domain name under a g eneric 
top -l ev el  domain.   

I mag ine you' re the network  administrator for a think  tank  in Hop k ins,  M innesota.  Y ou' v e j ust 
g otten a connection to the I nternet throug h a commercial  I S P .  Y our comp any has nev er had so 
much as a U U C P  l ink ,  so you' re not currentl y reg istered in the I nternet namesp ace.   
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Since you're in the United States, you have the choice of joining either us or one of the generic 
top -l evel  dom ains.  Y our think  tank  is w orl d-renow ned, though, so us w oul dn't b e a good choice.  A  
sub dom ain of c o m  w oul d b e b est.   

T he think  tank  is k now n as T he G iz m onic I nstitute, so you decide g i z m o n i c s. c o m  m ight b e an 
ap p rop riate dom ain nam e.  N ow  you've got to check  w hether the nam e g i z m o n i c s. c o m  has b een 
tak en b y anyone, so you use an account you have at the University of M innesota:   
C:\>  nslookup  
D e f a u l t  S e r v e r :  n s . u n e t . u m n . e d u  
A d d r e s s :  1 2 8 . 1 0 1 . 1 0 1 . 1 0 1  
 
>  se t  t y pe = a ny          -- L o o k  f o r  a n y  r e c o r d s  
>  g i z m oni c s. c om .        -- f o r  g i z m o n i c s . c o m  
S e r v e r :  n s . u n e t . u m n . e d u  
A d d r e s s :  1 2 8 . 1 0 1 . 1 0 1 . 1 0 1  
 
g i z m o n i c s . c o m    n a m e s e r v e r  =  N S 2 . S F O . W E N E T . N E T  
g i z m o n i c s . c o m    n a m e s e r v e r  =  N S 1 . S F O . W E N E T . N E T  

W hoop s!  L ook  l ik e g i z m o n i c s. c o m  is al ready tak en ( w ho w oul d have thought? ) . [4] W el l , g i z m o n i c -
i n st i t ut e . c o m  is a l ittl e l onger, b ut stil l  intuitive:   
[4] Actually, gizmonics.com i s  tak e n  b y J o e l H o d g s o n , th e  g uy w h o  d r e am e d  up  T h e  G i z m o n i c I n s ti tute  an d  " M ys te r y S ci e n ce  T h e ate r  
3 0 0 0 "  i n  th e  f i r s t p lace .  

C:\>  nslookup  
D e f a u l t  S e r v e r :  n s . u n e t . u m n . e d u  
A d d r e s s :  1 2 8 . 1 0 1 . 1 0 1 . 1 0 1  
 
>  se t  t y pe = a ny                   -- L o o k  f o r  a n y  r e c o r d s  
>  g i z m oni c -i nst i t ut e . c om .        -- f o r  g i z m o n i c -i n s t i t u t e . c o m  
S e r v e r :  n s . u n e t . u m n . e d u  
A d d r e s s :  1 2 8 . 1 0 1 . 1 0 1 . 1 0 1  
 
* * *  n s . u n e t . u m n . e d u  c a n ' t  f i n d  g i z m o n i c -i n s t i t u t e . c o m . : N o n -e x i s t e n t  h o s t / d o m a i n  

g i z m o n i c -i n st i t ut e . c o m  is free, so you can go on to the nex t step :  p ick ing a registrar.   

3.2.3.3 Choosing a registrar 
C hoose a registrar?  W el com e to the b rave new  w orl d of com p etition!  B efore the sp ring of 1 9 9 9 , a 
singl e com p any, N etw ork  Sol utions, I nc. , w as b oth the registry and sol e registrar for c o m , n e t , and 
o r g ,as w el l  as e d u. T o register a sub dom ain of any of the generic top -l evel  dom ains, you had to go 
to N etw ork  Sol utions.   

I n J une 1 9 9 9 , I C A N N , the organiz ation that m anages the dom ain nam esp ace ( w e m entioned them  
in the l ast chap ter)  introduced com p etition to the registrar function of c o m , n e t , and o r g .  T here are 
now  doz ens of c o m , n e t , and o r g  registrars from  w hich you can choose ( see 
http : / / w w w . internic. net/ regist. htm l ) .   

W e w on't p resum e to tel l  you how  to p ick  a registrar, b ut tak e a l ook  at the p rice and any other 
services the registrar m ight p rovide that interest you.  See if you can get a nice p ack age deal  on 
registration and al um inum  siding, for ex am p l e.   
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3.2.4 Checking That Your Network Is Registered  
Before proceeding, you should check whether or not your IP network or networks are registered. 
S om e registrars won' t delegate a sub dom ain to nam e serv ers on unregistered networks, and 
network registries ( we' ll talk ab out them  shortly)  won' t delegate an in-a d d r . a r p a  z one that 
corresponds to an unregistered network.  

A n IP network defines a range of IP addresses. F or ex am ple, the network 1 5 / 8  is m ade up of all IP 
addresses in the range 1 5 .0 .0 .0  to 1 5 .2 5 5 .2 5 5 .2 5 5 . T he network 1 9 9 .1 0 .2 5 / 2 4  starts at 
1 9 9 .1 0 .2 5 .0  and ends at 1 9 9 .1 0 .2 5 .2 5 5 .  

A Sidebar on CIDR 
Once upon a time, when we wrote the first edition of this book, the 
I nternet' s 3 2 -bit address space was div ided up into three main cl asses of 
networks:  C l ass A , C l ass B , and C l ass C .  C l ass A  networks were networks 
in which the first octet ( the first eig ht bits)  of the I P  address identified the 
network, and the remaining  bits were used by  the org aniz ation assig ned 
the network to differentiate hosts on the network.  M ost org aniz ations with 
C l ass A  networks al so subdiv ided their networks into subnetworks, or 
subnets, adding  another l ev el  of hierarchy  to the addressing  scheme.  
C l ass B  networks dev oted two octets to the network identifier and two to 
the host;  C l ass C  networks g av e three octets to the network identifier and 
one to the host.   
U nfortunatel y , this smal l / medium/ l arg e sy stem of networks didn' t work 
wel l  for ev ery one.  M any  org aniz ations were l arg e enoug h to req uire more 
than a C l ass C  network, which coul d accommodate at most 2 5 4  hosts, but 
too smal l  to warrant a ful l  C l ass B  network, which coul d serv e 6 5 5 3 4  
hosts.  M any  of these org aniz ations were al l ocated C l ass B  networks 
any way .  C onseq uentl y , C l ass B  networks q uickl y  became scarce.   
T o hel p sol v e this probl em and create networks that were j ust the rig ht 
siz e for al l  sorts of org aniz ations, C l assl ess I nter-D omain R outing , or C I D R  
( pronounced " cider" ) , was dev el oped.  A s the name impl ies, C I D R  does 
away  with the ol d C l ass A , C l ass B , and C l ass C  network desig nations.  
I nstead of al l ocating  either one, two, or three octets to the network 
identifier, the al l ocator coul d assig n any  number of contig uous bits of the 
I P  address to the network identifier.  S o, for ex ampl e, if an org aniz ation 
needed an address space roug hl y  four times as l arg e as a C l ass B  
network, the powers-that-be coul d assig n it a network identifier of 1 4  bits, 
l eav ing  1 8  bits ( four C l ass B s'  worth)  of space to use.   
N atural l y , the adv ent of C I D R  made the " cl assful "  terminol og y  outdated—
al thoug h it' s stil l  used a g ood deal  in casual  conv ersation.  N ow, to 
desig nate a particul ar C I D R  network, we specify  the particul ar hig h-order 
bit v al ue assig ned to an org aniz ation, ex pressed in dotted octet notation, 
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and how many bits identify the network. The two terms are separated by 
a sl ash. S o 1 5 / 8  is the ol d,  C l ass A -siz ed network that beg ins with the 
eig ht-bit pattern 0 0 0 0 1 1 1 1 . The ol d,  C l ass B -siz ed network 1 2 8 .3 2 .0 .0  is 
now 1 2 8 .3 2 / 1 6 . A nd the network 1 9 2 .1 6 8 .0 .1 2 8 / 2 5  c onsists of the 1 2 8  I P  
addresses from 1 9 2 .1 6 8 .0 .1 2 8  to 1 9 2 .1 6 8 .0 .2 5 5 .  
The InterNIC was once the of f i ci al  sou rce of  al l  IP  network s;  they  assi g ned  al l  IP  network s to 
Internet-connected  network s and  m ad e su re no two ad d ress rang es ov erl ap p ed .  Nowad ay s,  the 
InterNIC' s ol d  rol e has b een l arg el y  assu m ed  b y  Internet serv i ce p rov i d ers (IS P s) ,  who al l ocate 
sp ace f rom  thei r own network s f or cu stom ers to u se.  If  y ou  k now y ou r network  cam e f rom  y ou r 
IS P ,  the l arg er network  f rom  whi ch y ou r network  was carv ed  i s p rob ab l y  reg i stered  (to y ou r IS P ) .  
Y ou  m ay  sti l l  want to d ou b l e-check  that y ou r IS P  took  care of  reg i steri ng  thei r network ,  b u t y ou  
d on' t hav e to (and  p rob ab l y  can' t)  d o any thi ng  y ou rsel f ,  ex cep t nag  y ou r IS P  i f  they  d i d n' t reg i ster 
thei r network .  O nce y ou ' v e v eri f i ed  thei r reg i strati on,  y ou  can sk i p  the rest of  thi s secti on and  
m ov e on.   

If  y ou r network  was assi g ned  b y  the InterNIC,  way  b ack  when,  or y ou  are an IS P ,  y ou  shou l d  
check  to see whether y ou r network  i s reg i stered .  W here d o y ou  g o to check  whether y ou r network  
i s reg i stered ?  W hy ,  to the sam e org ani z ati ons that reg i ster network s,  of  cou rse.  These 
org ani z ati ons,  cal l ed  (what el se? )  network  reg i stri es,  each hand l e network  reg i strati on i n som e p art 
of  the worl d .  In the W estern H em i sp here,  A R IN,  the A m eri can R eg i stry  of  Internet Nu m b ers 
(http : / / www. ari n. net) ,  hand s ou t IP  ad d ress sp ace and  reg i sters network s.  In A si a and  the P aci f i c,  
A P NIC,  the A si a P aci f i c Network  Inf orm ati on Center (http : / / www. ap ni c. net) ,  serv es the sam e 
f u ncti on.  In E u rop e,  i t' s the R IP E  Network  Coord i nati on Centre (http : / / www. ri p e. net) .  E ach reg i stry  
m ay  al so d el eg ate reg i strati on au thori ty  f or a reg i on;  f or ex am p l e,  A R IN d el eg ates reg i strati on 
au thori ty  f or M ex i co and  B raz i l  to network  reg i stri es i n each cou ntry .  B e su re to check  f or a 
network  reg i stry  l ocal  to y ou r cou ntry .   

If  y ou ' re not su re y ou r network  i s reg i stered ,  the b est way  to f i nd  ou t i s to u se the w h o i s  serv i ces 
p rov i d ed  b y  the v ari ou s network  reg i stri es to l ook  f or y ou r network .  H ere are the U R L s f or each 
reg i stry ' s w h o i s  p ag e:   

A R I N   

http : / / www. ari n. net/ whoi s/ i nd ex . htm l   

A P N I C   

http : / / www. ap ni c. net/ search/ i nd ex . htm l  

R I P E   

http : / / www. ri p e. net/ cg i -b i n/ whoi s/  

If  y ou  f i nd  ou t y ou r network  i sn' t reg i stered ,  y ou ' l l  need  to g et i t reg i stered  b ef ore setti ng  u p  y ou r 
i n -ad d r. arp a z ones.  E ach reg i stry  has a d i f f erent p rocess f or reg i steri ng  network s,  b u t m ost i nv ol v e 
m oney  chang i ng  hand s (f rom  y ou r hand s to thei rs,  u nf ortu natel y ) .   

Y ou  m ay  f i nd  ou t that y ou r network  i s al read y  assi g ned  to y ou r IS P .  If  thi s i s the case,  y ou  d on' t 
need  to reg i ster i nd ep end entl y  wi th the network  reg i stry .   

O nce al l  y ou r Internet-connected  hosts are on reg i stered  network s,  y ou  can reg i ster y ou r z ones.   
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3.2.5 Registering Your Zones 
Different registrars have different registration policies and procedures, but most, at this point, 
handle registration online, through their w eb sites.  S ince y ou found or chose y our registrar earlier 
in the chapter, w e' ll assume y ou k now  w hich w eb site to use.   

T he registrar w ill need to k now  the domain names and addresses of y our name servers and enough 
information about y ou to send y ou a bill or charge y our credit card.  I f y ou' re not connected to the 
I nternet, give them the addresses of the I nternet hosts that w ill act as y our name servers.  S ome 
registrars also req uire that y ou already  have operational name servers for y our z one.  ( T hose that 
don' t may  ask  for an estimate of w hen the name servers w ill be fully  operational. )  I f that' s the case 
w ith y our registrar, sk ip ahead to C hapter 4 and set up y our name servers.  T hen contact y our 
registrar w ith the req uisite information.   

M ost registrars w ill also ask  for some information about y our organiz ation, including an 
administrative contact and a technical contact for y our z one ( w ho can be the same person) .  I f y our 
contacts aren' t already  registered in the registrar' s whois database, y ou' ll also need to provide 
information to register them in whois .  T his includes their names, surface mail addresses, phone 
numbers, and electronic mail addresses.  I f they  are already  registered in whois, j ust specify  their 
whois " handles"  ( uniq ue alphanumeric I Ds)  in the registration.   

T here' s one more aspect of registering a new  z one that w e should mention:  cost.  M ost registrars 
are commercial enterprises and charge money  for registering domain names.  N etw ork  S olutions, 
the original registrar for c om , n e t ,and or g , charges $ 3 5  per y ear to register subdomains under the 
generic top-level domains.  ( I f y ou already  have a subdomain under c om , n e t , or or g  and haven' t 
received a bill from N etw ork  S olutions recently , it' d be a good idea to check  y our contact 
information w ith whois to mak e sure they ' ve got a current address and phone number for y ou. )   

I f y ou' re directly  connected to the I nternet, y ou should also have the in -a d d r . a r p a  z ones 
corresponding to y our I P  netw ork s delegated to y ou.  F or ex ample, if y our company  w as allocated 
the netw ork  1 9 2 . 2 0 1 . 4 4 / 2 4 , y ou should manage the 4 4 . 2 0 1 . 1 9 2 . in -a d d r . a r p a  z one.  T his w ill let 
y ou control the I P  address-to-name mappings for hosts on y our netw ork .  C hapter 4  also ex plains 
how  to set up y our in -a d d r . a r p a  z ones.   

I n S ection 3 . 2 . 4 , w e ask ed y ou to find the answ ers to several q uestions:  is y our netw ork  a slice of 
an I S P ' s netw ork ?  I s y our netw ork , or the I S P  netw ork  that y our netw ork  is part of, registered?  I f 
so, in w hich netw ork  registry ?  Y ou' ll need these answ ers to have y our in -a d d r . a r p a  z ones delegated 
to y ou.   

I f y our netw ork  is part of a larger netw ork  registered to an I S P , y ou should contact the I S P  to have 
the appropriate subdomains of their in -a d d r . a r p a  z one delegated to y ou.  E ach I S P  uses a different 
process for setting up in -a d d r . a r p a  delegation.  Y our I S P ' s w eb page is a good place to research 
that process.  I f y ou can' t find the information there, try  look ing up the S O A  record for the in -
a d d r . a r p a  z one that corresponds to y our I S P ' s netw ork .  F or ex ample, if y our netw ork  is part of 
U U N E T ' s 1 5 3 . 3 5 / 1 6  netw ork , y ou could look  up the S O A  record of 3 5 . 1 5 3 . in -a d d r . a r p a  to find the 
email address of the technical contact for the z one.   

I f y our netw ork  is registered directly  w ith one of the regional netw ork  registries, contact them to 
get y our in -a d d r . a r p a  z one registered.  E ach netw ork  registry  mak es information on its delegation 
process available on its w eb site.   

N ow  that y ou' ve registered y our z ones, y ou' d better tak e some time to get y our house in order.  
Y ou' ve got some name servers to set up, and in the nex t chapter, w e' ll show  y ou how .   
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Chapter 4. Setting Up the Microsoft DNS Server 
"It seems very pretty," she said when she had finished it, "but it's rather hard to understand!" (You 
see she didn't l ik e to c onfess, even to hersel f, that she c oul dn't mak e it out at al l . )  "S omehow it 
seems to fil l  my head with ideas—onl y I don't ex ac tl y k now what they are!"  

I f  y o u  h a v e  b e e n d i l i g e nt l y  r e a d i ng  e a c h  c h a p t e r  o f  t h i s  b o o k ,  y o u ' r e  p r o b a b l y  a nx i o u s  t o  g e t  a  
na m e  s e r v e r  r u nni ng .  T h i s  c h a p t e r  i s  f o r  y o u .  L e t ' s  s e t  u p  a  c o u p l e  o f  na m e  s e r v e r s .  S o m e  o f  y o u  
m a y  h a v e  r e a d  t h e  t a b l e  o f  c o nt e nt s  a nd  s k i p p e d  d i r e c t l y  t o  t h i s  c h a p t e r .  ( S h a m e  o n y o u ! )  I f  y o u  
a r e  o ne  o f  t h o s e  p e o p l e  w h o  c u t s  c o r ne r s ,  b e  a w a r e  t h a t  w e  m a y  u s e  c o nc e p t s  f r o m  e a r l i e r  
c h a p t e r s  a nd  e x p e c t  y o u  t o  u nd e r s t a nd  t h e m .   

S e v e r a l  f a c t o r s  i nf l u e nc e  h o w  y o u  s h o u l d  s e t  u p  y o u r  na m e  s e r v e r s .  T h e  b i g g e s t  f a c t o r  i s  w h a t  s o r t  
o f  a c c e s s  y o u  h a v e  t o  t h e  I nt e r ne t :  c o m p l e t e  a c c e s s  ( f o r  e x a m p l e ,  y o u  c a n ftp t o  ftp. uu. net ) ,  
l i m i t e d  a c c e s s  ( l i m i t e d  b y  a  s e c u r i t y  f i r e w a l l ) ,  o r  no  a c c e s s  a t  a l l .  T h i s  c h a p t e r  a s s u m e s  y o u  h a v e  
c o m p l e t e  a c c e s s .  W e ' l l  d i s c u s s  t h e  o t h e r  c a s e s  i n C h a p t e r  1 4 .   

I n t h i s  c h a p t e r ,  w e ' l l  s e t  u p  t w o  na m e  s e r v e r s  f o r  a  f i c t i t i o u s  d o m a i n a s  a n e x a m p l e  f o r  y o u  t o  
f o l l o w  i n s e t t i ng  u p  y o u r  o w n d o m a i n.  W e ' l l  c o v e r  t h e  t o p i c s  i n t h i s  c h a p t e r  i n e no u g h  d e t a i l  f o r  y o u  
t o  g e t  y o u r  f i r s t  t w o  na m e  s e r v e r s  r u nni ng .  S u b s e q u e nt  c h a p t e r s  w i l l  f i l l  i n t h e  h o l e s  a nd  g o  i nt o  
g r e a t e r  d e p t h .  I f  y o u  a l r e a d y  h a v e  y o u r  na m e  s e r v e r s  r u nni ng ,  s k i m  t h r o u g h  t h i s  c h a p t e r  t o  
f a m i l i a r i z e  y o u r s e l f  w i t h  t h e  t e r m s  w e  u s e  o r  j u s t  t o  v e r i f y  t h a t  y o u  d i d n' t  m i s s  s o m e t h i ng  w h e n 
y o u  s e t  u p  y o u r  s e r v e r s .   

4.1 Our Z o n e  

O u r  f i c t i t i o u s  z o ne  s e r v e s  a  c o l l e g e .  M o v i e  U ni v e r s i t y  s t u d i e s  a l l  a s p e c t s  o f  t h e  f i l m  i nd u s t r y  a nd  
r e s e a r c h e s  no v e l  w a y s  t o  d i s t r i b u t e  f i l m s .  O ne  o f  o u r  m o s t  p r o m i s i ng  p r o j e c t s  i s  r e s e a r c h  i nt o  u s i ng  
I P  a s  a  d i s t r i b u t i o n m e d i u m .  A f t e r  v i s i t i ng  o u r  r e g i s t r a r ' s  w e b  s i t e ,  w e  h a v e  d e c i d e d  o n t h e  d o m a i n 
na m e  movie. edu.  A  r e c e nt  g r a nt  h a s  e na b l e d  u s  t o  c o nne c t  t o  t h e  I nt e r ne t .   

M o v i e  U .  c u r r e nt l y  h a s  t w o  E t h e r ne t s ,  a nd  w e  h a v e  p l a ns  f o r  a no t h e r  ne t w o r k  o r  t w o .  T h e  
E t h e r ne t s  h a v e  ne t w o r k  a d d r e s s e s  1 9 2 . 2 4 9 . 2 4 9 / 2 4  a nd  1 9 2 . 2 5 3 . 2 5 3 / 2 4 .  A  p o r t i o n o f  o u r  h o s t  
t a b l e  c o nt a i ns  t h e  f o l l o w i ng  e nt r i e s :   
127.0.0.1      localhost  
 
#  T he se  ar e  ou r  k i lle r  m achi n e s  
 
19 2.24 9 .24 9 .2  r ob ocop .m ov i e .e d u  r ob ocop   
19 2.24 9 .24 9 .3   te r m i n ator .m ov i e .e d u  te r m i n ator  b i g t  
19 2.24 9 .24 9 .4   d i e har d .m ov i e .e d u  d i e har d  d h  
 
#  T he se  m achi n e s ar e  i n  hor r or ( i b le )  shap e  an d  w i ll b e  r e p lace d    
#  soon .  
 
19 2.25 3 .25 3 .2  m i se r y .m ov i e .e d u  m i se r y   
19 2.25 3 .25 3 .3   shi n i n g .m ov i e .e d u  shi n i n g   
19 2.25 3 .25 3 .4   car r i e .m ov i e .e d u  car r i e   
 
#  A  w or m hole  i s a f i cti ti ou s p he n om e n on  that i n stan tly  tr an sp or ts  
#  sp ace  tr av e le r s ov e r  lon g  d i stan ce s an d  i s n ot k n ow n  to b e    
#  stab le . T he  on ly  d i f f e r e n ce  b e tw e e n  w or m hole s an d  r ou te r s i s   
#  that r ou te r s d on ' t tr an sp or t p ack e ts as i n stan tly - - e sp e ci ally    
#  ou r s.  
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1 9 2 . 2 4 9 . 2 4 9 . 1   w o r m h o l e . m o v i e . e d u  w o r m h o l e  w h  w h 2 4 9   
1 9 2 . 2 5 3 . 2 5 3 . 1   w o r m h o l e . m o v i e . e d u  w o r m h o l e  w h  w h 2 5 3  

The network is pictured in F ig ure 4 -1. 

Figure 4-1 .  T h e M o v ie U n iv ers it y  n et w o rk  

 

4.2 The DNS Console 

To m a na g e a  M icrosof t D N S  S erv er a nd m a inta in y our D N S  da ta ,  y ou' l l  use a  tool  ca l l ed the DNS 
c o n s o l e ,  a  sna p-in f or the M icrosof t M a na g em ent C onsol e ( M M C ) . ( M M C  is a  g enera l -purpose 
prog ra m  tha t hosts a dm inistra tiv e tool s. I t' s new f or W indows 20 0 0  a nd repl a ces the " one-of f "  
a dm inistra tiv e tool s f ound in W indows N T 4 .0 ,  such a s D N S  M a na g er,  W I N S  M a na g er,  D H C P  
M a na g er,  a nd the l ike.)  The D N S  consol e ha s a  g ra phica l  user interf a ce ( surprise)  a nd is ca pa b l e of  
m a na g ing  m ul tipl e na m e serv ers. The D N S  consol e is l oca ted on the Administrative Tools m enu,  
prov ided y ou' v e a l rea dy  insta l l ed the D N S  serv ice. The D N S  consol e com m unica tes with the 
M icrosof t D N S  S erv er using  a  proprieta ry  m a na g em ent protocol  b uil t on M icrosof t' s R P C  ( rem ote 
procedure ca l l ) . Tha t m ea ns the D N S  consol e m a na g es onl y  the M icrosof t D N S  S erv er a nd not 
other na m e serv ers,  such a s B I N D .  

The m a in D N S  consol e window l ooks l ike F ig ure 4 -2 ( or wil l  l ook l ike it,  a f ter we' v e set ev ery thing  
up in the course of  this cha pter) .  
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Figure 4-2 .  T h e D N S  c o n s o l e m a in  w in d o w  

 
T h e  l e f t  p a n e  i s  c a l l e d  t h e  console tree .  I t  s h o w s  n a m e  s e r v e r s ,  z o n e s ,  a n d  d o m a i n s ,  w h i l e  t h e  r i g h t  
p a n e  s h o w s  e i t h e r  i n f o r m a t i o n a l  m e s s a g e s  o r  r e s o u r c e  r e c o r d s .   

T h i s  p a r t i c u l a r  D N S  c o n s o l e  k n o w s  a b o u t  o n l y  o n e  n a m e  s e r v e r ,  term i na tor .  T h a t  n a m e  s e r v e r  i s  
a u t h o r i t a t i v e  f o r  t h r e e  z o n e s :  m ov i e. ed u ,  2 4 9 . 2 4 9 . 1 9 2 . i n-a d d r. a rp a ,  a n d  2 5 3 . 2 5 3 . 1 9 2 . i n-a d d r. a rp a .  
T h e  D N S  c o n s o l e  s e g r e g a t e s  f orw a rd  look u p  z ones ( w h i c h  h o l d  p r i m a r i l y  a d d r e s s  r e c o r d s )  a n d  
rev erse look u p  z ones ( w h i c h  h o l d  p r i m a r i l y  p o i n t e r  r e c o r d s ) .  I f  a n y  o f  t h e s e  z o n e s  h a d  s u b d o m a i n s ,  
t h e y  w o u l d  s h o w  u p  a s  s u b f o l d e r s  u n d e r  t h e  a p p r o p r i a t e  z o n e .  F o r  e x a m p l e ,  com ed i es. m ov i e. ed u  
w o u l d  b e  r e p r e s e n t e d  a s  a  f o l d e r  c a l l e d  com ed i es u n d e r  m ov i e. ed u .   

T h e r e  a r e  t w o  r o w s  o f  m e n u s .  T h e  t o p  r o w ,  w h i c h  l i s t s  t h e  Console ,  W i nd ow ,  a n d  H elp  m e n u s ,  
a r e  m e n u s  f o r  t h e  M M C  a p p l i c a t i o n  i t s e l f  a n d ,  t o  b e  h o n e s t ,  t h e y ' r e  n o t  t h a t  i n t e r e s t i n g .  T h e  
Console m e n u  h a s  o n l y  o n e  c h o i c e :  E x i t .  T h e  W i nd ow  m e n u  h a s  t h e  e x p e c t e d  o p t i o n s  t o  m a n a g e  
M M C  s u b w i n d o w s ,  b u t  y o u ' l l  f i n d  t h a t  a l l  t h e  D N S  a d m i n i s t r a t i v e  a c t i o n  h a p p e n s  i n  a  s i n g l e  w i n d o w  
f o r  t h e  D N S  c o n s o l e  s n a p -i n .  C h o o s i n g  N ew  W i nd ow  p r o d u c e s  a n o t h e r  D N S  c o n s o l e  w i n d o w ;  w e  
h a v e n ' t  f o u n d  a  n e e d  t o  h a v e  m o r e  t h a n  o n e  D N S  c o n s o l e  w i n d o w  o p e n ,  b u t  y o u  m i g h t  f i n d  
m u l t i p l e  w i n d o w s  u s e f u l .  F i n a l l y ,  t h e  H elp  m e n u  a l s o  h a s  t h e  u s u a l  s u s p e c t s :  H elp  T op i c s b r i n g s  
u p  t h e  M M C  h e l p  s y s t e m ,  w h i c h  o f f e r s  q u i c k  j u m p s  t o  h e l p  w i t h  t h e  M M C  a p p l i c a t i o n  a n d  t h e  D N S  
c o n s o l e  s n a p -i n .   

T h e  s e c o n d  r o w  h o l d s  t h e  A c t i on a n d  V i ew  m e n u s ,  w h i c h  a l l  o t h e r  M M C  p l u g -i n s  a l s o  h a v e .  T h e  
r e a l l y  i m p o r t a n t  c o m m a n d s  a r e  i n  t h e  A c t i on m e n u :  a d d i n g  n e w  n a m e  s e r v e r s ,  c r e a t i n g  z o n e s  a n d  
d o m a i n s ,  a n d  c r e a t i n g  r e s o u r c e  r e c o r d s .  Y o u  c a n  a l s o  d e l e t e  o b j e c t s  a n d  v i e w  o b j e c t s '  p r o p e r t i e s .  
W e ' l l  e x p l a i n  t h e  v a r i o u s  c o m m a n d s  t h r o u g h o u t  t h i s  c h a p t e r .   

B u t  l e t ' s  t a k e  a  m o m e n t  t o  g o  o v e r  t h e  c h o i c e s  o n  t h e  V i ew  m e n u .  S i n c e  t h i s  i s  a  s t a n d a r d  M M C  
m e n u ,  n o t  a l l  t h e  o p t i o n s  a r e  u s e f u l  w i t h  t h e  D N S  c o n s o l e .  A n  e x a m p l e  i s  t h e  f i r s t  c h o i c e ,  Ch oose 
Colu m ns. . . ,  w h i c h  a l l o w s  y o u  t o  c u s t o m i z e  t h e  c o l u m n s  i n  t h e  r i g h t  p a n e .  T h a t ' s  n i c e ,  e x c e p t  t h a t  
t h e y  d o n ' t  n e e d  c u s t o m i z a t i o n :  y o u ' l l  a l w a y s  w a n t  t o  s e e  a l l  t h r e e  c o l u m n s  s h o w i n g  a  r e s o u r c e  
r e c o r d ' s  n a m e ,  t y p e ,  a n d  d a t a .  T h e  n e x t  s e t  o f  c h o i c e s  i s  L a r g e I c ons ,  S m a ll I c ons ,  L i st , a n d  
D et a i l ,  a n d  t h e  s e l e c t i o n  d e t e r m i n e s  t h e  d i s p l a y  f o r m a t  i n  t h e  r i g h t  p a n e .  W e  r e c o m m e n d  c h o o s i n g  
D et a i l w h e n  y o u  f i r s t  s t a r t  t h e  D N S  c o n s o l e  a n d  l e a v i n g  t h e  v i e w  t h a t  w a y  f o r e v e r :  o t h e r w i s e  y o u  
d o n ' t  s e e  t h e  a f o r e m e n t i o n e d  t h r e e  c o l u m n s  a n d  t h e i r  u s e f u l  i n f o r m a t i o n  a b o u t  e a c h  r e s o u r c e  
r e c o r d .   
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Next is Advanced ,  w h ic h  to g g l es b etw een  a  m o r e b a sic ,  o r  b eg in n er ' s,  v iew  a n d  a n  a d v a n c ed  v iew  
m o r e su ita b l e f o r  y o u  D NS  exp er ts o u t th er e.  T h er e a r e a  c o u p l e d if f er en c es.  T h e f ir st is th e d isp l a y  
v a l u e in  th e ty p e c o l u m n  o f  th e r ig h t p a n e:  in  b a sic  m o d e y o u ' l l  see a  d esc r ip tio n  o f  th e ty p e o f  
r eso u r c e r ec o r d ;  a d v a n c ed  m o d e sh o w s th e a c tu a l  ty p e y o u ' d  see in  a  D NS  z o n e d a ta  f il e.  F o r  
exa m p l e,  in  th e b a sic  v iew  y o u  see S t ar t  o f  Au t h o r i t y  r ec o r d s v er su s th e a d v a n c ed  v iew ' s S O A 
r ec o r d s.  T h e sec o n d  d if f er en c e is w h eth er  o r  n o t th e D NS  c o n so l e d isp l a y s so m e a d d itio n a l  
in f o r m a tio n  in  th e c o n so l e tr ee o n  th e l ef t.  A d v a n c ed  m o d e sh o w s th e th r ee z o n es f o r  w h ic h  ev er y  
M ic r o so f t D NS  S er v er  is a u th o r ita tiv e—0.in-a d d r .a r p a ,  1 2 7 .in-a d d r .a r p a ,  a n d  2 5 5 .in-a d d r .a r p a —a s 
w el l  a s a n  ic o n  a l l o w in g  a c c ess to  th e n a m e ser v er ' s c a c h e o f  r ec o r d s f r o m  p r ev io u s l o o k u p s.  W e' l l  
ta l k  m o r e a b o u t th ese z o n es a n d  th e c a c h e l a ter  in  th is c h a p ter .   

T h e F i l t er . . .  sel ec tio n  b r in g s u p  a  d ia l o g  b o x l ik e th e o n e sh o w n  in  F ig u r e 4-3.  F il ter in g  is h a n d y  
w h en  y o u ' v e g o t a  r ea l l y  l a r g e z o n e w ith  h u n d r ed s o r  ev en  th o u sa n d s o f  r eso u r c e r ec o r d s.  R a th er  
th a n  d isp l a y in g  th em  a l l  in  th e r ig h th a n d  p a n e,  y o u  c a n  l im it th e d isp l a y  w ith  th is o p tio n .   

Figure 4-3 .  Fil t er d ia l o g b o x  

 
C u s t o m i z e is a n o th er  c h o ic e sta n d a r d  to  th e V i ew  m en u  o n  a l l  M M C  sn a p -in s.  I t c o n tr o l s w h ic h  
M M C  m en u s a n d  to o l b a r s a p p ea r .  W e r ec o m m en d  l ea v in g  th ese o p tio n s a t th eir  d ef a u l t settin g s,  a s 
sh o w n  in  F ig u r e 4-4,  sin c e th o se settin g s a r e o p tim a l .   
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Figure 4-4.  C us t o m iz e d ia l o g b o x  

 
B u t  e n o u g h  a b o u t  t h e  D N S  c o n s o l e ' s  g e n e r i c  k n o b s  a n d  s w i t c h e s .  L e t ' s  m o v e  o n  t o  s o m e  D N S  
a d m i n i s t r a t i v e  t a s k s .   

4.3 Setting Up DNS Data 
L e t ' s  c o n f i g u r e  t h e  f i r s t  o f  M o v i e  U . ' s  n a m e  s e r v e r s .  W e ' l l  u s e  t h e  D N S  c o n s o l e  f o r  m o s t  o f  t h i s  
p r o c e s s ,  s o  s t a r t  i t  u p  i f  y o u  h a v e n ' t  a l r e a d y  d o n e  s o .  Y o u  d o n ' t  h a v e  t o  r u n  t h e  D N S  c o n s o l e  o n  t h e  
m a c h i n e  r u n n i n g  t h e  n a m e  s e r v e r ,  b u t  f o r  n o w  i t ' s  e a s i e r  i f  y o u  d o .  Y o u ' l l  a l s o  n e e d  t o  h a v e  
A d m i n i s t r a t o r  p r i v i l e g e s  t o  u s e  t h e  D N S  c o n s o l e ;  o t h e r w i s e ,  y o u ' l l  o n l y  b e  a b l e  t o  s t a r t  t h e  
a p p l i c a t i o n ,  n o t  m a n a g e  a n y  n a m e  s e r v e r s  w i t h  i t .   

4.3.1 Adding a New Server to the DNS Console 
T h e  f i r s t  s t e p  i s  c o n f i g u r i n g  t h e  D N S  c o n s o l e  t o  m a n a g e  t h e  primary master name server f o r  y o u r  
z o n e .  T h e  p r i m a r y  m a s t e r  f o r  a  z o n e —a l s o  c a l l e d  j u s t  t h e  primary—s t o r e s  i n f o r m a t i o n  a b o u t  t h e  
z o n e  o n  i t s  d i s k .  Y o u  m a k e  a l l  c h a n g e s  t o  y o u r  z o n e  o n  t h e  p r i m a r y  m a s t e r .   

S e l e c t  Action C onne ct T o C om p u te r . . .  a n d  s p e c i f y  w h e r e  t h e  n a m e  s e r v e r  y o u  w a n t  m a n a g e —
t h e  p r i m a r y  m a s t e r —i s  r u n n i n g ,  e i t h e r  o n  t h e  l o c a l  m a c h i n e  o r  s o m e w h e r e  e l s e .  I f  t h e  n a m e  s e r v e r  
i s n ' t  l o c a l ,  e n t e r  i t s  n a m e  o r  I P  a d d r e s s .  T h e  D N S  c o n s o l e  a d d s  a n  i c o n  i n  t h e  l e f t  p a n e  f o r  t h a t  
n a m e  s e r v e r ,  a s  i n  F i g u r e  4 -5.   

Figure 4-5 .  T h e D N S  c o n s o l e w it h  a  n ew  s erv er 
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It's important to understand what we just did here. We tol d the D N S  c onsol e ab out a name serv er 
f or it to manag e and it added that name serv er to its c onf ig uration. T he D N S  c onsol e did not start 
the name serv er on the targ et mac hine. If  the name serv er isn't al ready  instal l ed and running ,  the 
D N S  c onsol e c an't manag e it and wil l  c ompl ain with the messag e,  " T he serv er is unav ail ab l e. Woul d 
y ou l ik e to add it any way ? "   

S el ec ting  Connect To Computer adds that name serv er to the l ist of  serv ers the D N S  c onsol e 
k nows ab out. A s y ou mig ht ex pec t,  sel ec ting  the serv er and c hoosing  A cti on D el ete ( or just 
pressing  the D el ete k ey )  remov es the serv er f rom the D N S  c onsol e's c onf ig uration b ut doesn't 
c hang e any thing  on the name serv er itsel f . T he serv er wil l  stil l  b e running —y ou c an use Connect 
To Computer. . .  to add it,  and y ou'l l  b e rig ht b ac k  where y ou started.  

4.3.2 Creating a New Zone 
N ow it's time to c reate the m ov i e . e d u  z one. S el ec t the name serv er on the l ef t where y ou want to 
c reate the z one. ( T here's onl y  one serv er now,  te r m i na tor ,  b ut the D N S  c onsol e c oul d k now ab out 
mul tipl e serv ers.)  C hoose A cti on N ew  Z one. Y ou'l l  see the N ew Z one Wiz ard,  as in F ig ure 4 -6.  

Figure 4-6 .  N ew  Z o n e W iz a rd ,  f irs t  w in d o w  

 
T o c ontinue,  c l ic k  N ex t. In the nex t window ( F ig ure 4 -7) ,  y ou hav e three c hoic es f or the ty pe of  
z one:  A cti v e D i rectory  i nteg ra ted ,  S ta nd a rd  pri ma ry  and S ta nd a rd  s econd a ry . F or now,  
c hoose S ta nd a rd  pri ma ry  and c l ic k  N ex t. We'l l  tal k  more ab out A c tiv e D irec tory  integ ration of  
z ones in C hapter 1 1 .  
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Figure 4-7 .  N ew  Z o n e W iz a rd ,  s ec o n d  w in d o w  

 
N o w  y o u  n e e d  t o  c h o o s e  t h e  w h e t h e r  t h i s  i s  a  f o r w a r d - o r  r e v e r s e -m a p p i n g  z o n e ,  a s  s h o w n  i n  
F i g u r e  4 -8.  movie.edu i s ,  o f  c o u r s e ,  a  f o r w a r d -m a p p i n g  z o n e ,  s o  m a k e  t h a t  s e l e c t i o n  a n d  c l i c k  
Next .   

Figure 4-8 .  N ew  Z o n e W iz a rd ,  t h ird  w in d o w  

 
G e t t i n g  t i r e d  o f  a l l  t h e s e  w i n d o w s  y e t ?  I n  t h e  n e x t  o n e ,  s h o w n  i n  F i g u r e  4 -9,  t y p e  t h e  d o m a i n  n a m e  
o f  t h e  z o n e ,  w h i c h  i s  movie.edu.  C l i c k  Next .   
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Figure 4-9 .  N ew  Z o n e W iz a rd ,  f o urt h  w in d o w  

 
N o w  y o u  n e e d  t o  s p e c i f y  t h e  f i l e  t h a t  w i l l  h o l d  a l l  t h e  z o n e  i n f o r m a t i o n ,  a s  s h o w n  i n  F i g u r e  4 -1 0 .   

Figure 4-1 0 .  N ew  Z o n e W iz a rd ,  f if t h  w in d o w  

 
T h e  z o n e  f i l e ,  a l s o  c a l l e d  a  zone data fil e ,  i s  t h e  z o n e ' s  p e r m a n e n t  s t o r a g e  l o c a t i o n .  I t ' s  t h e  f i l e  o n  
t h e  n a m e  s e r v e r ' s  d i s k  w h e r e  a l l  t h e  i n f o r m a t i o n  a b o u t  t h e  z o n e  i s  s t o r e d :  i t  c o n t a i n s  a l l  t h e  z o n e ' s  
r e s o u r c e  r e c o r d s .  O t h e r  n a m e  s e r v e r s  r e q u i r e  y o u  t o  e d i t  t h e  z o n e  d a t a  f i l e  t o  m a k e  c h a n g e s  t o  t h e  
z o n e ,  b u t  t h e  D N S  c o n s o l e  a l l o w s  y o u  t o  a v o i d  a n y  h a n d -e d i t i n g .  A s  a  r e s u l t ,  y o u  p r o b a b l y  w o n ' t  
s e e  t h e  z o n e  d a t a  f i l e s  v e r y  m u c h .  W e ' l l  t a l k  a b o u t  t h e i r  f o r m a t  l a t e r  i n  t h i s  c h a p t e r .   

E v e n  i f  y o u  w o n ' t  b e  l o o k i n g  a t  i t  o f t e n ,  y o u  n e e d  t o  s p e c i f y  a  z o n e  d a t a  f i l e n a m e  w h e n  y o u  c r e a t e  
a  z o n e .  T h e  s e r v e r  e x p e c t s  t h e s e  f i l e s  t o  b e  i n  % S y s tem R oot% \S y s tem 3 2 \D N S .  M i c r o s o f t ' s  
s u g g e s t e d  n a m i n g  c o n v e n t i o n  u s e s  t h e  d o m a i n  n a m e  o f  t h e  z o n e  f o l l o w e d  b y  t h e  . dns  e x t e n s i o n .  
( N o t i c e  t h a t  t h e  D N S  c o n s o l e  h a s  f i l l e d  i n  t h e  f i l e n a m e  b a s e d  o n  t h e  z o n e  n a m e . )  Y o u  c a n  n a m e  t h e  
z o n e  f i l e  w h a t e v e r  y o u  w a n t ,  b u t  a s  l o n g  a s  t h e  D N S  c o n s o l e  f i l l s  i n  t h e  f i e l d  f o r  y o u ,  w e  
r e c o m m e n d  s t i c k i n g  w i t h  i t s  s u g g e s t i o n .  Y o u  m a y  b e  f a m i l i a r  w i t h  o t h e r  n a m i n g  c o n v e n t i o n s ,  s u c h  
a s  db .  f o l l o w e d  b y  t h e  z o n e ' s  d o m a i n  n a m e  ( e . g . ,  db . m ov ie. edu ) .  I n  f a c t ,  t h a t ' s  t h e  
r e c o m m e n d a t i o n  i n  o u r  s i s t e r  b o o k ,  D N S  and B I N D .   
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When you've entered a filename (or left the automatically chosen name alone), click Next, and 
you'll see the confirmation w indow  show n in F ig ure 4 -1 1 .   

Figure 4-1 1 .  N ew  Z o n e W iz a rd  c o n f irm a t io n  w in d o w  

 
C lick F i n i s h  to create the z one.  I f w e doub le-click on terminator in the left p ane, then doub le-click 
on F o r w a r d  L o o k u p  Z o n es  and select the mov ie. ed u  z one, w e see a w indow  like the one p ictured 
in F ig ure 4 -1 2 .  T he D N S  console has created the z one and a few  resource records.  L et's talk ab out 
them one b y one.   

Figure 4-1 2 .  T h e D N S  c o n s o l e w it h  a  n ew  z o n e 

 

4. 3 . 2 . 1  T h e S O A  rec o rd  

T he first record disp layed is the start of authority, or S O A ,[1] resource record for the mov ie. ed u  
z one.  I t's a little tricky to see that the name of this record is really mov ie. ed u , since the D N S  
console disp lays ( s a m e a s  p a r en t f o l d er )  in the Na m e column.  Y ou need to look at the domain 
name selected in the left p ane to know  the domain name of this resource record.   
[1] Here's where a difference between normal (i.e., nonadvanced) and advanced mode comes in. F ig u re 4 -1 2  shows the record ty p e 
as Start of Authority becau se the D N S  console is in basic mode. I n advanced mode, the record ty p e wou ld show u p  as simp ly  SO A. 
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The SOA record indicates that this name server is the best source of information for the data within 
this z one.  Our name server is authoritative for the movie.edu z one because of the SOA record.  An 
SOA record is req uired in each z one,  and there can be one,  and onl y  one,  SOA record in a z one.   

D oubl e-cl ick  the SOA record to view its detail s.  Y ou' l l  see a window l ik e the one in F ig ure 4 -1 3 .   

Figure 4-1 3 .  T h e m o v ie. ed u S O A  rec o rd  

 
L et' s sk ip  that first fiel d,  Serial number,  for now—don' t worry ,  we' l l  cover it l ater in the chap ter—
and g o on to the nex t fiel d.  The second fiel d is the name of the p rimary  master name server for 
this z one.  ( Y ou may  hear it cal l ed the M N AM E  fiel d,  which is its official  name. )  The third fiel d 
contains the email  address of the p erson in charg e of the z one ( if y ou rep l ace the first dot with an 
at sig n,  @ ) .  The D N S consol e defaul ts to a username of a dmin is t r a t or ,  but in other z ones y ou' l l  
often see r oot ,  p os t ma s t er ,  or h os t ma s t er  as the email  address.  N ame servers won' t use these 
names—they  are meant for human consump tion.  I f y ou notice a p robl em in someone' s z one,  y ou 
can send an email  messag e to the l isted email  address.   

M ost of the remaining  fiel ds are for use by  sl ave name servers and are discussed when we 
introduce sl ave name servers l ater in this chap ter.  F or now,  assume these are reasonabl e val ues.   

4. 3 . 2 . 2  T h e N S  rec o rd  

The nex t record is an N S ( name server)  resource record.  There shoul d be one N S record for each 
name server authoritative for the z one.  L ik e the SOA record,  N S records are attached to the z one' s 
domain name.  I n our ex amp l e,  the N S records are attached to movie.edu.  R ig ht now there' s onl y  
one name server ( the p rimary  master) ,  but as we config ure sl ave name servers,  we' l l  add N S 
records.  The D N S consol e created an N S record for t er min a t or  because it' s a name server—the 
p rimary  master name server—for movie.edu.   
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4.3.2.3 The missing A record 

Unfortunately, we're missing a required record: the address (A) record for terminator.movie.edu, 
the host running the name serv er.  Address records fulfill the main p urp ose of D N S : they p rov ide 
name-to-address map p ing.  E ach A record map s a domain name, lik e terminator.movie.edu, to an 
I P  address, lik e 1 9 2 . 2 4 9 . 2 4 9 . 3 .   

E v ery N S  record needs a corresp onding A record in some z one.  T hink  ab out it: an N S  record says, 
" T o find out information ab out this z one, go to this name serv er. "  T o use the N S  record, you need 
the I P  address of the name serv er it sp ecifies.  I n this case, the name of the name serv er, 
terminator.movie.edu, is contained in the movie.edu z one we j ust created, so we need an A record 
for terminator.movie.edu in our z one that will sp ecify its I P  address.  W e're b ringing this up  now 
b ecause those of you familiar with W indows N T  4 . 0  might rememb er that D N S  M anager (the former 
incarnation of the D N S  console) would hav e automatically created an A record for 
terminator.movie.edu when the movie.edu z one was created. W e will hav e to manually add this A 
record, b ut not j ust yet: it's b est to create the rev erse-map p ing (in-addr.arp a) z ones first.   

4.3.3 Creating a New Reverse-M ap p ing Z o ne 
Z ones lik e movie.edu handle map p ing names to addresses using A records.  B ut map p ing addresses 
b ack  to names—rev erse map p ing—is j ust as imp ortant.  As you may recall from C hap ter 2 , a sp ecial 
p ortion of the namesp ace, the in-addr.arp a domain, is designated for rev erse map p ing.  T here's one 
domain name in in-addr.arp a for ev ery p ossib le I P  address, and P T R  (p ointer) records attached to a 
domain name p rov ide the actual rev erse map p ing.  J ust think  of a P T R  record as the op p osite of an 
A record.   

S o after we create movie.edu, we're not done.  M ov ie U.  has two / 2 4  network s, 1 9 2 . 2 4 9 . 2 4 9 / 2 4  
and 1 9 2 . 2 5 3 . 2 5 3 / 2 4 .  W e need to create the corresp onding in-addr.arp a z ones for rev erse map p ing 
with the D N S  console: 2 4 9 .2 4 9 .1 9 2 .in-addr.arp a and 2 5 3 .2 5 3 .1 9 2 .in-addr.arp a .   

T he p rocess for creating an in-addr.arp a z one is the same as that for creating any other z one.  
S elect terminator in the left p ane and choose Action N e w  Z one . . . .  F ollow the p romp ts in the 
N ew Z one W iz ard as we did earlier, ex cep t this time choose R e v e r s e  l ook u p  z one  in the third 
window.  F igure 4 -1 4  shows the fourth window of the N ew Z one W iz ard when creating a rev erse-
map p ing z one.   
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Figure 4-1 4.  S p ec if y in g t h e n et w o rk  n um b er o r n a m e o f  a  rev ers e-
m a p p in g z o n e 

 
W e  s p e c i f i e d  t h e  n e t w o r k  n u m b e r  ( s e e  t h e  s e l e c t e d  f i e l d ) ,  a n d  t h e  D N S  c o n s o l e  a u t o m a t i c a l l y  
c a l c u l a t e d  t h e  z o n e  n a m e  ( s e e  t h e  g r a y e d -o u t  f i e l d ) .  C l i c k  Next a n d  t h e  w i z a r d  c o n c l u d e s  a s  s h o w n  
e a r l i e r .   

S e l e c t  t h e  n e w l y  c r e a t e d  z o n e  i n  t h e  l e f t  p a n e  t o  s e e  i t s  c o n t e n t s  i n  t h e  r i g h t  p a n e .  N o t e  t h a t ,  j u s t  
a s  i t  d i d  w i t h  t h e  movie.edu z o n e ,  t h e  D N S  c o n s o l e  a u t o m a t i c a l l y  c r e a t e s  t h e  S O A  r e c o r d  a n d  a n  
N S  r e c o r d .   

F o r  M o v i e  U . ,  w e ' l l  r e p e a t  t h i s  p r o c e s s  t o  c r e a t e  t h e  2 5 3 .2 5 3 .1 9 2 .in -a ddr .a r p a  z o n e .  Y o u  w i l l  c r e a t e  
in -a ddr .a r p a  z o n e s  a c c o r d i n g  t o  t h e  n e t w o r k s  y o u  h a v e .  U s u a l l y  t h e r e ' s  o n e  in -a ddr .a r p a  z o n e  p e r  
/ 2 4  ( o r  s m a l l e r )  n e t w o r k .  L a r g e r  n e t w o r k s  a r e  o f t e n  b r o k e n  i n t o  s e v e r a l  in -a ddr .a r p a  z o n e s  t o  
m a k e  m a n a g e m e n t  e a s i e r .  T h e  z o n e s  u s u a l l y  c o r r e s p o n d  t o  s u b n e t s .  T h i s  t o p i c  i s  c o v e r e d  i n  m o r e  
d e t a i l  i n  C h a p t e r  9 .   

4.3.4 Adding Resource Records 
N o w  t h a t  w e ' v e  c r e a t e d  M o v i e  U . ' s  z o n e s ,  w e  c a n  a d d  i n f o r m a t i o n  a b o u t  a l l  i t s  m a c h i n e s .  E a c h  
m a c h i n e  r e q u i r e s  t w o  r e s o u r c e  r e c o r d s :  a n  A  r e c o r d  i n  t h e  movie.edu z o n e  t o  p r o v i d e  n a m e -t o -
a d d r e s s  m a p p i n g  a n d  a  P T R  r e c o r d  i n  t h e  a p p r o p r i a t e  in -a ddr .a r p a  z o n e  t o  p r o v i d e  a d d r e s s -t o -
n a m e  m a p p i n g .  A d d i n g  t h e  A  r e c o r d  i s  i n t u i t i v e ,  b u t  i t ' s  e a s y  t o  f o r g e t  a b o u t  t h e  P T R  r e c o r d .  T h e  
D N S  c o n s o l e  m a k e s  t h e  j o b  e a s i e r  w i t h  t h e  New  H o s t c o m m a n d ,  w h i c h  c r e a t e s  a n  A  r e c o r d  a n d  a  
P T R  r e c o r d  i n  o n e  p a s s .   

S e l e c t  a  f o r w a r d -m a p p i n g  z o n e  ( l i k e  movie.edu)  a n d  c h o o s e  A c ti o n  New  H o s t. . . .  E n t e r  t h e  
n a m e  o f  t h e  h o s t  a n d  i t s  I P  a d d r e s s .  T o  c r e a t e  t h e  P T R  r e c o r d  a s  w e l l ,  y o u  a l s o  n e e d  t o  c h e c k  t h e  
C r ea te a s s o c i a ted  p o i n ter  ( P T R )  r ec o r d  b o x .  T h e  w i n d o w  l o o k s  l i k e  t h e  o n e  i n  F i g u r e  4 -1 5 .   
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Figure 4-1 5 .  T h e N ew  H o s t  w in d o w  

 
Y o u ' l l  n o t i c e  t h a t  w e  t y p e d  a  r e l a t i v e  d o m a i n  n a m e  ( terminator )  a n d  n o t  a  f u l l y  q u a l i f i e d  d o m a i n  
n a m e  ( terminator. mov ie. ed u . )  T h e  D N S  c o n s o l e  r e q u i r e s  a  r e l a t i v e  d o m a i n  n a m e  i n  t h i s  f i e l d .  ( I t  
w o n ' t  e v e n  l e t  y o u  t y p e  a  p e r i o d ! )  I t  a p p e n d s  t h e  d o m a i n  n a m e  o f  t h e  z o n e  s e l e c t e d  i n  t h e  D N S  
c o n s o l e ' s  l e f t  p a n e  ( a n d  s h o w n  i n  t h e  Location f i e l d  i n  t h e  w i n d o w )  t o  c r e a t e  a  f u l l y  q u a l i f i e d  
d o m a i n  n a m e .   

4. 3 . 4. 1  A l ia s es  
L o o k i n g  b a c k  a t  M o v i e  U . ' s  h o s t  t a b l e  i n  t h e  b e g i n n i n g  o f  t h e  c h a p t e r ,  y o u ' l l  s e e  t h a t  s o m e  h o s t s  
h a v e  a l i a s e s .  ( T h e  a l i a s e s  a r e  a n y  a d d i t i o n a l  n a m e s  a f t e r  t h e  f i r s t  o n e  l i s t e d . )  F o r  e x a m p l e ,  
terminator i s  a l s o  k n o w n  a s  b ig t .  A  s p e c i a l  r e s o u r c e  r e c o r d  c a l l e d  t h e  C N A M E  r e c o r d  i s  u s e d  t o  
m a k e  a n  a l i a s .  T h e  n a m e  o f  t h i s  r e c o r d  i s  c o n f u s i n g  b e c a u s e  C N A M E  i s  s h o r t  f o r  c a n o n i c a l  n a m e ,  
w h i c h  m e a n s  t h e  " r e a l "  n a m e  o f  t h e  h o s t .  B u t  a  C N A M E  r e c o r d  d o e s n ' t  m a k e  a  c a n o n i c a l  n a m e ;  i t  
m a k e s  a n  a l i a s .  A l l  o t h e r  t y p e s  o f  r e c o r d s  m a k e  a  c a n o n i c a l  n a m e .  W e  r e c o m m e n d  t h i n k i n g  o f  i t  
t h i s  w a y :  C N A M E  r e c o r d s  p oint t o  c a n o n i c a l  n a m e s  w h i l e  o t h e r  r e c o r d  t y p e s  mak e c a n o n i c a l  n a m e s .   

T o  c r e a t e  a n  a l i a s ,  s e l e c t  t h e  z o n e  t o  w h i c h  y o u  w a n t  t o  a d d  t h e  r e c o r d  o n  t h e  l e f t ,  a n d  c h o o s e  
Action N e w  Al ias . . . .  Y o u ' l l  s e e  a  w i n d o w  t h a t  l o o k s  l i k e  t h e  o n e  i n  F i g u r e  4 -1 6 .   

Figure 4-1 6 .  C rea t in g a  C N A M E  rec o rd  
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The input in F ig ur e 4 -1 6  w il l  g ener a te a n a l ia s  f r o m  bigt.movie.edu to  ter min a tor .movie.edu.  The 
Parent domain f iel d  is  j us t a  r em ind er  o f  the c ur r ent d o m a in.  A s  w a s  the c a s e w ith the N ew  H os t 
c o m m a nd ,  y o u m us t enter  a  s ing l e-l a b el  ( tha t is ,  no  per io d s ) na m e in the A l ias  name f iel d :  the 
A l ias  name f iel d  is  a l w a y s  r el a tiv e to  the c ur r ent d o m a in.  Ther e is  no  s uc h r es tr ic tio n f o r  the 
c a no nic a l  na m e f iel d  ( l a b el ed  F u l l y  q u al if ied name f or targ et h os t)—y o u c a n po int this  a l ia s  
a ny w her e.  W e c o ul d  a l ia s  bigt.movie.edu to  w w w .w h iteh ous e.gov if  w e w a nted  to .  A n im po r ta nt 
no te,  ho w ev er :  if  y o u l ea v e o f f  the d o m a in in the c a no nic a l  na m e f iel d ,  the z o ne' s  d o m a in na m e is  
n ot a ppend ed  a uto m a tic a l l y  ( a s  w a s  the c a s e w ith D N S  M a na g er  in W ind o w s  N T 4 . 0 ).  Y o u s ho ul d  
a l w a y s  enter  a  f ul l y  q ua l if ied  d o m a in na m e in the l a s t f iel d .   

I t' s  im po r ta nt to  k no w  tha t the na m e s er v er  ha nd l es  C N A M E  r ec o r d s  in a  d if f er ent m a nner  tha n 
a l ia s es  a r e ha nd l ed  in the ho s t ta b l e.  W hen a  na m e s er v er  l o o k s  up a  na m e a nd  f ind s  a  C N A M E  
r ec o r d ,  it r epl a c es  the a l ia s  na m e w ith the c a no nic a l  na m e a nd  l o o k s  up the new  na m e.  F o r  
ex a m pl e,  w hen the na m e s er v er  l o o k s  up bigt.movie.edu,  it f ind s  a  C N A M E  r ec o r d  po inting  to  
ter min a tor .movie.edu.  Then it l o o k s  up ter min a tor .movie.edu,  a nd  its  a d d r es s  is  r etur ned .   

O ne thing  y o u m us t r em em b er  a b o ut a l ia s es  l ik e bigt is  tha t they  s ho ul d  nev er  a ppea r  in the d a ta  
po r tio n ( tha t is ,  o n the r ig ht s id e) o f  a  r es o ur c e r ec o r d .  S ta ted  d if f er entl y ,  a l w a y s  us e the c a no nic a l  
na m e ( ter min a tor ) in the d a ta  po r tio n o f  the r es o ur c e r ec o r d .  N o tic e tha t the N S  r ec o r d s  us e the 
c a no nic a l  na m e.   

S o m etim es  y o u c a n us e a n A  r ec o r d  to  g et the ef f ec t o f  a n a l ia s .  S uppo s e y o u ha v e a  r o uter ,  l ik e 
w or mh ol e ,  a nd  y o u w a nt to  c hec k  o ne o f  the inter f a c es .  O ne c o m m o n tr o ub l es ho o ting  tec hniq ue is  
to  p in g the inter f a c e to  v er if y  tha t it is  r es po nd ing .  I f  y o u p in g the na m e w or mh ol e ,  the na m e 
s er v er  r etur ns  the a d d r es s es  o f  b o th inter f a c es .  p in g us es  the f ir s t a d d r es s  in the l is t.  B ut w hic h 
a d d r es s  is  f ir s t?   

The s o l utio n is  to  c r ea te tw o  A  r ec o r d s  f o r  w or mh ol e .  W e c o ul d  us e the N ew  H os t c o m m a nd  to  
c r ea te them  a s  w e d id  a b o v e,  b ut w e' l l  s ho w  y o u a no ther  w a y .  The O th er N ew  R ec ords  c o m m a nd  
l ets  y o u c ho o s e f r o m  1 9  d if f er ent r es o ur c e r ec o r d s  to  c r ea te.  C ho o s e A c tion O th er N ew  
R ec ords . . .  a nd  y o u' l l  s ee a  w ind o w  l ik e F ig ur e 4 -1 7 .  S el ec t a  r ec o r d  ty pe to  s ee its  d es c r iptio n.  
W e' v e s el ec ted  H os t ( w hic h is  the no na d v a nc ed -m o d e w a y  o f  s pec if y ing  a n A  r ec o r d ),  a nd  a f ter  w e 
s el ec t C reate R ec ord. . .  w e' l l  s ee the s a m e N ew  H os t w ind o w  tha t w e s ho w ed  ea r l ier ,  w hic h w e' l l  
us e to  a d d  a n A  r ec o r d  f o r  w h 2 4 9 .movie.edu.   

Figure 4-1 7 .  O t h er n ew  rec o rd s  w in d o w  

 



- 73 - 

With the host table, we chose the address we wanted by using either wh249 or wh25 3 —each nam e 
ref erred to o n e  of  the host' s addresses.  T o p rov ide eq uiv alent cap ability with D N S , we didn' t m ak e 
wh249 and wh25 3  into aliases ( C N A M E  records) .  T hat would result in both addresses f or wo r m ho l e  
being returned when we look ed up  the alias.  I nstead, we used address records.  N ow, to check  the 
op eration of  the 1 9 2 . 2 5 3 . 2 5 3 . 1  interf ace on wo r m ho l e , we p i n g  wh25 3  since it ref ers to only one 
address.  T he sam e ap p lies to wh249.   

T o state this as a general rule:  if  a host is m ultihom ed ( i. e. , has m ore than one network  interf ace) , 
create an address ( A )  record f or each alias uniq ue to one address.  C reate a C N A M E  record f or each 
alias com m on to all the addresses.   

4.3.4.2 One more note about PTR records 

We now hav e two A  records, wo r m ho l e . m o v i e . e d u  and wh249. m o v i e . e d u , p ointing to the sam e 
address, 1 9 2 . 2 4 9 . 2 4 9 . 1 .  We also hav e a P T R  record p ointing f rom  1 . 249. 249. 1 92. i n -a d d r . a r p a  to 
wo r m ho l e . m o v i e . e d u .  ( T his record was added autom atically to the 249. 249. 1 92. i n -a d d r . a r p a  z one 
by the New Host com m and.  R em em ber that addresses are look ed up  as nam es:  the I P  address is 
rev ersed, and i n -a d d r . a r p a  is ap p ended. )  T hus, 1 9 2 . 2 4 9 . 2 4 9 . 1  m ap s to wo r m ho l e . m o v i e . e d u  and 
not to wh249. m o v i e . e d u .  S hould you create another P T R  record that m ap s 1 9 2 . 2 4 9 . 2 4 9 . 1  to 
wh249. m o v i e . e d u ?  Y ou c a n  create two P T R  records—it' s p erf ectly legal—but m ost system s are not 
p rep ared to see m ore than one nam e f or an address.  We recom m end that you don' t bother with 
m ultip le P T R  records since so f ew system s can use them .   

4.3.5 Where Is All This Information Stored? 
Y ou m ay be wondering what' s hap p ened to all the resource records we' v e been entering.  Where 
are they being stored?  T he answer is:  in the m em ory of  the D N S  serv er p rocess.  We m entioned 
earlier that the D N S  console com m unicates with the D N S  serv er using an R P C  m echanism .  A s you 
add records to a z one with the D N S  console, they are added " on the f ly"  to the nam e serv er' s 
m em ory.  O f  course, the nam e serv er' s m em ory is transient—when the nam e serv er p rocess stop s, 
its m em ory is lost.  O bv iously it needs a p erm anent storage location, too.   

T his is where the z one data f iles we sp ecif ied when we created the z ones com e in.  T he z one data 
f iles are the z ones'  p erm anent storage location, holding all the z ones'  resource records.  I f  you use 
the D N S  console to m ak e a change to a z one, the cop y of  the z one in the nam e serv er' s m em ory is 
changed, and a f lag is set to up date that z one' s data f ile.  T he nam e serv er up dates the z one data 
f ile when it ex its, unless you tell it to up date the f ile sooner.  T he com m and A c ti on  U p d a te 
S er v er  D a ta  F i l es causes the nam e serv er to up date the z one data f iles of  all the z ones f or which 
it' s a p rim ary ( if  the v ersion of  a z one in the serv er' s m em ory is m ore recent than the v ersion on 
disk ) .  T o av oid losing data, we recom m end using A c ti on  U p d a te S er v er  D a ta  F i l es af ter any 
changes—use it lik e you use the S a v e com m and in other ap p lications.  O f  course, the dif f erence 
here is that the serv er will sav e your data if  it ex its gracef ully.  Y ou don' t hav e to use A c ti on  
U p d a te S er v er  D a ta  F i l es af ter a batch of  changes, but it doesn' t hurt anything and you' ll be able 
to sleep  better.   

A s you' v e p robably guessed, when the nam e serv er starts up , it reads the z one data f iles into 
m em ory.  When you select A c ti on  R ef r esh  or p ress F 5 , the D N S  console q ueries the nam e 
serv er and up dates the console' s disp lay.   

I f  you' v e been k eep ing track , you' ll realiz e that D N S  inf orm ation ex ists in three p laces:  z one data 
f iles, the nam e serv er' s m em ory, and the D N S  console' s window.  T he diagram  in F igure 4 -1 8  help s 
ex p lain how the inf orm ation f lows.   
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Figure 4-1 8 .  W h ere ev ery t h in g is  s t o red  

 

4.3.6 The Zone Data Files 
L e t ' s  t a k e  a  l o o k  a t  t h e  z o n e  d a t a  f i l e s  f o r  M o v i e  U .  A f t e r  i n p u t t i n g  t h e  r e m a i n i n g  h o s t  t a b l e  e n t r i e s ,  
w e  e n d  u p  w i t h  t h e  d i s p l a y  s h o w n  p r e v i o u s l y  i n  F i g u r e  4 -2.  ( O f  c o u r s e ,  t h i s  v i e w  s h o w s  o n l y  t h e  
c o n t e n t s  o f  movie.edu.  T h e  2 4 9 .2 4 9 .1 9 2 .in -a ddr .a r p a  a n d  2 5 3 .2 5 3 .1 9 2 .in -a ddr .a r p a  z o n e s  a r e  
p o p u l a t e d  w i t h  P T R  r e c o r d s . )   

N e x t  w e  s e l e c t  Action U p d a te  S e r v e r  D a ta  F il e s ,  a n d  t h e  s e r v e r  g e n e r a t e s  t h r e e  f i l e s  i n  
% S y s t emR oot % \S y s t em3 2 \D N S : movie.edu.dn s ,  2 4 9 .2 4 9 .1 9 2 .in -a ddr .a r p a .dn s ,  a n d  
2 5 3 .2 5 3 .1 9 2 .in -a ddr .a r p a .dn s .  T h e y  l o o k  l i k e  t h e  f o l l o w i n g .   

C o n t e n t s  o f  movie.edu.dn s : 
; 
;  D a t a  f i l e  m o v i e . e d u . d n s  f o r  m o v i e . e d u  z o n e .  
;      Z o n e  v e r s i o n :   4 l  
; 
 
@                 I N       S O A  t e r m i n a t o r . m o v i e . e d u .   a d m i n i s t r a t o r . m o v i e . e d u .   (  
                        1            ; s e r i a l  n u m b e r  
                        3 6 0 0         ; r e f r e s h  
                        6 0 0          ; r e t r y  
                        8 6 4 0 0        ; e x p i r e  
                        3 6 0 0       )  ; m i n i m u m  T T L  
 
; 
;  Z o n e  N S  r e c o r d s  
; 
 
@                 I N      N S  t e r m i n a t o r  
 
; 
;  Z o n e  r e c o r d s  
; 
 
b i g t                     I N         C N A M E     t e r m i n a t o r  
c a r r i e                   I N         A  1 9 2 . 2 5 3 . 2 5 3 . 4  
d h                       I N         C N A M E       d i e h a r d  
d i e h a r d                  I N         A  1 9 2 . 2 4 9 . 2 4 9 . 4  
m i s e r y                   I N         A  1 9 2 . 2 5 3 . 2 5 3 . 2  
r o b o c o p                  I N         A  1 9 2 . 2 4 9 . 2 4 9 . 2  
s h i n i n g                  I N         A  1 9 2 . 2 5 3 . 2 5 3 . 3  
t e r m i n a t o r               I N         A  1 9 2 . 2 4 9 . 2 4 9 . 3  
w h                       I N         C N A M E       w o r m h o l e  
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wh249                   I N         A  1 92. 249. 249. 1  
wh25 3                    I N         A  1 92. 25 3 . 25 3 . 1  
wo r m ho l e                 I N         A  1 92. 249. 249. 1  
                        I N         A  1 92. 25 3 . 25 3 . 1  

Contents of 249.249.192.in-a d d r .a r p a .d ns : 
; 
;  D a t a  f i l e  249. 249. 1 92. i n -a d d r . a r p a . d n s  f o r  249. 249. 1 92. i n -a d d r . a r p a  z o n e .  
;      Z o n e  v e r s i o n :   5 l  
; 
 
@                I N       S O A  t e r m i n a t o r . m o v i e . e d u .    a d m i n i s t r a t o r . m o v i e . e d u .    (  
                        5            ; s e r i a l  n u m b e r  
                        3 6 0 0         ; r e f r e s h 
                        6 0 0          ; r e t r y  
                        8 6 40 0        ; e x p i r e  
                        3 6 0 0       )  ; m i n i m u m  T T L  
 
; 
;  Z o n e  N S  r e c o r d s  
; 
 
@                I N       N S  t e r m i n a t o r . m o v i e . e d u .  
 
; 
;  Z o n e  r e c o r d s  
; 
 
1                        I N         P T R  wo r m ho l e . m o v i e . e d u .  
2                       I N         P T R  r o b o c o p . m o v i e . e d u .  
3                        I N         P T R  t e r m i n a t o r . m o v i e . e d u .  
4                       I N         P T R  d i e ha r d . m o v i e . e d u .  

Contents of 2 5 3 . 2 5 3 . 1 9 2 . i n-a d d r . a r p a . d ns: 
; 
;  D a t a  f i l e  25 3 . 25 3 . 1 92. i n -a d d r . a r p a . d n s  f o r  25 3 . 25 3 . 1 92. i n -a d d r . a r p a  z o n e .  
;      Z o n e  v e r s i o n :   4l  
; 
 
@                 I N       S O A  t e r m i n a t o r . m o v i e . e d u .    a d m i n i s t r a t o r . m o v i e . e d u .    (  
                        4           ; s e r i a l  n u m b e r  
                        3 6 0 0         ; r e f r e s h 
                        6 0 0          ; r e t r y  
                        8 6 40 0        ; e x p i r e  
                        3 6 0 0       )  ; m i n i m u m  T T L  
 
; 
;  Z o n e  N S  r e c o r d s  
; 
 
@                 I N       N S  t e r m i n a t o r . m o v i e . e d u .  
 
; 
;  Z o n e  r e c o r d s  
; 
 
1                        I N         P T R  wo r m ho l e . m o v i e . e d u .  
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2                       IN        PTR misery.movie.edu. 
3                        IN        PTR sh in in g .movie.edu. 
4                        IN        PTR c a rrie.movie.edu. 

4.3.7 Zone Data File For m at 
The format of zone data files is specified in the DNS standards. That means all name servers, 
w hether M icrosoft DNS Server or the B I ND name server, can read each other' s zone data files.  

Y ou ' ve prob ab ly  already  g u essed that the semicolon is the comment character. I t can appear 
any w here on a line, and any thing  to the rig ht is considered a comment and is ig nored b y  the name 
server. B lank  lines are ok ay , too.  

E ach resou rce record mu st start in the first colu mn of the file—no preceding  w hitespace. ( Don' t b e 
confu sed b y  the ex amples in this b ook , w hich are indented b ecau se of the w ay  the b ook  is 
formatted.)  R esou rce records are case-insensitive—y ou  can u se u ppercase or low ercase. The name 
server doesn' t preserve the case, thou g h. I t matches the case of the reply  to the case of the q u ery . 
F or ex ample, if a record is w ritten as terminator in the zone data file b u t y ou  q u ery  for T erminator, 
the server responds w ith T erminator.  

R esou rce records are b rok en u p into fields, w ith any  amou nt of w hitespace ( tab s or spaces)  
separating  the fields.  

The first field, called the ow ner, is the domain name of the record. P u t another w ay , it' s the node in 
the namespace to w hich the resou rce record is attached. Y ou ' ve seen the domain name on the l ef t 
side of the rig h t pane of the DNS console. ( G ot that? )   

The nex t field in ou r ex amples is the class, I N, w hich stands for I nternet. There are other classes, 
b u t none of them are cu rrently  in w idespread u se. O u r ex amples u se only  the I N class.  

The field after that is the record ty pe. W e' ve already  discu ssed the SO A , NS, A , P TR , and C NA M E  
record ty pes, and y ou ' ve prob ab ly  b row sed throu g h the list of other record ty pes in the DNS 
console' s Other N ew  R ec o rd s  w indow . The ty pe simply  specifies w hat ty pe of data is associated 
w ith the domain name on the rig ht:  A  means I P  address, NS means the name of an au thoritative 
name server, and so on.  

That' s a g ood lead-in to the final field, the R DA TA  or resou rce record data. This field holds the k ind 
of data specified b y  the record ty pe. I t can b e divided into mu ltiple su b fields, depending  on the 
ty pe. F or ex ample, A  records may  specify  only  one parameter, an I P  address, b u t the SO A  record 
specifies seven parameters ( rememb er all those fields in F ig u re 4 -1 3 ? ) .  

Speak ing  of the SO A  record, y ou ' ll notice in the ex amples that it' s the only  record spanning  
mu ltiple lines. I f y ou  ever have to edit zone data files b y  hand, y ou  can u se parentheses to allow  a 
resou rce record to span mu ltiple lines. This trick  w ork s for all record ty pes, not j u st SO A .  

Domain names appear a lot in resou rce records. The left side of every  resou rce record is a domain 
name, and the rig ht side ( R DA TA  field)  of many  record ty pes also contains domain names ( for 
ex ample, NS and SO A  records) . U sing  a fu lly  q u alified domain name in each case is perfectly  leg al, 
b u t it w ou ld b e a lot of w ork :  imag ine having  to ty pe mov ie. ed u  at the end of every  hostname if 
y ou  w ere entering  these files b y  hand. F ortu nately , ab b reviations are allow ed. Y ou  need to 
u nderstand the ab b reviations b ecau se the M icrosoft DNS Server u ses them in records it g enerates.  

4.3.7.1 Appending domains 
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Every zone has a domain name: it's just the name of the zone. (This probably strikes you as pretty 
obvious.)  This domain name is the key to the most useful shortc ut. This domain name is the origin 
of all the data in the data file. The orig in is appended to all domain names in the file not ending  in 
a dot. The orig in is different for eac h file bec ause eac h file is assoc iated w ith a different zone,  eac h 
of w hic h has a different domain name.  

S inc e the orig in is appended to names,  instead of entering  rob oc op 's address in m ov ie . e d u . d ns  as 
this:  
robocop.movie.edu.    IN A     192.249.249.2 

the server g enerated it like this: 
robocop    IN A     192.249.249.2 

I n 1 9 2 . 2 4 9 . 2 4 9 . in-a d d r. a rp a . d ns ,  this is the long  w ay to w rite this rec ord:  
2.249.249.192.in -a ddr.a rpa .  IN P T R  robocop.movie.edu. 

B ut sinc e 2 4 9 . 2 4 9 . 1 9 2 . in-a d d r. a rp a  is the orig in,  the server g enerated:  
2  IN P T R  robocop.movie.edu. 

N otic e that all the fully q ualified domain names in the file end in a dot. That tells the server that 
this domain name is c omplete and should be left alone. S uppose you forg ot the trailing  dot. A n 
entry like this:  
robocop.movie.edu    IN A     192.249.249.2 

turns into an entry for rob oc op . m ov ie . e d u . m ov ie . e d u ,  w hic h you didn't intend at all.  

4.3.7.2 @ notation 

I f the domain name is the s a m e  as the orig in,  the name c an be spec ified w ith an at sig n (@ ) . This 
is most often seen in the S O A  rec ord in data files g enerated by hand,  but the M ic rosoft D N S  S erver 
also uses the @  notation in the N S  rec ords. I n the m ov ie . e d u . d ns  file in the previous ex ample,  the 
@  stands for m ov ie . e d u . O f c ourse,  in the 2 4 9 . 2 4 9 . 1 9 2 . in-a d d r. a rp a . d ns  file,  the @  stands for 
2 4 9 . 2 4 9 . 1 9 2 . in-a d d r. a rp a ,  and in the 2 5 3 .  2 5 3 . 1 9 2 . in-a d d r. a rp a . d ns  file... w ell,  you g et the idea.  

4.3.7.3 R e p e at l as t nam e  

I f there is a spac e or a tab in c olumn one,  the name from the last resourc e rec ord is used. This 
shortc ut g ets used w hen there are multiple resourc e rec ords for a name. H ere is an ex ample w here 
there are tw o address rec ords for one name:  
w ormh ol e   IN A     192.249.249.1  
           IN A     192.25 3 .25 3 .1 

I n the sec ond address rec ord,  the name w orm h ol e  is implied. Y ou c an use this shortc ut even if the 
resourc e rec ords are of different types—for ex ample,  if w orm h ol e  also had a TX T (arbitrary tex t)  
rec ord.  
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4.3.8 The Loopback Address 
Those of you familiar with the BIND name server may be wondering if we forgot about the 
loop bac k  address.  If we were setting up  a BIND name server,  it would need one additional z one 
data file to c over the loopback network :  the sp ec ial address that hosts use to direc t traffic  to 
themselves.  This network  is ( almost)  always 1 2 7 . 0 . 0 . 0 ,  and the host number is ( almost)  always 
1 2 7 . 0 . 0 . 1 .  Therefore,  the name of this file would be 0 . 0 . 1 2 7 . i n -ad d r . ar pa. d n s ,  and it would look  
lik e the other i n -ad d r . d n s  files.   

The following would be the c ontents of the 0 . 0 . 1 2 7 . i n -ad d r . ar pa. d n s  file:   
@                I N       S O A  t e r m i n a t o r . m o v i e . e d u .    a d m i n i s t r a t o r . m o v i e . e d u .    (  
                        1            ; s e r i a l  n u m b e r  
                        3 6 0 0         ; r e f r e s h  
                        6 0 0          ; r e t r y  
                        8 6 4 0 0        ; e x p i r e  
                        3 6 0 0       )  ; m i n i m u m  T T L  
 
; 
;  Z o n e  N S  r e c o r d s  
; 
 
@                I N      N S  t e r m i n a t o r . m o v i e . e d u .  
 
; 
;  Z o n e  r e c o r d s  
; 
 
1                 I N      P T R  l o c a l h o s t .  

W hy do name servers need this file?  Think  about it for a sec ond.  No one was given resp onsibility 
for network  1 2 7 . 0 . 0 . 0 ,  yet systems use it for a loop bac k  address.  S inc e no one has direc t 
resp onsibility,  everyone who uses it is resp onsible for it individually.  If you omit this file on a BIND 
name server,  it will still op erate.  H owever,  a look up  of 1 2 7 . 0 . 0 . 1  might fail:  the name server will 
send the q uery to a root name server that might not be c onfigured to map  1 2 7 . 0 . 0 . 1  to a name.   

W ith the M ic rosoft DNS  S erver,  you don' t have to worry about c reating this file and mak ing your 
name server authoritative for the i n -ad d r . ar pa z one c orresp onding to network  1 2 7 . 0 . 0 . 0 .  The 
server is authoritative for this z one by default.  It' s c alled an au t om at i cally  cr e at e d  z on e  and is 
visible in the DNS  c onsole only in advanc ed mode.  S elec t Vi e w  A d v a n c e d  and you c an see the 
three automatic ally c reated z ones shown in F igure 4 -1 9 .   
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Figure 4-1 9 .  T h e D N S  c o n s o l e s h o w in g a ut o m a t ic a l l y  c rea t ed  z o n es  

 
W e ' v e  d r i l l e d  d o w n  i n t o  t h e  127.in-a d d r .a r p a  z o n e  t o  s h o w  t h a t  t h e r e ' s  a  P T R  r e c o r d  f o r  
1.0 .0 .127.in-a d d r .a r p a  p o i n t i n g  t o  t h e  d o m a i n  n a m e  l o c a l h o s t .  I n  o t h e r  w o r d s ,  a  M i c r o s o f t  D N S  
S e r v e r  w i l l  r e v e r s e -m a p  t h e  I P  a d d r e s s  1 2 7 . 0 . 0 . 1  t o  t h e  d o m a i n  n a m e  l o c a l h o s t  " o u t  o f  t h e  b o x "  
w i t h o u t  a n y  w o r k  o n  y o u r  p a r t .   

T h e  0 .in-a d d r .a r p a  a n d  25 5 .in-a d d r .a r p a  z o n e s  a r e  e m p t y ,  s a v e  f o r  N S  a n d  A  r e c o r d s .  S o m e  h o s t s  
a t t e m p t  t o  r e v e r s e -m a p  t h e  I P  a d d r e s s e s  0 . 0 . 0 . 0  a n d  2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ,  a n d  t h e s e  z o n e s  c a u s e  t h e  
l o c a l  s e r v e r  t o  r e t u r n  a n  i m m e d i a t e  N X D O M A I N  ( n a m e  n o t  f o u n d )  e r r o r  f o r  t h o s e  q u e r i e s  r a t h e r  
t h a n  a s k i n g  a  r o o t  n a m e  s e r v e r .   

4.3.9 The Root Hints Data 

B e s i d e s  y o u r  l o c a l  i n f o r m a t i o n ,  t h e  n a m e  s e r v e r  a l s o  n e e d s  t o  k n o w  w h e r e  t h e  n a m e  s e r v e r s  f o r  
t h e  r o o t  z o n e  a r e .  ( R e m e m b e r  t h a t  t h e  r e s o l u t i o n  p r o c e s s  s t a r t s  a t  t h e  r o o t  z o n e ,  s o  k n o w i n g  
w h i c h  n a m e  s e r v e r s  a r e  a u t h o r i t a t i v e  f o r  t h e  r o o t  z o n e  i s  c r i t i c a l . )  T h i s  i n f o r m a t i o n  i s  s t o r e d  i n  a  
f i l e  c a l l e d  t h e  r o o t  na m e  s e r v e r  h int s  f il e ,  w h i c h  i s  n a m e d  
% S y s t e m R o o t % \S y s t e m 3 2\D N S \c a c h e .d ns  o n  y o u r  n a m e  s e r v e r .  T h e  M i c r o s o f t  D N S  S e r v e r  s h i p s  
w i t h  a  v e r s i o n  o f  t h i s  f i l e  t h a t  l o o k s  l i k e  t h i s  ( o r  a t  l e a s t  i t  d i d  w h e n  t h i s  b o o k  w a s  p u b l i s h e d ) :   
;       This file holds the information on root name servers needed  
;       to initializ e c ac he of I nternet domain name servers 
;       ( e. g . ,  referenc e this file in the " c ac he  .   < file> "  
;       c onfig u ration file of B I N D  domain name servers) .  
; 
;       This file is made availab le b y  I nterN I C  reg istration servic es 
;       u nder anony mou s F TP  as 
;           file                / domain/ named. root 
;           on server           F TP . R S . I N TE R N I C . N E T 
;       -O R - u nder G op her at    R S . I N TE R N I C . N E T 
;           u nder menu           I nterN I C  R eg istration S ervic es ( N S I )  
;              su b menu           I nterN I C  R eg istration A rc hives 
;           file                named. root 
; 
;       last u p date:     A u g  2 2 ,  1 9 9 7  
;       related version of root z one:    1 9 9 7 0 8 2 2 0 0  
; 
; 
; formerly  N S . I N TE R N I C . N E T 
; 
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.                        3600000  IN  NS    A.ROOT-SE RV E RS.NE T. 
A.ROOT-SE RV E RS.NE T.      3600000      A     1 9 8 .4 1 .0.4  
; 
; f o r m e r l y  NS1 .ISI.E D U  
; 
.                        3600000      NS    B .ROOT-SE RV E RS.NE T. 
B .ROOT-SE RV E RS.NE T.      3600000      A     1 2 8 .9 .0.1 07  
; 
; f o r m e r l y  C .P SI.NE T 
; 
.                        3600000      NS    C .ROOT-SE RV E RS.NE T. 
C .ROOT-SE RV E RS.NE T.      3600000      A     1 9 2 .33.4 .1 2  
; 
; f o r m e r l y  TE RP .U M D .E D U  
; 
.                        3600000      NS    D .ROOT-SE RV E RS.NE T. 
D .ROOT-SE RV E RS.NE T.      3600000      A     1 2 8 .8 .1 0.9 0 
; 
; f o r m e r l y  NS.NASA.G OV  
; 
.                        3600000      NS    E .ROOT-SE RV E RS.NE T. 
E .ROOT-SE RV E RS.NE T.      3600000      A     1 9 2 .2 03.2 30.1 0 
; 
; f o r m e r l y  NS.ISC .ORG  
; 
.                        3600000      NS    F .ROOT-SE RV E RS.NE T. 
F .ROOT-SE RV E RS.NE T.      3600000      A     1 9 2 .5 .5 .2 4 1  
; 
; f o r m e r l y  NS.NIC .D D N.M IL  
; 
.                        3600000      NS    G .ROOT-SE RV E RS.NE T. 
G .ROOT-SE RV E RS.NE T.      3600000      A     1 9 2 .1 1 2 .36.4  
; 
; f o r m e r l y  AOS.ARL .ARM Y .M IL  
; 
.                        3600000      NS    H .ROOT-SE RV E RS.NE T. 
H .ROOT-SE RV E RS.NE T.      3600000      A     1 2 8 .63.2 .5 3 
; 
; f o r m e r l y  NIC .NORD U .NE T 
; 
.                        3600000      NS    I.ROOT-SE RV E RS.NE T. 
I.ROOT-SE RV E RS.NE T.      3600000      A     1 9 2 .36.1 4 8 .1 7  
; 
; t e m p o r a r i l y  h o u s e d  a t  NSI ( In t e r NIC )  
; 
.                        3600000      NS    J .ROOT-SE RV E RS.NE T. 
J .ROOT-SE RV E RS.NE T.      3600000      A     1 9 8 .4 1 .0.1 0 
; 
; h o u s e d  i n  L INX ,  o p e r a t e d  b y  RIP E  NC C  
; 
.                        3600000      NS    K .ROOT-SE RV E RS.NE T. 
K .ROOT-SE RV E RS.NE T.      3600000      A     1 9 3.0.1 4 .1 2 9   
; 
; t e m p o r a r i l y  h o u s e d  a t  ISI ( IANA)  
; 
.                        3600000      NS    L .ROOT-SE RV E RS.NE T. 
L .ROOT-SE RV E RS.NE T.      3600000      A     1 9 8 .32 .64 .1 2  
; 
; h o u s e d  i n  J a p a n ,  o p e r a t e d  b y  W ID E  
; 
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.                        3600000      NS    M.ROOT-SE RV E RS.NE T. 
M.ROOT-SE RV E RS.NE T.      3600000      A      2 02 .1 2 .2 7 .33 
;  E n d  o f  F i l e  

This information can also be retrieved from the Internet host ftp.rs.internic.net ( 1 9 8 . 4 1 . 0 . 7 ) .  U se 
anony mou s F TP  to retrieve the file na m ed .ro o t from the d o m a in su bdirectory .  The domain name " . "  
refers to the root z one.  S ince the root z one' s name servers chang e over time,  don' t assu me this list 
is cu rrent.  P u ll a new  version of na m ed .ro o t .   

Y ou  can also view  this information from w ithin the D N S  console:  select a name server in the left 
p ane and choose Action P r op e r tie s .  Then select the R oot H ints  tab to see a w indow  lik e the 
one show n in F ig u re 4 -2 0 .   

Figure 4-2 0 .  R o o t  h in t s  w in d o w  

 
It' s w orth noting  that the root N S  records are not p u t into the cache and u sed directly .  R ather,  
u p on startu p  the server q u eries one of the root servers in the cache file for the list of root servers.  
The list retu rned is the one u sed by  the name server to start the resolu tion p rocess and is the list 
y ou  see w hen y ou  dou ble-click  the C ache icon.   

Y ou  may  be w ondering  w hat the 3 6 0 0 0 0 0 s are for.  In older versions of this file,  this nu mber w as 
9 9 9 9 9 9 9 9 .  It dates back  to the behavior of early  versions of B IN D ,  the reference imp lementation of 
the name server.  The B IN D  name server u sed to p u t the contents of the cache file directly  into its 
cache,  and it had to k now  how  long  to k eep  these records active.  The 9 9 9 9 9 9 9 9 smeant a v ery  l o ng  
tim e .  The root name server data w as to be k ep t active for as long  as the server ran.  S ince both 
B IN D  and the M icrosoft D N S  S erver now  store the cache file data in a sp ecial p lace and don' t 
discard it if it times ou t,  the TTL  is u nnecessary .  B u t it' s not harmfu l to have the 3 6 0 0 0 0 0 s, and it 
mak es for interesting  D N S  folk lore w hen y ou  p ass resp onsibility  to the nex t name server 
administrator.   

4.4 Running a Primary Master Name Server 
Y ou r p rimary  name server is already  u p  and ru nning ;  y ou ' ve been talk ing  to it via the D N S  console.  
Y ou ' ve created a z one and p op u lated it w ith information.  Then y ou  directed the server to w rite ou t 
z one data files w ith the Action U p d a te  S e r v e r  D a ta  F il e s  command.  To be su re that 
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everything is okay, you should stop and restart the server and then check the Event L og f or any 
m essages or errors.   

4.4.1 Starting and Stopping the DNS Server 
T here are several w ays to start and stop the D N S  server.  F irst, you can control it j ust like any other 
W indow s 2 0 0 0  service:  w ith the S ervices M M C  snap-in.  S elect Start P ro g ram s  
A d m i n i s trati v e  T o o l s  Se rv i c e s .  Y ou' ll see a w indow  like F igure 4 -2 1 .   

Figure 4-2 1 .  W in d o w s  2 0 0 0  S erv ic es  c o n t ro l  w in d o w  

 
Y our system  should look like this:  the server should b e running ( that is, it should b e started) .  
S elect the server as w e' ve done b y clicking anyw here on the D N S Se rv e r line.  S elect A c ti o n  
Sto p .  A f ter the server stops, select A c ti o n  Start .  I n a f ew  seconds, the server should b e 
running again.   

W hile you' ve got this w indow  open, check to m ake sure that the D N S  server is b eing started 
autom atically on b ootup.  Y ou w ant to see A u to m ati c  in the Startu p  T y p e  colum n ( and not 
M an u al  or D i s ab l e d ) .  T o change the startup b ehavior, doub le-click on the service and choose the 
appropriate b ehavior in the Startu p  T y p e  f ield of  the resulting w indow .   

Y ou can also start and stop the D N S  server f rom  w ithin the D N S  console.  W ith the server selected 
in the lef t pane, select A c ti o n  A l l  T as k s .  Y ou' ll see a m enu w ith choices that include Start, 
Sto p , and R e s tart .  ( T he latter does j ust w hat you' d ex pect:  stops, then starts, the server. )   

F inally, you can start and stop the D N S  server f rom  the good old D O S  com m and line:  net start dns 
w ill start the server, and net sto p  dns stops it.  O f  course, this com m and m ust b e run on the system  
on w hich the D N S  server is running, w hich is not necessarily the sam e system  on w hich the D N S  
console is running.   

4.4.2  C hec k  the E vent L og f or M es s ages  and E rrors  
N ow  you need to check the Event L og.  S tart the Event V iew er b y selecting Start P ro g ram s  
A d m i n i s trati v e  T o o l s  E v e n t V i e w e r.  U nder W indow s 2 0 0 0 , the D N S  server has its ow n 
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category in the Event Log. Select DNS Server in the lef t p ane and  you  s hou ld  s ee a w ind ow  lik e 
the one in F igu re 4 -2 2 .  

Figure 4-2 2 .  E v en t  V iew er 

 
D N S Server Event I D  3  is  " T he D N S s erver has  s hu td ow n."  and  Event I D  2  is  " T he D N S s erver has  
s tarted ."  ( M ore events  are lis ted  in C hap ter 7 .)  T hes e tw o events  are j u s t w hat you  w ant to s ee:  a 
norm al s erver s hu td ow n and  s tartu p . W e' re read ing f rom  b ottom  to top  s ince Event V iew er' s  
d ef au lt view  s how s  new es t events  f irs t. W e als o cleared  the Event Log b ef ore w e s top p ed  and  
s tarted  the s erver—that' s  w hy only thes e tw o events  are s how ing.  

I f  there w ere any other m es s ages  or errors ,  w e' d  tak e s tep s  to correct them  now . T o b e hones t,  w e 
d id n' t ex p ect any p rob lem s  b ecau s e w e entered  all the d ata via the D N S cons ole. Since it p erf orm s  
s om e s yntax  and  s anity check ing,  it' s  hard  to enter b ad  d ata to m ak e the nam e s erver u p s et 
enou gh to com p lain in the Event Log. Still,  it d oes n' t hu rt to check . I f  you  ever s tart ed iting z one 
d ata f iles  b y hand  ( w hich w e d on' t recom m end ) ,  you  d ef initely need  to check  the Event Log.  

4.4.3 Testing Your Setup with nslookup 
I f  you  have correctly s et u p  you r local d om ain and  you r connection to the I nternet is  u p ,  you  
s hou ld  b e ab le to look  u p  a local and  a rem ote d om ain nam e. W e' ll s tep  you  throu gh the look u p s  
w ith nslookup. T his  b ook  contains  an entire chap ter on this  top ic ( C hap ter 1 2 ) ,  b u t w e w ill cover 
nslookup in enou gh d etail here to d o b as ic nam e-s erver tes ting.  

4. 4. 3 . 1  L o o k  up  a  l o c a l  n a m e 

Y ou  can u s e nslookup to look  u p  any typ e of  res ou rce record ,  and  it can b e d irected  to q u ery any 
nam e s erver. B y d ef au lt,  it look s  u p  A  ( ad d res s )  record s  u s ing the nam e s erver on the local s ys tem . 
T o look  u p  a hos t' s  ad d res s  w ith nslookup ,  ru n nslookup w ith the hos t' s  nam e as  the only argu m ent. 
A  look u p  of  a local nam e s hou ld  retu rn alm os t ins tantly.  

W e ran nslookup to look  u p  c a r r i e :   
C:\>  nslookup carrie  
S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
N a m e :    c a r r i e . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 5 3 . 2 5 3 . 4  

I f  look ing u p  a local nam e w ork s ,  you r local nam e s erver has  b een conf igu red  p rop erly f or you r 
d om ain. I f  the look u p  f ails ,  you ' ll s ee s om ething lik e this :   
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*** terminator.movie.edu can't find carrie: Non-ex is tent domain 

This means that either carrie is no t in y o u r d ata—c hec k  the D N S  c o nso l e o r the z o ne d ata fil e—o r 
so me name serv er erro r o c c u rred  ( b u t y o u  sho u l d  hav e c au g ht the erro r w hen y o u  c hec k ed  the 
E v ent L o g ) .   

4.4.3.2 Look up a local address 
W hen n s l o o k u p  is g iv en an ad d ress to  l o o k  u p ,  it k no w s to  mak e a P TR  q u ery  instead  o f an ad d ress 
q u ery .  W e ran n s l o o k u p  to  l o o k  u p  carrie ' s ad d ress:   
C :\> nslookup 192.253.253.4 
S erver:  terminator.movie.edu  
A ddres s :  1 9 2 .2 4 9 .2 4 9 .3   
 
Name:    carrie.movie.edu  
A ddres s :  1 9 2 .2 5 3 .2 5 3 .4  

I f l o o k ing  u p  an ad d ress w o rk s,  y o u r l o c al  name serv er has b een c o nfig u red  p ro p erl y  fo r y o u r in -
ad d r. arp a d o main.  I f the l o o k u p  fail s,  y o u ' l l  see the same erro r messag e as w hen y o u  l o o k ed  u p  a 
name.   

4.4.3.3 Look up a rem ot e n am e 

The nex t step  is to  u se the l o c al  name serv er to  l o o k  u p  a remo te name,  su c h as f t p . u u . n et  o r 
ano ther sy stem y o u  k no w  o n the I nternet.  D o n' t fo rg et to  ad d  a p erio d  at the end  o f y o u r inp u t so  
the sy stem d o esn' t au to matic al l y  ap p end  the o rig in,  m o v ie. ed u .   

This c o mmand  may  no t retu rn as q u ic k l y  as the l ast o ne.  I f n s l o o k u p  fail s to  g et a resp o nse fro m 
y o u r name serv er,  it w il l  w ait a l ittl e o v er a minu te b efo re g iv ing  u p :   
C :\> nslookup f t p.uu.ne t .  
S erver:  terminator.movie.edu  
A ddres s :  1 9 2 .2 4 9 .2 4 9 .3   
 
Name:    ftp .uu.net  
A ddres s :  1 9 2 .4 8 .9 6 .9  

I f this l o o k u p  w o rk s,  y o u r name serv er k no w s w here the ro o t name serv ers are and  ho w  to  c o ntac t 
them to  find  info rmatio n ab o u t d o mains o ther than y o u r o w n.  I f it fail s,  there is a p ro b l em w ith the 
c ac he fil e o r the netw o rk .  The c ac he fil e mig ht b e emp ty  o r missing  ad d ress rec o rd s fo r the ro o t 
name serv ers.  O r p erhap s the netw o rk  is b ro k en so mew here and  y o u  c an' t reac h the name serv ers 
fo r the remo te d o main.  Try  a d ifferent remo te d o main name.   

I f these first three l o o k u p s su c c eed ed ,  c o ng ratu l atio ns!  Y o u  hav e a p rimary  master name serv er u p  
and  ru nning .  A t this p o int,  y o u  are read y  to  start c o nfig u ring  y o u r sl av e name serv er.   

4.4.3.4 O n e m ore t est  
W hil e y o u  are testing ,  tho u g h,  ru n o ne mo re test.  Try  hav ing  a remo te name serv er l o o k  u p  a 
name in y o u r z o ne.  This w il l  w o rk  o nl y  if y o u r p arent name serv ers hav e al read y  d el eg ated  y o u r 
z o ne to  the name serv er y o u  j u st set u p .  I f y o u r p arent req u ired  y o u  to  hav e y o u r tw o  name 
serv ers ru nning  b efo re d el eg ating  y o u r z o ne,  sk ip  ahead  to  the nex t sec tio n.   
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To make nslookup u s e a r emot e n ame s er v er  t o l ook u p a l oc al  n ame,  g i v e t h e l oc al  h os t ' s  n ame as  
t h e f i r s t  ar g u men t  an d  t h e r emot e s er v er ' s  n ame as  t h e s ec on d  ar g u men t .  Ag ai n ,  i f  t h i s  d oes n ' t  
w or k,  i t  may  t ake a l i t t l e l on g er  t h an  a mi n u t e b ef or e nslookup g i v es  y ou  an  er r or  mes s ag e.  F or  
i n s t an c e,  t o h av e g a t e ke e pe r . d e c . c om  l ook u p c a r r i e ,  w e' d  en t er :   
C:\>  nslookup carrie gatekeeper.dec.com.  
S e r v e r :  g a t e k e e p e r . d e c . c o m .   
A d d r e s s :  2 0 4 . 1 2 3 . 2 . 2  
 
N a m e :    c a r r i e . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 5 3 . 2 5 3 . 4  

I f  t h e f i r s t  t w o l ooku ps  w or ked  b u t  u s i n g  a r emot e n ame s er v er  t o l ook u p a l oc al  n ame f ai l ed ,  y ou  
may  n ot  b e r eg i s t er ed  w i t h  y ou r  par en t  n ame s er v er .  Th at  i s  n ot  a pr ob l em at  f i r s t  b ec au s e 
s y s t ems  w i t h i n  y ou r  z on e c an  l ook u p t h e n ames  of  ot h er  s y s t ems  w i t h i n  an d  ou t s i d e y ou r  z on e.  
Y ou ' l l  b e ab l e t o s en d  emai l  an d  f t p t o l oc al  an d  r emot e s y s t ems .  S ome s y s t ems  w on ' t  al l ow  F TP  
c on n ec t i on s  i f  t h ey  c an ' t  map y ou r  ad d r es s  b ac k t o a n ame.  B u t  n ot  b ei n g  r eg i s t er ed  w i l l  s h or t l y  
b ec ome a pr ob l em.  H os t s  ou t s i d e of  y ou r  z on e c an n ot  l ook u p n ames  w i t h i n  y ou r  z on e.  Y ou  w i l l  b e 
ab l e t o s en d  emai l  t o f r i en d s  i n  r emot e d omai n s ,  b u t  y ou  w on ' t  g et  t h ei r  r es pon s es .  To f i x  t h i s  
pr ob l em,  c on t ac t  s omeon e r es pon s i b l e f or  y ou r  par en t  z on e an d  h av e t h em c h ec k t h e d el eg at i on  of  
y ou r  z on e.   

4.5 Running a Slave Name Server 
Y ou  n eed  t o s et  u p an ot h er  n ame s er v er  f or  r ob u s t n es s .  Y ou  c an  ( an d  pr ob ab l y  w i l l )  s et  u p mor e 
t h an  t w o n ame s er v er s .  Tw o s er v er s  ar e t h e mi n i mu m.  I f  y ou  h av e on l y  on e n ame s er v er  an d  i t  
g oes  d ow n ,  n o on e c an  l ook u p n ames  i n  y ou r  z on e.  A s ec on d  n ame s er v er  s pl i t s  t h e l oad  w i t h  t h e 
f i r s t  s er v er  or  h an d l es  t h e w h ol e l oad  i f  t h e f i r s t  s er v er  i s  d ow n .  Y ou  c ould  s et  u p an ot h er  pr i mar y  
mas t er  n ame s er v er ,  b u t  w e d on ' t  r ec ommen d  i t .  S et  u p a s l av e n ame s er v er  i n s t ead .   

H ow  d oes  a s er v er  kn ow  i f  i t  i s  a pr i mar y  mas t er  or  a s l av e f or  a z on e?  Th e D N S  s er v er  
c on f i g u r at i on  i n f or mat i on  i n  t h e R eg i s t r y  t el l s  t h e s er v er  i t  i s  a pr i mar y  mas t er  or  a s l av e on  a per  
z on e b as i s .  Th e N S  r ec or d s  d on ' t  t el l  u s  w h i c h  s er v er  i s  t h e pr i mar y  mas t er  f or  a z on e an d  w h i c h  
s er v er s  ar e s l av es  f or  a z on e—t h ey  on l y  s ay  w h o t h e s er v er s  ar e.  ( G l ob al l y ,  D N S  d oes n ' t  c ar e;  as  
f ar  as  t h e ac t u al  n ame r es ol u t i on  g oes ,  s l av e s er v er s  ar e as  g ood  as  pr i mar y  mas t er  s er v er s . )   

W h at  i s  d i f f er en t  b et w een  a pr i mar y  mas t er  n ame s er v er  an d  a s l av e n ame s er v er ?  Th e c r u c i al  
d i f f er en c e i s  w h er e t h e s er v er  g et s  i t s  d at a.  A pr i mar y  mas t er  n ame s er v er  r ead s  i t s  d at a f r om f i l es .  
A s l av e n ame s er v er  l oad s  i t s  d at a ov er  t h e n et w or k f r om an ot h er  n ame s er v er .  Th i s  pr oc es s  i s  
c al l ed  a z one  t r a nsf e r .   

A s l av e n ame s er v er  i s  n ot  l i mi t ed  t o l oad i n g  z on es  f r om a pr i mar y  mas t er  n ame s er v er ;  a s l av e 
s er v er  c an  l oad  f r om an ot h er  s l av e s er v er .  Th e b i g  ad v an t ag e of  s l av e n ame s er v er s  i s  t h at  y ou  
mai n t ai n  on l y  on e s et  of  z on e d at a f i l es ,  t h e on es  on  t h e pr i mar y  mas t er  n ame s er v er .  Y ou  d on ' t  
h av e t o w or r y  ab ou t  s y n c h r on i z i n g  t h e f i l es  amon g  n ame s er v er s ;  t h e s l av es  d o t h at  f or  y ou .   

A s l av e n ame s er v er  d oes n ' t  n eed  t o r et r i ev e a ll of  i t s  d at a f i l es  ov er  t h e n et w or k;  t h e c a c h e . d ns 
f i l e i s  t h e s ame as  on  a pr i mar y  mas t er ,  s o keep a l oc al  c opy  on  t h e s l av e.   

 
O n e  p o i n t  a b o u t  s l a v e s  m a y  b e c o m e  c o n f u s i n g :  s l a v e s  u s e d  t o  b e  
c a l l e d  s e c o n d a r y  m a s t e r  n a m e  s e r v e r s .  W e ' l l  u s e  t h e  t e r m  s l a v e  
i n  t h i s  b o o k ,  b u t  y o u ' l l  s e e  t h a t  t h e  D N S  c o n s o l e  s t i l l  u s e s  t h e  
t e r m  s e c o n d a r y .  A s  w e  s a i d ,  t h e  t w o  a r e  s y n o n y m o u s .    
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4.5.1 Add a Ne w  S e r v e r  t o  t h e  D NS  C o n s o l e  
The first step in configuring a slave server is to add the server to the DNS console's world view. 
J ust as we did when configuring the prim ary  m aster,  select Action C onne ct T o C om p u te r . . . ,  
then enter the I P  address of the slave. I n this case our slave will b e wormhole with I P  address 
1 9 2 .2 4 9 .2 4 9 .1 . O f course,  the DNS server has to b e installed and running on the slave-to-b e for 
the DNS console to b e ab le to m anage it.  

4.5.2  C r e at e  a Ne w  Z o n e  
This new server will b e a slave for every  z one on the prim ary ,  so we'll have to go through the new 
z one process for each z one. L et's start with mov i e. ed u . Select Action N e w  Z one . . . . This tim e,  
select S ta nd a r d  s e cond a r y  ( rem em b er,  this is sy nony m ous with s la v e )  in the second window of 
the wiz ard. I n the third window,  select F or w a r d  l ook u p  z one . The fourth window is shown in 
F igure 4 -2 3 .  

Figure 4-2 3 .  C rea t in g a  n ew  s ec o n d a ry  z o n e:  s p ec if y in g t h e z o n e' s  
d o m a in  n a m e 

 
I n the N a m e  field,  enter the dom ain nam e of the z one ( in this case,  mov i e. ed u ) . I n the S e r v e r  
field,  enter the I P  address of the prim ary  m aster nam e server. Y ou can ty pe this inform ation or 
tak e advantage of a shortcut offered b y  the DNS console. W hen y ou click  the B r ow s e  b utton,  the 
DNS console shows y ou a view of the z ones on all the nam e servers it's m anaging. So rather than 
ty ping out mov i e. ed u ,  we could have drilled down to find that z one in the B r ow s e  window,  as 
shown in F igure 4 -2 4 .  

Figure 4-2 4.  Fin d in g a  z o n e w it h  t h e B ro w s e w in d o w  

 
W hether y ou enter the z one and server m anually  or use the B r ow s e  shortcut,  click  N e x t to get 
the nex t window,  shown in F igure 4 -2 5 .  
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Figure 4-2 5 .  C rea t in g a  n ew  s ec o n d a ry  z o n e:  s p ec if y in g m a s t er 
s erv ers   

 
A t  t h i s  p o i n t ,  t h e  p r o c e s s  o f  c r e a t i n g  a  p r i m a r y  m a s t e r  z o n e  a n d  a  s l a v e  z o n e  r e a l l y  d i v e r g e .  T h i s  i s  
t h e  s c r e e n  w h e r e  y o u  s p e c i f y  w h e r e  t h i s  n a m e  s e r v e r  w i l l  g e t  t h e  z o n e  d a t a .  I n  t h i s  e x a m p l e ,  w e ' r e  
m a k i n g  wormhole a  s l a v e  f o r  t h e  mov i e. ed u  z o n e .  W e  n e e d  t o  t e l l  wormhole t o  l o a d  t h e  z o n e  f r o m  
t ermi n a t or ,  t h e  p r i m a r y  m a s t e r .  I n  f a c t ,  o n  t h i s  s c r e e n  y o u  c a n  s p e c i f y  m u l t i p l e  I P  a d d r e s s e s .  I n  
a d v a n c e d  ( a n d  c o m p l i c a t e d )  c o n f i g u r a t i o n s ,  s o m e t i m e s  t h e r e  a r e  m u l t i p l e  p r i m a r i e s  o r  m u l t i p l e  
s o u r c e s  f r o m  w h i c h  a  s l a v e  c a n  g e t  t h e  z o n e  i n f o r m a t i o n .  T h e  D N S  c o n s o l e  s u p p o r t s  t h o s e  
c o n f i g u r a t i o n s .  Y o u  c o u l d  a l s o  j u s t  s p e c i f y  t h e  I P  a d d r e s s  o f  a n o t h e r  s l a v e  a f t e r  t h a t  o f  t h e  p r i m a r y :  
i n  c a s e  t h e  p r i m a r y  i s  d o w n ,  t h i s  s l a v e  c a n  l o a d  f r o m  a n o t h e r  s l a v e .  O f  c o u r s e ,  M o v i e  U .  d o e s n ' t  
h a v e  a n o t h e r  s l a v e  ( y e t ) .   

F o r  n o w ,  w e  j u s t  s p e c i f y  t ermi n a t or ' s  I P  a d d r e s s ,  1 9 2 . 2 4 9 . 2 4 9 . 3 .  ( O n c e  a g a i n  y o u  c a n  c l i c k  t h e  
Browse b u t t o n  a n d  f i n d  t ermi n a t or a m o n g  t h e  D N S  c o n s o l e ' s  l i s t  o f  k n o w n  n a m e  s e r v e r s  t o  a v o i d  
h a v i n g  t o  t y p e  i t s  I P  a d d r e s s . )  T h e n  c l i c k  N ex t .  T h e  f i n a l  w i n d o w  i n  t h e  p r o c e s s  i s  t h e  s a m e  a s  
w h e n  c r e a t i n g  a  p r i m a r y  z o n e :  i t  j u s t  t e l l s  y o u  t h a t  y o u ' r e  d o n e  n o w  a n d  a s k s  y o u  t o  c l i c k  F i n i sh .  
W e ' l l  o m i t  s h o w i n g  i t  t o  y o u .   

W h e n  y o u ' r e  d o n e ,  t h e  n e w  s l a v e  i m m e d i a t e l y  i n i t i a t e s  a  z o n e  t r a n s f e r  t o  t h e  p r i m a r y  t o  d o w n l o a d  
t h e  z o n e .  W i t h i n  a  f e w  s e c o n d s  y o u  s h o u l d  b e  a b l e  t o  d o u b l e -c l i c k  t h e  s l a v e ' s  i c o n  f o r  t h e  z o n e  a n d  
s e e  t h e  r e c o r d s  i n  t h e  z o n e .   

4.5.3 Add an NS Record for the New Slave Name Server 
Y o u r  n e w  s l a v e  w o n ' t  b e  m u c h  g o o d  i f  t h e  r e s t  o f  t h e  w o r l d  d o e s n ' t  k n o w  a b o u t  i t .  A s  a  g e n e r a l  r u l e ,  
w h e n  y o u  a d d  a n o t h e r  n a m e  s e r v e r  f o r  a  z o n e ,  y o u  a l s o  n e e d  t o  a d d  a n  N S  r e c o r d  f o r  i t .  ( W e ' l l  
d i s c u s s  t h e  e x c e p t i o n s  t o  t h i s  i n  C h a p t e r  8 . )   

Y o u  n e e d  t o  a d d  a n  N S  r e c o r d  o n  t h e  z o n e ' s  p r i m a r y .  ( R e m e m b e r  t h a t  a l l  c h a n g e s  t o  a  z o n e  a r e  
m a d e  o n  t h e  p r i m a r y  a n d  p r o p a g a t e  a u t o m a t i c a l l y  t o  t h e  s l a v e s .  D o n ' t  g e t  c o n f u s e d  b y  t h e  f a c t  
t h a t  t h e  D N S  c o n s o l e  l e t s  y o u  s e e  a l l  y o u r  n a m e  s e r v e r s —y o u  m a k e  t h e  c h a n g e s  o n l y  t o  t h e  z o n e ' s  
p r i m a r y . )  I n  o u r  c a s e ,  w e  n e e d  t o  a d d  a n  N S  r e c o r d  f o r  wormhole t o  t h e  mov i e. ed u  z o n e .  S o  w e  
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highlight movie.edu u n d e r  t er min a t or  a n d  s e le c t Action P r op e r tie s .  C lic k  o n  the  N a m e  
S e r v e r s  ta b  a n d  y o u ' ll s e e  a  w in d o w  lik e  the  o n e  in  F igu r e  4 -2 6 .   

Figure 4-2 6 .  N S  rec o rd s  f o r t h e m o v ie. ed u z o n e 

 
T his  w in d o w  s ho w s  tha t r ight n o w  the r e ' s  o n ly  o n e  N S  r e c o r d  f o r  the  movie.edu z o n e ,  w hic h 
s p e c if ie s  t er min a t or .movie.edu a s  a n  a u tho r ita tiv e  n a m e  s e r v e r .  T o  a d d  a n o the r ,  c lic k  Ad d . . .  a n d  
y o u ' ll s e e  the  w in d o w  s ho w n  in  F igu r e  4 -2 7 .   

Figure 4-2 7 .  A d d in g a n  N S  rec o rd  

 
E n te r  the  n a m e  a n d  I P  a d d r e s s  o f  the  s la v e  n a m e  s e r v e r  a n d  c lic k  O K .   

4.5.4 Don't Forget the in-a d d r.a rp a  Z ones !  
N o w  r e p e a t this  s la v e  z o n e  c r e a tio n  p r o c e s s  w ith the  2 4 9 .2 4 9 .1 9 2 .in -a ddr .a r p a  a n d  2 5 3 . 
2 5 3 .1 9 2 .in -a ddr .a r p a  z o n e s .   

4.5.5 S O A  V a l u es  
R e m e m b e r  this  S O A  r e c o r d  f o r  the  movie.edu z o n e ?   
@    I N    S O A  t e r m i n a t o r . m o v i e . e d u .     a d m i n i s t r a t o r . m o v i e . e d u .     (  
                        1            ;  s e r i a l  n u m b e r  
                        3 6 0 0         ;  r e f r e s h  
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                        600         ; retry 
                        8 64 00       ; ex p i re 
                        3 600      )  ; m i n i m u m  T T L  

We never explained what the values in between the parentheses were for.  

T he serial num ber applies to all the data within the z one. We c hose to start our serial num ber at 1 ,  
a log ic al plac e to start. T he D N S  c onsole autom atic ally  inc rem ents the serial num ber in a z one' s 
S O A  rec ord whenever y ou m ak e a c hang e to the z one. I f y ou' ve m aintained z one data files by  hand,  
y ou m ig ht have enc oded the date in the serial num ber—for exam ple,  2 0 0 0 1 0 2 3 0 1 . T his form at is 
Y Y Y Y M M D D N N ,  where Y Y Y Y  is the y ear,  M M  is the m onth,  D D  is the day ,  and N N  is a c ount of how 
m any  tim es the z one data were m odified that day . U nfortunately ,  y ou c an' t use that c onvention 
with the D N S  c onsole. I t j ust inc rem ents the serial num ber by  one eac h tim e a c hang e is m ade and 
doesn' t understand the date enc oding .  

When a slave nam e server c ontac ts a prim ary  m aster server for z one data,  it first ask s for the 
serial num ber of the data. I f the slave' s serial num ber is lower than the prim ary ' s,  the slave' s z one 
data is out of date. I n this c ase,  the slave pulls a new c opy  of the z one. A s y ou m ig ht g uess,  if y ou 
ever m odify  the z one data files on the prim ary  m aster by  hand,  y ou m ust inc rem ent the serial 
num ber,  too. U pdating  z one data files is c overed in C hapter 7 .  

T he next four fields spec ify  various tim e intervals in sec onds:  

refresh  

T he refresh interval tells the slave how often to c hec k  that its data is up to date. T o g ive 
y ou an idea of the sy stem  load this feature c auses,  a slave will m ak e one S O A  q uery  per 
z one per refresh interval. T he default value g enerated by  the D N S  c onsole when the z one 
was c reated,  one hour,  is reasonably  ag g ressive. M ost users will tolerate a delay  of half a 
work ing  day  for thing s lik e nam e server data to propag ate when they  are waiting  for their 
new work station to be operational. I f y ou provide one-day  servic e for y our site,  c onsider 
raising  this value to eig ht hours. I f y our data doesn' t c hang e very  often,  or if all y our slaves 
are spread over long  distanc es ( as the root nam e servers are) ,  c onsider a long er value,  
suc h as 2 4  hours.  

ret ry   

I f a slave fails to reac h the prim ary  nam e server( s)  after the refresh period ( the hosts or 
hosts c ould be down) ,  it starts try ing  to c onnec t every  ret ry  sec onds. T he retry  interval is 
usually  shorter than the refresh interval,  but it doesn' t have to be.  

ex p i re  

I f a slave fails to c ontac t the prim ary  server( s)  for ex p i re sec onds,  the slave expires its data. 
E xpiring  the data m eans the slave stops g iving  out answers about the data bec ause the data 
is too old to be useful. E ssentially ,  this field say s:  at som e point,  the data is so old that 
having  no data is better than having  stale data. We think  M ic rosoft' s default expire tim e of 
8 6 , 4 0 0  sec onds ( 2 4  hours)  is awfully  short. E xpire tim es on the order of a week  are 
c om m on,  and the interval c an be long er ( up to a m onth)  if y ou freq uently  have problem s 
reac hing  y our updating  sourc e. T he expiration tim e should alway s be m uc h larg er than the 
retry  and refresh intervals;  if the expire tim e is sm aller than the refresh interval,  y our 
slaves will expire their data before try ing  to load new data.  

m i n i m u m  T T L   
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TTL stands for time to live. This value applies to all the resource records in the z one data 
file. The name server supplies this TTL in q uery  responses,  allow ing  other servers to cache 
the data for the TTL interval. I f y our data doesn' t chang e much,  y ou mig ht consider using  a 
minimum TTL of several day s. O ne w eek  is ab out the long est value that mak es sense. A g ain,  
the default value of 3 , 6 0 0  seconds ( one hour)  is very  short,  w hich w e don' t recommend 
b ecause of the amount of D N S  traffic it causes.  

W hat values y ou choose for y our S O A  record w ill depend upon the needs of y our site. I n g eneral,  
long er times cause less loading  on y our sy stems and leng then the propag ation of chang es;  shorter 
times increase the load on y our sy stems and speed up the propag ation of chang es. W e find the 
follow ing  values w ork  w ell for most sites;  they ' re also a g ood starting  point if y ou' re not sure w hat 
values to use:   
       10800 ;  Refresh         3 hours 
        36 00 ;  Ret ry            1 hours 
     2 5 9 2 000 ;  E x p i re         30 d a y s 
       86 4 00 ;  M i n i m um  T T L      1 d a y  

O ne final note ab out TTL values:  the D N S  console display s them in a somew hat cry ptic fashion. 
Tak e a look  b ack  at the N S  record w e added in F ig ure 4 -2 7 . N otice the TTL specified as 0: 1: 0: 0. 
" W hat the heck  is that? "  y ou ask . W ell,  the first field is day s,  then hours,  minutes,  and seconds. S o 
rather than display  a value in seconds and mak e y ou do the math,  the D N S  console lets y ou specify  
a TTL in a ( slig htly )  more convenient w ay .  

4.6 Adding More Zones  
N ow  that y ou have y our name servers running ,  y ou mig ht w ant to handle more z ones. W hat needs 
to b e done?  N othing  special,  really . J ust use the D N S  console to select the appropriate server in the 
left pane,  then choose A c t i o n  N e w  Z o n e . . . . F ollow  the instructions earlier in this chapter 
according  to w hether y ou are creating  a primary  or a slave ( secondary )  z one.  

A t this point,  it' s useful to repeat something  w e said in an earlier chapter. C alling  a given name 
server a primary  master name server or slave name server is a little silly . N ame servers can b e 
authoritative for more than one z one. A  name server can b e a primary  master for one z one and a 
slave for another. M ost name servers,  how ever,  are either primary  master for most of the z ones 
they  load or slave for most of the z ones they  load. S o if w e call a particular name server a primary  
master or a slave,  w e mean that it' s the primary  master or a slave for m o s t  of the z ones it loads.  

4.7  D N S  P rop ert ies  
Let' s finish this chapter w ith an ex planation of the A c t i o n  P r o p e r t i e s  selection. The P r o p e r t i e s  
selection on the A c t i o n  menu is contex t-sensitive. W hen selected,  the D N S  console display s the 
properties of the resource record,  z one,  or server that is hig hlig hted.  

4.7.1 Resource Record Properties 
S elect a resource record on the rig ht b y  sing le-click ing  it. Then choose A c t i o n  P r o p e r t i e s . The 
w indow  should look  familiar:  it' s the same one y ou used to add the record. Y ou can g et the same 
effect b y  simply  doub le-click ing  the record,  too.  
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4.7.2 Zone Properties 
The zone properties window is viewed by selecting a zone on the left and choosing Action 
P r op e r tie s .  U nlik e resou rce record properties,  som e zone inform ation can be changed only from  
this window.  I t has five tabs:   

General  

This window shows the nam e of the zone' s data file as well as indicating if it' s a prim ary or 
slave ( secondary)  zone.  The type of the zone can be changed from  prim ary to slave or vice 
versa.  D ynam ic u pdates and aging/ scavenging are advanced topics that we' ll cover in 
C hapter 1 1 .  The window for the m o v i e. ed u  zone is shown in F igu re 4 -2 8 .   

Figure 4-2 8 .  Z o n e p ro p ert ies  w in d o w ,  G en era l  t a b  

 
S t art  o f  A u t h o ri t y  ( S O A )   

This window shows the zone' s S O A  record.  The display is the sam e as the window shown 
way back  in F igu re 4 -1 3  and is no different than if you  dou ble-click  the S O A  record in the 
right panel.   

N am e S erv ers   

W e' ve already seen this window—see F igu re 4 -2 6 .   

W I N S   

The W I N S  tab is covered in C hapter 1 0 .   

Z o ne T rans f ers   

The Z one  T r a ns f e r s  tab and N otif y  settings are also covered in C hapter 1 0 .   

4.7.3  S erv er Properties 
Y ou  can view the server properties by selecting a server on the left and choosing D N S P r op e r tie s .  
I t has three tabs:   

I nt erf ac es   
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This window allows you to specify the interfaces on which the server will listen for queries. 
I f you have m ultiple interfaces ( as for virtual web  hosting ) ,  you m ig ht not need them  all to 
b e listed here. The default b ehavior is for the server to listen on all interfaces. The window 
is shown in F ig ure 4 -2 9 .  

Figure 4-2 9 .  S erv er p ro p ert ies ,  I n t erf a c es  t a b  

 
Forwarders, Advanced, Logging, and Monitoring  

These tab s are all covered in C hapter 1 0 . 

R oot H ints  

W e discussed this window earlier—see F ig ure 4 -2 0 .  

4.8 What Next? 

I n this chapter,  we showed you how to set up a prim ary m aster and a slave nam e server. There is 
m ore work  to do to com plete setting  up your local dom ain:  you need to m odify your D N S  data for 
em ail,  config ure the other hosts in your dom ain to use nam e servers,  and possib ly start up m ore 
nam e servers. These topics are covered in the nex t few chapters.  
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Chapter 5. DNS and Electronic Mail 
And here Alice began to get rather sleepy, and went on saying to herself, in a dreamy sort of way, 
" D o cats eat bats?  D o cats eat bats? "  and sometimes " D o bats eat cats? "  for, you  see, as she 
cou ldn' t answer either q u estion, it didn' t mu ch matter which way she pu t it.   

I ' l l  b e t  y o u ' r e  d r o w s y  t o o ,  a f t e r  t h a t  l o o o n g  c h a p t e r .  T h a n k f u l l y ,  t h i s  n e x t  c h a p t e r  d i s c u s s e s  a  t o p i c  
t h a t  w i l l  p r o b a b l y  b e  v e r y  i n t e r e s t i n g  t o  y o u  s y s t e m  a d m i n i s t r a t o r s  a n d  p o s t m a s t e r s :  h o w  D N S  
i m p a c t s  e l e c t r o n i c  m a i l .  A n d  e v e n  i f  i t  i s n ' t  i n t e r e s t i n g  t o  y o u ,  a t  l e a s t  i t ' s  s h o r t e r  t h a n  t h e  l a s t  
c h a p t e r .   

O n e  o f  t h e  a d v a n t a g e s  o f  t h e  D o m a i n  N a m e  S y s t e m  o v e r  h o s t  t a b l e s  i s  i t s  s u p p o r t  o f  a d v a n c e d  
m a i l  r o u t i n g .  W h e n  m a i l e r s  h a d  o n l y  t h e  H O S T S . T X T  f i l e  ( a n d  i t s  d e r i v a t i v e s ,  / etc/ hosts i n  t h e  U n i x  
w o r l d  a n d  % S Y S T E M  R O O T % \system3 2 \driv ers\etc\H O S T S  u n d e r  W i n d o w s )  t o  w o r k  w i t h ,  t h e  b e s t  
t h e y  c o u l d  d o  w a s  t o  a t t e m p t  d e l i v e r y  t o  a  h o s t ' s  I P  a d d r e s s .  I f  t h a t  f a i l e d ,  t h e y  c o u l d  e i t h e r  d e f e r  
d e l i v e r y  o f  t h e  m e s s a g e  a n d  t r y  a g a i n  l a t e r  o r  b o u n c e  t h e  m e s s a g e  b a c k  t o  t h e  s e n d e r .   

D N S  o f f e r s  a  m e c h a n i s m  f o r  s p e c i f y i n g  b a c k u p  h o s t s  f o r  m a i l  d e l i v e r y .  T h e  m e c h a n i s m  a l s o  a l l o w s  
h o s t s  t o  a s s u m e  m a i l -h a n d l i n g  r e s p o n s i b i l i t i e s  f o r  o t h e r  h o s t s .  T h i s  l e t s  d i s k l e s s  h o s t s  t h a t  d o n ' t  
r u n  m a i l e r s ,  f o r  e x a m p l e ,  h a v e  m a i l  a d d r e s s e d  t o  t h e m  p r o c e s s e d  b y  t h e i r  s e r v e r s .   

D N S ,  u n l i k e  h o s t  t a b l e s ,  a l l o w s  a r b i t r a r y  n a m e s  t o  r e p r e s e n t  e l e c t r o n i c  m a i l  d e s t i n a t i o n s .  Y o u  
c a n ? a n d  m o s t  o r g a n i z a t i o n s  o n  t h e  I n t e r n e t  d o ? u s e  t h e  d o m a i n  n a m e  o f  y o u r  m a i n  f o r w a r d -
m a p p i n g  z o n e  a s  a n  e m a i l  d e s t i n a t i o n .  O r  y o u  c a n  a d d  d o m a i n  n a m e s  t o  y o u r  z o n e  t h a t  a r e  p u r e l y  
e m a i l  d e s t i n a t i o n s  a n d  d o n ' t  r e p r e s e n t  a n y  p a r t i c u l a r  h o s t .  A  s i n g l e  l o g i c a l  e m a i l  d e s t i n a t i o n  m a y  
a l s o  r e p r e s e n t  s e v e r a l  m a i l  s e r v e r s .  W i t h  h o s t  t a b l e s ,  m a i l  d e s t i n a t i o n s  w e r e  h o s t s ,  p e r i o d .   

T o g e t h e r ,  t h e s e  f e a t u r e s  g i v e  a d m i n i s t r a t o r s  m u c h  m o r e  f l e x i b i l i t y  i n  c o n f i g u r i n g  e l e c t r o n i c  m a i l  o n  
t h e i r  n e t w o r k s .   

5.1 MX Records 

D N S  u s e s  a  s i n g l e  t y p e  o f  r e s o u r c e  r e c o r d  t o  i m p l e m e n t  e n h a n c e d  m a i l  r o u t i n g ,  t h e  M X  r e c o r d .  
O r i g i n a l l y ,  t h e  M X  r e c o r d ' s  f u n c t i o n  w a s  s p l i t  b e t w e e n  t w o  r e c o r d s ,  t h e  M D  ( m a i l  d e s t i n a t i o n )  a n d  
M F  ( m a i l  f o r w a r d e r )  r e c o r d s .  M D  s p e c i f i e d  t h e  f i n a l  d e s t i n a t i o n  t o  w h i c h  a  m e s s a g e  a d d r e s s e d  t o  a  
g i v e n  d o m a i n  n a m e  s h o u l d  b e  d e l i v e r e d .  M F  s p e c i f i e d  a  h o s t  t h a t  w o u l d  f o r w a r d  m a i l  o n  t o  t h e  
e v e n t u a l  d e s t i n a t i o n ,  s h o u l d  t h a t  d e s t i n a t i o n  b e  u n r e a c h a b l e .   

E a r l y  e x p e r i e n c e  w i t h  D N S  o n  t h e  I n t e r n e t  s h o w e d  t h a t  s e p a r a t i n g  t h e  f u n c t i o n s  d i d n ' t  w o r k  v e r y  
w e l l .  A  m a i l e r  n e e d e d  b o t h  t h e  M D  a n d  M F  r e c o r d s  a t t a c h e d  t o  a  d o m a i n  n a m e  ( i f  b o t h  e x i s t e d )  t o  
d e c i d e  w h e r e  t o  s e n d  m a i l —o n e  o r  t h e  o t h e r  a l o n e  w o u l d n ' t  d o .  B u t  a n  e x p l i c i t  l o o k u p  o f  o n e  t y p e  
o r  a n o t h e r  ( e i t h e r  M D  o r  M F )  w o u l d  c a u s e  a  n a m e  s e r v e r  t o  c a c h e  j u s t  t h a t  r e c o r d  t y p e .  S o  m a i l e r s  
e i t h e r  h a d  t o  d o  t w o  q u e r i e s ,  o n e  f o r  M D  a n d  o n e  f o r  M F  d a t a ,  o r  t h e y  c o u l d  n o  l o n g e r  a c c e p t  
c a c h e d  a n s w e r s .  T h i s  m e a n t  t h a t  t h e  o v e r h e a d  o f  r u n n i n g  m a i l  w a s  h i g h e r  t h a n  t h a t  o f  r u n n i n g  
o t h e r  s e r v i c e s ,  w h i c h  w a s  e v e n t u a l l y  d e e m e d  u n a c c e p t a b l e .   

T h e  t w o  r e c o r d s  w e r e  i n t e g r a t e d  i n t o  a  s i n g l e  r e c o r d  t y p e ,  M X ,  t o  s o l v e  t h i s  p r o b l e m .  N o w  a  m a i l e r  
j u s t  n e e d e d  a l l  t h e  M X  r e c o r d s  f o r  a  p a r t i c u l a r  d o m a i n  n a m e  d e s t i n a t i o n  t o  m a k e  a  m a i l  r o u t i n g  
d e c i s i o n .  U s i n g  c a c h e d  M X  r e c o r d s  w a s  f i n e ,  a s  l o n g  a s  t h e  T T L s  m a t c h e d .   

M X  r e c o r d s  s p e c i f y  a  m a i l  e x c h a n g e r  f o r  a  d o m a i n  n a m e :  a  h o s t  t h a t  w i l l  either p r o c e s s  or f o r w a r d  
m a i l  f o r  t h e  d o m a i n  n a m e  ( t h r o u g h  a  f i r e w a l l ,  f o r  e x a m p l e ) .  " P r o c e s s i n g "  t h e  m a i l  m e a n s  e i t h e r  
d e l i v e r i n g  i t  t o  t h e  i n d i v i d u a l  t o  w h o m  i t ' s  a d d r e s s e d  o r  g a t e w a y i n g  i t  t o  a n o t h e r  m a i l  t r a n s p o r t ,  
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such as X.400. "Forwarding" means sending it to its final destination or to another mail exchanger 
"closer" to the destination v ia S M T P ,  the I nternet' s S imp le M ail T ransfer P rotocol. S ometimes 
forwarding the mail inv olv es q ueuing it for some amount of time,  too.  

I n order to p rev ent mail routing loop s,  the M X record has an extra p arameter,  b esides the domain 
name of the mail exchanger:  a p reference v alue. T he p reference v alue is an unsigned 1 6 -b it 
numb er ( b etween 0 and 6 5 5 3 5 )  that indicates the mail exchanger' s p riority . For examp le,  the M X 
record:   
peets.mpk.ca.us.    IN    MX    10 relay.hp.com. 

sp ecifies that relay.hp.com is a mail exchanger for peet s .mpk .ca.u s  at p reference v alue 1 0.  

T ak en together,  the p reference v alues of a destination' s mail exchangers determine the order in 
which a mailer should use them. T he p reference v alue itself isn' t imp ortant,  only  its relationship  to 
the v alues of other mail exchangers:  is it higher or lower than the v alues of this destination' s other 
mail exchangers?  U nless there are other records inv olv ed,  this:   
plan g e.pun tacan a.d r.  IN  MX  1 li sto.pun tacan a.d r. 
plan g e.pun tacan a.d r.  IN  MX  2  hep.pun tacan a.d r. 

does exactly  the same thing as:  
plan g e.pun tacan a.d r.  IN  MX  5 0  li sto.pun tacan a.d r. 
plan g e.pun tacan a.d r.  IN  MX  100 hep.pun tacan a.d r. 

M ailers should attemp t deliv ery  to the mail exchangers with the low es t  p reference v alues first. T his 
may  seem a little counterintuitiv e—the mos t  p referred mail exchanger has the low es t  p reference 
v alue. B ut since the p reference v alue is an unsigned q uantity ,  this lets y ou sp ecify  a "b est" mail 
exchanger at p reference v alue 0.  

I f deliv ery  to the most p referred mail exchanger( s)  fails,  mailers should attemp t deliv ery  to less 
p referred mail exchangers ( those with hi g her p reference v alues) ,  in order of increasing p reference 
v alue. T hat is,  mailers should try  more-p referred mail exchangers b efore they  try  less-p referred 
mail exchangers. M ore than one mail exchanger may  share the same p reference v alue,  too. T his 
giv es the mailer its choice of which to send to first. T he mailer must try  all the mail exchangers at 
a giv en p reference v alue b efore p roceeding to the next higher v alue,  though.  

For examp le,  the M X records for orei lly.com might b e:   
orei lly.com.    IN    MX    0 ora.orei lly.com. 
orei lly.com.    IN    MX    10 rub y.orei lly.com. 
orei lly.com.    IN    MX    10 opal.orei lly.com. 

I nterp reted together,  these M X records instruct mailers to attemp t deliv ery  to orei lly.com b y  
sending to:   

1 . ora.orei lly.com first 
2 . E ither ru b y.orei lly.com or opal.orei lly.com next,  and finally   
3 . T he remaining p reference 1 0 mail exchanger ( the one not used in step  2 )   

O f course,  once the mailer successfully  deliv ers the mail to one of orei lly.com ' s mail exchangers,  it 
can stop . A  mailer successfully  deliv ering orei lly.com mail to ora.orei lly.com doesn' t need to try  
ru b y.orei lly.com or opal.orei lly.com.  
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Note that oreilly.com i s n ' t a p ar ti c u l ar  hos t;  i t' s  the d om ai n  n am e of  O ' R ei l l y  &  A s s oc i ates '  m ai n  
f or w ar d -m ap p i n g  z on e.  O ' R ei l l y  &  A s s oc i ates  u s es  the d om ai n  n am e as  the em ai l  d es ti n ati on  f or  
ev er y on e w ho w or k s  ther e.  I t' s  m u c h eas i er  f or  c or r es p on d en ts  to r em em b er  the s i n g l e em ai l  
d es ti n ati on  oreilly.com than  to r em em b er  w hi c h hos t—ru b y.oreilly.com? a mb er.oreilly.com?—eac h 
em p l oy ee has  an  em ai l  ac c ou n t on .   

T hi s  r eq u i r es ,  of  c ou r s e,  that the m ai l er  on  ora .oreilly.com k eep  tr ac k  of  the hos t on  w hi c h eac h 
u s er  at O ' R ei l l y  &  A s s oc i ates  has  an  em ai l  ac c ou n t.  T hat' s  u s u al l y  d on e b y  m ai n tai n i n g  a m as ter  
a lia s es  f i l e on  ora .oreilly.com that f or w ar d s  em ai l  f r om  ora .oreilly.com to i ts  ev en tu al  d es ti n ati on .   

W hat i f  a d es ti n ati on  d oes n ' t hav e an y  M X  r ec or d s ,  b u t i t has  on e or  m or e A  r ec or d s ? W i l l  a m ai l er  
s i m p l y  n ot d el i v er  m ai l  to that d es ti n ati on ? I t d ep en d s  on  the m ai l  s er v er .  B oth E x c han g e an d  the 
S M T P  s er v er s  p r ov i d ed  w i th W i n d ow s  2 0 0 0  r eq u i r e the p r es en c e of  a v al i d  M X  r ec or d  f or  an y  
d om ai n  to w hi c h y ou  w an t to d el i v er  m ai l .  H ow ev er ,  s en d ma il ,  a p op u l ar  m ai l  tr an s p or t ag en t f r om  
the U n i x  w or l d ,  i s  d i f f er en t.  R ec en t v er s i on s  of  s en d ma il c an  b e c om p i l ed  w i th the f u n c ti on al i ty  to 
d el i v er  m ai l  to a d es ti n ati on  w i th n o M X  r ec or d s  b u t at l eas t on e A  r ec or d .  M os t v en d or s  hav e 
c om p i l ed  thei r  s en d ma il s  w i th thi s  m or e f or g i v i n g  f eatu r e:  i f  n o M X  r ec or d s  ex i s t b u t on e or  m or e A  
r ec or d s  d o,  they ' l l  at l eas t attem p t d el i v er y  to the ad d r es s .  s en d ma il V er s i on  8 ,  c om p i l ed  " ou t of  
the b ox , "  w i l l  tr y  the ad d r es s  of  a m ai l  d es ti n ati on  w i thou t M X  r ec or d s .  C hec k  y ou r  v en d or ' s  
d oc u m en tati on  i f  y ou ' r e n ot s u r e w hether  y ou r  m ai l  s er v er  w i l l  s en d  m ai l  to d es ti n ati on s  w i th on l y  
ad d r es s  r ec or d s .  E v en  thou g h n ear l y  al l  m ai l er s  w i l l  d el i v er  m ai l  to a d es ti n ati on  w i th j u s t an  
ad d r es s  r ec or d  an d  n o M X  r ec or d s ,  i t' s  s ti l l  a g ood  i d ea to hav e at l eas t on e M X  r ec or d  f or  eac h 
l eg i ti m ate m ai l  d es ti n ati on .  M os t m ai l er s ,  i n c l u d i n g  s en d ma il ,  w i l l  al w ay s  l ook  u p  the M X  r ec or d s  f or  
a d es ti n ati on  f i r s t w hen  ther e i s  m ai l  to d el i v er .  I f  the d es ti n ati on  d oes n ' t hav e an y  M X  r ec or d s ,  a 
n am e s er v er —u s u al l y  on e of  y ou r  au thor i tati v e n am e s er v er s —s ti l l  m u s t an s w er  that q u er y ,  an d  
then  s en d ma il w i l l  g o on  to l ook  u p  A  r ec or d s .  T hat tak es  ex tr a ti m e,  s l ow s  m ai l  d el i v er y ,  an d  ad d s  
a l i ttl e l oad  to y ou r  z on e' s  au thor i tati v e n am e s er v er s .  I f  y ou  s i m p l y  ad d  an  M X  r ec or d  f or  eac h 
d es ti n ati on  p oi n ti n g  to a d om ai n  n am e that m ap s  to the s am e ad d r es s  that an  ad d r es s  l ook u p  
w ou l d  r etu r n ,  the m ai l er  w i l l  hav e to s en d  on l y  on e q u er y ,  an d  the m ai l er ' s  l oc al  n am e s er v er  w i l l  
c ac he the M X  r ec or d  f or  f u tu r e u s e.   

5.2 Adding MX Records with the DNS Console 
Now  that y ou ' r e f am i l i ar  w i th M X  r ec or d s  as  they  ap p ear  i n  z on e d ata f i l es ,  l et' s  c ov er  how  to ad d  
them  w i th the D NS  c on s ol e.  F i r s t,  r i g ht-c l i c k  on  the d om ai n  n am e of  the z on e to w hi c h y ou ' d  l i k e to 
ad d  the M X  r ec or d .  Y ou ' l l  ac c es s  the d r op -d ow n  m en u  s how n  i n  F i g u r e 5 -1.   
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Figure 5-1 .  A d d in g a n  M X  rec o rd  t o  a  z o n e 

 
C h o o s e  New Mai l  E x c h an g er . . .  f r o m  t h e  p o p -u p  m e n u .  A  s m a l l  w i n d o w ,  s h o w n  i n  F i g u r e  5 -2,  w i l l  
b e  d i s p l a y e d .   

Figure 5-2 .  A d d in g a n  M X  rec o rd  f o r t erm in a t o r. m o v ie. ed u 

 
I n  F i g u r e  5 -2,  w e ' r e  a d d i n g  a n  M X  r e c o r d  f o r  terminator.movie.edu a t  p r e f e r e n c e  1 0 ,  p o i n t i n g  t o  
terminator.movie.edu i t s e l f .  T h e  r e c o r d  t h a t ' s  a d d e d  t o  t h e  z o n e  d a t a  f i l e  l o o k s  l i k e  t h i s :   
terminator   IN MX 10 terminator 

5.3 What's a Mail Exchanger, Again? 
T h e  i d e a  o f  a  m a i l  e x c h a n g e r  i s  p r o b a b l y  n e w  t o  m a n y  o f  y o u ,  s o  l e t ' s  g o  o v e r  i t  i n  a  l i t t l e  m o r e  
d e t a i l .  A  s i m p l e  a n a l o g y  s h o u l d  h e l p  h e r e :  i m a g i n e  t h a t  a  m a i l  e x c h a n g e r  i s  a n  a i r p o r t ,  a n d  i n s t e a d  
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of setting up MX records to instruct mailers where to send messages, you're advising your in-laws 
on which airport to fly into when they come to visit you.   

S ay you live in L os G atos, C alifornia.  T he closest airport for your in-laws to fly into is S an J ose, the 
second closest is S an F rancisco, and the third O ak land.  ( W e'll ignore other factors such as price of 
the tick et, B ay A rea traffic, etc. )  D on't see the parallel?  T hen picture it lik e this:   
los-g a t os. c a . u s.     I N     M X     1  sa n -j ose . c a . u s.  
los-g a t os. c a . u s.     I N     M X     2  sa n -f r a n c i sc o. c a . u s.  
los-g a t os. c a . u s.     I N     M X     3  oa k la n d . c a . u s.  

T he MX list is j ust an ordered list of destinations that tells mailers ( your in-laws)  where to send 
messages ( fly)  if they want to reach a given email destination ( your house) .  T he preference value 
tells them how desirab le it is to use that destination—you can think  of it as a logical " distance"  
from the eventual destination ( in any units you choose) , or simply as a " top ten" -style rank ing of 
the prox imity of those mail ex changers to the final destination.   

W ith this list, you're saying, " T ry to fly into S an J ose, and if you can't get there, try S an F rancisco 
and O ak land, in that order. "  I t also says that if you reach S an F rancisco, you should tak e a 
commuter flight to S an J ose.  I f you wind up in O ak land, you should try to get a commuter to S an 
J ose or at least to S an F rancisco.   

W hat mak es a good mail ex changer, then?  T he same q ualities that mak e a good airport:   

S i z e   

Y ou wouldn't want to fly into tiny R eid-H illview A irport to get to L os G atos, b ecause the 
airport's not eq uipped to handle large planes or many people.  ( Y ou'd prob ab ly b e b etter off 
landing a b ig j et on I nterstate 2 8 0  than at R eid-H illview. )  L ik ewise, you don't want to use 
an emaciated, underpowered host as a mail ex changer;  it won't b e ab le to handle the load.   

U p t i m e   

Y ou k now b etter than to fly through D enver I nternational A irport in the winter, right?  T hen 
you should k now b etter than to use a host that's rarely up or availab le as a mail ex changer.   

C on n e c t i v i t y   

I f your relatives are flying in from far away, you've got to mak e sure they can get a direct 
flight to at least one of the airports in the list you give them.  Y ou can't tell them their only 
choices are S an J ose and O ak land if they're flying in from H elsink i.  S imilarly, you've got to 
mak e sure that at least one of your hosts' mail ex changers is reachab le to anyone who 
might conceivab ly send you mail.   

M an ag e m e n t  an d  ad m i n i st r at i on   

H ow well an airport is managed has a b earing on your safety while flying into or j ust 
through the airport and on how easy it is to use.  T hink  of these factors when choosing a 
mail ex changer.  T he privacy of your mail, the speed of its delivery during normal operations, 
and how well your mail is treated when your hosts go down all hinge upon the q uality of the 
administrators who manage your mail ex changers.   

K eep this ex ample in mind, b ecause we'll use it again later.   
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5.4 The MX Algorithm 
That's the basic idea behind MX records and mail exchangers, but there are a few more wrinkles 
y ou should know about.  To av oid routing loop s, mailers need to use a slightly  more comp licated 
algorithm than what we'v e described when they  determine where to send mail. [1]  
[1] This algorithm is based on RFC 974, which describes how Internet mail routing works. 

I magine what would hap p en if mailers didn't check for routing loop s.  L et's say  y ou send mail from 
y our workstation to nuts@oreilly.com, rav ing ( or raging)  about the q uality  of this book.  
U nfortunately , ora .oreilly.com is down at the moment.  N o p roblem!  R ecall oreilly.com's MX records:   
oreilly.com.    IN    MX    0  ora.oreilly.com. 
oreilly.com.    IN    MX    1 0 ru b y.oreilly.com. 
oreilly.com.    IN    MX    1 0 op al.oreilly.com. 

Y our mailer falls back and sends y our message to rub y.oreilly.com, which is up .  rub y.oreilly.com's 
mailer then tries to forward the mail on to ora .reilly.com but can't because ora .oreilly.com is down.  
N ow what?  U nless rub y.oreilly.com checks the sanity  of what she is doing, she'll try  to forward the 
message to op a l.oreilly.com or may be ev en to herself.  That's certainly  not going to help  get the 
mail deliv ered.  I f rub y.oreilly.com sends the message to herself, we hav e a mail routing loop .  I f 
rub y.oreilly.com sends the message to op a l.oreilly.com, op a l.oreilly.com will either send it back to 
rub y.oreilly.com or send it to herself, and we again hav e a mail routing loop .   

To p rev ent this from hap p ening, mailers discard certain MX records before they  decide where to 
send a message.  A  mailer sorts the list of MX records by  p reference v alue and looks in the list for 
the canonical domain name of the host on which it's running.  I f the local host ap p ears as a mail 
exchanger, the mailer discards that MX record and all MX records in which the p reference v alue is 
eq ual or higher ( that is, eq ually  or less-p referred mail exchangers) .  That p rev ents the mailer from 
sending messages to itself or to mailers " farther"  from the ev entual destination.   

L et's think about this in the context of our airp ort analogy .  This time, imagine y ou're an airline 
p assenger ( a message)  try ing to get to G reeley , C olorado.  Y ou can't get a direct flight to G reeley , 
but y ou can fly  to either F ort C ollins or D env er ( the two next-highest mail exchangers) .  S ince F ort 
C ollins is closer to G reeley , y ou op t to fly  to F ort C ollins.   

N ow, once y ou'v e arriv ed in F ort C ollins, there's no sense in fly ing to D env er, away  from y our 
destination ( a lower-p reference mail exchanger) .  ( A nd fly ing from F ort C ollins to F ort C ollins would 
be silly , too. )  S o the only  accep table flight to get y ou to y our destination is now a F ort C ollins-
G reeley  flight.  Y ou eliminate flights to less-p referred destinations to p rev ent freq uent-fly er loop ing 
and wasteful trav el time.   

O ne cav eat:  most mailers will look only for their local host's ca nonica l domain name in the list of 
MX records.  They  don't check for aliases ( domain names on the left side of C N A ME  records) .  U nless 
y ou alway s use canonical names in y our MX records, there's no guarantee that a mailer will be able 
to find itself in the MX list, and y ou'll run the risk of hav ing y our mail loop .   

I f y ou do list a mail exchanger by  an alias and it unwittingly  tries to deliv er mail to itself, most 
mailers will detect the loop  and bounce the mail with an error.  H ere's the error message from 
recent v ersions of send ma il :   
5 5 4  MX lis t  f or mov ie.ed u  p oin t s  b ack  t o relay.is p .com 
5 5 4  < root @ mov ie.ed u > ... L ocal con f ig u rat ion  error 
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The moral: in an MX record, always use the mail exchanger's canonical name.  

O ne more cav eat: the hosts you list as mail exchangers must hav e address records. A  mailer needs 
to f ind an address f or each mail exchanger you name or else it can't attemp t deliv ery there.  

To go b ack  to our o r e i l l y . c o m examp le, when r ub y . o r e i l l y . c o m receiv ed the message f rom your 
work station, her mailer would hav e check ed the list of  MX records:  
oreilly.com.    IN    MX    0  ora.oreilly.com. 
oreilly.com.    IN    MX    1 0 ru b y.oreilly.com. 
oreilly.com.    IN    MX    1 0 op al.oreilly.com. 

F inding the local host's domain name in the list at p ref erence v alue 1 0 , r ub y . o r e i l l y . c o m's mailer 
would discard all the records at p ref erence v alue 1 0  or higher ( the records in b old) :  
oreilly.com.    IN    MX    0 ora.oreilly.com. 
oreilly.com.    IN    MX    10 ruby.oreilly.com. 
oreilly.com.    IN    MX    10 op a l.oreilly.com. 

leav ing only: 
oreilly.com.    IN    MX    0 ora.oreilly.com. 

S ince o r a . o r e i l l y . c o m is down, r ub y . o r e i l l y . c o m would def er deliv ery until later and q ueue the 
message.  

W hat hap p ens if  a mailer f inds i tse l f  at the highest p ref erence ( lowest p ref erence v alue)  and has to 
discard the whole MX list?  S ome mailers attemp t deliv ery directly to the destination host's I P  
address as a last-ditch ef f ort. I n most mailers, howev er, it's an error. I t may indicate that D N S  
think s the mailer should b e p rocessing ( not j ust f orwarding)  mail f or the destination, b ut the mailer 
hasn't b een conf igured to k now that. O r it may indicate that the administrator has ordered the MX 
records incorrectly b y using the wrong p ref erence v alues.  

S ay, f or examp le, the f olk s who run a c me . c o m add an MX record to direct mail addressed to 
a c me . c o m to a mailer at their I nternet serv ice p rov ider:  
acme.com.    IN    MX    1 0 mail.is p .n et . 

Most mailers need to b e conf igured to identif y their aliases and the names of  other hosts f or which 
they p rocess mail. U nless the mailer on ma i l . i sp . n e t is conf igured to recogniz e email addressed to 
a c me . c o m as local mail, it will assume it's b eing ask ed to relay the mail and attemp t to f orward the 
mail to a mail exchanger closer to the f inal destination.[2] W hen it look s up  the MX records f or 
a c me . c o m, it will f ind itself  as the most-p ref erred mail exchanger and will b ounce the mail b ack  to 
the sender.  
[2] Unless, of course, mail.isp.net ' s m a i ler i s confi g ured  not  t o rela y  m a i l for unk now n d om a i ns.  I n t h i s ca se, i t  w ould  si m p l y  rej ect  
t h e m a i l.  

Y ou may hav e noticed that we tend to use multip les of  1 0  f or our p ref erence v alues. Ten is 
conv enient b ecause it allows you to insert other MX records temp orarily at intermediate v alues 
without changing the other weights, b ut otherwise there's nothing magical ab out it. W e could j ust 
as easily hav e used increments of  1  or 1 0 0 —the ef f ect would hav e b een the same.  
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5.5 DNS and Exchange 
If you're running Micros oft  E x ch a nge S erv er,  you need  t o k now  h ow  it  int erop era t es  w it h  D N S ,  
w h et h er or not  you're us ing t h e Micros oft  D N S  S erv er.  T h ere a re s om e s ub t l e d ifferences  b et w een 
v a rious  v ers ions  of E x ch a nge a nd  W ind ow s  N T  or W ind ow s  2 0 0 0 :   

• If you're us ing E x ch a nge 4 . x  or 5 . x  on W ind ow s  N T ,  you ca n run E x ch a nge w it h out  D N S .  
H ow ev er,  b efore you ca n ins t a l l  t h e Int ernet  Ma il  S erv ice ( w h ich  is  w h a t  Micros oft  ca l l s  it s  
S MT P  s erv er) ,  you m us t  h a v e A  a nd  MX  record s  d efined  for t h e h os t  a nd  d om a in on w h ich  
you're ins t a l l ing t h e IMS .  Y ou a l s o need  t o m a k e s ure t h a t  t h e E x ch a nge s erv er's  D N S  
s et t ings  a re s et  correct l y s o it  ca n l ook  up  m a il  forw a rd ers  for out going m a il .   

• If you're us ing t h e S MT P  s erv er t h a t  com es  w it h  t h e W ind ow s  N T  O p t ion P a ck ,  Int ernet  
Inform a t ion S erv er 4 . x ,  or W ind ow s  2 0 0 0 ,  you need  a n MX  record  if you w a nt  t o receiv e 
m a il ;  t o s end  m a il  you onl y need  a cces s  t o a  na m e s erv er.   

• If you're us ing W ind ow s  2 0 0 0  A ct iv e D irect ory,  you'l l  find  t h a t  your need  for D N S  is  
p erv a s iv e—A ct iv e D irect ory d ep end s  on D N S  t o find  d om a in cont rol l ers ,  l ogon s erv ers ,  a nd  
ot h er s erv ices .  W e'l l  cov er t h e D N S  need s  of A ct iv e D irect ory in C h a p t er 1 1 .   

• E x ch a nge 2 0 0 0  us es  A ct iv e D irect ory a s  it s  d irect ory s erv ice,  s o it  is  t ot a l l y d ep end ent  on 
t h e und erl ying O S 's  D N S  s et up .  In p a rt icul a r,  E x ch a nge 2 0 0 0  need s  a cces s  t o S R V  record s  
s o it  ca n find  gl ob a l  ca t a l og s erv ers ,  ins t a nt  m es s a ging h os t s ,  a nd  d om a in cont rol l ers .  D on't  
w orry—S R V  record s  a re a l s o cov ered  in C h a p t er 1 1 .   
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Chapter 6. Configuring Hosts 
They were indeed a queer-l o o k ing  p art y t hat  as s em b l ed o n t he b ank —t he b irds  wit h drag g l ed 
f eat hers ,  t he anim al s  wit h t heir f ur c l ing ing  c l o s e t o  t hem ,  and al l  drip p ing  wet ,  c ro s s ,  and 
unc o m f o rt ab l e.   

N o w  t h a t  y o u  o r  s o m e o n e  e l s e  i n  y o u r  o r g a n i z a t i o n  h a s  s e t  u p  n a m e  s e r v e r s  f o r  y o u r  z o n e s ,  y o u ' l l  
w a n t  t o  c o n f i g u r e  t h e  h o s t s  o n  y o u r  n e t w o r k  t o  u s e  t h e m .  T h a t  i n v o l v e s  c o n f i g u r i n g  t h o s e  h o s t s '  
r e s o l v e r s ,  w h i c h  y o u  c a n  d o  by  t e l l i n g  t h e  r e s o l v e r s  w h i c h  n a m e  s e r v e r s  t o  q u e r y  a n d  w h i c h  d o m a i n  
n a m e s  t o  s e a r c h .  T h i s  c h a p t e r  c o v e r s  t h e s e  t o p i c s  a n d  f o c u s e s  o n  t h e  W i n d o w s  2 0 0 0  r e s o l v e r .  I t  
a l s o  br i e f l y  d e s c r i be s  c o n f i g u r i n g  t h e  r e s o l v e r  i n  W i n d o w s  9 5 ,  W i n d o w s  9 8 ,  a n d  W i n d o w s  N T .   

6.1 The Resolver 
W e  i n t r o d u c e d  r e s o l v e r s  w a y  ba c k  i n  C h a p t e r  2 ,  bu t  w e  d i d n ' t  s a y  m u c h  m o r e  a bo u t  t h e m .  T h e  
r e s o l v e r ,  y o u ' l l  r e m e m be r ,  i s  t h e  c l i e n t  h a l f  o f  t h e  D o m a i n  N a m e  S y s t e m .  I t ' s  r e s p o n s i bl e  f o r  
t r a n s l a t i n g  a  p r o g r a m ' s  r e q u e s t  f o r  h o s t  i n f o r m a t i o n  i n t o  a  q u e r y  t o  a  n a m e  s e r v e r  a n d  f o r  
t r a n s l a t i n g  t h e  r e s p o n s e  i n t o  a n  a n s w e r  f o r  t h e  p r o g r a m .   

W e  h a v e n ' t  d o n e  a n y  r e s o l v e r  c o n f i g u r a t i o n  y e t  be c a u s e  t h e  o c c a s i o n  f o r  i t  h a s n ' t  a r i s e n .  W h e n  w e  
s e t  u p  o u r  n a m e  s e r v e r s  i n  C h a p t e r  4 ,  t h e  r e s o l v e r ' s  d e f a u l t  be h a v i o r  w o r k e d  j u s t  f i n e  f o r  o u r  
p u r p o s e s .  B u t  i f  w e ' d  n e e d e d  t h e  r e s o l v e r  t o  d o  m o r e  t h a n  o r  be h a v e  d i f f e r e n t l y  f r o m  t h e  d e f a u l t ,  
w e  w o u l d  h a v e  h a d  t o  c o n f i g u r e  t h e  r e s o l v e r .   

T h e r e ' s  o n e  t h i n g  w e  s h o u l d  m e n t i o n  u p  f r o n t :  w h a t  w e  d e s c r i be  i n  t h e  n e x t  f e w  s e c t i o n s  i s  t h e  
be h a v i o r  o f  t h e  W i n d o w s  2 0 0 0  r e s o l v e r .  T h e r e  a r e  l o t s  o f  o t h e r  r e s o l v e r s ,  t h o u g h .  E v e r y  v e r s i o n  o f  
W i n d o w s  h a s  i t s  o w n  r e s o l v e r ,  a n d  t h e  c o n f i g u r a t i o n  a n d  be h a v i o r  o f  e a c h  o n e  i s  s l i g h t l y  d i f f e r e n t . [1] 
U n i x  h o s t s  n o r m a l l y  u s e  s o m e  v a r i a n t  o f  t h e  B I N D  r e s o l v e r ,  d i s c u s s e d  i n  O ' R e i l l y ' s  D N S  and B I N D ,  
a n d  m a n y  U n i x  v e n d o r s  h a v e  e x t e n d e d  t h e i r  r e s o l v e r s '  f u n c t i o n a l i t y .  S t i l l ,  t h e  ba s i c  c o n c e p t s  
be h i n d  t h e  o p e r a t i o n  o f  e a c h  r e s o l v e r  a r e  q u i t e  c o m m o n .   
[1] Installing a S e r v ic e  P ac k  o r  a d if f e r e nt W inso c k  v e r sio n ( e . g. ,  u p gr ad ing to  W ind o w s 9 5  O S R 2 )  c an also  c h ange  r e so lv e r  b e h av io r .  

6.2  Resolver C on f i g u ra t i on  
S o ,  w h a t  e x a c t l y  d o e s  t h e  r e s o l v e r  a l l o w  y o u  t o  c o n f i g u r e ?  M o s t  r e s o l v e r s  l e t  y o u  c o n f i g u r e  a t  l e a s t  
t h r e e  a s p e c t s  o f  t h e i r  be h a v i o r :  t h e  D N S  s u f f i x , [2 ] t h e  s e a r c h  l i s t ,  a n d  t h e  n a m e  s e r v e r ( s )  t h a t  t h e  
r e s o l v e r  q u e r i e s .   
[2 ] W e ' r e  u sing th e  W ind o w s 2 0 0 0  te r m  h e r e  f o r  c lar ity .  Y o u  m ay  k no w  th e  D N S  su f f ix  as th e  d e f au lt d o m ain if  y o u ' v e  c o nf igu r e d  th e  
B IN D  r e so lv e r  b e f o r e .   

6.2.1 DNS Suffix 

T h e  D N S  s u f f i x  i s  t h e  D N S  d o m a i n  i n  w h i c h  a  s y s t e m  r e s i d e s .  U n d e r  c e r t a i n  c i r c u m s t a n c e s ,  t h e  
r e s o l v e r  u s e s  t h e  D N S  s u f f i x  t o  g e n e r a t e  t h e  s e a r c h  l i s t  ( w h i c h  w e  d i s c u s s  n e x t ) .  D o n ' t  c o n f u s e  t h e  
D N S  s u f f i x ,  w h i c h  i s  o bv i o u s l y  a  D N S  d o m a i n  n a m e ,  w i t h  t h e  n a m e  o f  t h e  A c t i v e  D i r e c t o r y  d o m a i n  
o f  w h i c h  t h e  s y s t e m  i s  a  m e m be r .  T h e  t w o  v a l u e s  a r e  u s u a l l y  t h e  s a m e  be c a u s e  t h e  D N S  s u f f i x  
d e f a u l t s  t o  a  h o s t ' s  A c t i v e  D i r e c t o r y  d o m a i n ,  bu t  t h e y  d o n ' t  h a v e  t o  be .  A s  w e ' l l  s e e  i n  a  m o m e n t ,  
y o u  c a n  c o n f i g u r e  a  h o s t ' s  D N S  s u f f i x  t o  be  d i f f e r e n t  f r o m  t h e  A c t i v e  D i r e c t o r y  d o m a i n  o f  w h i c h  i t ' s  
a  m e m be r .  W e ' r e  g o i n g  t o  t a l k  m u c h  m o r e  a bo u t  d o m a i n  n a m e s —bo t h  D N S  a n d  A c t i v e  D i r e c t o r y —
i n  C h a p t e r  1 1 .  F o r  n o w ,  t h o u g h ,  i t ' s  n o t  n e c e s s a r y  t o  k n o w  a n y t h i n g  m o r e  a bo u t  A c t i v e  D i r e c t o r y  
d o m a i n s  t o  u n d e r s t a n d  r e s o l v e r  c o n f i g u r a t i o n .   
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All con f i g u r a t i on  op t i on s  f or  t h e  W i n d ow s  N T  4 . 0  r e s olv e r  w e r e  f ou n d  i n  a  s i n g le  w i n d ow .  T h e  
W i n d ow s  20 0 0  r e s olv e r  con f i g u r a t i on  s e t t i n g s ,  h ow e v e r ,  a r e  loca t e d  on  t h r e e  s e p a r a t e  w i n d ow s .  
T h e  f i r s t  of  t h e s e  w i n d ow s  i s  w h e r e  y ou  ch a n g e  a  h os t ' s  D N S  s u f f i x .  T o g e t  t h e r e ,  op e n  t h e  Control 
P a ne l a n d  d ou b le -cli ck  on  S y s te m ,  t h e n  cli ck  t h e  N e tw ork  I d e nti f i c a ti on t a b  t o d i s p la y  t h e  
w i n d ow  s h ow n  i n  F i g u r e  6 -1.   

Figure 6-1 .  N et w o rk  I d en t if ic a t io n  t a b  

 
H e r e  y ou  s e e  t h e  h os t ' s  f u lly  q u a li f i e d  d om a i n  n a m e ,  w h i ch  W i n d ow s  20 0 0  r e f e r s  t o a s  t h e  F u ll 
c om p u te r na m e .  I t ' s  t h e  con ca t e n a t i on  of  t h e  h os t ' s  s i n g le -la b e l com p u t e r  n a m e  a n d  i t s  p r i m a r y  
D N S  s u f f i x .  T h e  v a lu e  li s t e d  a s  D om a i n i s  n ot  t h e  D N S  s u f f i x ;  i t ' s  t h e  h os t ' s  Act i v e  D i r e ct or y  
d om a i n .  T o ch a n g e  t h e  p r i m a r y  D N S  s u f f i x ,  cli ck  P rop e rti e s ,  a n d  y ou ' ll s e e  a  w i n d ow  li k e  t h e  on e  
s h ow n  i n  F i g u r e  6 -2.   

Figure 6-2 .  I d en t if ic a t io n  C h a n ges  w in d o w  
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You can change the com p uter  nam e—the fi r s t l ab el  of the hos t' s  nam e—onl y  fr om  thi s  w i nd ow .  T he 
Member of b ox  agai n r efer s  to A cti v e D i r ector y  d om ai n m em b er s hi p ,  w hi ch,  s tr i ctl y  s p eak i ng,  
d oes n' t affect r es ol v er  b ehav i or .  T o change the D N S  s uffi x ,  cl i ck  on More. . .  to d i s p l ay  the w i nd ow  
s how n i n F i gur e 6 -3.   

Figure 6-3 .  D N S  S uf f ix  w in d o w  

 
H er e—fi nal l y ! —i s  w her e y ou can change the D N S  s uffi x .  T hi s  w i nd ow  al s o s how s  the onl y  l i nk age 
b etw een A cti v e D i r ector y  and  D N S  r es ol v er  b ehav i or .  A  hos t' s  D N S  s uffi x  s tay s  the s am e as  i ts  
A cti v e D i r ector y  d om ai n as  l ong as  the C h a n g e p ri ma ry  D N S  s u ffi x  w h en  d oma i n  members h i p  
c h a n g es  b ox  i s  check ed ,  w hi ch i s  the d efaul t s etti ng.  B y  uncheck i ng thi s  b ox  and  changi ng the 
P ri ma ry  D N S  s u ffi x  of t h i s  c omp u t er s etti ng,  y ou can d ecoup l e the D N S  d efaul t d om ai n and  
A cti v e D i r ector y  d om ai n.  You d o thi s  onl y  i f y ou w ant y our  hos ts  to r es i d e i n ( that i s ,  b e nam ed  i n)  
a d i ffer ent d om ai n than y our  A cti v e D i r ector y  d om ai n.  F ew  or gani z ati ons  w ho s et up  A cti v e 
D i r ector y  w ant to d o thi s ,  and  M i cr os oft d oes  not r ecom m end  s etti ng the p r i m ar y  D N S  s uffi x  to any  
v al ue other  than the D N S  nam e of an A cti v e D i r ector y  d om ai n to w hi ch the com p uter  i s  j oi ned .  B ut 
enough ab out A cti v e D i r ector y  unti l  C hap ter  1 1 .   

T he W i nd ow s  2 0 0 0  r es ol v er  al s o s up p or ts  a d i ffer ent D N S  s uffi x  for  each netw or k  i nter face on the 
s y s tem .  I n fact,  each netw or k  i nter face ( or  adapter i n W i nd ow s  2 0 0 0  p ar l ance)  has  i ts  ow n r es ol v er  
confi gur ati on.  G etti ng to the connecti on-s p eci fi c r es ol v er  confi gur ati on w i nd ow s  i s  a l i ttl e i nv ol v ed ,  
though:  cl i ck  on S t a rt ,  then S et t i n g s ,  then N et w ork  a n d  D i a l -u p  C on n ec t i on s .  T hi s  b r i ngs  up  
the w i nd ow  s how n i n F i gur e 6 -4.   

Figure 6-4 .  N et w o rk  a n d  D ia l -up  C o n n ec t io n s  w in d o w  

 
T hi s  p ar ti cul ar  W i nd ow s  2 0 0 0  hos t has  tw o netw or k  i nter faces .  ( W e' v e gone to the tr oub l e of 
nam i ng them  b ecaus e the d efaul t nam es  as s i gned  b y  W i nd ow s  w er e L o c al  A rea C o n n ec ti o n  and  
L o c al  A rea C o n n ec ti o n  2 —how  b or i ng! )  R i ght-cl i ck  on a l ocal  ar ea netw or k  ad ap ter  and  choos e 
P rop ert i es .  T hi s  b r i ngs  up  a w i nd ow  l i k e the one s how n i n F i gur e 6 -5.   
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Figure 6-5 .  L o c a l  a rea  c o n n ec t io n  p ro p ert ies  w in d o w  

 
D o u b l e -c l i c k  o n  Internet Protocol (TCP/IP) .  T h i s  d i s p l a y s  t h e  s e c o n d  o f  t h e  t h r e e  w i n d o w s  u s e d  
f o r  r e s o l v e r  c o n f i g u r a t i o n ,  w h i c h  i s  s h o w n  i n  F i g u r e  6-6.   

Figure 6-6.  I n t ern et  P ro t o c o l  ( T C P / I P )  P ro p ert ies  w in d o w  

 
F u r t h e r  r e s o l v e r  c o n f i g u r a t i o n  o p t i o n s  a r e  a v a i l a b l e  b y  c l i c k i n g  t h e  A d v a nced . . .  b u t t o n  a n d  
s e l e c t i n g  t h e  D N S  t a b ,  w h i c h  p r o d u c e s  t h e  t h i r d  a n d  f i n a l  w i n d o w  w i t h  r e s o l v e r  s e t t i n g s ;  i t ' s  s h o w n  
i n  F i g u r e  6-7.   
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Figure 6-7 .  A d v a n c ed  T C P / I P  S et t in gs  w in d o w ,  D N S  t a b  

 
T h e  c o n n e c t i o n -s p e c i f i c  D N S  s u f f i x  i s  s e t  i n  t h e  DNS suffix for this connection f i e l d .  C o n n e c t i o n -
s p e c i f i c  D N S  s u f f i x e s  d o  a f f e c t  r e s o l v e r  b e h a v i o r  ( a s  w e ' l l  t a l k  a b o u t  i n  t h e  n e x t  s e c t i o n ,  w h i c h  
d i s c u s s e s  t h e  s e a r c h  l i s t ) ,  b u t  t h e i r  p r i m a r y  p u r p o s e  i s  t o  a s s i s t  w i t h  D N S  r e g i s t r a t i o n .  A s  w e ' l l  
d i s c u s s  i n  C h a p t e r  1 1 ,  W i n d o w s  2 0 0 0  h o s t s  a u t o m a t i c a l l y  r e g i s t e r  t h e i r  n a m e s  i n  D N S .  Y o u ' d  
s p e c i f y  a  c o n n e c t i o n -s p e c i f i c  s u f f i x  i f  y o u r  h o s t  c o n n e c t s  t o  m u l t i p l e  n e t w o r k s  a n d  n e e d s  a  d i f f e r e n t  
f u l l y  q u a l i f i e d  d o m a i n  n a m e  o n  e a c h  n e t w o r k .  F o r  e x a m p l e ,  p e r h a p s  o n e  i n t e r f a c e  i s  c o n n e c t e d  t o  a  
n e t w o r k  i n  w h i c h  t h e  h o s t  i s  n a m e d  diehard.movie.edu,  a n d  a n o t h e r  i n t e r f a c e  i s  c o n n e c t e d  t o  a  
n e t w o r k  i n  w h i c h  t h e  h o s t  h a s  a  d i f f e r e n t  f u l l y  q u a l i f i e d  d o m a i n  n a m e ,  s u c h  a s  
diehard.f x .movie.edu.   

6.2.2 Search List 
T h e  p r i m a r y  D N S  s u f f i x  a n d  a n y  c o n n e c t i o n -s p e c i f i c  s u f f i x e s  d e t e r m i n e  t h e  d e f a u l t  s earc h l is t .  T h e  
s e a r c h  l i s t  w a s  d e s i g n e d  t o  m a k e  u s e r s '  l i v e s  a  l i t t l e  e a s i e r  b y  s a v i n g  t h e m  s o m e  t y p i n g .  T h e  i d e a  i s  
t o  s e a r c h  o n e  o r  m o r e  d o m a i n s  f o r  i n c o m p l e t e  n a m e s —t h a t  i s ,  n a m e s  t h a t  m i g h t  n o t  b e  f u l l y  
q u a l i f i e d  d o m a i n  n a m e s .   

M o s t  W i n d o w s  n e t w o r k i n g  c o m m a n d s  t h a t  t a k e  a  d o m a i n  n a m e  a s  a n  a r g u m e n t ,  s u c h  a s  f t p  a n d  
p in g ,  a p p l y  t h e  s e a r c h  l i s t  t o  t h o s e  a r g u m e n t s .   

W i t h  t h e  W i n d o w s  2 0 0 0  r e s o l v e r ,  a  u s e r  c a n  i n d i c a t e  t h a t  a  d o m a i n  n a m e  i s  f u l l y  q u a l i f i e d  b y  
a d d i n g  a  t r a i l i n g  d o t  t o  i t . [3] F o r  e x a m p l e ,  t h e  t r a i l i n g  d o t  i n  t h e  c o m m a n d :   
[3] Note that we said the resolver can handle a trailing dot. Some programs, particularly mail user agents, don't deal correctly with a 
trailing dot in email addresses. T hey cough even b ef ore they hand the domain name in the address to the resolver. 

C:\>  ftp ftp.oreilly.com. 
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means "don't bother searching any other domains; this domain name is fully qualified." This is 
analogous to the leading back slash in full p athnames in the W indow s filesystem. P athnames 
w ithout a leading back slash are interp reted as relativ e to the current w ork ing directory w hile 
p athnames w ith a leading back slash are absolute,  anchored at the root.  

The default search list includes the p rimary D N S  suffix  and any connection-sp ecific suffix es. I f the 
Append parent suffixes of the primary DNS suffix box  is check ed ( see F igure 6 -7) ,  each of the 
p rimary D N S  suffix 's p arent domains w ith tw o or more labels is also included in the default search 
list. S o on a W indow s 2 0 0 0  host configured w ith a p rimary D N S  suffix  of cv.hp.com and the 
Append parent suffixes of the primary DNS suffix box  check ed,  the default search list w ould 
contain first cv.hp.com ,  the p rimary D N S  suffix ,  then hp.com ( the p rimary D N S  suffix 's p arent) ,  but 
not com ,  as it has only one label.[4]  
[4] One reason resolvers don't append j u st th e top-level dom ai n i s th at th ere are f ew  h osts at th e sec ond level of  th e I nternet's 
nam espac e,  so j u st tac k i ng  on com or e d u  to f oo i s u nli k ely  to resu lt i n th e dom ai n nam e of  a real h ost.  A lso,  look i ng  u p th e address 
of  f oo. com or f oo. e d u  m i g h t w ell req u i re sendi ng  a q u ery  to a root nam e server,  w h i c h  tax es th e roots and c an b e ti m e-c onsu m i ng .  

The search list is usually ap p lied after the name is tried as-is. A s long as the argument you typ e 
has at least one dot in it,  it's look ed up  ex actly as you typ ed it before any element of the search list 
is ap p ended. I f that look up  fails,  the search list is ap p lied.  

W hy is it better to try the argument first if it contains one or more dots?  F rom ex p erience,  p eop le 
w ho w rote resolv ers found that,  more often than not,  if a user bothered to typ e in a name w ith 
ev en a single dot in it,  she w as p robably typ ing in a fully qualified domain name w ithout the trailing 
dot. B etter to see right aw ay w hether the name w as a fully qualified domain name than to create 
nonsense domain names unnecessarily by ap p ending the elements of the search list to it.  

Thus,  a user typ ing:  
C:\>  telnet pronto.cv.hp.com 

causes a look up  of pr on t o.cv.hp.com first since the name contains three dots,  w hich is certainly 
more than one. I f the resolv er doesn't find an address for pr on t o.cv.hp.com ,  it then tries 
pr on t o.cv.hp.com.cv.hp.com ,  and,  if necessary,  pr on t o.cv.hp.com.hp.com.  

A  user typ ing:  
C:\>  telnet a s a p 

on the same host causes the resolv er to look  up  first a s a p.cv.hp.com and then a s a p.hp.com , if 
necessary,  but not j ust a s a p.  

N ote that ap p lication of the search list stop s as soon as a p rosp ectiv e domain name finds the 
needed data. I n the a s a p ex amp le,  the search list w ould nev er get around to ap p ending hp.com if 
a s a p.cv.hp.com resolv ed to an address.  

6.2.2.1 Setting the search list manually 

W hat if you don't lik e the default search list you get w hen you set your local domain?  W indow s lets 
you set the search list ex p licitly,  domain name by domain name,  in the order in w hich you w ant the 
domains searched. Y ou do this w ith the Append these DNS suffixes ( in order)  field on the main 
resolv er configuration w indow  ( F igure 6 -8) .  
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You can add as many domain names as you l ik e t o t h is f iel d, [5] in t h e or der  in w h ich  you w ant  t h em 
ap p ended,  and t h is b ecomes t h e h ost ' s sear ch  l ist .  S et t ing  t h e sear ch  l ist  w it h  Append  t h es e D N S  
s u f f i x es  ( i n o r d er )  ov er r ides t h e def aul t  sear ch  l ist .   
[5] Or so it appears: we stopped after adding 10. 

T h e user  int er f ace is simp l e t o use:  cl ick  Ad d . . .  t o add a domain name t o t h e l ist ;  sel ect  a domain 
name and cl ick  R em o v e t o r emov e it  f r om t h e l ist ;  or  cl ick  E d i t . . .  t o ch ang e t h e domain name.  
You can al so use t h e U p and D o w n ar r ow  b ut t ons t o r eor der  t h e l ist .  T h e b asic sear ch  al g or it h m 
st il l  ap p l ies:  t h e r esol v er  l ook s up  domain name ar g ument s as-is if  t h ey cont ain at  l east  one dot .   

T h e set t ing s sh ow n in F ig ur e 6 -8,  f or  ex amp l e,  inst r uct  t h e r esol v er  t o sear ch  t h e corp.hp.com 
domain f ir st ,  t h en pa l oa l t o.hp.com ,  t h en b ot h  domains'  p ar ent ,  hp.com .   

Figure 6-8 .  A  s ea rc h  o rd er ex a m p l e 

 
T h is set up  mig h t  b e usef ul  on a h ost  w h ose user s f r eq uent l y access h ost s in b ot h  corp.hp.com and 
pa l oa l t o.hp.com .  O n t h e ot h er  h and,  t h e conf ig ur at ion sh ow n in F ig ur e 6 -9 h as t h e r esol v er  sear ch  
onl y corp.hp.com ( and not  t h at  domain' s p ar ent ,  hp.com )  w h en t h e sear ch  l ist  is ap p l ied.   
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Figure 6-9.  A n o t h er s ea rc h  o rd er ex a m p l e 

 
T h i s  m i g h t  b e  u s e f u l  i f  t h e  h o s t ' s  u s e r s  a c c e s s  h o s t s  o n l y  i n  t h e  l o c a l  d o m a i n  o r  i f  c o n n e c t i v i t y  t o  
t h e  p a r e n t  n a m e  s e r v e r s  i s n ' t  g o o d ,  b e c a u s e  t h e  c o n f i g u r a t i o n  m i n i m i z e s  u n n e c e s s a r y  q u e r i e s  t o  
t h e  p a r e n t  n a m e  s e r v e r s .   

6.2.3 Name Servers to Query  
T h i s  s e c t i o n  d i s c u s s e s  h o w  t o  t e l l  y o u r  r e s o l v e r  w h i c h  n a m e  s e r v e r s  t o  q u e r y .  B y  d e f a u l t ,  t h e  
r e s o l v e r  l o o k s  f o r  a  n a m e  s e r v e r  r u n n i n g  o n  t h e  l o c a l  h o s t ,  w h i c h  i s  w h y  w e  c o u l d  u s e  nslookup o n  
t e r m i na t or  a n d  w or m h ole  r i g h t  a f t e r  w e  c o n f i g u r e d  t h e i r  n a m e  s e r v e r s .  Y o u  c a n ,  h o w e v e r ,  i n s t r u c t  
t h e  r e s o l v e r  t o  l o o k  t o  a n o t h e r  h o s t  f o r  n a m e  s e r v i c e .  T h i s  c o n f i g u r a t i o n  i s  s o m e t i m e s  c a l l e d  a  D N S  
c li e nt .   

T h e  DNS server addresses, in order of use f i e l d  ( s e e  F i g u r e  6-7)  t e l l s  t h e  r e s o l v e r  t h e  I P  
a d d r e s s e s  o f  t h e  n a m e  s e r v e r ( s )  t o  q u e r y .  W h a t ' s  p o t e n t i a l l y  c o n f u s i n g  i s  t h a t  t h e  i n f o r m a t i o n  i n  
t h i s  f i e l d  i s  l i n k e d  t o  t h e  U se t h e fol l ow ing  DNS server addresses f i e l d  i n  t h e  m a i n  T C P / I P  
p r o p e r t i e s  w i n d o w  ( s e e  F i g u r e  6-6) .  Y o u  c a n  s p e c i f y  a s  m a n y  n a m e  s e r v e r s  a s  y o u  w a n t  i n  t h e  
DNS server addresses, in order of use f i e l d . [6] A s  w i t h  t h e  l i s t  o f  D N S  s u f f i x e s  i n  F i g u r e  6-8,  t h e  
A dd. . . ,  E dit . . . ,  a n d  R em ove b u t t o n s  h a v e  t h e  e x p e c t e d  e f f e c t .  Y o u  c a n  a l s o  u s e  t h e  U p  a n d  Dow n 
a r r o w s  t o  r e o r d e r  t h e  l i s t  o f  a d d r e s s e s .  T h e  f i r s t  t w o  a d d r e s s e s  s h o w  u p  a s  t h e  P referred DNS 
server a n d  A l t ernat e DNS server[7 ] o n  t h e  m a i n  T C P / I P  p r o p e r t i e s  w i n d o w .  L i k e w i s e ,  c h a n g e s  
m a d e  t o  t h e  P referred DNS server a n d  A l t ernat e DNS server f i e l d s  a r e  r e f l e c t e d  i n  t h i s  l i s t .   
[6] As with the DNS suffix list, we stopped after entering 10 values. 

[7 ] K udos to M ic rosoft for c larify ing their lab els. I n previous versions of W indows, nam e servers were som etim es lab eled Primary DNS 
and Se c o n d ary DNS. T his som etim es m isled users into listing the prim ary  m aster and slave ( sec ondary  m aster)  nam e servers for 
som e z one or another in those fields. B esides, " DNS"  is an ab b reviation for " Dom ain Nam e Sy stem ,"  not " dom ain nam e server."  
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The setting s in F ig u r e 6 -7 instr u c t the r eso l v er  to  send  q u er ies to  the na m e ser v er s r u nning  a t I P  
a d d r esses 1 9 2 . 2 4 9 . 2 4 9 . 3  a nd  1 9 2 . 2 4 9 . 2 4 9 . 1 .  Ty p ic a l l y ,  y o u  c o nf ig u r e the r eso l v er s o n y o u r  ho sts 
to  q u er y  y o u r  o w n na m e ser v er s,  b u t y o u  c a n c o nf ig u r e y o u r  r eso l v er  to  q u er y  a l m o st a ny o ne' s 
na m e ser v er .  O f  c o u r se,  c o nf ig u r ing  y o u r  ho st to  u se so m eo ne el se' s na m e ser v er  w itho u t f ir st 
a sk ing  p er m issio n is p r esu m p tu o u s,  if  no t d o w nr ig ht r u d e,  a nd  u sing  o ne o f  y o u r  o w n u su a l l y  g iv es 
y o u  b etter  p er f o r m a nc e,  so  w e' l l  c o nsid er  this o nl y  a n em er g enc y  o p tio n.   

I f  y o u  w a nt the r eso l v er  to  q u er y  the na m e ser v er  r u nning  o n the l o c a l  ho st,  y o u  ha v e tw o  c ho ic es:  
y o u  c a n sp ec if y  the a d d r ess o f  o ne o f  the ho st' s a d a p ter s,  o r  y o u  c a n sp ec if y  the l o o p b a c k  I P  
a d d r ess o f  1 2 7. 0 . 0 . 1 .   

6.2.3.1 Query behavior 
The w a y  the W ind o w s 2 0 0 0  r eso l v er  d eter m ines w hic h o f  the na m e ser v er s y o u  sp ec if y  to  q u er y  is 
sig nif ic a ntl y  d if f er ent tha n in o ther  v er sio ns o f  W ind o w s.  O l d er  v er sio ns o f  W ind o w s send  a  q u er y  
to  the f ir st na m e ser v er  sp ec if ied .  I f  tha t na m e ser v er  d o esn' t r esp o nd —sa y  it' s d o w n o r  ther e' s a  
netw o r k  p r o b l em —the r eso l v er  tr ies su b seq u ent na m e ser v er s in the o r d er  c o nf ig u r ed ,  w a iting  a  
f ew  sec o nd s b etw een ea c h q u er y .  I f  it q u er ies a l l  c o nf ig u r ed  na m e ser v er s w itho u t g etting  a  
r esp o nse,  it c y c l es thr o u g h the l ist a g a in—six  m o r e tim es o n so m e W ind o w s r eso l v er s!  I n the c a se 
o f  W ind o w s N T S P 3 ,  if  thr ee na m e ser v er s a r e c o nf ig u r ed  a nd  no ne o f  them  a r e r esp o nd ing ,  the 
r eso l v er  tr ies f o r  75  sec o nd s b ef o r e f ina l l y  g iv ing  u p .   

M ic r o so f t' s c u sto m er s m u st ha v e c o m p l a ined  a b o u t this l o ng  r eso l v er  tim eo u t,  b ec a u se thing s 
c ha ng ed  d r a stic a l l y  w ith the r el ea se o f  S er v ic e P a c k  4  f o r  W ind o w s N T.  The r eso l v er  r etr a nsm issio n 
a l g o r ithm  b ec a m e m u c h m o r e a g g r essiv e.  The W ind o w s 2 0 0 0  r eso l v er  ex hib its the sa m e b eha v io r .   

H er e' s ho w  the W ind o w s 2 0 0 0  r eso l v er  b eha v es a f ter  it a p p l ies the sea r c h l ist to  d eter m ine the 
na m e to  l o o k  u p :   

1 .  The r eso l v er  f ir st c hec k s its l o c a l  c a c he,  w hic h is sy stem w id e ( a nd  ther ef o r e sha r ed  b y  a l l  
a p p l ic a tio ns c a l l ing  the r eso l v er ) .  I f  the d esir ed  r ec o r d  is no t in the c a c he,  the r eso l v er  ha s 
to  send  a t l ea st o ne q u er y  to  a  na m e ser v er .   

2 .  The r eso l v er  q u er ies the f ir st na m e ser v er  o f  the p r ef er r ed  netw o r k  a d a p ter  a nd  w a its j u st 
o ne sec o nd .   

3 .  I f  no  a nsw er  is r ec eiv ed ,  the r eso l v er  r esend s the q u er y  sim u l ta neo u sl y  to  the f ir st na m e 
ser v er  c o nf ig u r ed  f o r  ea c h netw o r k  a d a p ter  a nd  w a its tw o  sec o nd s.  I f  the ho st ha s o nl y  o ne 
netw o r k  a d a p ter ,  this step  is sk ip p ed .   

4 .  I f  no  a nsw er  is r ec eiv ed ,  the r eso l v er  r esend s the q u er y  sim u l ta neo u sl y  to  a l l  na m e ser v er s 
c o nf ig u r ed  f o r  a l l  a d a p ter s a nd  w a its tw o  sec o nd s.   

5 .  I f  no  a nsw er  is r ec eiv ed ,  the r eso l v er  r esend s the q u er y  sim u l ta neo u sl y  to  a l l  na m e ser v er s 
c o nf ig u r ed  f o r  a l l  a d a p ter s a nd  w a its f o u r  sec o nd s.   

6 .  I f  no  a nsw er  is r ec eiv ed ,  the r eso l v er  r esend s the q u er y  sim u l ta neo u sl y  to  a l l  na m e ser v er s 
c o nf ig u r ed  f o r  a l l  a d a p ter s a nd  w a its eig ht sec o nd s.   

7.  I f  a f ter  a l l  this tim e no  na m e ser v er  ha s r etu r ned  a n a nsw er ,  the r eso l v er  g iv es u p .   

W ha t d o es the r eso l v er  d o  a f ter  it g iv es u p ?  I t tim es o u t a nd  r etu r ns a n er r o r  to  the c a l l ing  
a p p l ic a tio n.  Ty p ic a l l y  this r esu l ts in a n er r o r  l ik e:   
C:\>  ping tootsie  
B a d  I P  a d d r e s s  t o o t s i e .  

A d d ing  u p  a l l  the w a iting  tim e,  y o u  c a n see tha t the m a x im u m  tim eo u t is m u c h l ess tha n in o l d er  
r eso l v er s:  1 7 sec o nd s ( 1 + 2 + 2 + 4 + 8 ) ,  a s o p p o sed  to  75  sec o nd s f o r  W ind o w s N T S P 3 —q u ite a  
d if f er enc e!   
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As soon as the resolver receives a positive answer during this process, it stops and returns that 
answer to the calling application.  A positive answer is a list of  resource records answering the 
q uery .  I f  the resolver receives a negative answer ( indicating that a dom ain nam e doesn' t ex ist or 
that the particular ty pe of  record q ueried doesn' t ex ist f or a dom ain nam e) , it doesn' t im m ediately  
halt and return that answer.  I nstead, it j ust rem oves f rom  consideration all nam e servers 
conf igured on the network  adapter f rom  which it received a negative answer f or the duration of  
that q uery  round.  O nly  if  it receives a negative answer f rom  a nam e server conf igured f or each 
adapter does it return a negative answer.  I f  the resolver receives even a single positive answer 
f rom  a nam e server, it returns that.  T he net ef f ect of  this m echanism  is that if  the resolver is 
conf igured to q uery  nam e servers on m ultiple adapters that have dif f erent " views"  of  the 
nam espace, the resolver sees the aggregate view.   

T he resolver also track s the response tim e of  individual nam e servers and shuf f les the f astest-
responding one to the top of  the list.  I n other words, it adaptively  changes the order of  the nam e 
servers y ou specif y  ( although these changes are not perm anent, nor are they  ref lected in the 
resolver conf iguration windows) .  As y ou can see f rom  the retransm ission algorithm , the f irst nam e 
server gets only  two or three seconds to reply  b ef ore the resolver b egins b lasting q ueries to all 
conf igured nam e servers.  B y  track ing how f ast individual nam e servers respond and f avoring the 
b est perf orm er, the resolver tries to m inim iz e sim ultaneous q uery ing.   

T he W indows 2 0 0 0  P rof essional resolver adds another twist:  if  no nam e servers f rom  a particular 
adapter respond during a q uery  round, all nam e servers f rom  that adapter are ignored—that is, not 
q ueried—f or 3 0  seconds.  T his penalty -b ox  treatm ent cuts down on unnecessary  retransm ission:  if  
a network  connection appears to b e dead, there' s no sense try ing its nam e servers f or every  q uery .   

6.3 Advanced Resolver Features 

T he W indows 2 0 0 0  resolver has som e advanced f eatures that are worth describ ing here.   

6.3.1 Cachin g  

T he W indows 2 0 0 0  resolver stores every  record it receives in a shared cache availab le to all 
program s on the sy stem .  T he W indows N T  4 . 0  resolver caches, b ut only  on a per-process b asis.  F or 
ex am ple, if  y ou have two dif f erent web  b rowsers running ( say , I nternet E x plorer and N etscape 
N avigator) , each has its own copy  of  the resolver with a separate cache.  W indows 9 8 , 9 5 , and 3 . 1  
resolvers don' t do any  caching.   

T he W indows 2 0 0 0  resolver ob ey s the T T L  ( tim e to live)  f ield on resource records it caches, up to a 
m ax im um  of  2 4  hours b y  def ault.  S o if  a record specif ies a T T L  longer than that, the resolver 
rounds down to 2 4  hours.  T his m ax im um  T T L  is conf igurab le with a R egistry  setting:   
MaxCacheEntryTtlLimit 
H K EY _ LO CA L_ MA CH I N E\S Y S TEM\Cu rrentCo ntro lS et\S erv ices \D N S Cache\P arameters  
D ata typ e:  R EG _ D W O R D  
R ang e:  0 x0  - 0 xF F F F F F F F  s eco nd s  
D ef au lt v alu e:  0 x1 5 1 8 0  ( 8 6 , 4 0 0  s eco nd s  =  2 4  ho u rs )  

T he W indows 2 0 0 0  resolver also supports negative caching.  I t caches negative responses f or f ive 
m inutes b y  def ault.  T his negative caching tim eout is also conf igurab le with a R egistry  setting:   
N eg ativ eCacheTime 
H K EY _ LO CA L_ MA CH I N E\S Y S TEM\Cu rrentCo ntro lS et\S erv ices \D N S Cache\P arameters  
D ata typ e:  R EG _ D W O R D  
R ang e:  0 x0  - 0 xF F F F F F F F  s eco nd s  



- 111 - 

Default value: 0x12C (300 seconds = 5 minutes) 

To d i s a b l e  n e g a t i v e  c a c h i n g  a l t og e t h e r ,  s e t  t h i s  v a l u e  t o z e r o.  

To v i e w  t h e  r e s ol v e r ' s  c a c h e ,  u s e  ipconfig / d is pl a y d ns .  To c l e a r  t h e  c a c h e ,  t y p e  ipconfig / fl u s h d ns .   

6.3.2 Subnet Prioritization 

Th i s  f e a t u r e  i s  a n a l og ou s  t o t h e  B I N D  r e s ol v e r ' s  a d d r e s s -s or t i n g  f e a t u r e .  W h e n  t h e  r e s ol v e r  
r e c e i v e s  m u l t i p l e  a d d r e s s  r e c or d s  f or  t h e  s a m e  d om a i n  n a m e ,  i t  e x a m i n e s  t h e  I P  a d d r e s s  i n  e a c h  
r e c or d  a n d  a d j u s t s  t h e  or d e r  of  t h e  r e c or d s  b e f or e  r e t u r n i n g  t h e  l i s t  t o t h e  c a l l i n g  a p p l i c a t i on :  a n y  
r e c or d s  w i t h  I P  a d d r e s s e s  on  t h e  s a m e  s u b n e t s  a s  t h e  h os t  on  w h i c h  t h e  r e s ol v e r  i s  r u n n i n g  a r e  
m ov e d  t o t h e  t op  of  t h e  l i s t .  S i n c e  m os t  a p p l i c a t i on s  u s e  a d d r e s s e s  i n  t h e  or d e r  r e t u r n e d  b y  t h e  
r e s ol v e r ,  t h i s  b e h a v i or  c a u s e s  t r a f f i c  t o r e m a i n  on  l oc a l  n e t w or k s .   

F or  e x a m p l e ,  M ov i e  U n i v e r s i t y  h a s  t w o m i r r or e d  w e b  s e r v e r s  on  t w o d i f f e r e n t  s u b n e t s :   
w w w . movie. edu.    I N   A   19 2. 253. 253. 101 
w w w . movie. edu.    I N   A   19 2. 24 9 . 24 9 . 101 

L e t ' s  s a y  t h e  r e s ol v e r  on  t e r m ina t or . m ov ie . e d u  ( 1 9 2 . 2 4 9 . 2 4 9 . 3 )  s e n d s  a  q u e r y  a n d  r e c e i v e s  t h e s e  
r e c or d s .  I t  s or t s  t h e  r e c or d  w i t h  a d d r e s s  1 9 2 . 2 4 9 . 2 4 9 . 1 0 1  t o t h e  t op  of  t h e  l i s t  b e c a u s e  t e r m ina t or  
s h a r e s  a  n e t w or k  w i t h  t h a t  a d d r e s s .   

N ot e  t h a t  t h i s  b e h a v i or  d e f e a t s  t h e  r ou n d -r ob i n  f e a t u r e  i m p l e m e n t e d  b y  m os t  n a m e  s e r v e r s .  R ou nd  
r ob in r e f e r s  t o t h e  n a m e  s e r v e r  b e h a v i or  of  r ot a t i n g  t h e  or d e r  of  m u l t i p l e  a d d r e s s  r e c or d s  i n  
s u c c e s s i v e  r e s p on s e s  t o d i s t r i b u t e  t h e  l oa d  a m on g  t h e  s e r v e r s  ( a g a i n  t a k i n g  a d v a n t a g e  of  t h e  
b e h a v i or  of  m os t  a p p l i c a t i on s  t o u s e  t h e  f i r s t  a d d r e s s  i n  t h e  l i s t  r e t u r n e d  b y  t h e  r e s ol v e r ) .  W i t h  
s u b n e t  p r i or i t i z a t i on  e n a b l e d ,  t h e  or d e r  of  t h e  r e c or d s  i s  s u b j e c t  t o s h u f f l i n g  b y  t h e  r e s ol v e r .  Y ou  
c a n  d i s a b l e  s u b n e t  p r i or i t i z a t i on  w i t h  a  R e g i s t r y  s e t t i n g :   
P r ior itiz eR ecor dData 
H K E Y _ L O CA L _ M A CH I N E \S Y S T E M \Cur r entContr olS et\S er vices\DN S Cach e\P ar ameter s 
Data ty p e: R E G _ DW O R D 
R ang e: 0 - 1 
Default value: 1 (S ub net p r ior itiz ation enab led) 

6.3.3 L oos e R es p ons e A c c ep tanc e  
B y  d e f a u l t ,  t h e  W i n d ow s  2 0 0 0  r e s ol v e r  a c c e p t s  a n d  c a c h e s  a n y  r e s p on s e  i t  r e c e i v e s ,  e v e n  i f  i t  
a r r i v e s  f r om  a n  u n e x p e c t e d  s ou r c e  ( i . e . ,  a  n a m e  s e r v e r  t h e  r e s ol v e r  d i d  n ot  q u e r y ) !  W e  t h i n k  t h i s  
b e h a v i or  i s  m or e  t h a n  a  l i t t l e  d a n g e r ou s  b e c a u s e  i t  op e n s  u p  y ou r  r e s ol v e r  t o s p oof i n g  a t t a c k s .  I t ' s  
e a s y  t o f or g e  a  D N S  r e s p on s e  a n d  s e n d  i t  t o a n  u n s u s p e c t i n g  r e s ol v e r ,  w h i c h  t h e n  c a c h e s  i t .  
F or t u n a t e l y ,  t h i s  b e h a v i or  c a n  b e  d i s a b l e d  w i t h  a  R e g i s t r y  s e t t i n g :   
Q uer y I p M atch ing  
H K E Y _ L O CA L _ M A CH I N E \S Y S T E M \Cur r entContr olS et\S er vices\DN S Cach e\P ar ameter s 
Data ty p e: R E G _ DW O R D 
R ang e: 0 - 1 
Default value: 0 (I P  addr esses of r esp onses ar e not ch eck ed) 
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6.4 Other Windows Resolvers 

Si n c e  y o u  p r o b a b l y  h a v e  h o s t s  r u n n i n g  o l d e r  v e r s i o n s  o f  W i n d o w s  o n  y o u r  n e t w o r k ,  i t ' s  h e l p f u l  t o  
k n o w  h o w  t h e s e  o l d e r  r e s o l v e r s  b e h a v e ,  t o o .   

6.4.1 Windows 95 

W i n d o w s  9 5  i n c l u d e s  i t s  o w n  T C P / I P  s t a c k  w i t h  a  D N S r e s o l v e r .  I n  f a c t ,  W i n d o w s  9 5  a c t u a l l y  
i n c l u d e s  t w o  T C P / I P  s t a c k s :  o n e  f o r  T C P / I P  o v e r  L A N s  a n d  a n o t h e r  f o r  T C P / I P  o v e r  d i a l -u p  
c o n n e c t i o n s .  T o  g e t  t o  t h e  m a i n  D N S c o n f i g u r a t i o n  p a n e l ,  g o  t o  t h e  Control P a ne l ,  t h e n  s e l e c t  
N e tw ork .  Se l e c t  T CP / I P ,  t h e n  c l i c k  t h e  P rop e rti e s  b u t t o n .  T h i s  b r i n g s  u p  a  n e w  d i a l o g ,  w h i c h  
l o o k s  s i m i l a r  t o  t h e  o n e  i n  F i g u r e  6-1 0 .  C h o o s e  t h e  t a b  l a b e l e d  D N S  Conf i g u ra ti on .   

Figure 6-1 0 .  R es o l v er c o n f igura t io n  un d er W in d o w s  9 5  

 
C o n f i g u r a t i o n  u s i n g  t h i s  p a n e l  i s  f a i r l y  s e l f -e x p l a n a t o r y :  f i r s t  s e l e c t  E na b le  D N S  t o  t u r n  o n  D N S 
r e s o l u t i o n ,  t h e n  f i l l  i n  t h e  P C ' s  h o s t n a m e  ( i n  t h i s  c a s e ,  t h e  f i r s t  l a b e l  o f  i t s  d o m a i n  n a m e )  i n  t h e  
H os t f i e l d  a n d  t h e  l o c a l  d o m a i n  n a m e  ( e v e r y t h i n g  a f t e r  t h e  f i r s t  d o t )  i n  t h e  D om a i n f i e l d .  A d d  t h e  
I P  a d d r e s s e s  o f  u p  t o  t h r e e  n a m e  s e r v e r s  y o u  w a n t  t o  q u e r y ,  i n  t h e  o r d e r  i n  w h i c h  y o u  w a n t  t o  
q u e r y  t h e m ,  u n d e r  D N S  S e rv e r S e a rc h  O rd e r.  F i n a l l y ,  f i l l  i n  t h e  d o m a i n  n a m e s  i n  t h e  s e a r c h  l i s t  
u n d e r  D om a i n S u f f i x  S e a rc h  O rd e r i n  t h e  o r d e r  i n  w h i c h  y o u  w a n t  t h e m  a p p e n d e d .  I f  y o u  l e a v e  
o u t  t h e  D om a i n S u f f i x  S e a rc h  O rd e r,  t h e  W i n d o w s  9 5  r e s o l v e r  d e r i v e s  o n e  f r o m  t h e  l o c a l  d o m a i n  
n a m e  i n  t h e  s a m e  w a y  a  W i n d o w s  2 0 0 0  r e s o l v e r  d o e s :  a p p e n d i n g  s u c c e s s i v e  p a r e n t  d o m a i n s  w i t h  
a t  l e a s t  t w o  l a b e l s .   

O n e  i n t e r e s t i n g  n o t e  a b o u t  t h e  c u r r e n t  v e r s i o n  o f  W i n d o w s  9 5 :  y o u  c a n  c o n f i g u r e  a  d i f f e r e n t  s e t  o f  
n a m e  s e r v e r s  f o r  e a c h  d i a l -u p  c o n n e c t i o n  y o u  m i g h t  h a v e  t o  a n  I SP  i n  t h e  D i a l -U p  N e t w o r k i n g  
( D U N )  c o n f i g u r a t i o n .  T o  c o n f i g u r e  D U N -s p e c i f i c  r e s o l v e r  s e t t i n g s ,  d o u b l e -c l i c k  o n  t h e  M y  
Com p u te r i c o n  o n  y o u r  d e s k t o p ,  t h e n  d o u b l e -c l i c k  o n  D i a l-U p  N e tw ork i ng ,  r i g h t -c l i c k  o n  t h e  
n a m e  o f  t h e  c o n n e c t i o n  w h o s e  r e s o l v e r  s e t t i n g s  y o u ' d  l i k e  t o  c o n f i g u r e ,  a n d  s e l e c t  P rop e rti e s .  
Se l e c t  t h e  S e rv e r T y p e s  t a b  a n d  c l i c k  o n  T CP / I P  S e tti ng s .  Y o u ' l l  s e e  t h e  w i n d o w  s h o w n  i n  F i g u r e  
6-1 1 .   
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Figure 6-1 1 .  D U N  res o l v er c o n f igura t io n  un d er W in d o w s  9 5  

 
I f  y o u  l e a v e  t h e  Server assigned name server addresses r a d i o  b u t t o n  c h e c k e d ,  t h e  r e s o l v e r  
r e t r i e v e s  t h e  n a m e  s e r v e r s  i t  s h o u l d  q u e r y  f r o m  t h e  s e r v e r  y o u  d i a l  i n t o .  I f  y o u  c h e c k  Sp ec if y  
name server addresses a n d  s p e c i f y  t h e  a d d r e s s e s  o f  o n e  o r  t w o  n a m e  s e r v e r s ,  W i n d o w s  9 5  t r i e s  
t o  u s e  t h o s e  n a m e  s e r v e r s  w h e n  t h e  D U N  c o n n e c t i o n  i s  a c t i v e .   

T h i s  i s  r e a l l y  u s e f u l  i f  y o u  u s e  m u l t i p l e  I S P s  a n d  e a c h  h a s  i t s  o w n  n a m e  s e r v e r s .  H o w e v e r ,  
c o n f i g u r i n g  n a m e  s e r v e r s  i n  t h e  T C P / I P  P ro p ert ies p a n e l  o v e r r i d e s  t h e  D U N -s p e c i f i c  n a m e  
s e r v e r s .  T o  u s e  t h e  D U N -s p e c i f i c  n a m e  s e r v e r  f e a t u r e ,  y o u  m u s t  l e a v e  t h e  T C P / I P  P ro p ert ies 
p a n e l  b l a n k  e x c e p t  f o r  e n a b l i n g  D N S  a n d  s p e c i f y i n g  t h e  l o c a l  h o s t n a m e .  T h i s  l i m i t a t i o n  i s  d u e  t o  a  
l a c k  o f  i n t e g r a t i o n  b e t w e e n  t h e  d i a l -u p  a n d  L A N  T C P / I P  s t a c k s  a n d  i s  c o r r e c t e d  i n  D U N  1 . 3 .  S e e  
K n o w l e d g e  B a s e  a r t i c l e  Q 1 9 1 4 9 4  f o r  d e t a i l s . [8]  
[8] To access a Microsoft Knowledge Base article by article ID number, go to h ttp : / / search . sup p ort. microsoft. com/ k b/  and ch eck  th e 
Specific article ID number radio button, th en typ e th e article ID number in th e search  field.  

6.4.2 Windows 98 

T h e  r e s o l v e r  i n  W i n d o w s  9 8  i s  a l m o s t  i d e n t i c a l  t o  W i n d o w s  9 5 ' s  r e s o l v e r .  ( G r a p h i c a l l y ,  i n  f a c t ,  i t  is 
i d e n t i c a l ,  s o  w e  w o n ' t  s h o w  y o u  a n y  s c r e e n  s h o t s . )  T h e  m a j o r  d i f f e r e n c e s  b e t w e e n  t h e  t w o  
r e s o l v e r s  a r e  d u e  t o  t h e  f a c t  t h a t  W i n d o w s  9 8  s h i p s  w i t h  W i n s o c k  2 . 0 . [9 ] W i n s o c k  2 . 0 ,  f o r  e x a m p l e ,  
s o r t s  r e s p o n s e s  a s  w e  d e s c r i b e d  i n  t h e  p r e v i o u s  s e c t i o n  o n  s u b n e t  p r i o r i t i z a t i o n .  F o r  d e t a i l s ,  s e e  
K n o w l e d g e  B a s e  a r t i c l e  Q 1 8 2 6 4 4 .   
[9 ] Th e v ersion of W insock  in W indows 9 5  can be up graded to 2 . 0 ;  see Knowledge Base article Q 1 8 2 1 0 8 .  

C o n f i g u r i n g  D U N -s p e c i f i c  n a m e  s e r v e r s  a l s o  w o r k s  w i t h  W i n d o w s  9 8 .  T h e  r e s o l v e r  q u e r i e s  t h e  n a m e  
s e r v e r s  l i s t e d  i n  t h e  T C P / I P  P ro p ert ies p a n e l  a n d  t h e  D U N -s p e c i f i c  n a m e  s e r v e r s  s i m u l t a n e o u s l y  
a n d  t a k e s  t h e  f i r s t  p o s i t i v e  a n s w e r  i t  r e c e i v e s  f r o m  e i t h e r  s e t .  I f  t h e  r e s o l v e r  r e c e i v e s  o n l y  n e g a t i v e  
a n s w e r s ,  i t  r e t u r n s  a  n e g a t i v e  a n s w e r .   



- 114 - 

6.4.3 Windows NT 4.0 

In Windows NT, LAN resolver configuration is done from a single panel that looks remarkably 
similar to Windows 9 5 ' s, since NT 4 . 0  incorporated the Windows 9 5  " shell. "  In fact, other than the 
presence of the new Editbutton and the handy little arrows that allow you to reorder name servers 
and elements of the search list, there' s really no semantic difference between them, as shown in 
F igure 6 -1 2 .   

Figure 6-1 2 .  R es o l v er c o n f igura t io n  un d er W in d o w s  N T  

 
To get to the D N S  C o n f ig u r a tio n panel, go to the C o n tr o l  P a n e l , click on N e tw o r k , and select 
the P r o to c o l s  tab.  D ouble-click on T C P / I P  P r o to c o l , then select the D N S  tab.   

Windows NT also allows users to configure resolver settings specific to particular dial-up networking 
connections.  To configure these, click on the M y  C o m p u te r  icon, select D ia l -U p  N e tw o r k in g , pull 
down the top selection box , and choose the name of the D U N connection whose resolver you' d like 
to configure.  Then click on the M o r e  pull-down and select Edit En tr y  then M o de m  P r o p e r tie s .  
S elect the S e r v e r  tab on the resulting window, and click on the T C P / I P  S e ttin g s  button.  Y ou' ll 
see the same window you' d see in Windows 9 5  ( shown earlier) .   

If you leave the S e r v e r  a s s ig n e d n a m e  s e r v e r  a ddr e s s e s  radio button checked, the resolver 
retrieves the name servers it should q uery from the server you dial into.  If you check S p e c if y  
n a m e  s e r v e r  a ddr e s s e s  and specify the addresses of one or two name servers, Windows NT uses 
those name servers when the D U N connection is active.  When you drop the D U N connection, NT 
reverts to using the LAN resolver' s settings.   

The Windows NT 4 . 0  resolver caches name-to-address mappings on a per-process basis, according 
to the TTL on the returned address records, as mentioned earlier.   

M icrosoft updated the resolver fairly ex tensively in Windows NT 4 . 0 , S ervice P ack 4 .  The S P 4  
resolver supports subnet prioritiz ation.  S ee M icrosoft K nowledge B ase article Q 1 9 6 5 0 0  for details.  
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The SP4 resolver also lets you turn off caching in the resolver using a Registry value.  F or d etails,  
see K now led ge B ase article Q 1 8 7 7 0 9 .  The SP4 resolver uses the sam e,  m ore aggressive 
retransm ission algorithm  as the W ind ow s 2 0 0 0  resolver.  See K now led ge B ase article Q 1 9 8 5 5 0  for 
d etails.   

6.5 Sample Resolver Configurations 
L et' s go over w hat som e W ind ow s 2 0 0 0  resolver configurations look  lik e on real hosts.  Resolver 
configuration need s vary d ep end ing on w hether or not a host runs a local nam e server,  so w e' ll 
cover b oth cases:  hosts using rem ote nam e servers and  hosts running nam e servers locally.   

6.5.1 Remote Name Server 

W e,  as the ad m inistrators of movie.edu,  have b een ask ed  to configure a p rofessor' s new  
w ork station,  w hich d oesn' t run a nam e server.  D ecid ing w hich d om ain the w ork station b elongs in is 
easy:  there' s only movie.edu to choose from .  H ow ever,  the p rofessor is  w ork ing w ith researchers 
at Pix ar on new  shad ing algorithm s,  so p erhap s it' d  b e w ise to p ut p ix a r .c om in her w ork station' s 
list of D N S suffix es to ap p end .   

The new  w ork station is on the 1 9 2 . 2 49 . 2 49 . 0  netw ork ,  so the closest nam e servers are 
w or mh ol e.movie.edu ( 1 9 2 . 2 49 . 2 49 . 1 )  and  t er min a t or .movie.edu ( 1 9 2 . 2 49 . 2 49 . 3 ) .  A s a rule,  you 
should  configure hosts to first use the closest nam e server availab le.  ( The closest p ossib le nam e 
server is a nam e server on the local host;  the nex t closest is a nam e server on the sam e sub net or 
netw ork . )  I n this case,  b oth nam e servers are eq ually close,  b ut w e k now  that w or mh ol e is b igger 
( it' s a faster host,  w ith m ore cap acity) .   

Since this p articular p rofessor is k now n to get aw fully vocal w hen she has p rob lem s w ith her 
com p uter,  w e' ll also ad d  t er min a t or .movie.edu ( 1 9 2 . 2 49 . 2 49 . 3 )  as a b ack up  nam e server.  That 
w ay,  if w or mh ol e is d ow n for any reason,  the p rofessor' s w ork station can still get nam e service 
( assum ing t er min a t or  and  the rest of the netw ork  are up ) .   

F igure 6 -1 3  show s w hat her w ork station' s resolver configuration w ill look  lik e.   
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Figure 6-1 3 .  E x a m p l e res o l v er c o n f igura t io n  

 

6.5.2 Local Name Server 
N e x t ,  w e  h a v e  t o  c o n f i g u r e  t h e  u n i v e r s i t y  m a i l  h u b ,  postmanrings2x ,  t o  u s e  D N S .  postmanrings2x 
i s  s h a r e d  b y  a l l  g r o u p s  i n  t h e  mov ie . e d u  d o m a i n .  W e ' v e  r e c e n t l y  c o n f i g u r e d  a  n a m e  s e r v e r  o n  t h e  
h o s t  t o  h e l p  c u t  d o w n  t h e  l o a d  o n  t h e  o t h e r  n a m e  s e r v e r s ,  s o  w e  s h o u l d  m a k e  s u r e  t h e  r e s o l v e r  
q u e r i e s  t h e  n a m e  s e r v e r  o n  t h e  l o c a l  h o s t  f i r s t .   

I f  w e  d e c i d e  w e  n e e d  a  b a c k u p  n a m e  s e r v e r —a  p r u d e n t  d e c i s i o n —w e  c a n  a d d  a  n a m e  s e r v e r  t o  t h e  
DNS server addresses, in order of use f i e l d .  W h e t h e r  o r  n o t  w e  c o n f i g u r e  a  b a c k u p  n a m e  s e r v e r  
d e p e n d s  l a r g e l y  o n  t h e  r e l i a b i l i t y  o f  t h e  l o c a l  n a m e  s e r v e r .  A  r o b u s t  n a m e  s e r v e r  i m p l e m e n t a t i o n  
w i l l  k e e p  r u n n i n g  f o r  l o n g e r  t h a n  s o m e  o p e r a t i n g  s y s t e m s ,  s o  t h e r e  m a y  b e  n o  n e e d  f o r  a  b a c k u p .  
I f  t h e  l o c a l  n a m e  s e r v e r  h a s  a  h i s t o r y  o f  p r o b l e m s ,  t h o u g h —s a y  i t  h a n g s  o c c a s i o n a l l y  a n d  s t o p s  
r e s p o n d i n g  t o  q u e r i e s —i t ' s  p r u d e n t  t o  a d d  a  b a c k u p  n a m e  s e r v e r .   

T o  a d d  a  b a c k u p  n a m e  s e r v e r ,  w e  j u s t  l i s t  t h e  l o c a l  n a m e  s e r v e r  f i r s t  i n  t h e  l i s t  o f  D N S  s u f f i x e s  t o  
a p p e n d  a n d  t h e n  l i s t  o n e  o r  t w o  b a c k u p  n a m e  s e r v e r s .  S i n c e  w e ' d  r a t h e r  b e  s a f e  t h a n  s o r r y ,  w e ' r e  
g o i n g  t o  a d d  t w o  b a c k u p  n a m e  s e r v e r s .  postmanrings2x i s  o n  t h e  1 9 2 . 2 4 9 . 2 4 9 . 0  n e t w o r k ,  t o o ,  s o  
te rminator a n d  w ormh ol e  a r e  t h e  c l o s e s t  n a m e  s e r v e r s  t o  i t  ( b e s i d e s  i t s  o w n ) .  T h e  f i n a l  
c o n f i g u r a t i o n  i s  s h o w n  i n  F i g u r e  6 -1 4 .   
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Figure 6-1 4 .  A n o t h er ex a m p l e res o l v er c o n f igura t io n  
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Chapter 7. Maintaining the Microsoft DNS Server 
"Well, in our country," said Alice, still panting a little, "you'd generally get to somewhere else—if  
you ran v ery f ast f or a long time as we'v e b een doing. "  

"A slow sort of  country! " said the Q ueen.  "N ow, here, you see, it tak es all the running you can do, 
to k eep in the same place.  I f  you want to get somewhere else, you must run at least twice as f ast 
as that! "  

T h i s  c h a p t e r  d i s c u s s e s  a  n u m b e r  o f  r e l a t e d  t o p i c s  p e r t a i n i n g  t o  n a m e  s e r v e r  m a i n t e n a n c e . W e ' l l  
t a l k  a b o u t  c o m m a n d s  y o u  c a n  ( a n d  c a n ' t )  s e n d  t o  a  r u n n i n g  n a m e  s e r v e r ,  m o d i f y i n g  t h e  z o n e  d a t a  
f i l e s ,  a n d  k e e p i n g  t h e  r o o t  n a m e  s e r v e r  c a c h e  f i l e  u p  t o  d a t e . W e ' l l  a l s o  l i s t  c o m m o n  E v e n t  L o g  
m e s s a g e s .  

T h i s  c h a p t e r  d o e s n ' t  c o v e r  t r o u b l e s h o o t i n g  p r o b l e m s . M a i n t e n a n c e  i n v o l v e s  k e e p i n g  y o u r  d a t a  
c u r r e n t  a n d  w a t c h i n g  o v e r  y o u r  n a m e  s e r v e r s  a s  t h e y  o p e r a t e . T r o u b l e s h o o t i n g  i n v o l v e s  p u t t i n g  
o u t  f i r e s —t h o s e  l i t t l e  D N S  e m e r g e n c i e s  t h a t  f l a r e  u p  p e r i o d i c a l l y . F i r e f i g h t i n g  i s  c o v e r e d  i n  C h a p t e r  
1 3 . 

7.1 What About Signals? 
Those of you familiar with the BIND name server know that it's possible to sig nal a running  name server 
to perform c ertain tasks,  suc h as reread ing  its c onfig uration file or turning  on d ebug g ing  information.  
The M ic rosoft DNS  S erver has no ex ac t analog  to a BIND name server's sig nals,  but you c an still make 
it perform c ertain tasks while running .  W e'll g o over the tasks possible using  sig nals on a BIND name 
server and  show how to ac c omplish the same thing  ( if possible)  with the M ic rosoft DNS  S erver:   
Restart the name server  

Y ou c an sig nal a BIND name server to reread  its c onfig uration file and  z one d ata files.  There's 
no c omparable M ic rosoft DNS  S erver c ommand .  If the server obtains its c onfig uration 
information from the R eg istry ( the d efault mod e) ,  this c ommand  isn't nec essary:  as you make 
c onfig uration c hang es with the DNS  c onsole,  they take effec t immed iately in the running  name 
server.  If the server is using  a BIND-style boot file,  you must stop and  restart the server after 
making  a c hang e to the boot file.  F or more information on the server " boot method , "  see 
A ppend ix  C .   

D u mp  a c o p y  o f  the name server' s i nternal  d atab ase to  a f i l e  
A  BIND server c an d ump its entire memory d atabase of authoritative d ata,  c ac hed  d ata,  and  root 
name server " hints"  to a file.  There's no d irec t M ic rosoft DNS  S erver eq uivalent,  but you c an 
c ome c lose—all this information is visible in the DNS  c onsole.  To see authoritative d ata,  j ust 
selec t the appropriate z one.  By selec ting  the Cached Lookupsfold er,  you c an see the c ontents of 
the name server's c ac he as well as the list of root name servers it's using . [1]  
[1] You can see the Cached Lookups f ol d er  onl y  i f  the D N S  consol e i s show i ng  the ad v anced  v i ew :  sel ect View A d v a n c ed . 

D u mp  name server stati sti c s to  a f i l e  
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You can't dump the Microsoft DNS Server's usage statistics to a fil e,  b ut y ou can view  them 
from Sy stem Monitor ( a Microsoft Management C onsol e snap-in) .  Statistics are covered in detail  
at the end of this chapter.   

Start/stop writing debugging information to a file  
T he Microsoft DNS Server can l og several  different k inds of deb ugging-rel ated information to a 
fil e.  T his b ehavior is control l ed from the Loggingtab  of the server properties w indow ,  w here y ou 
can sel ect the ty pes of deb ugging information that shoul d b e l ogged.   

L og all q ueries  
A s w ith a B I ND server,  y ou can al so direct the Microsoft DNS Server to l og individual  q ueries 
processed.  U se the Q u e r y  option on the Logging tab .   

T he main thing y ou can do to a running Microsoft DNS Server is stop it and start it again.  W hat happens 
w hen y ou stop and start the server?  R ememb er that the name server answ ers q ueries from its in-memory  
datab ase.  T his datab ase incl udes three k inds of information:  authoritative data ( z ones for w hich the 
server is a primary  master or sl ave) ,  cached data ( answ ers from other name servers) ,  and root name 
server " hints"  ( the l ist of root name servers from the root name server cache fil e,  cache.dns ) .  W hen y ou 
stop the name server,  this data is l ost.   
W hen y ou restart the server,  it rel oads the authoritative data from the z one data fil es on its disk .  Z ones 
for w hich the server is a primary  master are l oaded and not read again for the l ifetime of the server 
process.  ( O f course,  y ou can mak e a change to a primary  z one w ith the DNS consol e and direct the 
server to w r i t e to the z one data fil e w ith A c t ion U p d a t e  S e r v e r  D a t a  F i l e s ,  b ut the server r eads the 
z one data fil e onl y  at startup. )  Z ones for w hich the server is a sl ave are al so l oaded from the z one data 
fil es.  B ut for each z one,  the server q ueries its master ( usual l y  the z one's primary  master)  for the SO A  
record to compare serial  numb ers.  I f the master's serial  numb er is l arger than the serial  numb er in the 
z one j ust l oaded from disk ,  the server performs a z one transfer.   
T he server al so reads cache.dns at startup.  I n C hapter 4 ,  w e describ ed how  root name server information 
is used not directl y ,  b ut as a " hint"  to find the current l ist of root name servers:  the server q ueries a root 
name server from cache.dns for the current l ist of root name servers,  and the resul ts are the first records 
in the cache.  R ememb er,  the cache is empty  w hen the server starts up.   

7.2 Logging 
T he version of the Microsoft DNS Server shipped w ith W indow s 2 0 0 0  is much improved over its 
W indow s NT  4 . 0  predecessor w hen it comes to l ogging and deb ugging.  P revious versions of the server 
w ere l ik e a " b l ack  b ox "  y ou coul dn't see inside of.  B ut now  y ou can direct the server to w rite several  
different k inds of hel pful  l ogging and deb ugging information w hil e it's running.   
T o enab l e this feature,  right-cl ick  on a server in the l eft pane of the DNS consol e,  choose P r op e r t ie s ,  
then sel ect the Logging tab .  T he w indow  l ook s l ik e the one show n in F igure 7 -1.   
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Figure 7-1 .  S erv er p ro p ert ies ,  L o ggin g t a b  

 

7.3 Updating Zone Data 
For nearly all changes to your zones, you'll use the DNS console. In C hap ter 4  w e d escri b ed  how  to ad d  
a nam e serv er to the DNS console, create zones, and  create resource record s. Deleti ng these ob j ects i s 
easy:  j ust select the ob j ect b y lef t-cli ck i ng i t, then p ress Delete ( or select A c ti o n  Delete ) . M od i f y i ng 
ob j ects i s also strai ghtf orw ard . Nam e serv er nam es and  zone nam es cannot b e changed  b ut m ust b e 
d eleted  and  ad d ed  w i th the new  nam e. For ex am p le, i f  the nam e of  a nam e serv er you're m anagi ng 
changes, you hav e to d elete the nam e serv er w i thi n the DNS console and  rep lace i t w i th the new  nam e. 
T he sam e thi ng goes i f  you change the nam e of  a zone, say f rom  movie.edu to movie.n et .  
C hangi ng resource record  d ata i s easy, too. J ust d oub le-cli ck  the record  i n the ri ght p ane ( or select i t 
w i th a si ngle cli ck  and  choose A c ti o n  P r o p er ti es ) . Y ou'll see the sam e w i nd ow  as w hen you ad d ed  
the record . Note that you can change resource record  d ata ( also called  R D A T A )  b ut not the nam e of  the 
record  ( the ow ner) . In other w ord s, you can change the ri ght si d e of  the record  b ut not the lef t si d e ( as 
v i ew ed  i n the DNS console's ri ght p ane or i n the zone d ata f i le) . So you can change the IP  ad d ress of  
t er min a t or 's A  record , b ut you can't change t er min a t or  to t er min a t or 2 . If  you need  to change the ow ner, 
you'll hav e to d elete the record  and  rep lace i t w i th the new  ow ner.  

7.3.1 Adding and Deleting Resource Records by Hand 
M ost of  the ti m e, you really should  use the DNS console to m ak e changes to your zones. T he DNS 
console i s m uch m ore v ersati le than i ts W i nd ow s NT  4 .0  p red ecessor, the DNS M anager, b ut sti ll i sn't 
sui ted  f or som e task s—som eti m es you m i ght w ant to ed i t the zone d ata f i les b y hand . For ex am p le, 
ad d i ng, d eleti ng, or changi ng a lot of  record s at once i s tough w i th the DNS console b ut easy w i th a li ttle 
P erl cod e or a good  tex t ed i tor. If  you run a nam e serv er f or long enough, you'll ev entually w ant to m ak e 
a change outsi d e the DNS console.  



- 122 - 

Editing by hand is a little com p licated becau se you  hav e to m anu ally p er f or m  som e step s that the D N S  
console does f or  you  au tom atically.  T he f ollow ing list descr ibes w hat to do:   
1 .  R em em ber  that all changes m u st be m ade on a z one' s p r im ar y m aster  nam e ser v er .  T his is the 
case w hether  you ' r e u sing the D N S  console or  editing by hand.  I f  you  m ak e changes to the z one 
data f ile on a slav e,  the nex t z one tr ansf er  f r om  the p r im ar y m aster  w ill ov er w r ite you r  w or k .   

2 .  I f  you ' v e m ade any changes u sing the D N S  console since you  star ted the nam e ser v er  ( that 
u su ally m eans since the last r eboot) ,  stop  the nam e ser v er .  H er e' s w hy:  w hen you  change a z one 
w ith the D N S  console,  the change tak es ef f ect in the p r im ar y m aster  nam e ser v er ' s m em or y r ight 
aw ay,  bu t the z one data f ile on disk  is not u p dated im m ediately.  T he nam e ser v er  sets an inter nal 
" u p date p ending"  f lag to r em ind itself  that that z one' s data f ile needs u p dating.  I f  you  select 
Action U p d a te  S e r v e r  D a ta  F il e s ,  all the z one data f iles of  changed z ones ar e u p dated and 
any f lags ar e clear ed.  B u t if  the ser v er  stop s ( w hether  it' s halted by you  or  by a system  r eboot—
or  f or  any other  r eason)  and som e z ones hav e their  u p date p ending f lags set,  the ser v er  u p dates 
the cor r esp onding z one data f iles bef or e ter m inating.  S o you  can see w hat hap p ens if  you  m ak e a 
change by hand bu t f or get abou t a r ecent change m ade w ith the D N S  console:  w hen you  stop  and 
r estar t the ser v er  to p u t the m anu al change into ef f ect,  the z one data f ile gets u p dated,  and you r  
m anu al editing is lost.   

3 .  F ind the z one data f ile of  the z one you  w ant to change.  R ecall f r om  C hap ter  4  that the z one data 
f iles ar e stor ed in %Sy s t e m R o o t %\s y s t e m 3 2 \d n s  and the def au lt nam ing conv ention is the nam e 
of  the z one f ollow ed by the . d n s  ex tension—f or  ex am p le,  m o v i e . e d u . d n s .   

4 .  B r ing u p  the z one data f ile in you r  f av or ite tex t editor .  N otep ad is a good choice;  M icr osof t 
W or d isn' t.  W hatev er  you  u se,  m ak e su r e you  ev entu ally sav e the f ile in p lain tex t f or m at.  T hat' s 
w hy w e lik e N otep ad—you  can' t sav e a f ile as anything bu t p lain tex t.   

5 .  I ncr em ent the ser ial nu m ber  in the S O A  r ecor d at the top  of  the f ile.  ( S ee the nex t section f or  
m or e inf or m ation on S O A  ser ial nu m ber s. )  S ince the S O A  r ecor d is at the top  of  the f ile,  it' s a 
good idea to u p date it f ir st so you  w on' t f or get to do it later .   

6 .  M ak e w hatev er  changes you  need to m ak e.  I f  you ' r e adding a host,  you  m ight need M X  r ecor ds 
in addition to the A  r ecor d.  F or  ex am p le,  w e added the f ollow ing r esou r ce r ecor ds to 
m o v i e . e d u . d n s  w hen w e added the new  host c u j o  to ou r  netw or k :   

7. c u j o   I N   A   1 9 2 .2 5 3 .2 5 3 .5  
8 .       I N  M X   1 0  c u j o  

      I N  M X   2 0  t e r m i n a t o r  

9 .  W hen you ' r e done,  don' t f or get to sav e the f ile! 
1 0 .  D on' t f or get to add P T R  r ecor ds! I f  you ' r e adding a host,  you  shou ld add a P T R  r ecor d to the 
ap p r op r iate i n -a d d r . a r p a  z one f or  each of  its I P  addr esses.  T his step  is easy to f or get,  becau se the 
D N S  console adds P T R  r ecor ds f or  you  au tom atically.  A nd r em em ber —if  you  change a z one,  
don' t f or get to incr em ent the ser ial nu m ber  in its S O A  r ecor d.  O u r  new  host c u j o  has only one I P  
addr ess,  1 9 2 . 2 5 3 . 2 5 3 . 5 ,  so w e added one P T R  r ecor d to the 2 5 3 . 2 5 3 . 1 9 2 . i n -a d d r . a r p a . d n s  f ile:   
5  I N  P T R  c u j o .m o v i e .e d u . 

Y ou r  changes w on' t tak e ef f ect u ntil you  r estar t the p r im ar y m aster  nam e ser v er :  stop  it,  and then star t it 
again.  T his is another  task  handled by the D N S  console.  W hen you  m ak e changes w ith the D N S  console,  
the changes tak e ef f ect im m ediately in the nam e ser v er ' s m em or y and get w r itten to disk  later .  Editing 
by hand r ev er ses the p r ocess:  you  m ak e the changes f ir st on disk  and hav e to r estar t the nam e ser v er  to 
get the changes into its m em or y.   



- 123 - 

Slave name servers will load the new data after some length of time within the time interval defined in 
the SO A  rec ord for refreshing their data.  Sometimes y ou r u sers won' t want to wait for the slaves to p ic k  
u p  the new data—they ' ll want it availab le right away .  ( A re y ou  winc ing or nodding k nowingly  as y ou  
read this? )  C an y ou  forc e a slave to load the new information right away ?  I f y ou ' ve enab led z one c hange 
notific ation,  the slaves will p ic k  u p  the new data q u ic k l y  b ec au se the p rimary  master notifies the slave of 
c hanges within 1 5  minu tes of the c hange.  ( See C hap ter 1 0  for more information on z one c hange 
notific ation. )  I f y ou  don' t have notific ation set u p ,  y ou  shou ld!  B u t y ou  c an get the same effec t the hard 
way  b y  restarting the name server on eac h of the slaves.  W hen the name server starts u p ,  it does a serial 
nu mb er c omp are with its master for every  z one for whic h it' s a slave.  I f it disc overs an ou t-of-date z one,  
it immediately  p erforms a z one transfer.   
T o delete a host,  remove all the resou rc e rec ords p ertaining to it from the ap p rop riate z one data files.  
M ak e su re y ou  remove the A  rec ord,  any  M X  rec ords,  and the P T R  rec ord.  A lso b e su re to inc rement the 
serial nu mb er in eac h z one data file y ou  modify  and restart y ou r p rimary  master name server.  ( B u t,  
realistic all y ,  deleting hosts is b est done with the D N S c onsole. )   

7.3.2 SOA Serial Numbers 

E very  z one has a serial nu mb er.  E very  time the data in a file is c hanged,  the z one' s serial nu mb er mu st 
b e inc remented.  I f the serial nu mb er is not inc remented,  slave name servers for the z one will not p ic k  u p  
the u p dated data.  T he c hange is simp le.  I f the original data file had the following SO A  rec ord:   
movie.edu. IN SOA terminator.movie.edu. al.robocop.movie.edu. (  
                                1 0 0      ;  Serial  
                                1 0 8 0 0    ;  R ef res h   
                                3 6 0 0     ;  R etry   
                                6 0 4 8 0 0   ;  E x pire  
                                8 6 4 0 0  )  ;  M inimum T T L  

the u p dated data file wou ld have the following SO A  rec ord:  
movie.edu. IN SOA terminator.movie.edu. al.robocop.movie.edu. (  
                                1 0 1      ;  Serial  
                                1 0 8 0 0    ;  R ef res h   
                                3 6 0 0     ;  R etry   
                                6 0 4 8 0 0   ;  E x pire  
                                8 6 4 0 0  )  ;  M inimum T T L  

T his simp le c hange is the k ey  to distrib u ting the data to all of y ou r slaves.  F ailing to inc rement the serial 
nu mb er is the most c ommon mistak e made when u p dating b y  hand.  T he first few times y ou  mak e a 
c hange manu all y ,  y ou ' ll rememb er to u p date the serial nu mb er b ec au se this p roc ess is new and y ou  are 
p ay ing c lose attention.  A fter modify ing z one data files b ec omes sec ond natu re ( we b et y ou  c an' t wait for 
that ) ,  y ou ' ll mak e some " q u ic k ie"  little c hange,  forget to u p date the serial nu mb er. . .  and none of the 
slaves will p ic k  u p  the new data.  E ternal vigilanc e is the p ric e of modify ing z one data files b y  hand.   
T here are several good way s to manage integer serial nu mb ers.  T he ob viou s way  is j u st to u se a c ou nter:  
inc rement the serial nu mb er b y  one eac h time the file is modified.  T hat' s what the D N S c onsole does.  
E very  time it u p dates a z one,  it inc rements the z one' s serial nu mb er.  I f y ou  mak e c hanges with the D N S 
c onsole,  y ou ' re loc k ed into this method.  I f y ou  modify  the z one data files only  b y  hand,  y ou  have other 
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options, such as deriving the serial number from the date. For example, you could use the eight-digit 
number formed by < year > < m o n t h > < d ay > . S uppose today is M arch 5 , 20 0 1 . I n this form, your serial 
number w ould be 20 0 1 0 3 0 5 . T his scheme allow s only one update per day, though, and that may not be 
enough. A dd another tw o digits to this number to indicate how  many times the file has been updated that 
day. T he first number for M arch 5 , 20 0 1 , w ould then be 20 0 1 0 3 0 5 0 0 . T he next modification that day 
w ould change the serial number to 20 0 1 0 3 0 5 0 1 . T his scheme allow s 1 0 0  updates per day. W hatever 
scheme you choose ( or are forced to go along w ith) , the serial number must fit in a 3 2-bit integer. A nd 
since you probably w ant to use the D N S  console at least some of the time, you may j ust w ant to follow  
its numbering scheme.  

7.3.3 Additional Records 

A fter you' ve been running a name server for a w hile, you may w ant to add data to your name server to 
help you manage your domain. H ave you ever been stumped w hen someone ask ed you w h ere one of 
your hosts is?  M aybe you don' t even remember w hat k ind of host it is. A dministrators have to manage 
larger and larger populations of hosts these days, mak ing it easy to lose track  of this information. T he 
name server can help you out. A nd if one of your hosts is acting up and someone notices remotely, the 
name server can help them get in touch w ith you.  
S o far, w e' ve covered records critical to everyday operation:  S O A , N S , A , C N A M E , M X , and P T R . 
N ame servers need these records to operate, and applications look  up data of these types. T w o other 
useful resource record types are T X T  ( text)  and R P  ( R esponsible P erson) ;  these can be used to tell you 
the machine' s location and w ho is responsible for it. B ut D N S  defines still more data types. For a 
complete list of the resource records, see A ppendix A .  

7.3.3.1 General text information 
T X T  stands for T eX T . T hese records contain simply a list of strings. T he M icrosoft D N S  S erver 
supports one string of up to 25 5  characters per T X T  record. T X T  records can be used for anything you 
w ant;  a common use is to list a host' s location. C reating a T X T  record is easy:  j ust highlight the z one or 
domain in the D N S  console' s left pane and select Action O th e r  N e w  R e cor d s . . . . I n the R e s ou r ce  
R e cor d  T y p e  w indow , choose T X T  and select C r e a te  R e cor d . . . , then fill in the fields as show n in 
Figure 7 -2.  
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Figure 7-2 .  C rea t in g a  T X T  rec o rd  

 

The TXT record shown in F ig u re 7 -2 l ook s l ik e t his in a  z one da t a  f il e:   
cujo  IN  TXT  "Location: machine room dog house" 

7. 3 . 3 . 2  R es p o n s ib l e P ers o n  
D om a in a dm inist ra t ors wil l  u ndou b t edl y  dev el op  a  l ov e/ ha t e rel a t ionship  wit h t he R esp onsib l e P erson 
( R P )  record.  The R P  record ca n b e a t t a ched t o a ny  dom a in na m e,  int erna l  or l ea f ,  a nd indica t es who is 
resp onsib l e f or t ha t  host  or dom a in.  This ena b l es y ou  t o l oca t e t he m iscrea nt  resp onsib l e f or t he host  
p ep p ering  y ou  wit h D N S  q u eries,  f or ex a m p l e.  B u t  it  a l so l ea ds p eop l e t o y ou  when one of  y ou r host s 
a ct s u p .   
The record t a k es t wo a rg u m ent s a s it s record-sp ecif ic da t a :  a n el ect ronic m a i l  a ddress,  in dom a in na m e 
f orm a t ;  a nd a  dom a in na m e,  which p oint s t o a ddit iona l  da t a  a b ou t  t he cont a ct .  The el ect ronic m a il  
a ddress is in t he sa m e f orm a t  t he S O A  record u ses:  it  su b st it u t es a  dot  ( . )  f or t he a t  sig n ( @ ) .  The nex t  
a rg u m ent  is a  dom a in na m e,  which m u st  ha v e a  TXT record a ssocia t ed wit h it .  The TXT record cont a ins 
f ree-f orm a t  inf orm a t ion a b ou t  t he cont a ct ,  su ch a s a  f u l l  na m e a nd p hone nu m b er.  Y ou  ca n om it  eit her 
f iel d a nd sp ecif y  t he root  ( . )  a s a  p l a cehol der inst ea d. F or ex a m p l e,  l et ' s sa y  t ha t  t he M ov ie U .  N et work  
H ot l ine is resp onsib l e f or t he host  robocop.  I t  a l so ha p p ens t ha t  t he M ov ie U .  hot l ine rea ds a l l  m a i l  sent  
t o root @ m ov i e . e d u .  Y ou ' d a dd t he R P  record shown in F ig u re 7 -3 wit h Action O th e r  N e w  
R e cor d s . . . .   
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Figure 7-3 .  C rea t in g a n  R P  rec o rd  

 

You'd also add the TXT record shown in F ig ure 7 -4 f or hotline.movie.edu.   

Figure 7-4 .  C rea t in g a n  a s s o c ia t ed  T X T  rec o rd  

 

H ere's what these records would look  lik e in a z one data f ile:  
robocop      IN  RP   root.movie.edu.  hotline.movie.edu.  
hotline      IN  T X T   " M ovie U . Netw ork  H otline,  ( 4 1 5 )  5 5 5 -4 1 1 1 "   
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Note that a TXT record for root.movie.edu i s n ' t n eces s ary  s i n ce i t' s  on l y  the dom ai n  n am e en codi n g  of 
an  el ectron i c m ai l  addres s , n ot a real  dom ai n  n am e.   

7.3.4 Keeping db.cache Current 
A s  w e ex p l ai n ed i n  C hap ter 4 , the c a c h e.dn s  fi l e tel l s  y ou r s erv er w here the s erv ers  for the root z on e are.  
W e al s o ex p l ai n ed that, u n l i k e a B I ND  n am e s erv er ( w hi ch n ev er m odi fi es  the cache fi l e) , a M i cros oft 
D NS  S erv er u p dates  c a c h e.dn s  w i th i ts  cu rren t n oti on  of the root n am e s erv ers  ev ery  ti m e i t ex i ts .   
The root n am e s erv ers  don ' t chan g e v ery  often , b u t they  do chan g e.  A  M i cros oft D NS  S erv er that s tarts  
w i th a p rop er cache fi l e s hou l d, i n  theory , al w ay s  hav e the cu rren t l i s t of root n am e s erv ers  i n  i ts  cache 
fi l e.  A  g ood p racti ce an d a p art of m ai n tai n i n g  y ou r n am e s erv er i s  to check  y ou r c a c h e.dn s  fi l e a cou p l e 
ti m es  a y ear.  I n  C hap ter 4 , w e tol d y ou  to g et the cu rren t cache fi l e b y  f tp i n g  to f tp .rs .in tern ic .n et. That' s  
p rob ab l y  the b es t m ethod to k eep  the fi l e cu rren t.  R em em b er that y ou  m u s t s top  the n am e s erv er b efore 
u p dati n g  c a c h e.dn s !  I f y ou  don ' t, the cache fi l e y ou  i n s tal l  w i l l  b e ov erw ri tten  the n ex t ti m e the s erv er 
does  s top .   
Y ou  can  u s e dig ,[2] a u ti l i ty  that w ork s  l i k e n s l ook up , to retri ev e the cu rren t l i s t of roots  j u s t b y  ru n n i n g :   
[2] dig i s  a  p o w e r f u l  D N S  q u e r y  t o o l  t h a t  c o m e s  w i t h  B I N D . U n f o r t u n a t e l y ,  i t  i s n ' t  s h i p p e d  w i t h  W i n d o w s  2 0 0 0 ,  b u t  y o u  c a n  g e t  a  v e r s i o n  o f  dig t h a t  r u n s  o n  W i n d o w s  
2 0 0 0  f r o m  f t p : / / f t p .i s c .o r g / i s c / b i n d / c o n t r i b / n t b i n d -8 .2 .4 / B I N D 8 .2 .4 T o o l s .z i p . 

C:\>  dig @a.root-s e rv e rs .n e t  .  n s  >  c ac h e .dn s  

7.4 Zone Data File Controls 

The data fi l es  for al l  n am e s erv ers , w hether M i cros oft or B I ND , can  i n cl u de tw o con trol  en tri es :  
$ O R I G I N an d $ I NC L U D E .  $ O R I G I N chan g es  the ori g i n , an d $ I NC L U D E  i n s erts  a n ew  fi l e i n to the 
cu rren t fi l e.  Thes e con trol  en tri es  are n ot res ou rce records ;  they  faci l i tate the m ai n ten an ce of D NS  data.  
They  w ere des i g n ed b ack  i n  the " g ood ol d day s "  as  a s hortcu t for p eop l e w ho had to edi t z on e data fi l es  
b y  han d.  I f y ou  m ak e chan g es  to y ou r z on es  w i th the D NS  con s ol e on l y , y ou  w on ' t en cou n ter thes e 
con trol s :  the M i cros oft D NS  S erv er does n ' t u s e them  i n  the z on e data fi l es  i t g en erates .  H ow ev er, s om e 
day  y ou  m i g ht n eed to w ork  w i th z on e data fi l es  created b y  han d, s o i t' s  i m p ortan t that y ou  u n ders tan d 
thes e con trol s .   

7.4.1  Changing the O rigin in a D ata F il e 
The defau l t ori g i n  for a D NS  data fi l e i s  j u s t the dom ai n  n am e of the z on e.  The ori g i n  i s  a dom ai n  n am e 
that i s  ap p en ded au tom ati cal l y  to al l  n am es  n ot en di n g  i n  a dot.  Thi s  ori g i n  can  b e chan g ed w i thi n  the 
z on e data fi l e u s i n g  $ O R I G I N, w hi ch m u s t b e fol l ow ed b y  a dom ai n  n am e.  ( D on ' t forg et the trai l i n g  dot 
i f y ou  g i v e the fu l l  dom ai n  n am e! )  F rom  that p oi n t i n  the fi l e on , the n ew  w i l l  b e ori g i n  ap p en ded to al l  
n am es  n ot en di n g  i n  a dot.   
I f w e di dn ' t hav e the D NS  con s ol e to m ak e chan g es  an d had to edi t fi l es  b y  han d, w e' d ru n  i n to ti m es  
w hen  $ O R I G I N w ou l d s av e u s  s om e w ork .  F or ex am p l e, i f y ou r n am e s erv er w ere res p on s i b l e for a 
n u m b er of s u b dom ai n s , y ou  cou l d u s e the $ O R I G I N en try  to res et the ori g i n  an d s i m p l i f y  the fi l es .  F or 
ex am p l e, from  the movie.edu z on e data fi l e:   
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$ORIGIN classics.movie.edu.  
malt ese       IN  A   1 9 2 .2 5 3 .2 5 3 .1 0 0   
casab lan ca    IN  A   1 9 2 .2 5 3 .2 5 3 .1 0 1  
 
$ORIGIN comedy .movie.edu.  
mash           IN  A   1 9 2 .2 5 3 .2 5 3 .2 0 0   
t w in s         IN  A   1 9 2 .2 5 3 .2 5 3 .2 0 1  

We'll discuss creating subdomains in C h ap ter 9 .   

7.4.2 Including O t h e r  D a t a  F ile s  
T o continue our ex amp le of  editing z one data f iles by  h and:  once y ou'v e subdiv ided y our domain lik e 
th is,  y ou migh t f ind it more conv enient to k eep  th e subdomain records in sep arate f iles.  T h e $ I N C L U D E  
statement w ould let y ou do th is:   
$ORIGIN classics.movie.edu.  
$INC L U D E  classics.dn s 
 
$ORIGIN comedy .movie.edu.  
$INC L U D E  comedy .dn s 

T o simp li f y  th e f ile ev en f urth er,  th e new  origin can be sp ecif ied on th e $ I N C L U D E  line:   
$INC L U D E  classics.dn s classics.movie.edu.  
$INC L U D E  comedy .dn s   comedy .movie.edu. 

Wh en y ou sp ecif y  th e origin on th e $ I N C L U D E  line,  it ap p lies only  to th e p articular f ile th at y ou're 
including.  F or ex amp le,  th e comedy.movie.edu origin ap p lies only  to th e names in comedy.dn s .  A f ter 
comedy.dn s  h as been included,  th e origin returns to w h at it w as bef ore $ I N C L U D E ,  ev en if  comedy.dn s  
contained an $ O R I G I N  entry .   
R emember th at,  strictly  sp eak ing,  y ou don't need to k now  any th ing about th ese directiv es to create 
subdomains w ith  th e D N S  console,  and th e M icrosof t D N S  S erv er doesn't generate z one data f iles using 
th ese sh ortcuts.  B ut y ou do need to k now  about th em to comp lete y our k now ledge of  z one data f iles.   

7.4.3  K e e p ing E v e r y t h ing R unning S m o o t h ly  
A  signif icant p art of  maintenance is being aw are w h en someth ing h as gone w rong—bef ore it becomes a 
real p roblem.  I f  y ou catch  a p roblem early ,  ch ances are it'll be th at much  easier to f ix .  A s th e adage say s,  
an ounce of  p rev ention is w orth  a p ound of  cure.   
T h is isn't q uite troublesh ooting—w e'll dev ote an entire ch ap ter to troublesh ooting ( C h ap ter 1 3 )—but 
y ou can th ink  of  it as " p re-troublesh ooting. "  T roublesh ooting ( th e p ound of  cure) is w h at y ou h av e to do 
if  y ou ignore maintenance,  af ter y our p roblem h as dev elop ed comp lications,  w h en y ou need to identif y  
th e p roblem by  its sy mp toms.   
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The next two sections deal with preventive maintenance: looking periodically at the Event Log and the 
name server statistics to see whether any prob lems are developing.  C onsider this a name server' s medical 
checku p.   

7.4.4 Common Event Log Messages 
The M icrosof t D N S  S erver logs events to the S ystem Log.  To view the events,  u se the Event V iewer,  
which you  start with Start P ro g ram s  A d m i n i s trati v e  T o o l s  E v e n t V i e w e r .  The D N S  server 
logs to a special category called,  appropriately enou gh,  D N S  S erver.  M ake su re you ' re looking at the 
correct log messages b y selecting D N S Se rv e rin the lef t pane.  To save space,  when we describ e an 
event we won' t show a screen shot of  the complete event.  I nstead,  we' ll list j u st the description f rom the 
event detail.  ( D ou b le-click an event to see its details. )  W e' ll also list the Event I D  in parentheses af ter 
the text of  the event.   
W hen the server starts u p ( either at b oot time or b ecau se you  restarted it)  and is ready to answer q u eries,  
you ' ll see this event:  
The DNS Server has started.  (ID 2) 

F or a healthy server,  you  shou ld see this event af ter b ooting.  I f  you  stop the server manu ally,  you ' ll see 
this event:  
The DNS Server has shu tdo w n .  (ID 3 ) 

I f  a server is a slave f or a z one,  it will notif y you  every time it perf orms a z one transf er:  
A  m o re rec en t versi o n ,  versi o n  20 0 0 1 20 5 0 0  o f  z o n e m o vi e.edu  w as f o u n d 
at DNS server  
at 1 9 2.24 9 .24 9 .3 . Z o n e tran sf er i s i n  p ro g ress.  (ID 6 5 22) 
 
The DNS server w ro te versi o n  20 0 0 1 20 5 0 0  o f  z o n e m o vi e.edu  to  f i l e 
m o vi e.edu .dn s.    
(ID 3 1 5 0 ) 

Y ou ' ll also see that last message on the primary master when you  make a change to a z one throu gh the 
D N S  console and select A c ti o n  U p d ate  Se rv e r D ata F i l e s .  A f ter the server writes the u pdated f ile to 
disk,  it logs that event.   
I f  the primary master is not au thoritative f or the z one—another error condition—you ' ll see this on the 
slave:  
Z o n e tran sf er req u est f o r sec o n dary  z o n e m o vi e.edu  ref u sed b y  m aster 
server at 1 9 2. 
24 9 .24 9 .3 . C hec k  the z o n e at the m aster server 1 9 2.24 9 .24 9 .3  to  
veri f y  that z o n e  
tran sf er i s en ab l ed to  thi s server. To  do  so ,  u se the DNS c o n so l e,  
an d sel ec t m aster  
server 1 9 2.24 9 .24 9 .3  as the ap p l i c ab l e server,  then  i n  sec o n dary  z o n e 
m o vi e.edu   
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Properties, view the settings on the Zone Transfers tab. Based on the 
settings y ou   
choose, m ak e any  configu ration adj u stm ents there ( or possibl y  in the 
N am e S ervers  
tab)  so that a z one transfer can be m ade to this server.  ( I D  6 5 2 5 )  

Unfortunately, if the name server simply can't reach the primary master (e.g., if it has gone down), the 
D N S  server never logs an error.  
O n the other hand, a server that's a primary master for a z one will notify you when a slave does a z one 
transfer:   
The D N S  server su ccessfu l l y  com pl eted transfer of z one m ovie.edu  to 
D N S  server at  
1 9 2 .2 4 9 .2 4 9 .1 .  ( I D  6 0 0 1 )  

I f you're missing the cache file, cache.dns, or a z one data file, the server will log a flurry of messages. A  
missing or empty cache file produces these events:   
The D N S  server cou l d not open the fil e dns\cache.dns. C heck  that the 
fil e ex ists in  
the % S y stem R oot% \S y stem 3 2 \D ns directory  and that it contains val id 
data. The event  
data is the error code.  ( I D  1 0 0 0 )  
 
The D N S  server cou l d not find or open z one fil e dns\cache.dns. in the 
% S y stem R oot% \ 
S y stem 3 2 \D ns directory .  V erify  that the z one fil e is l ocated in this 
directory  and  
that it contains val id data.  ( I D  1 0 0 4 )  
 
The D N S  server is not root au thoritative and no root hints were 
specified in the  
cache.dns fil e.  
W here the server is not a root server, this fil e m u st specify  root 
hints in the form   
of at l east one nam e server ( N S )  resou rce record, indicating a root 
D N S  server and a  
corresponding host ( A )  resou rce record for that root D N S  server. 
O therwise, the D N S   
server wil l  be u nabl e to contact the root D N S  server on startu p and 
wil l  be u nabl e to  
answer q u eries for nam es ou tside of its own au thoritative z ones.  To 
correct this  
probl em , u se the D N S  consol e to u pdate the server root hints.  F or 
m ore inform ation,  
see the onl ine H el p. ( I D  7 0 7 )  
 
The D N S  server does not have a cache or other database entry  for root 
nam e servers.  
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Either the root hints file, cache.dns, or A ctiv e D irectory  m u st hav e 
at least one  
nam e serv er ( N S )  resou rce record, indicating  a root D N S  serv er and a 
corresp onding   
host ( A )  resou rce record for that root D N S  serv er.  O therw ise, the 
D N S  serv er w ill b e  
u nab le to contact the root D N S  serv er on startu p  and w ill b e u nab le 
to answ er q u eries  
for nam es ou tside of its ow n au thoritativ e z ones.  T o correct this 
p rob lem , u se the  
D N S  console to u p date the serv er root hints.  F or m ore inform ation, 
see the online  
H elp .  ( I D  7 0 6 )  

The somewhat cryptic message " The ev en t d ata is the error cod e"  mak es more sen se when  v iewin g the 
message in  E v en t V iewer.  This message mean s there' s a specif ic error cod e l isted  in  the Data f iel d  at the 
b ottom of  the E v e n t P r o p e r ti e s  win d ow f or this ev en t.   
A  missin g z on e d ata f i l e,  say movie.edu.dns ,  gen erates these ev en ts:   
T he D N S  serv er cou ld not op en the file dns\m ov ie.edu .dns.  C heck  that 
the file ex ists 
 in the % S y stem R oot% \S y stem 3 2 \D ns directory  and that it contains 
v alid data. T he ev ent  
data is the error code.  ( I D  1 0 0 0 )  
 
T he D N S  serv er cou ld not find or op en z one file dns\m ov ie.edu .dns.  
in the  
% S y stem R oot% \S y stem 3 2 \D ns directory .  V erify  that the z one file is 
located in this  
directory  and that it contains v alid data.  ( I D  1 0 0 4 )  

The serv er al so l ogs a syn tax  error in  a z on e d ata f il e.  I f  you  al ways mak e chan ges to you r z on es u sin g 
the D N S  con sol e,  you  shou l d n ' t see syn tax  errors.  E d itin g b y han d  can  get you  in to trou b l e,  thou gh.  
H ere' s what happen s when  the serv er en cou n ters a syn tax  error:   
T he D N S  serv er u nex p ected end of line, in z one file m ov ie.edu .dns at 
line 5 .  T o  
correct the p rob lem , fix  this line in the z one file, w hich is located 
in the  
% S y stem R oot% \S y stem 3 2 \D ns directory .  ( I D  1 5 0 5 )  
 
T he D N S  serv er is ig noring  an inv alid resou rce record in z one file 
m ov ie.edu .dns at  
line 5 .  
S ee the p rev iou sly  log g ed ev ent for a descrip tion of the error.  
A lthou g h the D N S  serv er continu es to load, ig noring  this R R , it is 
recom m ended that  
y ou  inv estig ate the error associated w ith this record and either 
correct it or rem ov e  
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it f r o m  th e  z o n e  f il e .   ( I D  1 5 0 8 )  

If you put an invalid IP address (such as an IP address not corresponding to a network interface on the 
server)  in the DNS Se r v e r  I P  A d d r e s s e s  field of the Se r v e r  P r o p e r t i e s I n t e r f a c e s  window,  you' ll see 
this:   
T h e  D N S  s e r v e r  l is t o f  r e s tr ic te d  in te r f a c e s  c o n ta in s  I P  a d d r e s s e s  
th a t a r e  n o t  
c o n f ig u r e d  f o r  u s e  a t th e  s e r v e r  c o m p u te r .   
U s e  th e  D N S  m a n a g e r  s e r v e r  p r o p e r tie s ,  in te r f a c e s  d ia l o g ,  to  v e r if y  
a n d  r e s e t th e  I P   
a d d r e s s e s  th e  D N S  s e r v e r  s h o u l d  l is te n  o n .   F o r  m o r e  in f o r m a tio n ,  s e e  
" T o  r e s tr ic t a   
D N S  s e r v e r  to  l is te n  o n l y  o n  s e l e c te d  a d d r e s s e s "  in  th e  o n l in e  H e l p .   
( I D  4 0 9 )  

N ote that the server will not receive q ueries sent to the wildcard address 0 . 0 . 0 . 0 .   
F or a list of m ost of the events logged b y a M icrosoft D N S  S erver,  see article Q 2 5 9 3 0 2  in the M icrosoft 
K nowledge B ase:  http: / / support. m icrosoft. com / support/ kb / articles/ Q 2 5 9 / 3 / 0 2 . A S P.   

7.4.5 Understanding Name Server Statistics 
Y ou should periodically look over the statistics on som e of your nam e servers.  N am e server statistics are 
viewed with the S ystem  M onitor.  T o start it,  select St a r t  A d m i n i s t r a t i v e  T o o l s  P e r f o r m a n c e .  
M ake sure Sy s t e m  M o n i t o r  is selected in the left pane,  right-click in the right pane,  and select A d d  
C o u n t e r s . . . .  S elect DNS in the P e r f o r m a n c e  o b j e c t pull-down list.  Y ou' ll see a list of all the server 
param eters that you can m onitor in real tim e.  A  b rief ex planation of each param eter is availab le in the 
W indows 2 0 0 0  online help system  docum ent entitled " M onitoring server perform ance. "  T o view this 
docum ent,  choose St a r t  H e l p ,  select the I n d e x  tab ,  and type P e r f or m a nc e ,  D N S  s e r v e r s .   
S electing all param eters is not useful—it produces too m uch inform ation.  T o get an idea of the am ount 
of m em ory b eing used b y the server,  choose C a c h i n g  M e m o r y  and Da t a b a s e  No d e  M e m o r y .  T o see 
how b usy the server is—that is,  how m any q ueries it is handling—look at T o t a l  Q u e r y  R e c e i v e d / s e c  
and T o t a l  R e s p o n s e  Se n t / s e c .  T o select several param eters,  hold down the C t r l  key while single-
clicking.  W hen you' ve selected all the ones you want,  choose A d d ,  then C l o s e .  N ote that you have to 
save this list if you want to avoid selecting the list of param eters again.  S elect C o n s o l e  Sa v e  A s . . .  to 
produce a . m s c  file that you can use for sub seq uent m onitoring sessions.   
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Chapter 8. Growing Your Domain 
"What size do you want to b e? " it ask ed.  
"O h,  I ' m  not p ar tic ul ar  as to size, " A l ic e hastil y r ep l ied;  "onl y one doesn' t l ik e c hang ing  so of ten,  you 
k now. . . . "  
"A r e you c ontent now? " said the C ater p il l ar .  
"Wel l ,  I  shoul d l ik e to b e a l ittl e l ar g er ,  sir ,  if  you woul dn' t m ind. . . . "  

8.1 How Many Name Servers? 
W e  s e t  u p  t w o  n a m e  s e r v e r s  i n  C h a p t e r  4 .  T w o  s e r v e r s  a r e  a s  f e w  a s  y o u ' l l  e v e r  w a n t  t o  r u n  a n d ,  
d e p e n d i n g  o n  t h e  s i z e  o f  y o u r  n e t w o r k ,  y o u  m a y  n e e d  t o  r u n  m a n y  m o r e .  I t  i s  n o t  u n c o m m o n  t o  r u n  f r o m  
f i v e  t o  s e v e n  s e r v e r s ,  w i t h  o n e  o f  t h e m  o f f -s i t e .  H o w  m a n y  n a m e  s e r v e r s  a r e  e n o u g h ?  Y o u ' l l  h a v e  t o  
d e c i d e  t h a t  b a s e d  o n  y o u r  n e t w o r k .  H e r e  a r e  s o m e  g u i d e l i n e s  t o  h e l p  o u t :   
• R u n  a t  l e a s t  o n e  n a m e  s e r v e r  o n  e a c h  n e t w o r k  o r  s u b n e t  y o u  h a v e .  T h i s  r e m o v e s  r o u t e r s  a s  a  
p o i n t  o f  f a i l u r e .  M a k e  t h e  m o s t  o f  a n y  m u l t i h o m e d  h o s t s  y o u  m a y  h a v e  s i n c e  t h e y  a r e  ( b y  
d e f i n i t i o n )  a t t a c h e d  t o  m o r e  t h a n  o n e  n e t w o r k .   

• I f  y o u  h a v e  a  f i l e  s e r v e r  a n d  s o m e  d i s k l e s s  n o d e s ,  r u n  a  n a m e  s e r v e r  o n  t h e  f i l e  s e r v e r  t o  s e r v e  
t h i s  g r o u p  o f  m a c h i n e s .   

• R u n  n a m e  s e r v e r s  n e a r ,  b u t  n o t  n e c e s s a r i l y  o n ,  l a r g e  m u l t i u s e r  c o m p u t e r s .  T h e  u s e r s  a n d  t h e i r  
p r o c e s s e s  p r o b a b l y  g e n e r a t e  a  l o t  o f  q u e r i e s  a n d ,  a s  a d m i n i s t r a t o r s ,  y o u  w i l l  w o r k  h a r d e r  t o  k e e p  
a  m u l t i u s e r  h o s t  u p .  B u t  b a l a n c e  t h e i r  n e e d s  a g a i n s t  t h e  r i s k  o f  r u n n i n g  a  n a m e  s e r v e r —a  
s e c u r i t y -c r i t i c a l  s e r v e r —o n  a  s y s t e m  t o  w h i c h  l o t s  o f  p e o p l e  h a v e  a c c e s s .   

• R u n  o n e  n a m e  s e r v e r  o f f -s i t e .  T h i s  m a k e s  y o u r  d a t a  a v a i l a b l e  w h e n  y o u r  n e t w o r k  i s n ' t .  Y o u  
m i g h t  a r g u e  t h a t  i t ' s  u s e l e s s  t o  l o o k  u p  a n  a d d r e s s  w h e n  y o u  c a n ' t  r e a c h  t h e  h o s t .  T h e n  a g a i n ,  t h e  
o f f -s i t e  n a m e  s e r v e r  m a y  b e  a v a i l a b l e  i f  y o u r  n e t w o r k  i s  r e a c h a b l e  b u t  y o u r  o t h e r  n a m e  s e r v e r s  
a r e  d o w n .  I f  y o u  h a v e  a  c l o s e  r e l a t i o n s h i p  w i t h  a n  o r g a n i z a t i o n  o n  t h e  I n t e r n e t —s a y  a n o t h e r  
u n i v e r s i t y  o r  a  b u s i n e s s  p a r t n e r —t h e y  m a y  b e  w i l l i n g  t o  r u n  a  s l a v e  f o r  y o u .   

F i g u r e  8 -1 s h o w s  a  s a m p l e  t o p o l o g y  a n d  a  b r i e f  a n a l y s i s  t o  s h o w  y o u  h o w  t h i s  m i g h t  w o r k .   
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Figure 8-1 .  S a m p l e n et w o rk  t o p o l o gy  

 

Notice that if you follow our guidelines, there are still a number of places you could choose to run a 
name serv er.  H ost d, the file serv er for hosts a, b, c, and e, could run a name serv er.  H ost g, a big, 
multiuser host, is another good candidate.  B ut probably the best choice is host f, the smaller host with 
interfaces on both network s.  Y ou' ll need to run only one name serv er, instead of two, and it will run on a 
closely watched host.  I f you want more than one name serv er on either network , you can also run one on 
d or g.   

8.1.1 Where Do I Put My Name Servers? 
I n addition to giv ing you a rough idea of how many name serv ers you' ll need, these criteria should help 
you decide w h er e to run name serv ers ( e. g. , on file serv ers and multihomed hosts) .  B ut there are other 
important considerations when choosing the right host.   
O ther factors to k eep in mind are the host' s connectiv ity, the software it runs ( for ex ample, the M icrosoft 
D NS  S erv er or B I ND ) , the security of your host, and maintaining the homogeneity of your name serv ers:   
Connectivity  

I t' s important that name serv ers be well connected.  R unning a name serv er on the fastest, most 
reliable host on your network  won' t do you any good if the host is mired in some back water 
subnet of your network  behind a slow, flak y serial line.  T ry to find a host close to your link  to the 
I nternet ( if you hav e one) , or find a well-connected I nternet host to act as a slav e for your z one.  
O n your own network , try to run name serv ers near the hubs.   
I t' s doubly important that your primary master name serv er be well connected.  T he primary 
needs good connectiv ity to all the slav es that update from it, for reliable z one transfers.  A nd, lik e 
any name serv er, it will benefit from fast, reliable network ing.   
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Software  
Another factor to consider in choosing a host for a name server is the software the host runs. If 
y ou b ought this b ook ,  we' l l  assume it' s b ecause y ou want to run the M icrosoft D N S  S erver. K eep  
in mind that y ou' l l  b e ab l e to manage remote name servers with the D N S  consol e onl y  if they ' re 
running the W indows 2 0 0 0  version of the M icrosoft D N S  S erver.  
If managing servers with the D N S  consol e isn' t imp ortant to y ou ( may b e y ou l ik e the D N S  
consol e frontend for managing z one data,  b ut y ou' re comfortab l e editing B IN D  configuration 
fil es b y  hand) ,  y ou might consider running some B IN D  name servers on y our network . N ewer 
B IN D  name servers are fast and rob ust and can interop erate with M icrosoft' s D N S  S erver. If y ou 
do decide to imp l ement some B IN D  name servers,  it woul d b e a good idea to run the most recent 
version of B IN D ,  B IN D  9 . B IN D  9  servers can use a more efficient z one transfer p rotocol  with 
M icrosoft D N S  S ervers. ( S ee C hap ter 1 0  and C hap ter 1 3  for more information on 
interop erab il ity  b etween the M icrosoft D N S  S erver and B IN D .)   

Sec u ri ty   
S ince y ou woul d undoub tedl y  p refer that hack ers not commandeer y our name server to assist 
them in attack ing y our own hosts or other network s across the Internet,  it' s imp ortant to run y our 
name server on a secure host. D on' t run a name server on a b ig,  mul tiuser sy stem if y ou can' t 
trust its users. C omp uters that are dedicated to hosting network  services b ut don' t p ermit general  
l ogins are good candidates for running name servers. If y ou have onl y  one or a few real l y  secure 
hosts,  consider running the p rimary  master name server on one of those,  since its comp romise 
woul d b e more significant than the comp romise of the sl aves.  

H om og en ei ty   
O ne l ast thing to tak e into account is the homogeneity  of y our name servers. H op p ing b etween 
W indows 2 0 0 0  and different versions of U nix  can b e frustrating and confusing. Avoid running 
name servers on l ots of different p l atforms,  if y ou can. Y ou can waste a l ot of time p orting y our 
scrip ts ( or ours! )  from one op erating sy stem to another or l ook ing for the l ocation of nslookup on 
three different op erating sy stems.  

T hough these are real l y  secondary  considerations—it' s more imp ortant to have a name server on a given 
sub net than to have it running on the p erfect host—do k eep  these criteria in mind when deciding where 
to run y our name servers.  

8.1.2 Capacity Planning 
If y ou have heavil y  p op ul ated network s or users who do a l ot of name server-intensive work ,  y ou may  
find y ou need more name servers than we' ve recommended to handl e the l oad. L ik ewise,  our 
recommendations may  b e fine for a l ittl e whil e,  b ut as p eop l e add hosts to y our network s or instal l  new 
name server-intensive p rograms,  y ou may  find y our name servers b ogged down b y  q ueries.  
J ust which task s are " name server-intensive" ?  S urfing the W eb  can b e,  as can sending el ectronic mail ,  
esp ecial l y  to l arge mail ing l ists. P rograms that mak e l ots of remote p rocedure cal l s to different hosts can 
al so b e name server-intensive. E ven running certain grap hical  user environments can tax  y our name 
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server. The astute (and precocious) among you may be asking, "But how do I know when my name 
servers are overl oaded?  W hat do I l ook f or? " A n ex cel l ent q uestion!   
M emory util iz ation is probabl y the most important aspect of  a name server' s operation to monitor. 
dns.exe, the name server process, can get very l arge on a name server that is authoritative f or many 
z ones. If  dns.exe ' s siz e, pl us the siz e of  the other processes you run, ex ceeds the siz e of  your host' s real  
memory, your host may swap f uriousl y ("thrash") and not get anything done. A nother criterion you can 
use to measure the l oad on your name server is the l oad the name server process pl aces on the host' s 
C P U . C orrectl y conf igured name servers don' t use much C P U  time, so high C P U  usage is of ten 
symptomatic of  a conf iguration error. W indows 20 0 0 ' s P erf ormance tool  can hel p you characteriz e your 
name server' s average C P U  util iz ation. To see the name server' s C P U  util iz ation, start the P erf ormance 
tool  (StartPrograms A d mi n i strati v e  T ool s Pe rf orman c e ) and sel ect Sy ste m M on i tor in the l ef t 
pane. C l ick on the A d d  icon (shaped l ike a pl us sign) in the right pane. In the resul ting window, choose 
Proc e ss under Pe rf orman c e  ob j e c t, then choose %  Proc e ssor T i me  in the l ef t l ist and D N S in the right 
l ist, as in F igure 8 -2. C l ick on the A d d  button, then the C l ose  button. A  chart now shows the percentage 
of  processor time the name server is using.  

Figure 8-2 .  A d d in g c o un t ers  t o  m o n it o r D N S  s erv er C P U  ut il iz a t io n  

 

U nf ortunatel y, there are no absol ute rul es when it comes to acceptabl e C P U  util iz ation. W e of f er a rough 
rul e of  thumb, though:  5 %  average C P U  util iz ation is probabl y acceptabl e;  1 0 %  is a bit high, unl ess the 
host is dedicated to providing name service.  
A nother statistic to l ook at is the number of  q ueries the name server receives per minute (or second, if  
you have a busy name server). A gain, there are no absol utes here:  a mul tiprocessor server with oodl es of  
R A M  running W indows 20 0 0  can handl e thousands of  q ueries per second without breaking into a sweat, 
whil e a l ess powerf ul  P C  might have probl ems with more than a f ew q ueries per second.  
To check the vol ume of  q ueries your name server is receiving, use the P erf ormance tool  again. This time, 
sel ect D N S under Pe rf orman c e  ob j e c t. Y ou' l l  see there are several  counters to choose f rom:  you can 
monitor many dif f erent aspects of  the D N S  server' s behavior. To see how busy your server is, pay 
particul ar attention to these counters:  T otal  Q u e ry  R e c e i v e d , T otal  Q u e ry  R e c e i v e d / se c , T otal  
R e sp on se  Se n t, and T otal  R e sp on se  Se n t/ se c . M ore inf ormation about using the P erf ormance tool  to 
monitor D N S  server perf ormance can be f ound in S ection 7 .4 .5  in C hapter 7 .  
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You should pay special attention to peak periods. For example, M onday morning  is of ten b usy b ecause 
many people like to respond to mail they' v e receiv ed ov er the w eekend f irst thing  on M ondays.  
You mig ht also w ant to take a sample starting  j ust af ter lunch, w hen people are returning  to their desks 
and g etting  b ack to w ork—all at ab out the same time. O f  course, if  your org aniz ation is spread across 
sev eral time z ones, you' ll hav e to use your j udg ment to determine a b usy time.  
E v en if  your host is f ast enoug h to handle the v olume of  q ueries it receiv es, you should make sure the 
D N S  traf f ic isn' t placing  undue load on your netw ork. O n most L A N s, D N S  traf f ic w ill b e too small a 
proportion of  the netw ork' s b andw idth to w orry ab out. O v er slow  leased lines or dial-up connections, 
thoug h, D N S  traf f ic could consume enoug h b andw idth to merit concern.  
T o g et a roug h estimate of  the v olume of  D N S  traf f ic on your L A N , multiply the numb er of  q ueries 
receiv ed plus the numb er of  answ ers sent in an hour b y 8 0 0  b its ( 1 0 0  b ytes, a roug h av erag e siz e f or a 
D N S  messag e) , and div ide b y 3,6 0 0  ( seconds per hour)  to f ind the b andw idth utiliz ed. T his should g iv e 
you a f eeling  f or how  much of  your netw ork' s b andw idth is b eing  consumed b y D N S  traf f ic.  
T o g iv e you an idea of  w hat' s normal, the last N S FN E T  traf f ic report ( in A pril 1 9 9 5 )  show ed that D N S  
traf f ic constituted j ust ov er 5 %  of  the total traf f ic v olume ( in b ytes)  on their b ackb one. T he N S FN E T ' s 
f ig ures w ere b ased upon actual traf f ic sampling , not calculations like ours using  the name serv er' s 
statistics.[1] I f  you w ant to g et a more accurate idea of  the traf f ic your name serv er is receiv ing , you can 
alw ays do your ow n traf f ic sampling  w ith a L A N  protocol analyz er.  
[1] We're not sure how  rep resenta ti v e of  the c urrent sta te of  the I nternet these num b ers a re,  b ec a use i t's ex trem el y  d i f f i c ul t to w heed l e eq ui v a l ent num b ers out of  the 
c om m erc i a l  b a c k b one p rov i d ers tha t suc c eed ed  the N S F N E T .  

I f  you f ind that your name serv ers are ov erw orked, w hat then?  First, it' s a g ood idea to make sure that 
your name serv ers aren' t b eing  b omb arded w ith q ueries b y a misb ehav ing  prog ram. T o do that, you' ll 
need to f ind out the sources of  all the q ueries.  
Fortunately, M icrosof t added some slick log g ing  capab ilities to the W indow s 2 0 0 0  D N S  S erv er ( the 
W indow s N T  D N S  S erv er w as w oef ully lacking  in this area) . L og g ing  is conf ig ured throug h the 
Logging tab  of  the serv er properties w indow  ( rig ht-click on a serv er in the D N S  console and choose 
P r op e r t ie s , then click on the Logging tab ) . You' ll w ant to enab le the Q u e r y  categ ory, w hich log s a 
record of  ev ery q uery to the f ile %SystemRoot%\system3 2 \d n s\d n s. l og . A  sample log g ing  properties 
w indow  is show n in Fig ure 8 -3.  
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Figure 8-3 .  T h e L o ggin g t a b  o f  t h e p ro p ert ies  w in d o w  

 

When poring over the example, look for hosts sending repeated queries, espec iall y  for the same or 
similar information.  T hat may  indic ate a misc onfigured or b uggy  program running on the host or a 
foreign name server pelting y our name server w ith queries.   
I f all the queries appear to b e legitimate, add a new  name server.  D on' t put the name server j ust 
any w here, though;  use the logging information to help y ou dec ide w here it' s b est to run one.  I f D N S  
traffic  is gob b ling up y our L A N , it w on' t help to c hoose a host at random and c reate a name server there.  
Y ou need to c onsider w hic h hosts are sending most of the queries, then figure out how  to b est provide 
them name servic e.  H ere are some hints to help y ou dec ide:   
• L ook for queries from resolvers on hosts that share the same file server.  Y ou c ould run a name 

server on that file server.   
• L ook for queries from resolvers on large, multiuser hosts.  Y ou c ould run a name server there.   
• L ook for queries from resolvers on another sub net.  T hose resolvers should b e c onfigured to 

query  a name server on their loc al sub net.  I f there isn' t one on that sub net, c reate one.   
• L ook for queries from resolvers on the same b ridged segment ( if y ou use b ridging) .  I f y ou run a 

name server on the b ridged segment, the traffic  w on' t need to b e b ridged to the rest of the 
netw ork.   

• L ook for queries from hosts c onnec ted to eac h other via another, lightly  loaded netw ork.  Y ou 
c ould run a name server on the other netw ork.   

8.2 Adding More Name Servers 
When y ou need to c reate new  name servers for y our domain, the simplest rec ourse is to add slaves.  Y ou 
already  know  how —w e w ent over it in C hapter 4 —and onc e y ou' ve set up one slave, c loning it is a 
piec e of c ake.  B ut y ou c an run into troub le if y ou add slaves indisc riminately .   
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If you run a l arg e  num b e r of s l av e  s e rv e rs  for a z one , t h e  p ri m ary m as t e r nam e  s e rv e r c an t ak e  q ui t e  a 
b e at i ng  j us t  k e e p i ng  up  w i t h  t h e  s l av e s '  p ol l i ng  t o c h e c k  t h at  t h e i r z one  d at a i s  c urre nt .  T h e re  are  a 
num b e r of c ours e s  of ac t i on t o t ak e  for t h i s  p rob l e m , as  d e s c ri b e d  i n t h e  s e c t i ons  t h at  fol l ow :   
• E l i m i nat e  t h e  s l av e  nam e  s e rv e rs  al t og e t h e r b y us i ng  A c t i v e  D i re c t ory i nt e g rat i on.   
• Inc re as e  t h e  re fre s h  i nt e rv al  s o t h at  t h e  s l av e s  d on' t  c h e c k  s o oft e n.   
• D i re c t  s om e  of t h e  s l av e  nam e  s e rv e rs  t o l oad  from  ot h e r s l av e  nam e  s e rv e rs .   
• C re at e  c ac h i ng -onl y nam e  s e rv e rs .  
• C re at e  p art i al -s l av e  nam e  s e rv e rs .  

8.2.1 Active Directory Integration 
W e  d i s c us s  t h i s  ne w  fe at ure  for W i nd ow s  2 0 0 0  i n C h ap t e r 1 1 .  B ri e fl y, t h i s  fe at ure  e l i m i nat e s  t h e  l oad  on 
t h e  p ri m ary m as t e r from  s l av e s '  p ol l i ng  b y e l i m i nat i ng  t h e  s l av e s !  R e m e m b e r t h at  t h e  m ai n p urp os e  of 
t h e  p ri m ary m as t e r/ s l av e  re l at i ons h i p  i s  z one  d at a re p l i c at i on:  t h e  D N S  d e s i g ne rs  c re at e d  t h e  z one  
t rans fe r m e c h ani s m  as  a w ay t o s p re ad  z one  d at a am ong  m ul t i p l e  aut h ori t at i v e  nam e  s e rv e rs .  W i nd ow s  
2 0 0 0  s t ore s  al l  k i nd s  of i nform at i on ab out  t h e  ne t w ork  i n A c t i v e  D i re c t ory and  re p l i c at e s  t h i s  
i nform at i on, t oo.  W i t h  W i nd ow s  2 0 0 0 , you h av e  t h e  op t i on of s t ori ng  t h e  d e fi ni t i v e  v e rs i on of your 
z one s '  d at a i n A c t i v e  D i re c t ory rat h e r t h an i n z one  d at a fi l e s  on t h e  p ri m ary m as t e r.  A l l  aut h ori t at i v e  
nam e  s e rv e rs  l oad  t h e  z one  d at a s t ore d  i n A c t i v e  D i re c t ory, w h i c h  al s o t ak e s  c are  of re p l i c at i ng  c h ang e s  
t o t h e  d at a.  S e e  C h ap t e r 1 1  for m ore  d e t ai l s  and  i ns t ruc t i ons  on s e t t i ng  up  t h i s  ne w  fe at ure .   

8.2.2 S l ave S ervers  
Y ou c an h av e  s om e  of your s l av e s  l oad  z one  d at a from  ot h e r s l av e  nam e  s e rv e rs  i ns t e ad  of from  a 
p ri m ary nam e  s e rv e r.  T h e  s l av e  nam e  s e rv e r c an' t  t e l l  i f i t ' s  l oad i ng  from  a p ri m ary or anot h e r s l av e .  It ' s  
onl y i m p ort ant  t h at  t h e  nam e  s e rv e r s e rv i ng  t h e  z one  t rans fe r i s  aut h ori t at i v e  for t h e  z one .  T h e re ' s  no 
t ri c k  t o c onfi g uri ng  t h i s .  Ins t e ad  of s p e c i fyi ng  t h e  IP  ad d re s s  of t h e  p ri m ary i n t h e  s l av e ' s  c onfi g urat i on, 
you s i m p l y s p e c i fy t h e  IP  ad d re s s  of anot h e r s l av e .   
W h e n you g o t o t h i s  s e c ond  l e v e l  of d i s t ri b ut i on, t h oug h , b e  aw are  t h at  i t  c an t ak e  up  t o t w i c e  as  l ong  for 
t h e  d at a t o p e rc ol at e  from  t h e  p ri m ary nam e  s e rv e r t o al l  t h e  s l av e s .  R e m e m b e r t h at  t h e  re fre s h  i nt e rv al  
i s  t h e  p e ri od  aft e r w h i c h  t h e  s l av e  s e rv e rs  c h e c k  t o m ak e  s ure  t h at  t h e i r z one  d at a i s  s t i l l  c urre nt .  
T h e re fore , i t  c an t ak e  t h e  fi rs t -l e v e l  s l av e  s e rv e rs  t h e  e nt i re  l e ng t h  of t h e  re fre s h  i nt e rv al  t o g e t  a ne w  
c op y of t h e  z one  from  t h e  p ri m ary m as t e r s e rv e r.  S i m i l arl y, i t  c an t ak e  t h e  s e c ond -l e v e l  s l av e  s e rv e rs  t h e  
e nt i re  re fre s h  i nt e rv al  t o g e t  a ne w  c op y of t h e  z one  from  t h e  fi rs t -l e v e l  s l av e  s e rv e rs .  T h e  p rop ag at i on 
t i m e  from  t h e  p ri m ary m as t e r s e rv e r t o al l  t h e  s l av e  s e rv e rs  c an t h e re fore  b e  t w i c e  t h e  re fre s h  i nt e rv al .   
F ort unat e l y, us i ng  t h e  D N S  N O T IF Y  fe at ure , w h i c h  w e ' l l  d e s c ri b e  i n C h ap t e r 1 0 , av oi d s  t h i s  d e l ay.  T h i s  
fe at ure  i s  on b y d e faul t  and  w i l l  t ri g g e r z one  t rans f e rs  s oon aft e r t h e  z one  i s  up d at e d  on t h e  p ri m ary 
m as t e r.  U nfort unat e l y, i t  d oe s n' t  w ork  w i t h  any B IN D  V e rs i on 4  s l av e s  ( t h e y' l l  re c e i v e  t h e  N O T IF Y  
m e s s ag e s  b ut  w i l l  not  und e rs t and  t h e m ) .  A c t i v e  D i re c t ory i nt e g rat i on, d e s c ri b e d  i n C h ap t e r 1 1 , al s o 
av oi d s  z one  s ync h roni z at i on d e l ays .   
If you d e c i d e  t o c onfi g ure  your ne t w ork  w i t h  t w o ( or m ore )  t i e rs  of s l av e  s e rv e rs , b e  c are ful  t o av oi d  
up d at i ng  l oop s .  If w e  c onfi g ure d  wormhole t o up d at e  from  d i eha rd  and  t h e n ac c i d e nt al l y c onfi g ure d  
d i eha rd  t o up d at e  from  wormhole, ne i t h e r w oul d  e v e r g e t  d at a from  t h e  p ri m ary m as t e r.  T h e y w oul d  
m e re l y c h e c k  t h e i r out -of-d at e  s e ri al  num b e rs  ag ai ns t  e ac h  ot h e r and  p e rp e t ual l y d e c i d e  t h at  t h e y w e re  
b ot h  up -t o-d at e .   
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8.2.3 Caching-O nl y  S e r v e r s  
Creating caching-o nl y  nam e s erv ers  is  ano ther al ternativ e w hen y o u  need  m o re s erv ers .  Caching-o nl y  
nam e s erv ers  are nam e s erv ers  no t au tho ritativ e f o r any  z o nes  ( ex cep t 0.0.127.in-a d d r .a r p a ) .  T he nam e 
d o es n' t im p l y  that p rim ary  m as ter and  s l av e nam e s erv ers  d o n' t cache—they  d o —b u t rather that the o nl y  
f u nctio n this  s erv er p erf o rm s  is  l o o k ing u p  d ata and  caching it.  A s  w ith p rim ary  m as ter and  s l av e nam e 
s erv ers ,  a caching-o nl y  nam e s erv er need s  a c a c h e .d ns  f il e and  the au to m atical l y  created  z o nes ,  0.in-
a d d r .a r p a ,  127.in-a d d r .a r p a ,  and  25 5 .in-a d d r .a r p a .  T he co nf igu ratio n o f  a caching-o nl y  s erv er l o o k s  
l ik e F igu re 8 -4.   

Figure 8-4 .  T h e D N S  c o n s o l e s h o w in g a  c a c h in g-o n l y  n a m e s erv er 

 

A  caching-o nl y  nam e s erv er can l o o k  u p  d o m ain nam es  ins id e and  o u ts id e y o u r z o ne,  as  can p rim ary  
m as ter and  s l av e nam e s erv ers .  T he d if f erence is  that w hen a caching-o nl y  nam e s erv er initial l y  l o o k s  u p  
a nam e w ithin y o u r z o ne,  it end s  u p  as k ing o ne o f  the p rim ary  m as ter o r s l av e nam e s erv ers  in y o u r z o ne 
f o r the ans w er.  A  p rim ary  o r s l av e w o u l d  ans w er the s am e q u es tio n o u t o f  its  au tho ritativ e d ata.  W hich 
p rim ary  o r s l av e d o es  the caching-o nl y  s erv er as k ?  A s  w ith nam e s erv ers  o u ts id e o f  y o u r d o m ain,  it 
f ind s  o u t w hich nam e s erv ers  s erv e y o u r z o ne f ro m  o ne o f  the nam e s erv ers  f o r y o u r p arent z o ne.  I s  
there any  w ay  to  p rim e a caching-o nl y  nam e s erv er' s  cache s o  it k no w s  w hich ho s ts  ru n p rim ary  and  
s l av e nam e s erv ers  f o r y o u r z o ne?  N o ,  there is n' t.  Y o u  can' t u s e c a c h e .d ns —the c a c h e .d ns  f i l e is  o nl y  f o r 
ro o t nam e s erv er hints .   
A  caching-o nl y  nam e s erv er' s  real  v al u e co m es  af ter it b u il d s  u p  its  cache.  E ach tim e it q u eries  an 
au tho ritativ e nam e s erv er and  receiv es  an ans w er,  it caches  the reco rd s  in the ans w er.  O v er tim e,  the 
cache w il l  gro w  to  incl u d e the inf o rm atio n m o s t o f ten req u es ted  b y  the res o l v ers  q u ery ing the caching-
o nl y  nam e s erv er.  A nd  y o u  av o id  the o v erhead  o f  z o ne trans f ers —a caching-o nl y  nam e s erv er d o es n' t 
need  to  d o  them .   

8.2.4  P ar t ial -S l av e  S e r v e r s  
I n b etw een a caching-o nl y  nam e s erv er and  a s l av e nam e s erv er is  ano ther v ariatio n:  a nam e s erv er that 
is  a s l av e f o r o nl y  a f ew  o f  the l o cal  z o nes .  W e cal l  this  a p artial -s l av e nam e s erv er ( al tho u gh p ro b ab l y  
no b o d y  el s e d o es ) .  S u p p o s e m o v ie .e d u  had  2 0  / 2 4-s iz ed  ( the o l d  Cl as s  C)  netw o rk s  ( and  a co rres p o nd ing 
2 0  in-a d d r .a r p a  z o nes ) .  I ns tead  o f  creating a s l av e s erv er f o r al l  2 1  z o nes  ( al l  the in-a d d r .a r p a  
s u b d o m ains  p l u s  m o v ie .e d u ) ,  w e co u l d  create a p artial -s l av e s erv er f o r m o v ie .e d u  and  o nl y  tho s e in-
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addr.arpa zones the host itself is in.  I f the host ha d  tw o netw or k  inter fa c es,  its na m e ser v er  w ou ld  b e a  
sla v e for  thr ee zones:  m o v i e .e du  a nd  the tw o i n -addr.arpa zones.   
L et' s sa y  w e sc a r e u p  the ha r d w a r e for  a nother  na m e ser v er .  W e' ll c a ll the new  host z ardo z .m o v i e .e du ,  
w ith I P  a d d r esses 1 9 2 . 2 4 9 . 2 4 9 . 9  a nd  1 9 2 . 2 53 . 2 53 . 9 .  W e' ll c r ea te a  p a r tia l-sla v e na m e ser v er  on z ardo z ,  
w ith the c onfig u r a tion show n in F ig u r e 8 -5.   

Figure 8-5 .  T h e D N S  c o n s o l e o n  a  p a rt ia l -s l a v e s erv er 

 

T his ser v er  is a  sla v e for  m o v i e .e du  a nd  only  2  of the 2 0  i n -addr.arpa zones.  A  " fu ll"  sla v e w ou ld  ha v e 
2 1  d iffer ent zone sta tem ents in n am e d.c o n f .   
W ha t' s so u sefu l a b ou t a  p a r tia l-sla v e na m e ser v er ?  T hey ' r e not m u c h w or k  to a d m inister  b ec a u se their  
c onfig u r a tion d oesn' t c ha ng e m u c h.  O n a  ser v er  a u thor ita tiv e for  a ll the i n -addr.arpa zones,  w e' d  need  to 
a d d  a nd  d elete i n -addr.arpa zones a s ou r  netw or k  c ha ng ed .  T ha t c a n b e a  su r p r ising  a m ou nt of w or k  on 
a  la r g e netw or k .   
A  p a r tia l sla v e c a n still a nsw er  m ost of the q u er ies it r ec eiv es,  thou g h.  M ost of these q u er ies w ill b e for  
d a ta  in m o v i e .e du  a nd  the tw o i n -addr.arpa zones.  W hy ?  B ec a u se m ost of the hosts q u er y ing  the na m e 
ser v er  a r e on the tw o netw or k s to w hic h it' s c onnec ted ,  1 9 2 . 2 4 9 . 2 4 9 / 2 4  a nd  1 9 2 . 2 53 . 2 53 / 2 4 .  A nd  those 
hosts p r ob a b l y  c om m u nic a te p r im a r il y  w ith other  hosts on their  ow n netw or k .  T his g ener a tes q u er ies for  
d a ta  w ithin the i n -addr.arpa zone tha t c or r esp ond s to the loc a l netw or k .   

8.3 Registering Name Servers 
W hen y ou  g et a r ou nd  to setting  u p  m or e a nd  m or e na m e ser v er s,  a  q u estion m a y  str ik e y ou —d o I  need  
to r eg ister  al l  of m y  p r im a r y  a nd  sla v e na m e ser v er s w ith m y  p a r ent zone?  T he a nsw er  is no.  O nly  those 
ser v er s y ou  w a nt to m a k e a v a ila b le to na m e ser v er s ou tsid e of y ou r  zone need  to b e r eg ister ed  w ith y ou r  
p a r ent.  F or  ex a m p le,  if y ou  r u n nine na m e ser v er s for  y ou r  zone,  y ou  m a y  c hoose to tell the p a r ent zone 
a b ou t only  fou r  of them .  W ithin y ou r  netw or k ,  y ou  u se a ll nine ser v er s.  F iv e of those nine ser v er s,  
how ev er ,  a r e q u er ied  only  b y  r esolv er s on hosts tha t a r e c onfig u r ed  to q u er y  them .  T heir  p a r ent na m e 
ser v er s d on' t d eleg a te to them ,  so they ' ll nev er  b e q u er ied  b y  r em ote na m e ser v er s.  O nl y  the fou r  ser v er s 
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registered with your parent zone are queried by other name servers, including caching-only and partial-
slave name servers on your network .  T his setup is shown in F igure 8 -6.   

Figure 8-6 .  R egis t erin g o n l y  s o m e o f  y o ur n a m e s erv ers  

 

B esides being able to pick  and choose which of  your name servers are hammered by outside queries, 
there' s a technical motivation f or registering only some of  your zone' s name servers:  there is a limit to 
how many servers will f it in a U D P  response pack et.  I n practice, around 1 0  name server records should 
f it.  D epending on the data ( how many servers are in the same domain) , you can get more or f ewer. [2] 
T here' s not much point in registering more than 1 0  servers, anyway—if  none of  those 1 0  servers can be 
reached, it' s unlik ely the destination host can be reached.   
[2] The domain names of the Internet's root name servers were changed because of this. All the roots were moved into the same domain, root-s e rv e rs . n e t, to tak e the 
most advantage of domain-name comp ression and to allow information about as many  roots as p ossible to be stored in a single U D P  p ack et. 

I f  you' ve set up a new authoritative name server and you decide it should be registered, mak e a list of  the 
parents of  the zones f or which it' s authoritative.  Y ou' ll need to contact the administrators f or each of  
these parent zones.  F or ex ample, let' s say we want to register the name server we j ust set up on zardoz .  
T o get this slave registered in all the right zones, we' ll need to contact the administrators of  e du  and i n -
addr. arp a.  ( F or help determining who runs your parent zones, turn back  to C hapter 3 . )   
W hen you contact the administrators of  a parent zone, be sure to f ollow the process they specif y ( i f  any)  
on their web site.  I f  there' s no standard modif ication process, you' ll have to send them the domain name 
of  the zone ( or zones)  f or which the new name server is authoritative.  I f  the new name server is in the 
new zone, you' ll also need to give them the I P  address( es)  of  the new name server.  I n f act, if  there' s no 
of f icial f ormat f or submitting the inf ormation, it' s of ten best j ust to send your parent the complete list of  
registered name servers f or the zone, plus any addresses necessary, in zone data f ile f ormat.  T hat avoids 
any potential conf usion.   
S ince our network s were originally assigned by the I nterN I C , we used the web-based process at 
http: / / www. arin. net/ cgi-bin/ amt. pl to change our registration.  ( I f  we' d pref erred to do things manually, 
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we could have sent them the form at http : / / www. ari n. net/ reg serv/ temp lates/ modi fy temp late. tx t. )  I f they  
hadn' t had a temp late for us to use,  our messag e to the admi ni strator of in-a d d r . a r p a  mi g ht have read 
somethi ng  l i k e thi s:   
Howdy! 
 
I ' v e  j u s t  s e t  u p  a  n e w s l a v e  n a m e  s e r v e r  on  z a r doz . m ov i e . e du  f or  t h e   
24 9 . 24 9 . 1 9 2. i n -a ddr . a r p a  a n d 25 3 . 25 3 . 1 9 2. i n -a ddr . a r p a  z on e s .  W ou l d 
you   
p l e a s e  a dd N S  r e c or ds  f or  t h i s  n a m e  s e r v e r  t o t h e  i n -a ddr . a r p a  z on e ?   
T h a t  wou l d m a k e  ou r  de l e g a t i on  i n f or m a t i on  l ook  l i k e :  
 
25 3 . 25 3 . 1 9 2. i n -a ddr . a r p a .  8 6 4 0 0  I N  N S  t e r m i n a t or . m ov i e . e du .  
25 3 . 25 3 . 1 9 2. i n -a ddr . a r p a .  8 6 4 0 0  I N  N S  wor m h ol e . m ov i e . e du .  
25 3 . 25 3 . 1 9 2. i n -a ddr . a r p a .  8 6 4 0 0  I N  N S  z a r doz . m ov i e . e du .  
 
24 9 . 24 9 . 1 9 2. i n -a ddr . a r p a .  8 6 4 0 0  I N  N S  t e r m i n a t or . m ov i e . e du .  
24 9 . 24 9 . 1 9 2. i n -a ddr . a r p a .  8 6 4 0 0  I N  N S  wor m h ol e . m ov i e . e du .  
24 9 . 24 9 . 1 9 2. i n -a ddr . a r p a .  8 6 4 0 0  I N  N S  z a r doz . m ov i e . e du .  
 
T h a n k s ! 
 
A l b e r t  L e D om a i n e  
a l @ r ob oc op . m ov i e . e du  

N oti ce that we sp eci fi ed ex p l i ci t T T L s on the N S  and A  records.  T hat' s b ecause our p arent name servers 
aren' t authori tati ve for those records;  o u r  name servers are.  B y  i ncludi ng  them,  we' re i ndi cati ng  our 
choi ce of a T T L  for our z one' s deleg ati on.  O f course,  our p arent may  have other i deas ab out what the 
T T L  should b e.   
I n thi s case,  g lue data—A  records for each of the name servers—i sn' t necessary ,  si nce the domai n names 
of the name servers aren' t wi thi n the in-a d d r . a r p a  z ones.  T hey ' re wi thi n m o v i e . e d u ,  so a name server 
that was referred to t e r m ina t o r . m o v ie . e d u  or w o r m h o l e . m o v ie . e d u  could sti ll f i nd thei r addresses b y  
followi ng  deleg ati on to the m o v ie . e d u  name servers.   
I s a p arti al-slave name server a g ood name server to reg i ster wi th y our p arent z one?  A ctually ,  i t' s not 
i deal b ecause i t' s authori tati ve for only  s o m e  of y our in-a d d r . a r p a  z ones.  A dmi ni strati vely ,  i t may  b e 
easi er to reg i ster only  servers b ack i ng  up  a l l  the local z ones;  that way ,  y ou don' t need to k eep  track  of 
whi ch name servers are authori tati ve for whi ch z ones.  A ll of y our p arent z ones can deleg ate to the same 
set of name servers:  y our p ri mary  master and y our " full"  slaves.   
I f y ou don' t have many  name servers,  thoug h,  or i f y ou' re g ood at rememb eri ng  whi ch name servers are 
authori tati ve for whi ch z ones,  g o ahead and reg i ster a p arti al-slave.   
C achi ng -only  name servers,  on the other hand,  must ne v e r  b e reg i stered.  A  cachi ng -only  name server 
rarely  has comp lete i nformati on for any  g i ven z one;  i t j ust has the b i ts and p i eces of the z one that i t has 
look ed up  recently .  I f a p arent name server were to mi stak enly  refer a forei g n name server to a cachi ng -
only  name server,  the forei g n name server would send the cachi ng -only  name server a nonrecursi ve 
q uery .  T he cachi ng -only  name server mi g ht have the data cached,  b ut then ag ai n,  i t mi g ht not.  I f i t di dn' t 
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have the data, it would refer the querier to the best name servers it knew (those closest to the domain 
name in the query ) —which mig ht include the caching -only  name server itself!  T he p oor foreig n name 
server mig ht never g et an answer.  T his kind of misconfig uration—actually , deleg ating  a z one to any  
name server not authoritative for that z one—is known as lame deleg ation.   

8.4 Changing TTLs 
A n ex p erienced domain administrator needs to know how to set the time to live on his z one' s data to his 
best advantag e.  T he T T L  on a resource record, remember, is the time for which any  server can cache 
that record.  S o if the T T L  for a p articular resource record is 3 ,6 0 0  seconds and a server outside y our 
network caches that record, it will have to remove the entry  from its cache after an hour.  I f it needs the 
same data after the hour is up , it' ll have to query  y our name servers ag ain.   
W hen we introduced T T L s, we emp hasiz ed that y our choice of a T T L  would dictate how current y ou 
would keep  cop ies of y our data, at the cost of increased load on y our name servers.  A  low T T L  would 
mean that name servers outside y our network would have to g et data from y our name servers often and 
that the data would therefore be kep t current.  O n the other hand, y our name servers would be p ep p ered 
by  the name servers'  queries.   
Y ou don' t have to choose a T T L  once and for all, thoug h.  Y ou can—and ex p erienced administrators 
do—chang e T T L s p eriodically  to suit y our needs.   
S up p ose we know that one of our hosts is about to be moved to another network.  T his host houses the 
m o vi e. ed u  film library , a larg e collection of files our site makes available to hosts on the I nternet.  D uring  
normal op eration, outside name servers cache the address of our host according  to the minimum (default)  
T T L  in the S O A  record.  (W e set the m o vi e. ed u  T T L  to be one day  in our samp le files. )  A  name server 
caching  the old address record j ust before the chang e could have the wrong  address for as long  as a day .  
A  loss of connectivity  for a full day  is unaccep table, thoug h.  W hat can we do to minimiz e the loss of 
connectivity ?  W e can lower the T T L  so that outside servers cache the address record for a shorter p eriod.  
B y  reducing  the T T L , we force the outside servers to up date their data more frequently , which means 
that any  chang es we make when we actually  move the sy stem will be p rop ag ated to the outside world 
quickly .  H ow short can we make the T T L ?  U nfortunately , we can' t safely  use a T T L  of z ero, which 
should mean " don' t cache this record at all. "  S ome older B I N D  V ersion 4  name servers can' t cop e with a 
z ero T T L .  S mall T T L s, like 3 0  seconds, are okay , thoug h.  T he easiest chang e is to lower the T T L  in the 
m o vi e. ed u  S O A  record.  I f y ou don' t p lace an ex p licit T T L  on resource records, the name server ap p lies 
this minimum (default)  T T L  from the S O A  record to each resource record.  I f y ou lower the minimum 
(default)  T T L  field, thoug h, the new, lower T T L  ap p lies to all z one data, not j ust the address of the host 
being  moved.  T he drawback to this ap p roach is that y our name server will be answering  a lot more 
queries since the query ing  servers will cache al l  the data in y our z one for a shorter p eriod.  A  better 
alternative is to p ut a different T T L  only  on the affected address record.   
T o add an ex p licit T T L  on an individual resource record, y ou' ll need to be in the D N S  console' s 
" advanced"  view so that y ou can actually  see individual records'  T T L s:  choose View A d v a n c ed .   
C lick on the domain name of the z one in the left p anel, then double-click the record when it ap p ears in 
the rig ht p anel.  T he P r o p er t ies  window is disp lay ed, and y ou can ty p e the T T L .  R ecall that the subfields 
in the T T L  field are (from left to rig ht)  day s, hours, minutes, and seconds.   
F ig ure 8 -7 p rovides an ex amp le of an ex p licit T T L  from m o vi e. ed u .   
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Figure 8-7 .  A n  ex p l ic it  T T L  o n  c uj o . m o v ie. ed u 

 

The record the DNS console adds to the movie.edu z one data f i le look s li k e thi s:   
cujo  3600  IN  A  192.253.253.5 

Note the ex p li ci t TTL  of  3 , 6 0 0  seconds ( one hou r)  i n the TTL  f i eld,  ov erri di ng  the TTL  i n the z one' s 
SO A  record.   
Y ou  m ay  hav e seen the last f i eld of  the SO A  record called si m p ly  the " m i n i m u m "  f i eld ( som e v ersi ons 
of  ns l ook up  di sp lay  i t that w ay ,  f or ex am p le) .  So w hy  does i t show  u p  i n the DNS console as " M i n i m u m  
( def au lt) " ?  ( To see w hat w e m ean,  tak e a look  at the SO A  record show n b ack  i n Secti on 4 . 3 . 2 . 1 ,  i n 
F i g u re 4 -1 4 . )  I f  the M i crosof t DNS Serv er f ollow ed the DNS R F C s,  the TTL  f i eld i n the SO A  record 
w ou ld really  def i ne the m i ni m u m  TTL  v alu e f or all resou rce records i n the z one.  Thu s,  y ou  cou ld only  
sp eci f y  ex p l i ci t TTL s larg er than thi s m i ni m u m .  Nei ther M i crosof t nor B I ND nam e serv ers w ork  thi s 
w ay ,  thou g h.  I n other w ords,  i n real li f e,  " m i n i m u m "  i s not really  m i n i m u m .  I nstead,  the nam e serv er 
i m p lem ents the m i ni m u m  TTL  f i eld i n the SO A  record as a " def au lt"  TTL —hence the " M i n i m u m  
( def au lt) "  w ordi ng .  I f  there i s no TTL  on a record,  the m i ni m u m  ap p li es.  I f  there i s a TTL  on the 
resou rce record,  the nam e serv er allow s i t ev en i f  i t i s sm aller than the m i ni m u m .  That one record i s sent 
ou t i n resp onses w i th the sm aller TTL ,  w hi le all other records are sent ou t w i th the " M i ni m u m  ( def au lt) "  
TTL  f rom  the SO A  record.   
Y ou  shou ld also k now  that w hen g i v i ng  ou t answ ers,  a slav e su p p li es the sam e TTL  a p ri m ary  m aster 
does—that i s,  i f  a p ri m ary  g i v es ou t a TTL  of  one hou r f or a p arti cu lar record,  a slav e w i ll,  too.  The 
slav e doesn' t decrem ent the TTL  accordi ng  to how  long  i t has b een si nce i t loaded the z one.  So,  i f  the 
TTL  of  a si ng le resou rce record i s set sm aller than the SO A  m i n i m u m ,  b oth the p ri m ary  and slav e nam e 
serv ers g i v e ou t the resou rce record w i th the sam e,  sm aller TTL .  I f  the slav e nam e serv er has reached 
the ex p i rati on ti m e f or the z one,  i t ex p i res the w hole z one.  I t w i ll nev er ex p i re an i ndi v i du al resou rce 
record w i thi n a z one.   
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So the Microsoft DNS Server does allow you to put a small TTL on an individual resource record if you 
k now that the data is g oing  to chang e shortly.  Thus,  any server caching  that data caches it only for a 
b rief time.  U nfortunately,  while the name server mak es tag g ing  records with a small TTL possib le,  most 
administrators don' t tak e the time to do it.  W hen a host chang es addresses,  you often lose connectivity to 
it for a while.   
More often than not,  the host having  its address chang ed is not one of the main hub s on the site,  so the 
outag e impacts few people.  I f one of the mail hub s or a maj or web  server or ftp archive—lik e the film 
lib rary—is moving ,  thoug h,  a day' s loss of connectivity may b e unacceptab le.  I n cases lik e this,  the 
administrator should plan ahead and reduce the TTL on the data to b e chang ed.   
R ememb er that the TTL on the affected data will need to b e lowered b e fo r e  the chang e tak es place.  
R educing  the TTL on a work station' s address record and chang ing  the work station' s address 
simultaneously may do you little or no g ood;  the address record may have b een cached seconds b efore 
you made the chang e and may ling er until the old TTL times out.  Y ou must also b e sure to factor in the 
time it' ll tak e your slaves to load from your primary master.  F or ex ample,  if your minimum TTL is 1 2  
hours and your refresh interval is 3  hours,  b e sure to lower the TTLs at least 1 5  hours ahead of time,  so 
that b y the time you move the host,  all the old,  long er TTL records will have timed out.  O f course,  if all 
of your slaves are using  NO TI F Y ,  the slaves shouldn' t tak e the full refresh interval to sync up.   

8.4.1 Changing Other SOA Values 
W e b riefly mentioned increasing  the refresh interval as a way of offloading  your primary name server.  
Let' s discuss refresh in a little more detail and g o over the remaining  SO A  values,  too.   
The refresh value,  you' ll rememb er,  controls how often a slave check s whether its z one data is up-to-date.  
The retry value b ecomes the refresh time after the first failure to reach a master name server.  The ex pire 
value determines how long  z one data can b e held b efore it' s discarded when a master is unreachab le.  
F inally,  the minimum TTL sets how long  z one information may b e cached.   
Suppose we' ve decided we want the slaves to pick  up new information every hour instead of every three 
hours.  W e chang e the refresh value to one hour in each of the z ones.  Since retry is related to refresh,  we 
should prob ab ly reduce retry,  too—to every 1 5  minutes or so.  Typically,  retry is less than refresh,  b ut 
that' s not req uired.  A lthoug h lowering  the refresh value will speed up the distrib ution of z one data,  it 
will also increase the load on the server from which data is b eing  loaded,  since the slaves will check  
more often.  The added load isn' t much,  thoug h;  each slave mak es a sing le SO A  q uery during  each z one' s 
refresh interval to check  its master' s copy of the z one.  So with two slave name servers,  chang ing  the 
refresh time from three hours to one hour will g enerate only four more q ueries ( per z one)  to the primary 
master in any three-hour span.   
I f all of your slaves use NO TI F Y ,  of course,  refresh doesn' t mean as much.  B ut if you have even one 
B I ND V ersion 4  slave,  your z one data may tak e up to the full refresh interval to reach it.   
Some older versions of B I ND slaves stopped answering  q ueries during  a z one load.  A s a result,  B I ND 
was modified to spread out the z one loads,  reducing  the periods of unavailab ility.  So,  even if you set a 
low refresh interval,  your slaves may not check  ex actly as often as you req uest.  B I ND V ersion 4  name 
servers attempt a certain numb er of z one loads and then wait 1 5  minutes b efore trying  another b atch.  O n 
the other hand,  B I ND V ersion 4 . 9  and later may also refresh m o r e  o fte n  than the refresh interval.  These 
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newer BINDs wi l l  wa i t  a  ra nd o m  nu m b er o f  sec o nd s b et ween o ne-h a l f  o f  t h e ref resh  i nt erv a l  a nd  t h e f u l l  
ref resh  i nt erv a l  t o  c h ec k  seri a l  nu m b ers.   
E x p i ra t i o n t i m es o n t h e o rd er o f  a  week —l o ng er i f  y o u  f req u ent l y  h a v e p ro b l em s rea c h i ng  y o u r 
u p d a t i ng  so u rc e—a re c o m m o n.  T h e ex p i ra t i o n t i m e sh o u l d  a l wa y s b e m u c h  l a rg er t h a n t h e ret ry  a nd  
ref resh  i nt erv a l s;  i f  t h e ex p i re t i m e i s sm a l l er t h a n t h e ref resh  i nt erv a l ,  y o u r sl a v es wi l l  ex p i re t h ei r d a t a  
b ef o re t ry i ng  t o  l o a d  new d a t a .  If  y o u r z o ne' s d a t a  d o esn' t  c h a ng e m u c h ,  y o u  m i g h t  c o nsi d er ra i si ng  t h e 
m i n i m u m  ( d ef a u l t )  T T L .  T h e S O A ' s m i n i m u m  ( d ef a u l t )  T T L  v a l u e i s t y p i c a l l y  o ne d a y  ( 8 6 , 4 0 0  
sec o nd s) ,  b u t  y o u  c a n m a k e i t  l o ng er.  O ne week  i s a b o u t  t h e l o ng est  v a l u e t h a t  m a k es sense f o r a  T T L .  If  
i t ' s l o ng er t h a n t h a t ,  y o u  m a y  f i nd  y o u rsel f  u na b l e t o  c h a ng e b a d ,  c a c h ed  d a t a  i n a  rea so na b l e a m o u nt  o f  
t i m e.   

8.5 Planning for Disasters 
It ' s a  f a c t  o f  l i f e o n a  net wo rk  t h a t  t h i ng s g o  wro ng .  H a rd wa re f a i l s,  so f t wa re h a s b u g s,  a nd  p eo p l e 
o c c a si o na l l y  m a k e m i st a k es.  S o m et i m es t h i s resu l t s i n m i no r i nc o nv eni enc es,  l i k e h a v i ng  a  f ew u sers 
l o se c o nnec t i o ns.  S o m et i m es t h e resu l t s a re c a t a st ro p h i c  a nd  i nv o l v e t h e l o ss o f  i m p o rt a nt  d a t a  a nd  
v a l u a b l e j o b s.   
Bec a u se t h e Do m a i n Na m e S y st em  rel i es so  h ea v i l y  o n t h e net wo rk ,  i t  i s v u l nera b l e t o  net wo rk  o u t a g es.  
T h a nk f u l l y ,  t h e d esi g n o f  DNS  t a k es i nt o  a c c o u nt  t h e i m p erf ec t i o n o f  net wo rk s:  i t  a l l o ws f o r m u l t i p l e,  
red u nd a nt  na m e serv ers,  ret ra nsm i ssi o n o f  q u eri es,  ret ry i ng  z o ne t ra nsf ers,  a nd  so  o n.   
DNS  d o esn' t  p ro t ec t  i t sel f  f ro m  ev ery  c o nc ei v a b l e c a l a m i t y ,  t h o u g h .  T h ere a re t y p es o f  net wo rk  
f a i l u res—so m e o f  t h em  q u i t e c o m m o n—t h a t  DNS  d o esn' t  o r c a n' t  p ro t ec t  a g a i nst .  Bu t  wi t h  a  sm a l l  
i nv est m ent  o f  t i m e a nd  m o ney ,  y o u  c a n m i n i m i z e t h e t h rea t  o f  t h ese p ro b l em s.   

8.5.1 Outages 
P o wer o u t a g es,  f o r ex a m p l e,  a re rel a t i v el y  c o m m o n i n m a ny  p a rt s o f  t h e wo rl d .  In so m e p a rt s o f  t h e U . S . ,  
t h u nd erst o rm s o r t o rna d o es m a y  c a u se a  si t e t o  l o se p o wer,  o r t o  h a v e o nl y  i nt erm i t t ent  p o wer,  f o r a n 
ex t end ed  p eri o d .  E l sewh ere,  t y p h o o ns,  v o l c a no es,  o r c o nst ru c t i o n wo rk  m a y  i nt erru p t  y o u r el ec t ri c a l  
serv i c e.  A nd  a t  t h e t i m e o f  t h i s wri t i ng ,  t h o se o f  y o u  i n C a l i f o rni a  m i g h t  l o se p o wer i n a  ro l l i ng  b l a c k o u t  
f ro m  l a c k  o f  el ec t ri c a l  c a p a c i t y .   
If  a l l  y o u r h o st s a re d o wn,  o f  c o u rse,  y o u  d o n' t  need  na m e serv i c e.  Q u i t e o f t en,  h o wev er,  si t es h a v e 
p ro b l em s wh en p o wer i s restored.  F o l l o wi ng  o u r rec o m m end a t i o ns,  t h ey  ru n t h ei r na m e serv ers o n f i l e 
serv ers a nd  b i g ,  m u l t i u ser m a c h i nes.  A nd  wh en t h e p o wer c o m es u p ,  t h o se m a c h i nes a re na t u ra l l y  t h e 
l a st  t o  b o o t —b ec a u se a l l  t h o se d i sk s need  t o  b e c h ec k ed  a nd  f i x ed  f i rst !  W h i c h  m ea ns t h a t  a l l  t h e o n-si t e 
h o st s t h a t  a re q u i c k  t o  b o o t  d o  so  wi t h o u t  t h e b enef i t  o f  na m e serv i c e.   
T h i s c a n c a u se a l l  so rt s o f  wo nd erf u l  p ro b l em s,  d ep end i ng  o n wh a t  serv i c es y o u r h o st s a c c ess wh en t h ey  
b o o t .  F o r ex a m p l e,  y o u r P C s m a y  m o u nt  y o u r serv ers'  d ri v es ( v i a  n et u se )  wh en t h ey  b o o t .  If  t h ey  d o ,  
t h ey  a l m o st  c ert a i nl y  sp ec i f y  t h e serv ers'  d o m a i n na m es o r Net BIO S  na m es.   
U si ng  h o st na m es i n c o m m a nd s i s a d m i ra b l e b ec a u se i t  a l l o ws a d m i n i st ra t o rs t o  c h a ng e t h e serv ers'  IP  
a d d resses wi t h o u t  c h a ng i ng  a l l  t h e st a rt u p  f i l es o n-si t e.  H o wev er,  i f  na m e serv i c e i sn' t  a v a i l a b l e wh en 
y o u r P C s b o o t ,  t h e n et u se c o m m a nd  wi l l  f a i l ,  wh i c h  m a y  c a u se su c c essi v e c o m m a nd s t o  f a i l ,  t o o .  T h i s 
wi l l  c ert a i nl y  no t  h el p  y o u r u sers'  p ro d u c t i v i t y .   
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8.5.2 Recommendations 
Our recommendation is to add the names and IP addresses of critical hosts to your PCs' HOSTS files.  
A ny host w hose name is referenced during  the b oot p rocess should ap p ear in this file.  Y ou can 
synchroniz e the file b y cop ying  it from share to share.  On W indow s 2 0 0 0 ,  the default location for the 
file is % Se r v e r R o o t % \Sy s t e m 3 2 \D r i v e r s \E t c ,  often C : \W i n N T\Sy s t e m 3 2 \D r i v e r s \E t c .  T he format of the 
file is j ust lik e the format of the U nix  / e t c / h o s t s  file:  each line consists of an IP address ( in dotted-octet 
notation) ,  w hich starts in the first column,  follow ed b y w hitesp ace and the canonical name of the host.  
Op tionally,  one or more aliases may follow  the canonical name.  F or ex amp le:   
192.249.249.1 wormhole.movie.edu wormhole 
192.249.249.3  t ermin a t or.movie.edu t ermin a t or 

N ow ,  if your PC needs to look  up  w o r m h o l e  or w o r m h o l e . m o v i e . e d u  w hen it b oots,  it w ill b e ab le to 
resolv e the name.   
H ow ev er,  there's some dang er in using  HOSTS files:  unless you tak e care to k eep  the files up -to-date,  
the information in them may b ecome stale.  A nd since the W indow s 2 0 0 0  resolv er uses HOSTS b efore 
q uerying  a name serv er,  a stale entry can cause resolution failures that are hard to diag nose.   
T he b est solution to this p rob lem is to run a name serv er on a host w ith uninterrup tib le p ow er.  If you 
rarely ex p erience ex tended p ow er loss,  b attery b ack up  mig ht b e enoug h.  If your outag es are long er and 
name serv ice is critical to you,  you should consider an uninterrup tib le p ow er system ( U PS )  w ith a 
g enerator of some k ind.   
If you can't afford lux uries lik e these,  you mig ht j ust try to track  dow n the fastest-b ooting  host around 
and run a name serv er on it.  H osts w ith small filesystems should b oot q uick ly,  since they don't hav e 
many disk s to check .   
Once you'v e located the rig ht host,  you'll need to mak e sure the host's IP address ap p ears in the resolv er 
config urations of all of your hosts that need full-time name serv ice.  Y ou'll p rob ab ly w ant to list the 
b ack ed-up  host last since,  during  normal op eration,  hosts should use the name serv er closest to them.  
T hen,  after a p ow er failure,  your critical ap p lications w ill still hav e name serv ice,  alb eit at a small 
sacrifice in p erformance.   

8.6 Coping with Disaster 
W hen disaster strik es,  it really help s to k now  w hat to do.  K now ing  to duck  under a sturdy tab le or desk  
during  an earthq uak e can sav e you from b eing  p inned under a top p ling  monitor.  K now ing  how  to turn 
off your g as can sav e your house from conflag ration.   
L ik ew ise,  k now ing  w hat to do in a netw ork  disaster ( or ev en j ust a minor mishap )  can help  you k eep  
your netw ork  running .   

8.6 .1  L ong  O u tag es ( D ay s)  
If you lose netw ork  connectiv ity for a long  time,  your name serv ers may hav e p rob lems.  If they lose 
connectiv ity to the root name serv ers for an ex tended p eriod,  they'll stop  resolv ing  q ueries outside their 
authoritativ e z one data.  If the slav es can't reach their master,  sooner or later they'll ex p ire the z one.   
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In case your name service really goes haywire because of the connectivity loss, it's a good idea to keep a 
sitewide or workgroup HOSTS file around, as we recommended earlier in this chapter.  If your name 
servers all go down, your hosts will still be able to resolve the names of hosts in the HOSTS file.   
A s for slaves, you can reconfigure a slave that can't reach its master to run temporarily as a primary 
master.  J ust right-click on the z one's domain name in the D N S  console, select Properties, make sure the 
G en era l  tab is selected, and click on C h a n g e. . .  to change the z one type from secondary to primary.  If 
more than one slave for the same z one is cut off, you can configure one as a primary master temporarily 
and reconfigure the other to load from the temporary primary.   

8.6.2 Really Long Outages (Weeks) 
If an ex tended outage cuts you off from the Internet—say for a week or more—you may need to restore 
connectivity to root name servers artificially to get things working again.  E very name server needs to 
talk to a root name server occasionally.  It's a bit like therapy:  the name server needs to contact the root 
to regain its perspective on the world.   
T o provide root name service during a long outage, you can set up your own root name servers, b u t  o n l y  
t e m p o r a r i l y .  O nce you're reconnected to the Internet, you m u s t  shut off your temporary root servers.  T he 
most obnox ious vermin on the Internet are name servers that believe they're root name servers but don't 
know anything about most top-level domains.  A  close second is the Internet name server configured to 
q uery—and report—a false set of root name servers.   
T hat said, and our alibis in place, here's what you have to do to configure your own root name server.  
F irst, you need to create the root z one.  T he root z one will delegate to the highest-level z ones in your 
isolated network.  F or ex ample, if m o v i e . e d u  were to be isolated from the Internet, we might create a root 
z one data file, r o o t . d n s , for t e r m i n a t o r :   
. IN SOA terminator.movie.edu. al.robocop.movie.edu. (  
                 1         ;  Serial  
                 1 0 8 0 0     ;  R ef res h  af ter 3  h ours   
                 3 6 0 0      ;  R etry  af ter 1  h our  
                 6 0 4 8 0 0    ;  E x pire af ter 1  w eek   
                 8 6 4 0 0  )   ;  M inimum T T L  of  1  day   
 
;  R ef res h ,  retry ,  and ex pire really  don' t matter s ince all  
;  roots  are primaries .  M inimum T T L  could be long er,  s ince  
;  th e data is  lik ely  to be s table.  
 
  IN NS terminator.movie.edu. ;  terminator is  th e temp. root  
 
;  Our root only  k now s  about movie.edu and our tw o 
;  in-addr.arpa domains  
 
movie.edu. IN NS terminator.movie.edu. 
           IN NS w ormh ole.movie.edu. 
 
2 4 9 .2 4 9 .1 9 2 .in-addr.arpa. IN NS terminator.movie.edu. 
                          IN NS w ormh ole.movie.edu. 
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2 5 3 . 2 5 3 . 1 9 2 . i n -a d d r . a r p a .  I N  N S  t e r m i n a t o r . m o v i e . e d u .  
                          I N  N S  w o r m h o l e . m o v i e . e d u .  
 
t e r m i n a t o r . m o v i e . e d u .  I N  A  1 9 2 . 2 4 9 . 2 4 9 . 3  
w o r m h o l e . m o v i e . e d u .    I N  A  1 9 2 . 2 4 9 . 2 4 9 . 1  
                      I N  A  1 9 2 . 2 5 3 . 2 5 3 . 1  

Then we need to add the zone with the DNS console and update all of our name servers (except the new, 
temporary  root)  with a cache.dns file that includes j ust the temporary  root name server (it' s b est to move 
the old cache file aside—we' ll need it later, once connectivity  is restored) .   
H ere are the contents of the db .cache file:  
.   9 9 9 9 9 9 9 9   I N   N S   t e r m i n a t o r . m o v i e . e d u .  
 
t e r m i n a t o r . m o v i e . e d u .   I N   A   1 9 2 . 2 4 9 . 2 4 9 . 3  

This process will k eep m o v i e.edu  name resolution g oing  during  the outag e.  Then, once I nternet 
connectivity  is restored, we can delete the root zone on t er m i nat o r  and restore the orig inal cache files on 
all our other name servers.   
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Chapter 9. Parenting 
The way Dinah washed her children's faces was t his:  first  she held t he p o o r t hing  do wn b y it s ear wit h 
o ne p aw,  and t hen wit h t he o t her p aw she ru b b ed it s face all o v er,  t he wro ng  way,  b eg inning  at  t he no se:  
and j u st  no w,  as I  said,  she was hard at  wo rk  o n t he whit e k it t en,  which was lying  q u it e st ill and t rying  
t o  p u rr— no  do u b t  feeling  t hat  it  was all m eant  fo r it s g o o d.   
O n c e  y o u r  d o m a i n  r e a c h e s  a  c e r t a i n  s i z e ,  o r  y o u  d e c i d e  y o u  n e e d  t o  d i s t r i b u t e  t h e  m a n a g e m e n t  o f  p a r t s  
o f  y o u r  d o m a i n  t o  v a r i o u s  e n t i t i e s  w i t h i n  y o u r  o r g a n i z a t i o n ,  y o u ' l l  w a n t  t o  d i v i d e  t h e  d o m a i n  i n t o  
s u b d o m a i n s .  T h e s e  s u b d o m a i n s  w i l l  b e  t h e  c h i l d r e n  o f  y o u r  c u r r e n t  d o m a i n  o n  t h e  d o m a i n  t r e e ;  y o u r  
d o m a i n  w i l l  b e  t h e  p a r e n t .  I f  y o u  d e l e g a t e  r e s p o n s i b i l i t y  f o r  y o u r  s u b d o m a i n s  t o  a n o t h e r  o r g a n i z a t i o n ,  
e a c h  b e c o m e s  i t s  o w n  z o n e ,  s e p a r a t e  f r o m  i t s  p a r e n t  z o n e .  W e  l i k e  t o  c a l l  t h e  m a n a g e m e n t  o f  y o u r  
s u b d o m a i n s —y o u r  c h i l d r e n —p arent ing .   
G o o d  p a r e n t i n g  s t a r t s  w i t h  c a r v i n g  u p  y o u r  d o m a i n  s e n s i b l y ,  c h o o s i n g  a p p r o p r i a t e  n a m e s  f o r  y o u r  
s u b d o m a i n s ,  a n d  t h e n  d e l e g a t i n g  t h e  s u b d o m a i n s  t o  c r e a t e  n e w  z o n e s .  A  r e s p o n s i b l e  p a r e n t  a l s o  w o r k s  
h a r d  a t  m a i n t a i n i n g  t h e  r e l a t i o n s h i p  b e t w e e n  t h e  n a m e  s e r v e r s  a u t h o r i t a t i v e  f o r  h e r  z o n e  a n d  i t s  c h i l d r e n ;  
s h e  e n s u r e s  t h a t  d e l e g a t i o n  f r o m  p a r e n t  t o  c h i l d  i s  c u r r e n t  a n d  c o r r e c t .   
G o o d  p a r e n t i n g  i s  v i t a l  t o  t h e  s u c c e s s  o f  y o u r  n e t w o r k ,  e s p e c i a l l y  a s  n a m e  s e r v i c e  b e c o m e s  c r i t i c a l  t o  
n a v i g a t i n g  b e t w e e n  s i t e s .  I n c o r r e c t  d e l e g a t i o n  t o  a  c h i l d  z o n e ' s  n a m e  s e r v e r s  c a n  r e n d e r  a  s i t e  e f f e c t i v e l y  
u n r e a c h a b l e ,  w h i l e  t h e  l o s s  o f  c o n n e c t i v i t y  t o  t h e  p a r e n t  z o n e ' s  n a m e  s e r v e r s  c a n  l e a v e  a  s i t e  u n a b l e  t o  
r e a c h  a n y  h o s t s  o u t s i d e  t h e  l o c a l  z o n e .   
I n  t h i s  c h a p t e r  w e  p r e s e n t  o u r  v i e w s  o n  w h e n  t o  c r e a t e  s u b d o m a i n s ,  a n d  w e  g o  o v e r  h o w  t o  c r e a t e  a n d  
d e l e g a t e  t h e m  i n  s o m e  d e t a i l .  W e  a l s o  d i s c u s s  m a n a g e m e n t  o f  t h e  p a r e n t -c h i l d  r e l a t i o n s h i p  a n d ,  f i n a l l y ,  
h o w  t o  m a n a g e  t h e  p r o c e s s  o f  c a r v i n g  u p  a  l a r g e  d o m a i n  i n t o  s m a l l e r  s u b d o m a i n s  w i t h  m i n i m a l  
d i s r u p t i o n  a n d  i n c o n v e n i e n c e .   

9.1 When to Become a Parent 
F a r  b e  i t  f r o m  u s  t o  t ell y o u  w h e n  y o u  s h o u l d  b e c o m e  a  p a r e n t ,  b u t  w e  w i l l  b e  s o  b o l d  a s  t o  o f f e r  y o u  
s o m e  g u i d e l i n e s .  Y o u  m a y  f i n d  s o m e  c o m p e l l i n g  r e a s o n  t o  i m p l e m e n t  s u b d o m a i n s  t h a t  i s n ' t  o n  o u r  l i s t ,  
b u t  h e r e  a r e  s o m e  o f  t h e  m o s t  c o m m o n  r e a s o n s :   
• A  n e e d  t o  d e l e g a t e  o r  d i s t r i b u t e  m a n a g e m e n t  o f  t h e  d o m a i n  t o  a  n u m b e r  o f  o r g a n i z a t i o n s   
• T h e  l a r g e  s i z e  o f  y o u r  d o m a i n —d i v i d i n g  i t  w o u l d  m a k e  i t  e a s i e r  t o  m a n a g e  a n d  o f f l o a d  t h e  n a m e  

s e r v e r s  f o r  t h e  d o m a i n   
• A  n e e d  t o  d i s t i n g u i s h  h o s t s '  o r g a n i z a t i o n a l  a f f i l i a t i o n s  b y  i n c l u d i n g  t h e m  i n  p a r t i c u l a r  

s u b d o m a i n s   
O n c e  y o u ' v e  d e c i d e d  t o  h a v e  c h i l d r e n ,  t h e  n e x t  q u e s t i o n  t o  a s k  y o u r s e l f  i s ,  n a t u r a l l y ,  h o w  m a n y  c h i l d r e n  
t o  h a v e .   

9.2  H ow  M any  C hi l d ren?  
O f  c o u r s e ,  y o u  w o n ' t  s i m p l y  s a y ,  " I  w a n t  t o  c r e a t e  f o u r  s u b d o m a i n s . "  D e c i d i n g  h o w  m a n y  s u b d o m a i n s  
t o  i m p l e m e n t  i s  r e a l l y  c h o o s i n g  t h e  o r g a n i z a t i o n a l  a f f i l i a t i o n s  o f  t h o s e  s u b d o m a i n s .  F o r  e x a m p l e ,  i f  y o u r  
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company has four branch offices, you might decide to create four subdomains, each of which 
corresponds to a branch office.   
S houl d you create subdomains for each site, for each div ision, or ev en for each department?  Y ou hav e a 
l ot of l atitude in your choice because of D N S ' s scal abil ity.  Y ou can create a few l arge subdomains or 
many smal l  subdomains.  T here are trade-offs whichev er you choose, though.   
D el egating to a few l arge subdomains isn' t much work  for the parent, because there' s not much 
del egation to k eep track  of.  H owev er, you wind up with l arger subdomains, which req uire more memory 
to l oad and faster name serv ers, and administration isn' t as distributed.  I f you impl ement site-l ev el  
subdomains, for ex ampl e, you may force autonomous or unrel ated groups at a site to share a singl e 
namespace and a singl e point of administration.   
D el egating to many smal l er subdomains can be a headache for the parent' s administrator.  K eeping 
del egation data current inv ol v es k eeping track  of which hosts run name serv ers and which z ones they' re 
authoritativ e for.  T he data changes each time a subdomain adds a new name serv er or the address of a 
name serv er for the subdomain changes.  I f the subdomains are al l  administered by different peopl e, that 
means more administrators to train, more rel ationships for the parent' s administrator to maintain, and 
more ov erhead for the organiz ation ov eral l .  O n the other hand, the subdomains are smal l er and easier to 
manage, and the administration is more widel y distributed, al l owing cl oser management of z one data.   
G iv en the adv antages and disadv antages of either al ternativ e, it may seem difficul t to mak e a choice.  
A ctual l y, there' s probabl y a natural  div ision in your organiz ation.  S ome companies manage computers 
and network s at the site l ev el ;  others hav e decentral iz ed, rel ativ el y autonomous work groups that manage 
ev erything themsel v es.  H ere are a few basic rul es to hel p you find the right way to carv e up your 
namespace:   
• D on' t shoehorn your organiz ation into a weird or uncomfortabl e domain structure.  T rying to fit 

5 0  independent, unrel ated U . S .  div isions into four regional  subdomains may sav e you work  ( as 
the administrator of the parent z one) , but it won' t hel p your reputation.  D ecentral iz ed, 
autonomous operations demand different z ones—that' s the raison d' ê tre of the D omain N ame 
S ystem.   

• T he structure of your domain shoul d mirror the structure of your organiz ation, especial l y your 
organiz ation' s support structure.  I f departments run network s, assign I P  addresses, and manage 
hosts, they shoul d al so manage the subdomains.   

• I f you' re not sure or can' t agree about how the namespace shoul d be organiz ed, try to come up 
with guidel ines for when a group within your organiz ation can carv e off its own subdomain ( for 
ex ampl e, how many hosts are needed to create a new subdomain and what l ev el  of support the 
group must prov ide)  and grow the namespace organical l y, onl y as needed.   

9.3 What to Name Your Children 

O nce you' v e decided how many subdomains you' d l ik e to create and what they correspond to, you must 
choose names for them.  R ather than unil ateral l y deciding on your subdomains'  names, it' s considered 
pol ite to inv ol v e your future subdomain administrators and their constituencies in the decision.  I n fact, 
you can l eav e the decision entirel y to them if you l ik e.   
T his can l ead to probl ems, though.  I t' s preferabl e to use a rel ativ el y consistent naming scheme across 
your subdomains.  T his practice mak es it easier for users in one subdomain, or outside your domain 
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entirely,  to  g u es s  o r rem em b er yo u r s u b d o m a in na m es  a nd  to  f ig u re o u t in w h ic h  d o m a in a  p a rtic u la r 
h o s t o r u s er liv es .   
L ea v ing  th e d ec is io n to  th e lo c a ls  c a n res u lt in na m ing  c h a o s .  S o m e w ill w a nt to  u s e g eo g ra p h ic a l na m es ;  
o th ers  w ill ins is t o n o rg a niz a tio na l na m es .  S o m e w ill w a nt to  a b b rev ia te;  o th ers  w ill w a nt to  u s e f u ll 
na m es .   
T h eref o re,  it' s  o f ten b es t to  es ta b lis h  a  na m ing  c o nv entio n b ef o re c h o o s ing  s u b d o m a in na m es .  H ere a re 
s o m e s u g g es tio ns  f ro m  o u r ex p erienc e:   
• I n a  d yna m ic  c o m p a ny,  th e na m es  o f  o rg a niz a tio ns  c a n c h a ng e f req u ently.  N a m ing  s u b d o m a ins  
o rg a niz a tio na lly in a  c li m a te lik e th is  c a n b e d is a s tro u s .  O ne m o nth  th e R ela tiv ely A d v a nc ed  
T ec h no lo g y g ro u p  s eem s  s ta b le eno u g h ,  th e nex t m o nth  th ey' v e b een m erg ed  into  th e 
Q u es tio na b le C o m p u ter S ys tem s  o rg a niz a tio n,  a nd  th e f o llo w ing  q u a rter th ey' re a ll s o ld  to  a  
G erm a n c o ng lo m era te.  M ea nw h ile,  yo u ' re s tu c k  w ith  w ell-k no w n h o s ts  in a  s u b d o m a in w h o s e 
na m e no  lo ng er h a s  a ny m ea ning .   

• G eo g ra p h ic a l na m es  a re m o re s ta b le th a n o rg a niz a tio na l na m es  b u t s o m etim es  no t a s  w ell k no w n.  
Y o u  m a y k no w  th a t yo u r f a m o u s  S o f tw a re E v a ng elis m  B u s ines s  U nit is  in P o u g h k eep s ie o r 
W a u k eg a n,  b u t p eo p le o u ts id e yo u r c o m p a ny m a y h a v e no  id ea  w h ere it is  ( a nd  m ig h t h a v e 
tro u b le s p elling  eith er na m e) .   

• D o n' t s a c rif ic e rea d a b ility f o r c o nv enienc e.  T w o -letter s u b d o m a in na m es  m a y b e ea s y to  typ e,  
b u t im p o s s i b le to  rec o g niz e.  W h y a b b rev ia te " I ta ly"  to  " it"  a nd  h a v e it c o nf u s ed  w ith  yo u r 
I nf o rm a tio n T ec h no lo g y o rg a niz a tio n w h en f o r a  p a ltry th ree m o re letters  yo u  c a n u s e th e f u ll 
na m e a nd  eli m ina te a ny a m b ig u ity?   

• T o o  m a ny c o m p a nies  u s e c ryp tic ,  inc o nv enient d o m a in na m es .  T h e g enera l ru le s eem s  to  b e th e 
la rg er th e c o m p a ny,  th e m o re ind ec ip h era b le th e d o m a in na m es .  B u c k  th e trend :  m a k e th e na m es  
o f  yo u r s u b d o m a ins  o b v io u s !   

• D o n' t u s e ex is ting  o r res erv ed  to p -lev el d o m a in na m es  a s  s u b d o m a in na m es .  I t m ig h t s eem  
s ens ib le to  u s e tw o -letter c o u ntry a b b rev ia tio ns  f o r yo u r interna tio na l s u b d o m a ins  o r to  u s e 
o rg a niz a tio na l to p -lev el d o m a in na m es  lik e net f o r yo u r netw o rk ing  o rg a niz a tio n,  b u t d o ing  s o  
c a n c a u s e na s ty p ro b lem s .  F o r ex a m p le,  na m ing  yo u r C o m m u nic a tio ns  d ep a rtm ent' s  s u b d o m a in 
c o m  m ig h t im p ed e yo u r a b ility to  c o m m u nic a te w ith  h o s ts  u nd er th e to p -lev el c o m  d o m a in.  
I m a g ine th e a d m inis tra to rs  o f  yo u r c o m  s u b d o m a in na m ing  th eir new  S u n w o rk s ta tio n s u n a nd  
th eir new  H P  9 0 0 0  h p  ( th ey a ren' t th e m o s t im a g ina tiv e f o lk s ) :  u s ers  a nyw h ere w ith in yo u r 
d o m a in s end ing  m a il to  f riend s  a t s u n. c o m  o r h p . c o m  c o u ld  h a v e th eir letters  end  u p  in yo u r c o m  
s u b d o m a in,  s inc e th e na m e o f  yo u r p a rent z o ne m a y b e in s o m e o f  yo u r h o s ts '  s ea rc h  lis ts .   

9.4 How to Become a Parent: Creating Subdomains 
O nc e yo u ' v e d ec id ed  o n na m es ,  c rea ting  th e c h ild  d o m a ins  is  ea s y.  B u t f irs t,  yo u ' v e g o t to  d ec id e h o w  
m u c h  a u to no m y yo u ' re g o ing  to  g iv e yo u r s u b d o m a ins .  O d d  th a t yo u  h a v e to  d ec id e th a t b ef o re yo u  
a c tu a lly c rea te th em . . . .   
T h u s  f a r,  w e' v e a s s u m ed  th a t if  yo u  c rea te a  s u b d o m a in,  yo u ' ll w a nt to  d eleg a te it to  a no th er 
o rg a niz a tio n,  th ereb y m a k ing  it a  s ep a ra te z o ne f ro m  th e p a rent.  I s  th is  a lw a ys  tru e,  th o u g h ?  N o t 
nec es s a rily.   
T h ink  c a ref u lly a b o u t h o w  th e c o m p u ters  a nd  netw o rk s  w ith in a  s u b d o m a in a re m a na g ed  w h en c h o o s ing  
w h eth er o r no t to  d eleg a te it.  I t d o es n' t m a k e s ens e to  d eleg a te a  s u b d o m a in to  a n entity th a t d o es n' t 
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manage its own hosts or networks. For example, in a large c orporation, the personnel d epartment 
prob ab l y  d oesn' t ru n its own c ompu ters:  the M I S  ( M anagement I nf ormation S y stems)  or I T  ( I nf ormation 
T ec hnology —same animal as M I S )  d epartment manages them. S o while y ou  may  want to c reate a 
su b d omain f or personnel, d elegating management f or that su b d omain to them is prob ab l y  wasted  ef f ort.  

9.4.1 Creating a Subdomain in the Parent's Zone 
Y ou  c an c reate a su b d omain withou t d elegating it, howev er. H ow?  B y  c reating resou rc e rec ord s that 
ref er to the su b d omain within the parent' s z one.  
S ay  one d ay  a grou p of  stu d ents approac hes u s, asking f or a D N S  entry  f or a web  serv er f or stu d ent 
home pages. T he name they ' d  like is www.students.movie.edu. Y ou  might think that we' d  need  to c reate 
a new z one, students.movie.edu, and  d elegate to it f rom the movie.edu z one. W ell, that' s one way  to d o it, 
b u t there' s an easier way :  j u st c reate an A  rec ord  f or www.students.movie.edu in the movie.edu z one. W e 
f ind  that f ew people realiz e this is perf ec tly  legal. Y ou  d on' t need  a new z one f or eac h new lev el in the 
namespac e. A  new z one wou ld  make sense if  the stu d ents were going to ru n students.movie.edu b y  
themselv es and  wanted  to ad minister their own name serv ers. B u t they  j u st want one A  rec ord , so 
c reating a whole new z one is more work than nec essary .  
I t' s easy  to ad d  this rec ord  with the D N S  c onsole. First c reate a students.movie.edu su b d omain in the 
movie.edu z one, then ad d  the www.students.movie.edu A  rec ord . T o c reate the su b d omain, right-c lic k on 
the z one in the lef t pane and  selec t New D o m a i n . . . . Y ou ' ll see the wind ow shown in Figu re 9 -1.  

Figure 9-1 .  C rea t in g a  s ub d o m a in  in  a  z o n e 

 

E nter the name of  the new su b d omain. Y ou  d on' t need  to append  movie.edu - -  the D N S  c onsole knows 
what y ou  mean. Y ou ' ll then see a f old er ic on f or the new d omain in the D N S  c onsole, as shown in 
Figu re 9 -2.  

Figure 9-2 .  T h e s t ud en t s . m o v ie. ed u s ub d o m a in  in  t h e m o v ie. ed u z o n e 
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To enter the www.students.m o v i e.edu A  rec ord ,  j u s t s el ec t the students f ol d er a nd  f ol l ow  the p roc ed u res  
d es c ri b ed  p rev i ou s l y  to a d d  a  new  hos t.   
N ow  u s ers  c a n a c c es s  www.students.m o v i e.edu to g et to the s tu d ents '  hom e p a g es .  W e c ou l d  m a k e thi s  
s etu p  es p ec i a l l y  c onv eni ent f or s tu d ents  b y  a d d i ng  students.m o v i e.edu to thei r P C s '  or w ork s ta ti ons '  
s ea rc h l i s ts ;  they ' d  need  to ty p e onl y  www a s  the U R L  to g et to the ri g ht hos t.   
N oti c e there' s  no S O A  rec ord  f or students.m o v i e.edu?  There' s  no need  f or one s i nc e the m o v i e.edu S O A  
rec ord  i nd i c a tes  the s ta rt of  a u thori ty  f or the enti re m o v i e.edu z one.  S i nc e there' s  no d el eg a ti on to 
students.m o v i e.edu,  i t' s  p a rt of  the m o v i e.edu z one.   

9.4.2 Creating and Delegating a Subdomain 
I f  y ou  d ec i d e to d el eg a te y ou r s u b d om a i ns —to s end  y ou r c hi l d ren ou t i nto the w orl d ,  a s  i t w ere—y ou ' l l  
need  to d o thi ng s  a  l i ttl e d i f f erentl y .  W e' re i n the p roc es s  of  d oi ng  i t now ,  s o y ou  c a n f ol l ow  a l ong  w i th 
u s .   
W e need  to c rea te a  new  s u b d om a i n of  m o v i e.edu f or ou r s p ec i a l -ef f ec ts  l a b .  W e' v e c hos en the na m e 
f x .m o v i e.edu -- s hort,  rec og ni z a b l e,  u na m b i g u ou s .  B ec a u s e w e' re d el eg a ti ng  f x .m o v i e.edu to 
a d m i n i s tra tors  i n the l a b ,  i t' l l  b e a  s ep a ra te z one.  The hos ts  b l a der unner  a nd  o utl a nd,  b oth w i thi n the 
s p ec i a l -ef f ec ts  l a b ,  w i l l  s erv e a s  the z one' s  na m e s erv ers  ( b l a der unner  w i l l  s erv e a s  the p ri m a ry  m a s ter) .  
W e' v e c hos en to ru n tw o na m e s erv ers  f or the z one f or red u nd a nc y —a  s i ng l e f x .m o v i e.edu na m e s erv er 
w ou l d  b e a  s i ng l e p oi nt of  f a i l u re tha t c ou l d  ef f ec ti v el y  i s ol a te the enti re s p ec i a l -ef f ec ts  l a b .  S i nc e there 
a ren' t m a ny  hos ts  i n the l a b ,  thou g h,  tw o na m e s erv ers  s hou l d  b e enou g h.   
The s p ec i a l -ef f ec ts  l a b  i s  on m o v i e.edu' s  new  1 9 2 . 2 5 3 . 2 5 4/ 2 4 netw ork .  H ere a re the p a rti a l  c ontents  of  
H O S T S :   
192.253.254.1 movie-g w .movie.ed u  movie-g w  
#  f x  p r ima r y  
192.253.254.2 b l a d er u n n er .f x .movie.ed u  b l a d er u n n er  b r  
#  f x  s ec on d a r y  
192.253.254.3 ou t l a n d .f x .movie.ed u  ou t l a n d  
192.253.254.4 s t a r w a r s .f x .movie.ed u  s t a r w a r s  
192.253.254.5 emp ir e.f x .movie.ed u  emp ir e 
192.253.254.6  j ed i.f x .movie.ed u  j ed i 

F i rs t,  w e m a k e s u re the M i c ros of t D N S  S erv er i s  i ns ta l l ed  on the new  s erv er,  b l a der unner . Then w e 
c rea te the new  z one f x .m o v i e.edu on b l a der unner  u s i ng  the p roc es s  d es c ri b ed  i n S ec ti on 4. 3 . 2  i n C ha p ter 
4.  W e a l s o c rea te the c orres p ond i ng  i n-a ddr .a r p a  z one,  2 5 4 .2 5 3 .1 9 2 .i n-a ddr .a r p a . N ex t,  w e p op u l a te 
the z one w i th a l l  the hos ts  f rom  ou r s ni p p et of  H O S T S ,  m a k i ng  s u re the D N S  c ons ol e a u tom a ti c a l l y  a d d s  
the P TR  rec ord s  tha t c orres p ond  to ou r A  rec ord s .  W e then a d d  M X  rec ord s  f or a l l  of  ou r hos ts ,  p oi nti ng  
to sta r wa r s.f x .m o v i e.edu a nd  wo r m h o l e.m o v i e.edu,  a t p ref erenc es  1 0  a nd  1 0 0 ,  res p ec ti v el y .   
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The zone data file we end up with, called fx.movie.edu.dns, look s  lik e this :   
; 
;  D a t a  f i l e  f x . m o v i e . e d u . d n s  f o r  f x . m o v i e . e d u  z o n e .  
;      Z o n e  v e r s i o n :   2 7  
; 
 
@                  I N   S O A  b l a d e r u n n e r . f x . m o v i e . e d u .   
a d m i n i s t r a t o r . f x . m o v i e . e d u .  (  
                       2 7            ; s e r i a l  n u m b e r  
                       9 0 0           ; r e f r e s h  
                       6 0 0           ; r e t r y  
                       8 6 4 0 0         ; e x p i r e  
                       3 6 0 0        )  ; m i n i m u m  T T L  
 
; 
;  Z o n e  N S  r e c o r d s  
; 
 
@                  N S      b l a d e r u n n e r . f x . m o v i e . e d u .  
@                  N S      o u t l a n d . f x . m o v i e . e d u .  
 
; 
;  Z o n e  r e c o r d s  
; 
 
@                  M X      1 0      s t a r w a r s .  
@                  M X      1 0 0      w o r m h o l e . m o v i e . e d u .  
b l a d e r u n n e r        A      1 9 2 . 2 5 3 . 2 5 4 . 2  
                  M X      1 0      s t a r w a r s .  
                  M X      1 0 0      w o r m h o l e . m o v i e . e d u .  
b r                 C N A M E      b l a d e r u n n e r . f x . m o v i e . e d u .  
e m p i r e             A      1 9 2 . 2 5 3 . 2 5 4 . 5  
                  M X      1 0      s t a r w a r s .  
                  M X      1 0 0      w o r m h o l e . m o v i e . e d u .  
j e d i               A      1 9 2 . 2 5 3 . 2 5 4 . 6  
                  M X      1 0      s t a r w a r s .  
                  M X      1 0 0      w o r m h o l e . m o v i e . e d u .  
o u t l a n d            A      1 9 2 . 2 5 3 . 2 5 4 . 3  
                  M X      1 0      s t a r w a r s .  
                  M X      1 0 0      w o r m h o l e . m o v i e . e d u .  
s t a r w a r s           A      1 9 2 . 2 5 3 . 2 5 4 . 4  
                  M X      1 0      s t a r w a r s .  
                  M X      1 0 0      w o r m h o l e . m o v i e . e d u .  

The 2 5 4 .2 5 3 .1 9 2 .in-a ddr .a r p a .dns file ends  up look ing  lik e this :   
; 
;  D a t a  f i l e  2 5 4 . 2 5 3 . 1 9 2 . i n -a d d r . a r p a . d n s  f o r  2 5 4 . 2 5 3 . 1 9 2 . i n -
a d d r . a r p a  z o n e .  
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;      Zon e  v e r s i on :   1 1  
; 
 
@                  I N   S O A  t e r m i n a t or . m ov i e . e d u .   
a d m i n i s t r a t or . m ov i e . e d u .  (  
                       1 1            ; s e r i a l  n u m b e r  
                       9 0 0           ; r e f r e s h  
                       6 0 0           ; r e t r y  
                       8 6 4 0 0         ; e x p i r e  
                       3 6 0 0        )  ; m i n i m u m  T T L  
 
; 
;  Zon e  N S  r e c or d s  
; 
 
@                  N S      t e r m i n a t or . m ov i e . e d u .  
 
; 
;  Zon e  r e c or d s  
; 
 
1                  P T R      m ov i e -g w . m ov i e . e d u .  
2                  P T R      b l a d e r u n n e r . f x . m ov i e . e d u .  
3                  P T R      ou t l a n d . f x . m ov i e . e d u .  
4                  P T R      s t a r w a r s . f x . m ov i e . e d u .  
5                  P T R      e m p i r e . f x . m ov i e . e d u .  
6                  P T R      j e d i . f x . m ov i e . e d u .  

Notice that the PTR record for 1.254.253.192.in-a d d r.a rp a  p oin ts  to m o v ie -g w .m o v ie .e d u .  That' s  
in ten tion al .  The rou ter con n ects  to the other m o v ie .e d u  n etw ork s ,  s o it real l y  does n ' t b el on g  in  
f x .m o v ie .e d u .  There' s  n o req u irem en t that al l  the PTR records  in  254.253.192.in-a d d r.a rp a  m ap  in to a 
s in g l e z on e,  al thou g h they  s hou l d corres p on d to the can on ical  n am es  for thos e hos ts .   
Now  w e n eed to con fig u re b l a d e ru nne r ' s  res ol v er.  F ol l ow in g  the direction s  in  C hap ter 6 , w e con fig u re 
b l a d e ru nne r to s en d q u eries  to its  ow n I P addres s .  Then  w e s et b l a d e ru nne r ' s  dom ain  to f x .m o v ie .e d u .   
Now  w e' l l  u s e ns l o o k u p  to l ook  u p  a few  hos ts  in  f x .m o v ie .e d u  an d in  254.253.192.in-a d d r.a rp a :   
C : \>   
n s l o o k u p  
D e f a u l t  S e r v e r :   b l a d e r u n n e r . f x . m ov i e . e d u  
A d d r e s s :   1 9 2 . 2 5 3 . 2 5 4 . 2  
 
>   
j e d i  
S e r v e r :   b l a d e r u n n e r . f x . m ov i e . e d u  
A d d r e s s :   1 9 2 . 2 5 3 . 2 5 4 . 2  
 
N a m e :     j e d i . f x . m ov i e . e d u  
A d d r e s s :   1 9 2 . 2 5 3 . 2 5 4 . 6  
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>   
s e t  t y p e = m x  
>   
e m p i r e  
S e r v e r :   b l a d e r u n n e r . f x . m o v i e . e d u  
A d d r e s s :   1 9 2 . 2 5 3 . 2 5 4 . 2  
 
e m p i r e . f x . m o v i e . e d u      M X  p r e f e r e n c e  =  1 0 ,  m a i l  e x c h a n g e r  =  s t a r w a r s  
e m p i r e . f x . m o v i e . e d u      M X  p r e f e r e n c e  =  1 0 0 ,  m a i l  e x c h a n g e r  =  
w o r m h o l e . m o v i e . e d u  
 
>   
l s  f x . m o v i e . e d u  
[ b l a d e r u n n e r . f x . m o v i e . e d u ]  
 f x . m o v i e . e d u .                   N S      s e r v e r  =  
b l a d e r u n n e r . f x . m o v i e . e d u  
 f x . m o v i e . e d u .                   N S      s e r v e r  =  o u t l a n d . f x . m o v i e . e d u  
 b l a d e r u n n e r                     A       1 9 2 . 2 5 3 . 2 5 4 . 2  
 e m p i r e                          A       1 9 2 . 2 5 3 . 2 5 4 . 5  
 j e d i                            A       1 9 2 . 2 5 3 . 2 5 4 . 6  
 o u t l a n d                         A       1 9 2 . 2 5 3 . 2 5 4 . 3  
 s t a r w a r s                        A       1 9 2 . 2 5 3 . 2 5 4 . 4  
>   
s e t  t y p e = p t r  
>   
1 9 2 . 2 5 3 . 2 5 4 . 3  
S e r v e r :   b l a d e r u n n e r . f x . m o v i e . e d u  
A d d r e s s :   1 9 2 . 2 5 3 . 2 5 4 . 2  
 
3 . 2 5 4 . 2 5 3 . 1 9 2 . i n -a d d r . a r p a       n a m e  =  o u t l a n d . f x . m o v i e . e d u  
>   
l s  2 5 4 . 2 5 3 . 1 9 2 . i n -a d d r . a r p a  
[ b l a d e r u n n e r . f x . m o v i e . e d u ]  
 2 5 4 . 2 5 3 . 1 9 2 . i n -a d d r . a r p a .       N S      s e r v e r  =  t e r m i n a t o r . m o v i e . e d u  
 1                               P T R     h o s t  =  m o v i e -g w . m o v i e . e d u  
 2                               P T R     h o s t  =  
b l a d e r u n n e r . f x . m o v i e . e d u  
 3                               P T R     h o s t  =  o u t l a n d . f x . m o v i e . e d u  
 4                               P T R     h o s t  =  s t a r w a r s . f x . m o v i e . e d u  
 5                               P T R     h o s t  =  e m p i r e . f x . m o v i e . e d u  
 6                               P T R     h o s t  =  j e d i . f x . m o v i e . e d u  
>   
e x i t  

The output looks reasonable,  so i t' s saf e to set up a slav e nam e serv er f or fx.movie.edu and  then d eleg ate 
fx.movie.edu f rom  movie.edu.   
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9.4.2.1 An fx.movie.edu slave 
Setting up the slave name server for fx.movie.edu is simple:  use the D N S c onsole to ad d  out l a n d as a 
new  server,  then ad d  tw o slave ( sec ond ary )  z ones,  ac c ord ing to the instruc tions in C hapter 4.  
L ik e b l a der un n er ,  out l a n d' s resolver w ill point to the loc al name server,  and  w e' ll c onfigure the loc al 
d omainto b e fx.movie.edu.  

9.4.2.2 O n t h e movie.edu p r imar y  mast er  name ser ver  
A ll that' s left now  is to d elegate the fx.movie.edu sub d omain to the new  fx.movie.edu name servers on 
b l a der un n er  and  out l a n d.  T he w hole d elegation proc ess is muc h improved  in W ind ow s 2 0 0 0 ' s D N S 
c onsole.  R ight-c lic k  on the parent d omain,  movie.edu,  in the left pane and  c hoose New Delegation...,  
w hic h starts the N ew  D elegation W iz ard .  C lic k  Nex t in the w elc ome sc reen to d isplay  a sc reen lik e the 
one show n in F igure 9 -3.  T he first step is entering the name of the d elegated  sub d omain,  w hic h w e' ve 
d one.   

F ig ur e 9-3 . E nt er ing  t h e name of t h e deleg at ed sub domain 

 

C lic k  Nex t and  y ou' ll b e presented  w ith a w ind ow  to c hoose the name servers to host ( i. e. ,  b e 
authoritative for)  the d elegated  z one.  O ur tw o servers are b l a der un n er .fx.movie.edu and  
out l a n d.fx.movie.edu,  so w e enter the appropriate information b y  c lic k ing A d d ... ( w e have to run 
through the ad d  proc ess tw ic e,  onc e for eac h name server) ,  resulting in a w ind ow  lik e F igure 9 -4.   
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Figure 9-4 .  C h o o s in g n a m e s erv ers  f o r t h e d el ega t ed  z o n e  

 

The final window of the wizard is just for confirmation, so we won't bother to show it.  C lick  Finish and 
y ou'v e deleg ated a zone.  The D N S  console adds a sp ecial g ray  icon for deleg ated zones;  if y ou select 
this icon, y ou'll see the N S  records added by  the wizard.  These records p erform the actual deleg ation.  A  
samp le D N S  console v iew showing  the fx.movie.edu deleg ation ap p ears in F ig ure 9 -5.   

Figure 9-5 .  T h e D N S  c o n s o l e s h o w in g a  d el ega t ed  z o n e 

 

A ccording  to R F C  1 0 3 4 , the domain names in the resource record-sp ecific p ortion ( the " rig ht side" )  of 
the b l a der un n er .fx.movie.edu and out l a n d.fx.movie.edu N S  records must be the canonical domain names 
for the name serv ers.  A  remote name serv er following  deleg ation ex p ects to find one or more address 
records attached to that domain name, not an alias ( C N A M E )  record.  A ctually , the R F C  ex tends this 
restriction to any  ty p e of resource record that includes a domain name as its v alue—all must sp ecify  the 
canonical domain name.   
These two records alone aren't enoug h, thoug h.  D o y ou see the p roblem?  H ow can a name serv er outside 
of fx.movie.edu look  up  information within fx.movie.edu?  W ell, a movie.edu name serv er would refer it 
to the name serv ers authoritativ e for fx.movie.edu, rig ht?  That's true, but the N S  records in db .movie.edu 
g iv e only  the n a mes  of the fx.movie.edu name serv ers.  The foreig n name serv er needs the I P  addresses of 
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the fx.movie.edu n a m e s er v er s  i n  o r d er  to  s en d  q u er i es  to  them .  W ho  c a n  g i v e i t tho s e a d d r es s es ?  O n l y  
the fx.movie.edu n a m e s er v er s .  A  r ea l  c hi c k en -a n d -eg g  p r o b l em !   
T he s o l u ti o n  i s  to  i n c l u d e the a d d r es s es  o f  the fx.movie.edu n a m e s er v er s  i n  movie.edu.  W hi l e thes e 
a r en ' t s tr i c tl y  p a r t o f  the movie.edu z o n e,  d el eg a ti o n  to  fx.movie.edu w o n ' t w o r k  w i tho u t them .  O f  c o u r s e,  
i f  the n a m e s er v er s  f o r  fx.movie.edu w er en ' t w i thi n  fx.movie.edu,  thes e a d d r es s es —c a l l ed  g l u e r ec o r d s  - -  
w o u l d n ' t b e n ec es s a r y .  A  f o r ei g n  n a m e s er v er  w o u l d  b e a b l e to  f i n d  the a d d r es s  i t n eed ed  b y  q u er y i n g  
o ther  n a m e s er v er s .   
W e d o n ' t ha v e to  w o r r y  a b o u t a d d i n g  thes e r ec o r d s ,  tho u g h—the N ew  D el eg a ti o n  W i z a r d  ta k es  c a r e o f  i t 
f o r  u s .   
A l s o ,  r em em b er  to  k eep  the g l u e u p -to -d a te.  I f  b l a der un n er  g ets  a  n ew  n etw o r k  i n ter f a c e,  a n d  hen c e 
a n o ther  I P  a d d r es s ,  y o u ' l l  n eed  to  u p d a te the g l u e d a ta .  T he D N S  c o n s o l e d o es n ' t l et y o u  ed i t the g l u e 
r ec o r d s  d i r ec tl y ,  tho u g h.  Y o u  ha v e u s e the n a m e s er v er  m o d i f i c a ti o n  w i n d o w .  W i th the D N S  c o n s o l e 
s ho w i n g  a  v i ew  l i k e F i g u r e 9 -5,  d o u b l e-c l i c k  o n  a n  N S  r ec o r d  i n  the r i g ht p a n e to  p r o d u c e a  w i n d o w  l i k e 
the o n e s ho w n  i n  F i g u r e 9 -6.   

Fig u r e  9 -6 .  N a m e  s e r v e r  m o d if ic a t io n  w in d o w  

 

I f  fx.movie.edu' s  d el eg a ti o n  c ha n g es —i . e. ,  a  n a m e s er v er  g ets  a d d ed  o r  d el eted  o r  a  n a m e s er v er ' s  I P  
a d d r es s  c ha n g es —u s e the Add...,  E di t ...,  o r  R e m o v e  b u tto n s  to  m a k e the a p p r o p r i a te c ha n g es .   
W e m i g ht a l s o  w a n t to  i n c l u d e a l i a s es  f o r  a n y  ho s ts  m o v i n g  i n to  fx.movie.edu f r o m  movie.edu.  F o r  
ex a m p l e,  i f  w e m o v e p l a n 9 .movie.edu,  a  s er v er  w i th a n  i m p o r ta n t l i b r a r y  o f  p u b l i c -d o m a i n  s p ec i a l -
ef f ec ts  a l g o r i thm s ,  i n to  fx.movie.edu,  w e s ho u l d  c r ea te a n  a l i a s  u n d er  movie.edu p o i n ti n g  the o l d  d o m a i n  
n a m e to  the n ew  o n e.  I n  the z o n e d a ta  f i l e,  the r ec o r d  w o u l d  l o o k  l i k e thi s :   
plan9    IN  CNAME  plan9.fx.movie.edu. 

T hi s  w i l l  a l l o w  p eo p l e o u ts i d e o f  movie.edu to  r ea c h p l a n 9  ev en  tho u g h they ' r e u s i n g  i ts  o l d  d o m a i n  
n a m e,  p l a n 9 .movie.edu.   
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Don't get confused about the zone in which this alias belongs. The plan9 alias r ecor d is actually  in the 
m o v i e .e d u  zone,  so it belongs in m o v i e .e d u .d ns . A n alias p ointing p9.f x .m o v i e .e d u  to plan9.f x .m o v i e .e d u ,  
on the other  hand,  is in the f x .m o v i e .e d u  zone and belongs in f x .m o v i e .e d u .d ns .  

9.4.2.3 Delegating an in-ad d r .ar p a z o ne 
W e alm ost for got to delegate the 2 5 4 .2 5 3 .1 92 .i n-ad d r .ar pa zone!  This is a little tr ick ier  than delegating 
f x .m o v i e .e d u  because we don't m anage the p ar ent zone.  
F ir st,  we need to figur e out what 2 5 4 .2 5 3 .1 92 .i n-ad d r .ar pa's p ar ent zone is and who r uns it. F igur ing 
this out m ay  tak e som e sleuthing;  we cov er ed how to do this in C hap ter  3 .  
A s it tur ns out,  the i n-ad d r .ar pa zone is 2 5 4 .2 5 3 .1 92 .i n-ad d r .ar pa's p ar ent. A nd,  if y ou think  about it,  
that m ak es sense. Ther e's no r eason for  the adm inistr ator s of i n-ad d r .ar pa to delegate 2 5 3 .1 92 .i n-
ad d r .ar pa or  1 92 .i n-ad d r .ar pa to a sep ar ate author ity  because,  unless 1 9 2 / 8  or  1 9 2 .2 5 3 / 1 6  is all one big 
C I DR  block ,  networ k s lik e 1 9 2 .2 5 3 .2 5 3 / 2 4  and 1 9 2 .2 5 3 .2 5 4 / 2 4  don't hav e any thing in com m on with 
each other . They  m ay  be m anaged by  totally  unr elated or ganizations.  
Y ou m ight r em em ber  ( fr om  C hap ter  3 )  that the i n-ad d r .ar pa zone is m anaged by  A R I N ,  the A m er ican 
R egistr y  of I nter net N um ber s. ( O f cour se,  if y ou didn't r em em ber ,  y ou could alway s use ns lo o k u p to find 
the contact addr ess in i n-ad d r .ar pa's S O A  r ecor d,  lik e we showed y ou in C hap ter  3 .)  A ll that's left is for  
us to use the web-based " A R I N  M odify  Tool"  at http : / / www.ar in.net/ cgi-bin/ am t.p l to r eq uest 
r egistr ation of our  r ev er se-m ap p ing zone.  

9.4.2.4 A d d ing a m o v ie.ed u  s lav e 
I f the sp ecial-effects lab gets big enough,  it m ay  m ak e sense to p ut a m o v i e .e d u  slav e som ewher e on the 
1 9 2 .2 5 3 .2 5 4 / 2 4  networ k . That way ,  a lar ger  p r op or tion of DN S  q uer ies fr om  f x .m o v i e .e d u  hosts can be 
answer ed locally . I t seem s logical to m ak e one of the ex isting f x .m o v i e .e d u  nam e ser v er s into a 
m o v i e .e d u  slav e,  too—that way ,  we can m ak e better  use of an ex isting nam e ser v er  instead of setting up  
a br and-new nam e ser v er .  
W e'v e decided to m ak e b lad e r u nne r  a slav e for  m o v i e .e d u . This won't inter fer e with b lad e r u nne r 's 
p r im ar y  m ission as the p r im ar y  m aster  nam e ser v er  for  f x .m o v i e .e d u . A  single nam e ser v er ,  giv en 
enough m em or y ,  can be author itativ e for  liter all y  thousands of zones. O ne nam e ser v er  can load som e 
zones as a p r im ar y  m aster  and other s as a slav e.[1]  
[1] Clearly, though, a name server can't be both the primary master and a slave for a single zone. The name server gets the data for a given zone either from a local zone 
data file ( and is a primary master for the zone)  or from another name server ( and is a slave for the zone) . 

The configur ation change is sim p le:  we use the DN S  console to add a slav e ( secondar y )  zone to 
b lad e r u nne r  and tell b lad e r u nne r  to get the m o v i e .e d u  zone data fr om  t e r m i nat o r 'sI P  addr ess,  p er  the 
instr uctions in C hap ter  4 .  

9.5 Subdomains of in-addr .ar p a D omains 
F or war d-m ap p ing dom ains ar en't the only  dom ains y ou can div ide into subdom ains and delegate. I f y our  
i n-ad d r .ar pa nam esp ace is lar ge enough,  y ou m ay  need to div ide it,  too. Ty p ically ,  y ou div ide the 
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domain that corresponds to your network number into subdomains that correspond to your subnets. How 
that works depends on the type of  network you hav e and on your network' s subnet mask.  

9.5.1 Subnetting on an Octet Boundary 
S ince M ov ie U . has j ust three / 2 4  ( C l ass C -siz ed)  networks,  one per seg ment,  there' s no particul ar need 
to subnet those networks. Howev er,  our sister univ ersity,  A l tered S tate,  has a C l ass B -siz ed network,  
1 7 2 .2 0 / 1 6 . T heir network is subnetted between the third and f ourth octet of  the I P  address;  that is,  their 
subnet mask is 2 5 5 .2 5 5 .2 5 5 .0 . T hey' v e al ready created a number of  subdomains of  their domain:  
alte r e d . e d u ,  incl uding  f x . alte r e d . e d u  ( okay,  we copied them) ;  m ak e u p . alte r e d . e d u ;  and f o le y . alte r e d . e d u . 
S ince each of  these departments al so runs its own subnet ( their S pecial  E f f ects department runs subnet 
1 7 2 .2 0 .2 / 2 4 ,  M akeup runs 1 7 2 .2 0 .1 5 / 2 4 ,  and F ol ey runs 1 7 2 .2 0 .2 5 / 2 4 ) ,  they' d l ike to div v y up their i n -
ad d r . ar p a namespace appropriatel y,  too.  
D el eg ating  i n -ad d r . ar p a subdomains is no dif f erent f rom del eg ating  subdomains of  f orward-mapping  
domains. F irst,  they or their departments create three new z ones,  2. 20 . 1 7 2. i n -ad d r . ar p a,  1 5 . 20 . 1 7 2. i n -
ad d r . ar p a,  and 25 . 20 . 1 7 2. i n -ad d r . ar p a.  T he 20 . 1 7 2. i n -ad d r . ar p a administrators al so need to add the N S  
records with the N ew D el eg ation W iz ard,  as we described in the f x . m o v i e . e d u  ex ampl e earl ier in this 
chapter.  
A f ter running  the N ew D el eg ation W iz ard,  the N S  records in 20 . 1 7 2. i n -ad d r . ar p a. d n s  woul d l ook 
something  l ike the f ol l owing  partial  l isting  of  the f i l e' s contents:   
; 
;  D e l e g at e d  s u b -z o ne :   1 5 . 2 0 . 1 7 2 . i n-ad d r . ar p a.  
; 
1 5                                N S      
p r e t t y w o m an. m ak e u p . al t e r e d . e d u .  
p r e t t y w o m an. m ak e u p . al t e r e d . e d u .   A       1 7 2 . 2 0 . 1 5 . 2  
1 5                                N S      p r i s c i l l a. m ak e u p . al t e r e d . e d u .  
p r i s c i l l a. m ak e u p . al t e r e d . e d u .     A       1 7 2 . 2 0 . 1 5 . 3  
;  E nd  d e l e g at i o n 
 
 
; 
;  D e l e g at e d  s u b -z o ne :   2 . 2 0 . 1 7 2 . i n-ad d r . ar p a.  
; 
2                                 N S      g u m p . f x . al t e r e d . e d u .  
g u m p . f x . al t e r e d . e d u .              A       1 7 2 . 2 0 . 2 . 1  
2                                 N S      t o y s t o r y . f x . al t e r e d . e d u .  
t o y s t o r y . f x . al t e r e d . e d u .          A       1 7 2 . 2 0 . 2 . 5  
;  E nd  d e l e g at i o n 
 
 
; 
;  D e l e g at e d  s u b -z o ne :   2 5 . 2 0 . 1 7 2 . i n-ad d r . ar p a.  
; 
2 5                                N S      b l o w u p . f o l e y . al t e r e d . e d u .  
b l o w u p . f o l e y . al t e r e d . e d u .         A       1 7 2 . 2 0 . 2 5 . 1 0  
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25                               NS     muppetshow.foley.altered.edu. 
muppetshow.foley.altered.edu.    A       1 7 2.20 .25.2 
;   E n d deleg ati on  

The Altered State administrators needed to use the fully qualified domain names of the name servers in 
the N S rec ords b ec ause the default orig in in this file is 20.172.in-ad d r .ar p a.  Stric tly sp eak ing ,  those g lue 
address rec ords aren' t needed sinc e the names of the name servers to w hic h they deleg ated the z one 
w eren' t in the deleg ated z ones.  W e w ere a little c hag rined to disc over that the D N S c onsole forc ed us to 
enter I P  addresses for these name servers and then p ut them in 20.172.in-ad d r .ar p a.d ns .  The server even 
inc ludes them in a z one transfer of the 20.172.in-ad d r .ar p a z one.  Sinc e the g lue rec ords are not required,  
all that is unnec essary.   

9.5.2 Subnetting on a Nonoctet Boundary 
W hat do you do ab out netw ork s that aren' t sub netted neatly on oc tet b oundaries,  lik e sub netted / 2 4  
( C lass C -siz ed)  netw ork s?  I n these c ases,  you c an' t deleg ate along  lines that matc h the sub nets.  This 
forc es you into one of tw o situations:  you have multip le sub nets p er in-ad d r .ar p a z one or you have 
multip le in-ad d r .ar p a z ones p er sub net.  N either is p artic ularly p leasing .   

9.5.2.1 Class A and B networks 
L et' s tak e the c ase of the / 8  ( C lass A-siz ed)  netw ork  1 5 / 8 ,  sub netted w ith the sub net mask  2 5 5 . 2 5 5 . 2 4 8 . 0  
( a 1 3 -b it sub net field and an 1 1 -b it host field,  or 8 , 1 9 2  sub nets of 2 , 0 4 8  hosts) .  I n this c ase,  the sub net 
1 5 . 1 . 2 0 0 . 0 ,  for ex amp le,  ex tends from 1 5 . 1 . 2 0 0 . 0  to 1 5 . 1 . 2 0 7 . 2 5 5 .  Therefore,  the deleg ation for that 
sing le sub domain in d b .15 ,  the z one data file for 15 .in-ad d r .ar p a,  mig ht look  lik e this:   
20 0 .1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-1 .c n s.hp.c om. 
20 0 .1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-2.c n s.hp.c om. 
20 1 .1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-1 .c n s.hp.c om. 
20 1 .1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-2.c n s.hp.c om. 
20 2.1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-1 .c n s.hp.c om. 
20 2.1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-2.c n s.hp.c om. 
20 3 .1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-1 .c n s.hp.c om. 
20 3 .1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-2.c n s.hp.c om. 
20 4 .1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-1 .c n s.hp.c om. 
20 4 .1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-2.c n s.hp.c om. 
20 5.1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-1 .c n s.hp.c om. 
20 5.1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-2.c n s.hp.c om. 
20 6 .1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-1 .c n s.hp.c om. 
20 6 .1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-2.c n s.hp.c om. 
20 7 .1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-1 .c n s.hp.c om. 
20 7 .1 .1 5.i n -addr.arpa.    8 6 4 0 0     I N    NS    n s-2.c n s.hp.c om. 

That' s a lot of deleg ation for one sub net!  
Y ou' d set this up  w ith the D N S c onsole b y adding  tw o levels of sub domains under 15 .in-ad d r .ar p a and 
then running  the N ew  D eleg ation W iz ard ( eig ht times! )  w ith the 1.15 .in-ad d r .ar p a z one selec ted.   

9.5.2.2 / 24  ( Class C-si z ed)  networks 
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In the case of a subnetted /24 (Class C-si z ed)  netw or k ,  say  1 9 2. 25 3 . 25 4/24,  subnetted w i th the m ask  
25 5 . 25 5 . 25 5 . 1 9 2,  y ou hav e a si ng le in-a d d r . a r p a  z one,  2 5 4 . 2 5 3 . 1 9 2 . in-a d d r . a r p a ,  that cor r esp onds to 
subnets 1 9 2. 25 3 . 25 4. 0 /26 ,  1 9 2. 25 3 . 25 4. 6 4/26 ,  1 9 2. 25 3 . 25 4. 1 28 /26 ,  and 1 9 2. 25 3 . 25 4. 1 9 2/26 .  T hi s can 
be a p r oblem  i f y ou w ant to let di ffer ent or g ani z ati ons m anag e the r ev er se-m ap p i ng  i nfor m ati on that 
cor r esp onds to each subnet.  Y ou can solv e thi s i n one of thr ee w ay s,  none of w hi ch i s p r etty .   

9.5.2.2.1 Solution 1 

T he fi r st soluti on i s to adm i ni ster  the 2 5 4 . 2 5 3 . 1 9 2 . in-a d d r . a r p a  z one as a si ng le enti ty  and not ev en tr y  
to deleg ate.  T hi s r eq ui r es ei ther  coop er ati on betw een the adm i ni str ator s of the four  subnets i nv olv ed or  
the use of a tool li k e the D N S  console to allow  each of the four  adm i ni str ator s to tak e car e of hi s ow n 
data.   

9.5.2.2.2 Solution 2 

T he second soluti on i s to deleg ate at the f o u r t h  octet.  T hat' s ev en nasti er  than the /8  deleg ati on w e j ust 
show ed.  Y ou' ll need at least a coup le of N S  r ecor ds p er  IP  addr ess.  T o set thi s up  w i th the D N S  console,  
y ou' d need to cr eate the 2 5 4 . 2 5 3 . 1 9 2 . in-a d d r . a r p a  z one and r un the new  deleg ati on w i z ar d 25 4 ti m es,  
one for  each usable v alue i n the four th octet.  H er e' s how  the 2 5 4 . 2 5 3 . 1 9 2 . in-a d d r . a r p a . d ns  fi le m i g ht 
end up  look i ng  (w e' v e r em ov ed the unnecessar y  g lue A  r ecor ds for  clar i ty  and br ev i ty ) :   
; 
;  D e l e g a t e d  s u b -z o n e :   1 . 2 5 4 . 2 5 3 . 1 9 2 . i n -a d d r . a r p a .  
; 
1           I N           N S           n s 1 . f o o . c o m .  
1           I N           N S           n s 2 . f o o . c o m .  
;  E n d  d e l e g a t i o n  
 
 
; 
;  D e l e g a t e d  s u b -z o n e :   2 . 2 5 4 . 2 5 3 . 1 9 2 . i n -a d d r . a r p a .  
; 
2           I N           N S           n s 1 . f o o . c o m .  
2           I N           N S           n s 2 . f o o . c o m .  
;  E n d  d e l e g a t i o n  
 
. . .  
 
;  D e l e g a t e d  s u b -z o n e :   6 5 . 2 5 4 . 2 5 3 . 1 9 2 . i n -a d d r . a r p a .  
; 
6 5           I N           N S           g w . b a r . c o m .  
6 5           I N           N S           r e l a y . b a r . c o m .  
;  E n d  d e l e g a t i o n  
 
;  D e l e g a t e d  s u b -z o n e :   6 6 . 2 5 4 . 2 5 3 . 1 9 2 . i n -a d d r . a r p a .  
; 
6 6           I N           N S           g w . b a r . c o m .  
6 6           I N           N S           r e l a y . b a r . c o m .  
;  E n d  d e l e g a t i o n  
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. . .  
 
; 
; D e l e g a t e d  s u b -z o n e :   1 2 9 . 2 5 4 . 2 5 3 . 1 9 2 . i n -a d d r . a r p a .  
; 
1 2 9           I N           N S           m a i l . b a z . c o m .  
1 2 9           I N           N S           w w w . b a z . c o m  
;  E n d  d e l e g a t i o n  
 
; 
; D e l e g a t e d  s u b -z o n e :   1 9 3 . 2 5 4 . 2 5 3 . 1 9 2 . i n -a d d r . a r p a .  
; 
1 9 3           I N           N S           m a i l . b a z . c o m .  
1 9 2           I N           N S           w w w . b a z . c o m  
;  E n d  d e l e g a t i o n  

And so on, all the way down to 254.254.253.192.in-a d d r .a r p a .  O f  c ou r se, on ns 1.f o o .c o m , you ' d also 
ex p ec t the nam e ser v er  to b e au thor i tati v e f or  1.254.253.192.in-a d d r .a r p a ,  and i n the z one data f i le f or  
1.254.253.192.in-a d d r .a r p a , you ' d f i nd j u st the one P T R  r ec or d ( p lu s an S O A and two N S  r ec or ds) :   
@     I N     S O A     n s 1 . f o o . c o m .     r o o t . n s 1 . f o o . c o m .     (  
                         1         ; S e r i a l  
                         1 0 8 0 0     ; R e f r e s h  
                         3 6 0 0      ; R e t r y  
                         6 0 8 4 0 0    ; E x p i r e  
                         8 6 4 0 0     ; D e f a u l t  T T L  
 
    I N     N S     n s 1 . f o o . c o m .  
    I N     N S     n s 2 . f o o . c o m .  
 
    I N     P T R     t h e r e i t i s . f o o . c o m .  

N ote that the P T R  r ec or d i s attac hed to the z one' s dom ai n nam e, si nc e the z one' s dom ai n nam e 
c or r esp onds to j u st one I P  addr ess.  ( And, as f ar  as we c an tell, i t' s not p ossi b le to c r eate a P T R  r ec or d 
wi th the sam e nam e as the z one—as i n the ear li er  ex am p le z one—wi th the D N S  c onsole.  Y ou  hav e to 
c r eate that z one b y hand. )  N ow, when a 254.253.192.in-a d d r .a r p a  nam e ser v er  r ec ei v es a q u er y f or  the 
P T R  r ec or d f or  1.254.253.192.in-a d d r .a r p a , i t wi ll r ef er  the q u er i er  to ns 1.f o o .c o m  and ns 2.f o o .c o m , 
whi c h wi ll r esp ond wi th the one P T R  r ec or d i n the z one.   

9.5.2.2.3 Solution 3 

F i nally, ther e' s a c lev er  tec hni q u e that ob v i ates the need to m ai ntai n a sep ar ate z one data f i le f or  eac h I P  
addr ess. [2] T he or g ani z ati on r esp onsi b le f or  the ov er all / 2 4  networ k  c r eates C N AM E  r ec or ds f or  eac h of  
the dom ai n nam es i n the z one, p oi nti ng  to dom ai n nam es i n new su b dom ai ns, whi c h ar e then deleg ated 
to the p r op er  ser v er s.  T hese new su b dom ai ns c an b e c alled j u st ab ou t anythi ng , b u t nam es li k e 0-6 3, 6 4-
127 , 128 -191, and 192-255 c lear ly i ndi c ate the r ang e of  addr esses eac h su b dom ai n wi ll r ev er se m ap .  
E ac h su b dom ai n then c ontai ns only the P T R  r ec or ds i n the r ang e f or  whi c h the su b dom ai n i s nam ed.   
[2] We first saw this explained by Glen Herrmansfeldt at CalTech in the newsgroup comp. protocols. tcp-ip. domains.  I t ' s now codified as R F C 2 3 1 7 .  
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Here are the partial contents of the 254.253.192.in-a d d r .a r p a .d ns  file:   
1.254.253.192.in-a d d r .a r p a .  I N   C N A M E   1.0-6 3.254.253.192.in-
a d d r .a r p a . 
2.254.253.192.in-a d d r .a r p a .  I N   C N A M E   2.0-6 3.254.253.192.in-
a d d r .a r p a . 
 
... 
 
0-6 3.254.253.192.in-a d d r .a r p a .    8 6 400    I N     N S     ns 1.f o o .c o m . 
0-6 3.254.253.192.in-a d d r .a r p a .    8 6 400    I N     N S     ns 2.f o o .c o m . 
 
6 5.254.253.192.in-a d d r .a r p a . I N   C N A M E  6 5.6 4-127 .254.253.192.in-
a d d r .a r p a . 
6 6 .254.253.192.in-a d d r .a r p a . I N   C N A M E  6 6 .6 4-127 .254.253.192.in-
a d d r .a r p a . 
 
... 
 
6 4-127 .254.253.192.in-a d d r .a r p a .    8 6 400    I N     N S     
r e l a y .b a r .c o m . 
6 4-127 .254.253.192.in-a d d r .a r p a .    8 6 400    I N     N S     g w .b a r .c o m . 
 
129.254.253.192.in-a d d r .a r p a .  I N   C N A M E   129.128 -191.254.253.192.in-
a d d r . a r p a . 
130.254.253.192.in-a d d r .a r p a .  I N   C N A M E   130.128 -191.254.253.192.in-
a d d r . a r p a . 
 
... 
 
128 -191.254.253.192.in-a d d r .a r p a .    8 6 400    I N     N S     
m a il .b a z .c o m . 
128 -191.254.253.192.in-a d d r .a r p a .    8 6 400    I N     N S     w w w .b a z .c o m . 

T he z one d ata file for 0-6 3.254.253.192.in-a d d r .a r p a ,  0-6 3.254.253.192.in-a d d r .a r p a .d ns ,  can contain 
j u st P T R  record s for I P  ad d resses 1 9 2 . 2 5 3 . 2 5 4 . 1  throu g h 1 9 2 . 2 5 3 . 2 5 4 . 6 3 .   
Here are the partial contents of the0-6 3.254.253.192.in-a d d r .a r p a .d ns  file:   
@     I N     s o a     ns 1.f o o .c o m .    r o o t .ns 1.f o o .c o m .    (  
                          1       ;  S e r ia l  
                          108 00   ;  R e f r e s h  
                          36 00    ;  R e t r y  
                          6 08 400  ;  E x p ir e  
                          8 6 400 )  ;  D e f a u l t  T T L  
 
     I N     N S      ns 1.f o o .c o m . 
     I N     N S      ns 2.f o o .c o m . 
 
1    I N     P T R     t h e r e it is .f o o .c o m . 
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2    IN    PTR    setter.foo.com. 
3     IN    PTR    mou se.foo.com. 
... 

The way this setup works is a little tricky, so let's go over it. A resolver requests the P TR  record  f or 
1.254.253.192.in-a d d r .a r p a , causin g its local n am e server to go look up that record . The local n am e 
server en d s up askin g a 254.253.192.in-a d d r .a r p a  n am e server, which will respon d  with the C N AM E  
record  in d icatin g that 1.254.253.192.in-a d d r .a r p a  is actually an  alias f or 1.0-6 3.254.253.192.in-
a d d r .a r p a  an d  that the P TR  record  is attached  to that n am e. The respon se will also in clud e N S  record s 
tellin g the local n am e server that the authoritative n am e servers f or 0-6 3.254.253.192.in-a d d r .a r p a  are 
ns 1.f o o .c o m  an d  ns 2.f o o .c o m . The local n am e server then  queries either ns 1.f o o .c o m  or ns 2.f o o .c o m  f or 
the P TR  record  f or 1.0-6 3.254.253.192.in-a d d r .a r p a  an d  receives the P TR  record .  

9.6 Good Parenting 
N ow that the d elegation  to the f x .m o v ie .e d u n am e servers is in  place, we—respon sib le paren ts that we 
are—should  check that d elegation  usin g h o s t . W hat?  W e haven 't given  you h o s t  yet?  A version  of  h o s t  
that works on  W in d ows 2 0 0 0  is availab le via an on ym ous f t p  f rom  
f tp: / / f tp.n ikhef .n l/ pub / n etwork/ host_ 9 7 0 9 0 8 .ex e.Z . To un com press h o s t ,  you'll n eed  W in Z ip or a sim ilar 
W in d ows utility. W in Z ip is availab le f rom  http: / / www.win z ip.com .  
O n ce you un com press h o s t _ 97 0908 .e x e , in stall it as h o s t .e x e som ewhere on  your com puter. ( W e in stall it 
in  the sam e d irectory as ns l o o k up .e x e .)  N ex t, set up a r e s o l v .c o nf f ile in  your % W I N D I R % d irectory. ( I f  
you're n ot sure where % W I N D I R % is, type s e t  f rom  a D O S  prom pt.)   
h o s t m akes it easy to check d elegation . W ith h o s t ,  you can  look up the N S  record s f or your z on e on  your 
paren t z on e's n am e servers. I f  those look good , you can  use h o s t to query each n am e server listed  f or the 
z on e's S O A record . The query is n on recursive, so the n am e server queried  d oesn 't query other n am e 
servers to f in d  the S O A record . I f  the n am e server replies, h o s t  checks the reply to see whether the a a  
(authoritative an swer)  b it in  the reply packet is set. I f  it is, the n am e server checks to m ake sure that the 
packet con tain s an  an swer. I f  b oth these criteria are m et, the n am e server is f lagged  as authoritative f or 
the z on e. O therwise, the n am e server is n ot authoritative, an d  h o s t  reports an  error.  
W hy all the f uss over b ad  d elegation ?  I n correct d elegation  can  slow n am e resolution  or cause the 
propagation  of  old  an d  erron eous root n am e server in f orm ation . W hen  a n am e server is queried  f or d ata 
in  a z on e f or which it is n ot authoritative, it d oes its b est to provid e usef ul in f orm ation  to the querier. 
This " usef ul in f orm ation "  com es in  the f orm  of  N S  record s f or the closest an cestor z on e the n am e server 
kn ows. ( W e m en tion ed  this b rief ly in  C hapter 8 , when  we d iscussed  why you should n 't register a 
cachin g-on ly n am e server.)   
F or ex am ple, say on e of  the f x .m o v ie .e d u n am e servers m istaken ly receives an  iterative query f or the 
ad d ress of  c a r r ie .h o r r o r .m o v ie .e d u. I t kn ows n othin g ab out the h o r r o r .m o v ie .e d u z on e ( ex cept f or what 
it m ight have cached ) , b ut it likely has N S  record s f or m o v ie .e d u cached  sin ce those are its paren t n am e 
servers. S o it would  return  those record s to the querier.  
I n  that scen ario, the N S  record s m ay help the queryin g n am e server get an  an swer. H owever, it's a f act of  
lif e on  the I n tern et that n ot all ad m in istrators keep their root hin ts f iles up-to-d ate. I f  on e of  your n am e 
servers f ollows a b ad  d elegation  an d  queries a rem ote n am e server f or record s it d oesn 't have, look what 
can  happen :   
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C:\> nslookup   
D e f a u l t  S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
> se t  t y pe = ns   
> .    
S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
N o n -a u t h o r i t a t i v e  a n s w e r :  
( r o o t )   n a m e s e r v e r  =  D . R O O T -S E R V E R S . N E T  
( r o o t )   n a m e s e r v e r  =  E . R O O T -S E R V E R S . N E T  
( r o o t )   n a m e s e r v e r  =  I . R O O T -S E R V E R S . N E T  
( r o o t )   n a m e s e r v e r  =  F . R O O T -S E R V E R S . N E T  
( r o o t )   n a m e s e r v e r  =  G . R O O T -S E R V E R S . N E T  
( r o o t )   n a m e s e r v e r  =  A . R O O T -S E R V E R S . N E T  
( r o o t )   n a m e s e r v e r  =  H . R O O T -S E R V E R S . N E T N I C. N O R D U . N E T   
( r o o t )   n a m e s e r v e r  =  B . R O O T -S E R V E R S . N E T  
( r o o t )   n a m e s e r v e r  =  C. R O O T -S E R V E R S . N E T  
( r o o t )   n a m e s e r v e r  =  A . I S I . E D U              - -  T h e s e  t h r e e  n a m e   
( r o o t )   n a m e s e r v e r  =  S R I -N I C. A R P A           - -  s e r v e r s  a r e  n o  l o n g e r   
( r o o t )   n a m e s e r v e r  =  G U N T E R -A D A M . A R P A       - -  r o o t s  

A remote name server tried to " h el p  ou t"  ou r l oc al  name server b y  sending  it th e c u rrent l ist of  roots.  
U nf ortu natel y ,  th e remote name server w as c orru p t and retu rned N S  rec ords th at w ere inc orrec t.  And ou r 
l oc al  name server,  not k now ing  any  b etter,  c ac h ed th at data.   
Q u eries to misc onf ig u red in-a d d r . a r p a  name servers of ten resu l t in b ad root N S  rec ords b ec au se th e in-
a d d r . a r p a  and a r p a  z ones are th e c l osest anc estors of  most in-a d d r . a r p a  su b domains,  and name servers 
very  sel dom c ac h e eith er in-a d d r . a r p a ' s or a r p a ' s N S  rec ords.  ( T h e roots rarel y  g ive th em ou t sinc e th ey  
del eg ate direc tl y  to l ow er-l evel  su b domains. )  O nc e y ou r name server h as c ac h ed b ad root N S  rec ords,  
y ou r name resol u tion w il l  al most c ertainl y  su f f er:  y ou r name server w on' t b e c ontac ting  th e " of f ic ial "  
root name servers,  and w h o k now s w h at inf ormation th ey  w i l l  h and ou t?   
T h ose root N S  rec ords may  h ave y ou r name server q u ery ing  a root name server th at is no l ong er at th at 
I P  address or a root name server th at no l ong er ex ists at al l .  I f  y ou ' re h aving  an esp ec ial l y  b ad day ,  th e 
b ad root N S  rec ords may  p oint to a real ,  non-root name server th at is c l ose to y ou r netw ork .  E ven 
th ou g h  it w on' t retu rn au th oritative root data,  y ou r name server w il l  f avor it b ec au se of  its p rox imity  to 
y ou r netw ork .   

9.6.1 Using host 
I f  ou r l ittl e l ec tu re h as c onvinc ed y ou  of  th e imp ortanc e of  maintaining  c orrec t del eg ation,  y ou ' l l  b e 
eag er to l earn h ow  to u se h o s t  to ensu re th at y ou  don' t j oin th e rank s of  th e misc reants.   
T h e f irst step  is to u se h o s t  to l ook  u p  y ou r z one' s N S  rec ords on a name server f or y ou r p arent z one and 
mak e su re th ey ' re c orrec t.  H ere' s h ow  w e' d c h ec k  th e f x . m o v ie . e d u  N S  rec ords on one of  th e m o v ie . e d u  
name servers:   
C:\> h ost  -t  ns f x . m ov i e . e d u.  t e r m i na t or . m ov i e . e d u.  
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If everything's okay with the NS records, we'll simply see the NS records in the ou tpu t:   
fx.movie.edu   NS   bladerunner.fx.movie.edu 
fx.movie.edu   NS   out land.fx.movie.edu 

T his tells u s that all the NS records delegating fx.movie.edu from t er min a t or .movie.edu are correct.   
Nex t, we'll u se h os t 's " SO A  check"  mode to q u ery each of the name servers in the NS records for the 
fx.movie.edu z one's SO A  record.  T his will also check whether the response was au thoritative:   
C : \>  host -C  f x . m ov i e . e d u .  

Normally, this will produ ce the NS records ab ove, along with the contents of the fx.movie.edu z one's 
SO A  record:   
fx.movie.edu      NS      bladerunner.fx.movie.edu 
bladerunner.fx.movie.edu  h os t mas t er.fx.movie.edu   ( 1  1 0 8 0 0  3 6 0 0  
6 0 8 4 0 0  3 6 0 0 )  
fx.movie.edu      NS      out land.fx.movie.edu 
bladerunner.fx.movie.edu  h os t mas t er.fx.movie.edu   ( 1  1 0 8 0 0  3 6 0 0  
6 0 8 4 0 0  3 6 0 0 )  

If one of the fx.movie.edu name servers—say out l a n d—were misconfigu red, we might see this:   
fx.movie.edu   NS   bladerunner.fx.movie.edu 
fx.movie.edu   NS   out land.fx.movie.edu 
fx.movie.edu SO A  rec ord c urrent ly  not  p res ent  at  out land.fx.movie.edu 
fx.movie.edu h as  lame deleg at ion t o out land.fx.movie.edu 

T his indicates that the name server on out l a n d is ru nning, b u t it's not au thoritative for fx.movie.edu.   
If one of the fx.movie.edu name servers weren't ru nning at all, we'd see:   
fx.movie.edu   NS         bladerunner.fx.movie.edu 
bladerunner.fx.movie.edu  h os t mas t er.fx.movie.edu   ( 1  1 0 8 0 0  3 6 0 0  
6 0 8 4 0 0  3 6 0 0 )  
fx.movie.edu   NS         out land.fx.movie.edu 
fx.movie.edu SO A           rec ord not  found at  out land.fx.movie.edu,  
t ry  ag ain 

In this case, the t ry  ag ain message indicates that h os t sent out l a n d a q u ery and didn't get a response 
b ack in an acceptab le amou nt of time.   
W hile we cou ld have checked the fx.movie.edu delegation u sing n s l ook up , h os t 's powerfu l command-
line options make the task especially easy.   
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9.6.2 Managing Delegation 
If the special-effects lab  g ets b ig g er ,  w e m ay  fin d  that w e n eed  ad d itio n al n am e ser v er s.  W e d ealt w ith 
settin g  u p n ew  n am e ser v er s in  C hapter  8  an d  ev en  w en t o v er  w hat in fo r m atio n  to  sen d  to  the par en t 
z o n e' s ad m in istr ato r .  B u t w e n ev er  ex plain ed  w hat the par en t n eed ed  to  d o .   
It tu r n s o u t that the par en t' s j o b  is r elativ el y  easy ,  especially  if the ad m in istr ato r s o f the su b d o m ain  sen d  
co m plete in fo r m atio n .  Im ag in e that the special-effects lab  ex pan d s to  a n ew  n etw o r k ,  1 9 2 . 2 5 4 . 2 0 / 2 4 .  
T hey  hav e a passel o f n ew ,  hig h-po w er ed  g r aphics w o r k statio n s.  O n e o f them ,  alien.fx.movie.edu,  w ill 
act as the n ew  n etw o r k ' s n am e ser v er .   
T he ad m in istr ato r s o f fx.movie.edu ( w e d eleg ated  it to  the fo lk s in  the lab )  sen d  their  par en t z o n e' s 
ad m in istr ato r s ( that' s u s)  a sho r t n o te:   
Hi! 
 
W e ' v e  j u s t  s e t  u p  a l ie n . f x . m o v ie . e d u  ( 1 9 2 . 2 5 4 . 2 0 . 3 )  a s  a  n a m e  s e r v e r  
f o r  f x . m o v ie . e d u .    
W o u l d  y o u  p l e a s e  u p d a t e  y o u r  d e l e g a t io n  in f o r m a t io n ?   I ' v e  a t t a c h e d  
t h e  N S   
r e c o r d s  y o u ' l l  n e e d  t o  a d d .  
 
T h a n k s ,  
 
A r t y  S e g u e  
a j s @ f x . m o v ie . e d u  
 
- - - - -  c u t  h e r e  - - - - -  
 
f x . m o v ie . e d u .   8 6 4 0 0   I N   N S   b l a d e r u n n e r . f x . m o v ie . e d u .  
f x . m o v ie . e d u .   8 6 4 0 0   I N   N S   o u t l a n d . f x . m o v ie . e d u .  
f x . m o v ie . e d u .   8 6 4 0 0   I N   N S   a l ie n . f x . m o v ie . e d u .  
 
b l a d e r u n n e r . f x . m o v ie . e d u .   8 6 4 0 0   I N   A   1 9 2 . 2 5 3 . 2 5 4 . 2  
o u t l a n d . f x . m o v ie . e d u .       8 6 4 0 0   I N   A   1 9 2 . 2 5 3 . 2 5 4 . 3  
a l ie n . f x . m o v ie . e d u .         8 6 4 0 0   I N   A   1 9 2 . 2 5 4 . 2 0 . 3  

O u r  j o b  as the movie.edu ad m in istr ato r  is str aig htfo r w ar d :  ad d  the N S  an d  A  r eco r d s to  movie.edu.  O n ce 
ag ain ,  it' s the N ew  D eleg atio n  W iz ar d  to  the r escu e:  select the g r ay  fx.movie.edu fo ld er  in  the D N S  
co n so le' s left pan e an d  then  d o u b le-click  o n  an y  o f the N S  r eco r d s in  the r ig ht pan e.  Y o u ' ll see a w in d o w  
lik e the o n e sho w n  b ack  in  F ig u r e 9 -6.  S elect Add... to  ad d  the n ew  N S  r eco r d  fo r  alien.fx.movie.edu.   
T he fin al step fo r  the fx.movie.edu ad m in istr ato r  is to  sen d  a sim ilar  m essag e to  ho stm aster @ ar in . n et 
( ad m in istr ato r  o f the in-addr .ar p a z o n e) ,  r eq u estin g  that the 2 0 .2 5 4 .1 9 2 .in-addr .ar p a su b d o m ain  b e 
d eleg ated  to  alien.fx.movie.edu,  b lader unner .fx.movie.edu,  an d  out land.fx.movie.edu.   
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9.7 Managing the Transition to Subdomains 
We won't lie to you—th e fx.movie.edu ex a m p le we s h owed  you wa s  unr ea lis tic  f or  s ev er a l r ea s ons .  T h e 
m a in one is  th e m a g ic a l a p p ea r a nc e of  th e s p ec ia l-ef f ec ts  la b 's  h os ts .  I n th e r ea l wor ld ,  th e la b  would  
h a v e s ta r ted  out with  a  f ew h os ts ,  p r ob a b ly in th e movie.edu z one.  A f ter  a  g ener ous  end owm ent,  a n N S F  
g r a nt,  or  a  c or p or a te g if t,  th ey m ig h t ex p a nd  th e la b  a  little a nd  b uy a  f ew m or e c om p uter s .  S ooner  or  
la ter ,  th e la b  would  h a v e enoug h  h os ts  to wa r r a nt th e c r ea tion of  a  new s ub d om a in.  B y th a t p oint,  
h owev er ,  m a ny of  th e or ig ina l h os ts  would  b e well k nown b y th eir  na m es  und er  movie.edu.   
We b r ief ly touc h ed  on us ing  C N A M E  r ec or d s  in th e p a r ent z one ( in our  p l a n 9 . movie.edu ex a m p le)  to 
h elp  p eop le a d j us t to a  h os t's  c h a ng e of  d om a in.  B ut wh a t h a p p ens  wh en you m ov e a  wh ole networ k  or  
s ub net into a  new s ub d om a in?   
T h e s tr a teg y we r ec om m end  us es  C N A M E  r ec or d s  in m uc h  th e s a m e wa y,  b ut on a  la r g er  s c a le.  U s ing  
th e D N S  c ons ole,  you c a n c r ea te C N A M E s  f or  h os ts .  T h is  a llows  us er s  to c ontinue us ing  th e old  d om a in 
na m es  f or  a ny of  th e h os ts  th a t h a v e m ov ed .  Wh en th ey t el n et  or  ft p  ( or  wh a tev er )  to th os e h os ts ,  
h owev er ,  th e c om m a nd  will r ep or t th a t th ey'r e c onnec ted  to a  h os t in fx.movie.edu:   
C:\>  telnet p la n9   
 
T r y i n g . . .  
Co n n e c t e d  t o  p l a n 9 . f x . m o v i e . e d u .  
E s c a p e  c h a r a c t e r  i s  ' ^ ] ' .  
 
H P -U X  p l a n 9 . f x . m o v i e . e d u  A . 0 9 . 0 5  C 9 0 0 0 / 7 3 5  ( t t y u 1 )  
 
l o g i n : 

S om e us er s ,  of  c our s e,  d on't notic e s ub tle c h a ng es  lik e th is ,  s o you s h ould  a ls o d o s om e p ub lic  r ela tions  
wor k  a nd  notif y f olk s  of  th e c h a ng e.   
H ow d o you c r ea te a ll th es e a lia s es ?  Well,  you c ould  d o it m a nua lly us ing  th e D N S  c ons ole,  C N A M E  
r ec or d  b y C N A M E  r ec or d .  O r  you c ould  us e a  P er l s c r ip t to c r ea te C N A M E  r ec or d s  f or  ev er y h os t in 
fx.movie.edu.dn s :   
# 
# S i m p l e  P e r l  s c r i p t  t o  c r e a t e  a l i a s e s  
# R u n  w i t h  < s c r i p t >  < d o m a i n  n a m e  o f  c h i l d  z o n e >  
# 
d i e  " U s a g e : $ 0  < c h i l d  z o n e > \n "  i f  $ #A R G V ! = 0 ;  
 
o p e n ( Z D F ,  " $ A R G V [ 0 ] . d n s " )  | |  d i e  " Co u l d n ' t  o p e n  $ A R G V [ 0 ] : $ ! \n " ;  
 
( $ l a b e l ,  $ p a r e n t )  =  s p l i t ( / \. / ,  $ A R G V [ 0 ] ,  2 ) ;  
$ p a r e n t  . =  " . d n s " ;  
 
o p e n ( P Z D F ,  " > > $ p a r e n t " )  | |  d i e  " Co u l d n ' t  o p e n  $ p a r e n t : $ ! \n " ;  
 
w h i l e  ( < Z D F > )  {  
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          if (/\s+ I N \s+ A \s+ /)  {  
               ($ h o st ,  $ r e st )  =  sp l it (/[ \s\. ] /,  $ _ ,  2 ) ; 
               p r in t f P Z D F  " % s  I N   C N A M E   % s. % s. \n " ,  $ h o st ,  $ h o st ,  
$ A R G V [ 0 ] ; 
          } 
}; 
9.7.1 Removing Parent Aliases 
Although parent-lev el ali as es  are us ef ul f or m i ni m i z i ng the i m pac t of  m ov i ng y our hos ts ,  they ' re als o a 
c rutc h of  s orts .  L i k e a c rutc h,  they ' ll res tri c t y our f reed om .  T hey ' ll c lutter up y our parent nam es pac e 
w hen one of  y our m oti v ati ons  f or i m plem enti ng a s ub d om ai n m ay  hav e b een m ak i ng the parent z one 
s m aller.  And  they ' ll prev ent y ou f rom  us i ng the nam es  of  hos ts  i n the s ub d om ai n as  nam es  f or hos ts  i n 
the parent z one.   
Af ter a grac e peri od —w hi c h s hould  b e w ell ad v erti s ed  to us ers —y ou s hould  rem ov e all the ali as es ,  w i th 
the pos s i b le ex c epti on of  ali as es  f or ex trem ely  w ell-k now n I nternet hos ts .  D uri ng the grac e peri od ,  us ers  
c an ad j us t to the new  d om ai n nam es  and  m od i f y  s c ri pts  and  the li k e.  B ut d on' t get s uc k ered  i nto leav i ng 
all thos e ali as es  i n the parent z one;  they  d ef eat part of  the purpos e of  D N S  b ec aus e they  prev ent y ou and  
y our s ub d om ai n ad m i n i s trator f rom  nam i ng hos ts  autonom ous ly .   
Y ou m i ght w ant to leav e C N AM E  rec ord s  f or w ell-k now n I nternet hos ts  or c entral netw ork  res ourc es  
i ntac t b ec aus e of  the potenti al i m pac t of  a los s  of  c onnec ti v i ty .  O n the other hand ,  rather than m ov i ng 
the w ell-k now n hos t or c entral res ourc e i nto a s ub d om ai n at all,  i t m i ght b e b etter to leav e i t at the parent 
z one lev el.   

9.8 The Life of a Paren t  

T hat' s  a lot of  parental ad v i c e to d i ges t i n one s i tti ng,  s o let' s  rec ap the hi ghli ghts  of  w hat w e' v e talk ed  
ab out.  T he li f e c y c le of  a ty pi c al parent goes  s om ethi ng li k e thi s :   
1 .  Y ou hav e a s i ngle z one w i th all of  y our hos ts  i n that z one.  
2 .  Y ou b reak  y our z one i nto a num b er of  s ub d om ai ns ,  s om e of  them  i n the s am e z one as  the parent,  
i f  nec es s ary .  Y ou prov i d e C N AM E  rec ord s  i n the parent z one f or w ell-k now n hos ts  that hav e 
m ov ed  i nto s ub d om ai ns .   

3 .  Af ter a grac e peri od ,  y ou d elete any  rem ai ni ng C N AM E  rec ord s .  
4 .  Y ou hand le s ub d om ai n d elegati on upd ates ,  ei ther m anually  or b y  us i ng s tub s ,  and  peri od i c all y  
c hec k  d elegati on.   

O k ay ,  now  that y ou k now  all there i s  to parenti ng,  let' s  go on to talk  ab out m ore ad v anc ed  nam e s erv er 
f eatures .  Y ou m ay  need  s om e of  thes e tools  to k eep thos e k i d s  i n l i ne.   
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Chapter 10. Advanced Features and Security 
"What's the use of their having names," the Gnat said, "if they won't answer to them?"  
I n  t h i s  c h a p t e r ,  w e ' l l  c o v e r  s o m e  o f  t h e  M i c r o s o f t  D N S  S e r v e r ' s  m o r e  a d v a n c e d  f e a t u r e s  a n d  s u g g e s t  
h o w  t h e y  m i g h t  c o m e  i n  h a n d y  i n  y o u r  D N S  i n f r a s t r u c t u r e .  ( W e  d o  s a v e  s o m e  o f  t h e  h a r d c o r e  f i r e w a l l  
m a t e r i a l  f o r  C h a p t e r  1 4 ,  a n d  w e  c o v e r  a d v a n c e d  f e a t u r e s  s p e c i f i c  t o  W i n d o w s  2 0 0 0  i n  C h a p t e r  1 1 . )   

10.1 DNS NOTIFY (Zone Change Notification) 
T r a d i t i o n a l l y ,  s l a v e s  h a v e  u s e d  a  p o l l i n g  s c h e m e  t o  d e t e r m i n e  w h e n  t h e y  n e e d  a  z o n e  t r a n s f e r .  T h e  
p o l l i n g  i n t e r v a l  i s  c a l l e d  t h e  refresh time .  O t h e r  p a r a m e t e r s  i n  t h e  z o n e ' s  S O A  r e c o r d  g o v e r n  o t h e r  
a s p e c t s  o f  t h e  p o l l i n g  m e c h a n i s m .   
W o u l d n ' t  i t  b e  n i c e  i f  t h e  p r i m a r y  m a s t e r  n a m e  s e r v e r  c o u l d  t e l l  i t s  s l a v e  s e r v e r s  w h e n  t h e  i n f o r m a t i o n  i n  
a  z o n e  c h a n g e d ?  A f t e r  a l l ,  t h e  p r i m a r y  m a s t e r  n a m e  s e r v e r  k n o w s  t h e  d a t a  h a s  c h a n g e d :  e v e r y  t i m e  a  
z o n e  i s  c h a n g e d  w i t h  t h e  D N S  c o n s o l e ,  t h e  D N S  c o n s o l e  n o t i f i e s  t h e  s e r v e r ,  w h i c h  i m m e d i a t e l y  c h a n g e s  
t h e  z o n e  i n  i t s  m e m o r y .  T h e  p r i m a r y ' s  n o t i f i c a t i o n  c a n  c o m e  s o o n  a f t e r  t h e  a c t u a l  m o d i f i c a t i o n  i n s t e a d  o f  
w a i t i n g  f o r  t h e  r e f r e s h  i n t e r v a l  t o  e x p i r e .   
R F C  1 9 9 6  p r o p o s e d  a  m e c h a n i s m  t h a t  a l l o w e d  p r i m a r y  m a s t e r  s e r v e r s  t o  n o t i f y  t h e i r  s l a v e s  o f  c h a n g e s  
t o  a  z o n e ' s  d a t a .  T h e  M i c r o s o f t  D N S  S e r v e r  i m p l e m e n t s  t h i s  s c h e m e ,  c a l l e d  D N S  N O T I F Y  f o r  s h o r t .   
D N S  N O T I F Y  w o r k s  l i k e  t h i s :  w h e n  a  p r i m a r y  m a s t e r  n a m e  s e r v e r  n o t i c e s  a  c h a n g e  t o  d a t a  i n  a  z o n e ,  i t  
s e n d s  a  s p e c i a l  n o t i f i c a t i o n  m e s s a g e  t o  a l l  s l a v e  s e r v e r s  f o r  t h a t  z o n e .  I t  u s e s  t h e  l i s t  o f  N S  r e c o r d s  i n  t h e  
z o n e  t o  b u i l d  t h e  l i s t  o f  s l a v e  s e r v e r s  f o r  t h e  z o n e .  T h e  p r i m a r y  m a s t e r  r e m o v e s  t h e  N S  r e c o r d  
c o r r e s p o n d i n g  t o  t h e  n a m e  s e r v e r  l i s t e d  i n  t h e  f i r s t  f i e l d  i n  t h e  z o n e ' s  S O A  r e c o r d  ( w h i c h  b y  c o n v e n t i o n  
l i s t s  t h e  n a m e  o f  t h e  p r i m a r y  m a s t e r  n a m e  s e r v e r  f o r  t h e  z o n e ) ,  a s  w e l l  a s  t h e  l o c a l  h o s t .  R e m o v i n g  t h o s e  
n a m e  s e r v e r s  p r e v e n t s  t h e  p r i m a r y  m a s t e r  f r o m  s e n d i n g  a  n o t i f i c a t i o n  m e s s a g e  t o  i t s e l f .   
T h e  s p e c i a l  N O T I F Y  r e q u e s t  i s  i d e n t i f i e d  b y  i t s  o p c o d e  i n  t h e  q u e r y  h e a d e r .  T h e  o p c o d e  f o r  m o s t  
q u e r i e s  i s  Q U E R Y .  N O T I F Y  m e s s a g e s  h a v e  a  s p e c i a l  o p c o d e ,  N O T I F Y .  O t h e r  t h a n  t h a t ,  t h e  r e q u e s t  
l o o k s  m u c h  l i k e  a  q u e r y  f o r  t h e  S O A  r e c o r d  f o r  t h e  z o n e :  i t  s p e c i f i e s  t h e  z o n e ' s  d o m a i n  n a m e ,  c l a s s ,  a n d  
a  t y p e  o f  S O A .   
W h e n  a  s l a v e  r e c e i v e s  a  N O T I F Y  r e q u e s t  f o r  a  z o n e  f r o m  o n e  o f  i t s  c o n f i g u r e d  m a s t e r  n a m e  s e r v e r s ,  i t  
s e n d s  a  N O T I F Y  r e s p o n s e .  T h e  r e s p o n s e  t e l l s  t h e  m a s t e r  t h a t  t h e  s l a v e  r e c e i v e d  t h e  N O T I F Y  r e q u e s t  
a n d  t o  s t o p  s e n d i n g  N O T I F Y  m e s s a g e s  f o r  t h e  z o n e .  T h e n  t h e  s l a v e  p r o c e e d s  j u s t  a s  i f  t h e  r e f r e s h  t i m e r  
h a d  e x p i r e d :  i t  q u e r i e s  t h e  m a s t e r  s e r v e r  f o r  t h e  S O A  r e c o r d  f o r  t h e  z o n e  t h e  m a s t e r  c l a i m e d  h a d  
c h a n g e d .  I f  t h e  s e r i a l  n u m b e r  i s  h i g h e r ,  t h e  s l a v e  p e r f o r m s  t h e  z o n e  t r a n s f e r .   
W h y  d o e s n ' t  t h e  s l a v e  s i m p l y  t a k e  t h e  m a s t e r ' s  w o r d  t h a t  t h e  z o n e  h a s  c h a n g e d ?  I t ' s  p o s s i b l e  t h a t  a  
m i s c r e a n t  c o u l d  f o r g e  N O T I F Y  r e q u e s t s  t o  o u r  s l a v e s ,  c a u s i n g  l o t s  o f  u n n e c e s s a r y  z o n e  t r a n s f e r s  t h a t  
m i g h t  a m o u n t  t o  a  d e n i a l -o f -s e r v i c e  a t t a c k  a g a i n s t  o u r  m a s t e r  s e r v e r .   
I f  t h e  s l a v e  a c t u a l l y  t r a n s f e r s  t h e  z o n e ,  R F C  1 9 9 6  s a y s  t h a t  i t  s h o u l d  i s s u e  i t s  o w n  N O T I F Y  r e q u e s t s  t o  
t h e  o t h e r  a u t h o r i t a t i v e  n a m e  s e r v e r s  f o r  t h e  z o n e .  T h e  i d e a  i s  t h a t  t h e  p r i m a r y  m a s t e r  m a y  n o t  b e  a b l e  t o  
n o t i f y  a l l  t h e  s l a v e  s e r v e r s  f o r  t h e  z o n e  i t s e l f ,  s i n c e  i t ' s  p o s s i b l e  t h a t  s o m e  s l a v e s  c a n ' t  c o m m u n i c a t e  
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directly with the primary master and so use another slav e as their master.  H owev er,  the M icrosof t D N S  
S erv er doesn' t implement this,  and M icrosof t D N S  S erv er slav es don' t send N O T I F Y  messag es unless 
ex plicitly conf ig ured to do so.   
H ere' s how this process work s in practice:  on our network ,  terminator.movie.edu is the primary master 
f or movie.edu,  and w ormh ol e.movie.edu and z ardoz .movie.edu are slav es ( as shown in F ig ure 10 -1) .   

Figure 10-1.  m o v ie. ed u z o n e t ra n s f er ex a m p l e 

 

W hen we update movie.edu on terminator ,  terminator sends N O T I F Y  messag es to w ormh ol e and z ardoz .  
B oth slav es check  to see whether movie.edu' s serial numb er has b een incremented and,  if  they f ind it has,  
perf orm a z one transf er.   
L et' s also look  at a more complicated z one transf er scheme.  I n F ig ure 10 -2,  a is the primary master name 
serv er f or the z one and b ' s master serv er,  b ut b is c ' s master serv er.  M oreov er,  b has two network  
interf aces.   

Figure 10-2 .  C o m p l ex  z o n e t ra n s f er ex a m p l e 

 

I n this scenario,  a notif ies b oth b and c af ter the z one is updated.  b check s to see whether the z one' s 
serial numb er has b een incremented and initiates a z one transf er.  H owev er,  c ig nores a' s N O T I F Y  
messag e b ecause a is not c ' s conf ig ured master name serv er ( b is) .  I f  b is ex plicitly conf ig ured to notif y 
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c, after b' s  z o n e tran s fer c o m p l etes  i t s en d s  c a N O T I F Y  m es s ag e, w h i c h  p ro m p ts  c to  c h ec k  th e s eri al  
n u m b er b h o l d s  fo r th e z o n e.   
O l d er B I N D  s l av e n am e s erv ers , an d  o th er n am e s erv ers  th at d o n ' t s u p p o rt N O T I F Y , res p o n d  w i th  a 
" N o t I m p l em en ted "  ( N O T I M P )  erro r, w ai t u n ti l  th ei r refres h  ti m ers  ex p i re, an d  th en  tran s fer th e z o n e.  
T h e M i c ro s o ft D N S  S erv er j u s t i g n o res  th e N O T I M P  erro r.   
N O T I F Y  i s  c o n tro l l ed  o n  a z o n e-b y -z o n e b as i s  an d  i s  en ab l ed  b y  d efau l t fo r ev ery  z o n e.  T h e c o n tro l s  fo r 
N O T I F Y  are s o m ew h at h i d d en :  h i g h l i g h t a z o n e i n  D N S  c o n s o l e' s  l eft p an e, s el ec t Action P r op e r tie s , 
an d  c h o o s e th e Z one  T r a ns f e r s  tab  o f th e z o n e p ro p erti es  w i n d o w , w h i c h  p ro d u c es  a w i n d o w  l i k e th e 
o n e s h o w n  i n  F i g u re 1 0 -3.   

Figure 10-3 .  Z o n e t ra n s f er c o n f igura t io n  f o r m o v ie. ed u 

 

Figure 10-4 .  N O T I FY  c o n f igura t io n  f o r m o v ie. ed u 

 

S el ec t th e N otif y . . .  b u tto n  to  o p en  th e w i n d o w  s h o w n  i n  F i g u re 1 0 -4, w h i c h  i l l u s trates  th e N O T I F Y  
c o n fi g u rati o n  fo r th e m o v i e . e d u  z o n e o n  th e z o n e' s  p ri m ary , t e r m i n a t o r .  Y o u  h av e tw o  c h o i c es  fo r 
c o n fi g u ri n g  w h i c h  s erv ers  g et N O T I F Y  m es s ag es  fo r a z o n e.  T h e fi rs t i s  to  c h ec k  S e r v e r s  l is te d  on th e  
N a m e  S e r v e r s  ta b , w h i c h  l ets  th e s erv er d ec i d e b as ed  o n  th e n am e s erv ers  l i s ted  i n  th e z o n e' s  N S  
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records. (The Name Servers t a b  of  t he z on e p rop ert i es w i n dow  si m p l y  show s t he n a m e serv ers l i st ed i n  
t he z on e' s N S  records.)  The secon d choi ce i s t o sp eci f y  ex a ct l y  w hi ch sl a v e serv ers shou l d recei v e 
N O TI F Y  m essa g es. Thi s op t i on  i s req u i red i f  y ou  ha v e sl a v e serv ers n ot  l i st ed i n  t he z on e' s N S  records:  
su ch sl a v es a re ef f ect i v el y  hi dden ,  a n d t he on l y  w a y  t he p ri m a ry  m a st er k n ow s t o sen d N O TI F Y  
m essa g es t o t hem  i s i f  y ou  t el l  i t  t o.  

10.2 WINS Linkage 
O u r n ex t  t op i c req u i res a  short  det ou r i n t o t he w orl d of  M i crosof t  n et w ork i n g . N et w ork s b a sed on  
N et B T (N et B I O S  ov er TC P )  n eed t o p erf orm  n a m e resol u t i on ,  t oo:  host s n eed a  w a y  t o m a p  N et B I O S  
n a m es[1] t o I P  a ddresses. The w a y  t hi s n a m e resol u t i on  w ork s ha s ev ol v ed ov er t i m e. I n  t he ea rl y  da y s,  
host s b roa dca st ed a  q u ery  on  t he L A N  t o resol v e a  N et B I O S  n a m e. Thi s f orced a l l  host s t o l i st en  t o 
ev ery  b roa dca st . S i n ce b roa dca st s don ' t  l ea v e t he l oca l  L A N ,  t hi s m et hod di dn ' t  a l l ow  n a m e resol u t i on  
b ey on d t he l oca l  su b n et . The n ex t  ev ol u t i on a ry  st ep  w a s t he LMHOSTS f i l e,  w hi ch i s j u st  a  l i st  of  
N et B I O S  n a m es a n d I P  a ddresses. E v ery  host  n eeded a n  LMHOSTS f i l e t o resol v e n a m es b ey on d t he 
l oca l  su b n et . Thi s m odel  di dn ' t  sca l e v ery  w el l ,  ei t her:  i t  w a s t ou g h t o k eep  t he LMHOSTS f i l es u p -t o-
da t e a n d di st ri b u t e t hem . A n d t he i n t rodu ct i on  of  t he D y n a m i c H ost  C on f i g u ra t i on  P rot ocol  (D H C P )  
essen t i a l l y  m a de b a si n g  a  n et w ork ' s N et B I O S  n a m e resol u t i on  on  LMHOSTS f i l es i m p ossi b l e.  
[1] A host's NetBIOS name is simply the name by which it's k nown f or  NetBT  networ k ing  pu r poses.  NetBIOS names ar e limited  to one label of  u p to 1 5  octets ( that is,  
no mu ltiple-label names lik e D NS d omain names) .  On W ind ows 2 0 0 0  systems the NetBIOS name is set in the System Properties wind ow's N etw or k  I d en tif ic a tion  
tab ( choose C on trol  Pa n el  System ) .  A host's NetBIOS name need  not be the same as the hostname por tion of  its f u lly q u alif ied  d omain name in D NS.  

A  det a i l ed descri p t i on  of  D H C P  i s b ey on d t he scop e of  t hi s b ook , [2 ] b u t  su f f i ce i t  t o sa y  t ha t  D H C P  
el i m i n a t es t he req u i rem en t  of  con f i g u ri n g  a  st a t i c I P  a ddress on  ev ery  on e of  y ou r host s. I f  t hose host s 
su p p ort  D H C P ,  t hey  ca n  con t a ct  a  D H C P  serv er w hen  t hey  b oot  t o ob t a i n  a n  I P  a ddress a n d ot her 
con f i g u ra t i on  p a ra m et ers,  su ch a s t he I P  a ddresses of  t he def a u l t  rou t er,  n a m e serv ers,  a n d W I N S  serv ers.  
[2 ] Bu t see another  book  f r om O'R eilly &  Associates,  TCP/IP Network Administration by C r aig  H u nt.  

W I N S ,  w hi ch st a n ds f or W i n dow s I n t ern et  N a m i n g  S erv i ce,  i s a  M i crosof t  i n v en t i on  i n t rodu ced i n  
W i n dow s N T 3 .5 . The serv er com p on en t  of  W I N S  i s a n  i m p l em en t a t i on  of  a  N et B I O S  N a m e S erv er a s 
descri b ed i n  R F C s 1 0 0 1  a n d 1 0 0 2 . The i dea  i s n ot hi n g  n ew ;  t he R F C s da t e f rom  ea rl y  1 9 8 7 . The 
f u n ct i on  of  a  N et B I O S  N a m e S erv er i s si m p l e:  i t  m a p s N et B I O S  n a m es t o I P  a ddresses.  
The n a m e a n d I P  a ddress i n f orm a t i on  i n  a  W I N S  serv er com es f rom  t he v a ri ou s host s on  t he n et w ork . 
O n ce a  host  set s i t s I P  a ddress u si n g  t he v a l u e sen t  b y  a  D H C P  serv er,  t he host  reg i st ers i t s n a m e w i t h 
t he W I N S  serv er t he D H C P  serv er t ol d i t  a b ou t . A ct u a l l y ,  a n y  m odern  N et B T host  reg i st ers i t s n a m e 
w i t h a  W I N S  serv er,  reg a rdl ess of  how  i t  ob t a i n ed i t s I P  a ddress (e.g .,  dy n a m i ca l l y  f rom  a  D H C P  serv er 
or st a t i ca l l y  f rom  a  u ser-i n p u t  con f i g u ra t i on ) . M odern  N et B T host s a l so k n ow  t o con t a ct  a  W I N S  serv er 
f or N et B I O S  n a m e resol u t i on ,  ra t her t ha n  rel y i n g  sol el y  on  b roa dca st i n g  or a n  LMHOSTS f i l e.  
S o w here does D N S  f i t  i n  t o a l l  t hi s?  B ef ore W i n dow s 2 0 0 0 ,  i t  w a sn ' t  p ossi b l e t o m a k e t he n ew  n a m e-
t o-I P  a ddress m a p p i n g s g en era t ed b y  t he D H C P  serv er v i si b l e t o D N S . M i crosof t  rea l i z ed t here w ou l d 
b e som e v a l u e t o en a b l i n g  a  D N S  serv er t o q u ery  a  W I N S  serv er,  w hi ch k n ow s a b ou t  n a m es f or 
dy n a m i ca l l y  a ssi g n ed I P  a ddresses. A f t er a l l ,  a  N et B I O S  n a m e i n  t he W I N S  serv er i s u su a l l y  t he sa m e a s 
a  m a chi n e' s host n a m e (t he f i rst  l a b el  of  i t s f u l l y  q u a l i f i ed dom a i n  n a m e i n  D N S ) ,  w hi ch i s w ha t  i t  w ou l d 
b e i n  t he D N S  serv er i f  t here w ere a n  ea sy  w a y  t o g et  i t  t here. (R em em b er,  w e' re t a l k i n g  a b ou t  t he da y s 
b ef ore W i n dow s 2 0 0 0  w i t h i t s i m p rov ed i n t eg ra t i on  w i t h D N S .)  S o a  M i crosof t  D N S  S erv er ca n  b e 
con f i g u red t o a sk  a  W I N S  serv er w hen  i t  recei v es a  q u ery  f or a  dom a i n  n a m e t ha t ' s n ot  i n  i t s z on e da t a .  
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You may be thinking that a name server contacting a WINS server is kind of silly; isn't there a way for 
name servers to know what the D H C P  servers are doing directly?  T here is.  In a Windows 2 0 0 0  network,  
D H C P  servers can up date name servers after every assignment using the D NS D ynamic U p date p rotocol.  
We cover this new functionality in C hap ter 1 1 .  T he imp ortance of WINS in Windows 2 0 0 0  is greatly 
reduced,  too.  Windows 2 0 0 0  hosts can resolve NetB IO S names with D NS rather than WINS,  although 
WINS is still req uired to sup p ort older,  legacy clients.  You can find more information about how 
Windows 2 0 0 0  hosts use D NS for hostname lookup s in C hap ter 6 .   

10.2.1 Configuring WINS Lookup 
WINS lookup ,  as it's called,  is enabled on a z one-by-z one basis using the WINS tab of the z one 
p rop erties window.  When the D NS server receives an address ( A )  record q uery for which it doesn't 
know the answer,  if the z one where the record will ex ist has WINS lookup  enabled,  the D NS server 
q ueries a WINS server.  T he NetB IO S name sent to the WINS server is the first label of the domain 
name in the A  record q uery.  For ex amp le,  if the domain name in the A  record q uery is 
terminator.movie.edu,  the NetB IO S name q ueried is terminator .  If the WINS server resp onds with an IP  
address for terminator ,  the D NS server synthesiz es an A  record for terminator.movie.edu and returns it 
to the original q uerier.   
T he WINS lookup  configuration for the movie.edu z one on the z one's p rimary master,  terminator ,  is 
shown in Figure 1 0 -5.   

Figure 10-5 .  W I N S  l o o k up  s et t in gs  f o r m o v ie. ed u 

 

WINS lookup  is enabled by checking the U s e  WINS f o r w a r d  l o o k u p  box .  You can sp ecify the IP  
addresses of up  to five WINS servers,  and the D NS server will try them in the order listed.   
B y default,  the WINS lookup  configuration you establish on the p rimary master takes effect on the 
slaves as well.  T he p rimary master inserts a sp ecial WINS record that gets transferred with the rest of 
the z one to the slaves.  If the slaves are M icrosoft D NS Servers,  they understand the WINS record and 
p erform WINS lookup s accordingly.  If the slaves are B IND  name servers,  they comp lain about the 
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unknown WINS record. You ca n s up p res s  s endi ng  t h i s  WINS record t o t h e s l a v es  b y  ch ecki ng  Do not 
r e p l i c a te  th i s  r e c or d .  
T h e T i m e  to l i v e  ( T T L )  f i el d i n t h e l ower l ef t  corner s p eci f i es  t h e T T L  f or t h e s p eci a l  WINS record 
i t s el f . We' re not  s ure wh y  a ny one woul d ev er ca re a b out  t h i s  v a l ue:  a  record' s  T T L  a p p l i es  onl y  t o 
s erv ers  t h a t  ca ch e i t ,  a nd t h e WINS record i s  m ea ni ng f ul  onl y  on a  z one' s  a ut h ori t a t i v e s erv ers .  
P res s i ng  t h e A d v a nc e d . . .  b ut t on y i el ds  a  wi ndow l i ke t h a t  i n F i g ure 1 0 -6. C a c h e  ti m e -ou t cont rol s  h ow 
l ong  t h e D NS s erv er wi l l  ca ch e t h e s y nt h es i z ed A  records . T h e def a ul t  v a l ue i s  1 5  m i nut es . T h a t  v a l ue 
m a y  s eem  s m a l l ,  b ut  i t ' s  a  g ood ch oi ce:  i nf orm a t i on i n t h e WINS s erv er i s  t ra ns i ent  b y  na t ure,  s o y ou 
don' t  wa nt  t h e D NS s erv er t o h ol d on t o i t  f or a  l ong  t i m e. If  i t  needs  a  na m e a g a i n,  t h e D NS s erv er ca n 
j us t  a s k t h e WINS s erv er f or i t . L ook u p  ti m e -ou t cont rol s  h ow l ong  t h e D NS s erv er wi l l  wa i t  a f t er 
q uery i ng  a  WINS s erv er. T h e def a ul t  i s  2  s econds .  

Figure 10-6 .  A d v a n c ed  W I N S  l o o k up  s et t in gs  

 

You ca n ena b l e WINS l ookup  on in-a d d r . a r p a  z ones ,  t oo. It ' s  ca l l ed WINS rev ers e l ookup ,  a nd i t ' s  
i m p l em ent ed di f f erent l y  t h a n p l a i n WINS l ookup . Wh en t h e na m e s erv er recei v es  a  P T R  q uery  i t  ca n' t  
a ns wer a nd WINS rev ers e l ookup  i s  ena b l ed f or t h e z one,  i t  s ends  a  Net B IO S A da p t er St a t us  req ues t  
di rect l y  t o t h e IP  a ddres s  ref erenced b y  t h e P T R  record. In ot h er words ,  t h e na m e s erv er a s ks  t h e h os t  
di rect l y  wh a t  i t s  na m e i s . T h e na m e s erv er ca n' t  a s k a  WINS s erv er b eca us e l ookup s  b a s ed on IP  a ddres s  
a ren' t  s up p ort ed:  y ou ca n' t  g i v e a  WINS s erv er a n IP  a ddres s  a nd g et  t h e corres p ondi ng  Net B IO S na m e 
b a ck. WINS s erv ers  h a v e ob v i ous l y  nev er h ea rd of  J e o p a r d y !  ( " T h e h os t  wi t h  IP  a ddres s  
1 9 2 .2 4 9 .2 4 9 .3 ."  " Wh a t  i s  t e r m ina t o r ? " )   
WINS rev ers e l ookup  i s  conf i g ured s i m i l a rl y  t o WINS l ookup :  s el ect  t h e W I N S -R t a b  of  t h e z one 
p rop ert i es  wi ndow of  a ny  in-a d d r . a r p a  z one. T h e WINS rev ers e l ookup  conf i g ura t i on f or t h e 
2 4 9 . 2 4 9 . 1 9 2 . in-a d d r . a r p a  z one on t h e z one' s  p ri m a ry  m a s t er,  t e r m ina t o r ,  i s  s h own i n F i g ure 1 0 -7.  
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Figure 10-7 .  W I N S  rev ers e l o o k up  s et t in gs  f o r 2 4 9 . 2 4 9 . 19 2 . in -a d d r. a rp a  

 

Use WINS-R  l o o k u p  enables the NetBIOS Adapter Status requests for unknown PTR records in this 
z one.  D o  n o t  r ep l i c a t e t h i s r ec o r d  has the sam e effect as its W INS forward-lookup counterpart.  If y ou 
look in an in-a d d r . a r p a  z one data file,  thoug h,  y ou' ll see a W INS-R record instead of a W INS record.  
The D o m a i n  t o  a p p en d  t o  r et u r n ed  n a m e field takes a D NS dom ain nam e that will be appended to the 
NetBIOS nam e returned by  the host to form  a fully  qualified dom ain nam e.  The A d v a n c ed . . .  button 
controls cache and lookup tim eouts,  j ust like its W INS forward-lookup counterpart.   

10.2.2 Using WINS Lookup and WINS Reverse Lookup 
W hat' s W INS lookup g ood for?  In m ost networks,  not a lot.  F or one thing ,  W indows 2 0 0 0  now 
integ rates tig htly  with D NS so that in a properly  config ured network,  all W indows 2 0 0 0  hosts hav e 
forward- and rev erse-m apping  inform ation in D NS.  ( M ore inform ation about this new integ ration with 
D NS is found in C hapter 1 1 . )  But let' s say  y ou still hav e a lot of older W indows hosts on y our network.  
D o y ou need W INS lookup?  W ell,  we still can' t g et ex cited about it.  Think about it this way :  the nam es 
that g et resolv ed the m ost are the serv ers,  and they  usually  hav e fix ed IP addresses and thus static D NS 
entries.  They ' re resolv ed directly  in D NS,  not v ia the W INS lookup detour.  M ost networks don' t hav e 
m uch peer-to-peer networking ;  y our av erag e desktop host usually  doesn' t offer network serv ices,  such as 
a web serv er,  nam e serv er,  and so on.  It' s the need to reach those kinds of network serv ices that require 
D NS nam e resolution to work for ev ery  host.  ( Sure,  there' s a lot of NetBIOS-based file and print sharing  
am ong  desktop hosts,  but that process uses W INS nativ ely . )   
If y ou do need to support W INS lookup in y our network,  a big  problem  with it is that the standard BIND  
nam e serv er doesn' t support it. [3] M any  people find that they  need W INS lookup after they  hav e a D NS 
infrastructure in place using  BIND  nam e serv ers.  One option is to replace all those nam e serv ers with 
the M icrosoft D NS Serv er and enable W INS lookup.  That' s not realistic for m ost people.  A better,  but 
not perfect,  option is to create a new subdom ain for D H C P clients resolv able v ia W INS lookup and 
deleg ate the subdom ain to a set of M icrosoft D NS Serv ers.   
[3] Check Point has ported BIND to Windows 2000 and added WINS lookup and WINS reverse lookup. See http: / / www.checkpoint.com / products/ m etaip/ index .htm l. 

F or ex am ple,  let' s say  the folks running  the dom ain a c m e . c o m  suddenly  find them selv es with doz ens of 
PC s doing  peer-to-peer networking  with D H C P-assig ned IP addresses.  Since they ' v e already  g ot a BIND  
infrastructure in place,  they  decide to create the dom ain p c s . a c m e . c o m  for these PC s.  ( The dom ain nam e 
could be any thing :  d h c p . a c m e . c o m ,  w ins . a c m e . c o m ,  whatev er. )  They  config ure a couple of M icrosoft 
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DNS Servers for this zone and enable WINS lookup. Finally, they delegate to the pcs.acme.com zone 
from  the acme.com zone.  
In prac tic e, w e find WINS reverse lookup is m uc h m ore useful. It' s really nic e to have c om plete reverse-
m apping inform ation for your netw ork in DNS. Netw ork-m anagem ent applic ations c an report nam es 
rather than IP  addresses. Web servers c an log usage statistic s by nam e and m ake nam ed-based 
authorization dec isions, suc h as giving ac c ess only to hosts in the mov i e.ed u  dom ain. T roubleshooting is 
easier as w ell. Without WINS reverse lookup, the nam e server c an' t reverse m ap dynam ic ally assigned 
IP  addresses in netw orks w ith older Window s hosts. O f c ourse, for you to be able to use WINS reverse 
lookup in your netw ork, all the nam e servers for your i n -ad d r .ar pa zones need to support it.  

10.3 System Tuning 
While the default c onfiguration values w ill w ork fine for m ost sites, yours m ay be one of the rare sites 
that needs som e further tuning. T he follow ing tuning req uires c hanges to the R egistry. A ll DNS 
param eters referenc ed in this sec tion are values of this R egistry key:   
HKEY_LOCAL_MACHINE\S YS T EM\Cu r r e n t Co n t r o l S e t \S e r v i c e s \D NS \P a r a m e t e r s  
10.3.1 More Efficient Zone Transfers 

A  zone transfer, w e said earlier, c om prises m any DNS m essages sent end-to-end over a T C P  c onnec tion. 
T raditional zone transfers put only a single resourc e rec ord in eac h DNS m essage. T hat' s a w aste of 
spac e:  you need a full header on eac h DNS m essage, even though you' re c arrying only a single rec ord. 
It' s like being the only person in a C hevy Suburban. A  DNS m essage c an c arry m any m ore rec ords.  
T he M ic rosoft DNS Server understands a relatively new  zone-transfer form at that puts as m any rec ords 
as possible into a single DNS m essage. T he resulting " m any answ ers"  zone transfer takes less bandw idth 
bec ause there' s less overhead and less C P U  tim e bec ause less tim e is spent unm arshaling DNS m essages.  
T he DNS server uses the " m any answ ers"  form at by default, w hic h is fine if all your slaves c an 
understand it. O lder B IND nam e servers ( prior to V ersion 4 .9 .4 )  c an' t c ope w ith this form at and req uire 
the traditional one. Fortunately, you c an tell the M i c rosoft DNS Server to use the traditional m ethod by 
c hanging the B i n d S econ d ar i es R egistry value. When set to one, the server sends traditional zone 
transfers to satisfy older B IND servers. T he default value is one, but that doesn' t affec t zone transfers 
betw een tw o M ic rosoft DNS Servers. T hey rec ognize eac h other, and the m aster uses the " m any 
answ ers"  form at to the slave.  
Y ou should c hange this value only if you have no B IND slaves or if all your B IND slaves are running 
V ersion 4 .9 .4  or later.  

10.4  N a me Ser v er  A d d r ess So r ting 
When you are c ontac ting a host that has m ultiple netw ork interfac es, using a partic ular interfac e m ay 
give you better perform anc e. If the m ultihom ed host is loc al and shares a netw ork ( or subnet)  w ith your 
host, one of the m ultihom ed host' s addresses is " c loser."   
Suppose you have an FT P  server on tw o netw orks, c leverly c alled netw ork A  and netw ork B , and hosts 
on both netw orks ac c ess the server often. H osts on netw ork A  w ill ex perienc e better perform anc e if they 
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use the ho st' s i n ter f a c e to  n etw o r k  A .  L i k ew i se,  ho sts o n  n etw o r k  B  w o ul d  b en ef i t f r o m  usi n g  the ho st' s 
i n ter f a c e to  n etw o r k  B  a s the a d d r ess f o r  thei r  F T P  c l i en t.   
I n  C ha p ter  4 ,  w e m en ti o n ed  tha t the M i c r o so f t D N S  S er v er  r etur n s a l l  the a d d r esses f o r  a  m ul ti ho m ed  
ho st.  T her e w a s n o  g ua r a n tee o f  the o r d er  i n  w hi c h the D N S  ser v er  w o ul d  r etur n  the a d d r esses,  so  w e 
a ssi g n ed  a l i a ses ( wh249 a n d  wh25 3  f o r  wo r m ho l e )  to  the i n d i v i d ua l  i n ter f a c es.  I f  o n e i n ter f a c e i s 
p r ef er a b l e,  y o u ( o r  m o r e r ea l i sti c a l l y ,  a  D N S  c l i en t)  c a n  use a n  a p p r o p r i a te a l i a s to  g et the c o r r ec t 
a d d r ess.  Y o u c a n  use a l i a ses to  c ho o se the " c l o ser "  i n ter f a c e b ut,  b ec a use o f  a d d r ess so r ti n g ,  they  a r e n o t 
a l w a y s n ec essa r y .   
T he M i c r o so f t D N S  S er v er  so r ts a d d r esses b y  d ef a ul t.  T he ser v er  c o m p a r es the I P  a d d r ess o f  the q uer i er  
w i th the I P  a d d r esses o f  A  r ec o r d s i n  a  p en d i n g  r esp o n se.  I t m o v es tho se r ec o r d s w i th the sa m e n etw o r k  
a s the q uer i er  to  the to p  o f  the l i st i n  the r esp o n se.  T hi s c o m p a r i so n  i s b a sed  o n  the c l a ss o f  n etw o r k  
f r o m  w hi c h ea c h I P  a d d r ess o r i g i n a tes.  F o r  C l a ss A  n etw o r k s,  o n l y  the f i r st o c tet i s c o m p a r ed .  F o r  C l a ss 
B  n etw o r k s,  the f i r st tw o  o c tets a r e c o m p a r ed ,  a n d  f o r  C l a ss C  n etw o r k s,  the f i r st thr ee o c tets a r e 
si g n i f i c a n t i n  the c o m p a r i so n .  ( N o w a d a y s the w ho l e n o ti o n  o f  I P  n etw o r k  c l a sses i s m o stl y  m ea n i n g l ess,  
ha v i n g  b een  m a d e o b so l ete b y  C l a ssl ess I n ter -D o m a i n  R o uti n g ,  o r  C I D R .  F o r  m o r e i n f o r m a ti o n  o n  I P  
a d d r essi n g ,  see A p p en d i x  B  o f  O ' R ei l l y ' s I n t e r n e t  C o r e  P r o t o c o l s :  T he  D e f i n i t i v e  G u i d e  b y  E r i c  H a l l . )   
I n  F i g ur e 1 0 -8,  a ssum e tha t a  M i c r o so f t D N S  S er v er  i s r un n i n g  o n  n o t o r i o u s .  W hen  s p e l l b o u n d  sen d s a  
q uer y  to  n o t o r i o u s  l o o k i n g  up  the a d d r esses o f  n o t o r i o u s ,  i t g ets b a c k  a n  a n sw er  w i th n o t o r i o u s ' s 
n etw o r k  A  a d d r ess f i r st.  W hen  c ha r a d e  l o o k s up  the a d d r esses o f  n o t o r i o u s ,  i t g ets b a c k  a n  a n sw er  w i th 
n o t o r i o u s ' s n etw o r k  B  a d d r ess f i r st.  I n  b o th c a ses,  the n a m e ser v er  so r ts the a d d r esses i n  the r esp o n se 
b a sed  o n  i ts c o m p a r i so n  o f  the q uer i er ' s a d d r ess w i th the a d d r esses i n  the r esp o n se.   

Figure 10-8 .  C o m m un ic a t in g w it h  a  l o c a l  m ul t ih o m ed  h o s t  

 

T her e' s a  sm a l l  c a tc h w i th the D N S  ser v er ' s a d d r ess so r ti n g :  i t d i sa b l es r o un d  r o b i n  ( see S ec ti o n  1 0 . 8. 3  
l a ter  i n  thi s c ha p ter ) .  I n  the M i c r o so f t D N S  S er v er ,  a d d r ess so r ti n g  i s en a b l ed  b y  d ef a ul t a n d  r o un d  r o b i n  
i s d i sa b l ed .  I f  y o u w a n t r o un d  r o b i n  a n d  c a n  l i v e w i tho ut a d d r ess so r ti n g  ( un f o r tun a tel y ,  they ' r e m utua l l y  
ex c l usi v e) ,  y o u c a n  d i sa b l e a d d r ess so r ti n g  w i th the L o c a l N e t P r i o r i t y  r eg i str y  setti n g .  S et i t to  z er o  to  
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disable address sorting and enable round robin. Note, though, that this value doesn't exist in the Registry 
by def ault. Y ou need to add it bef ore you c an c hange its value to z ero.  

10.5 Building Up a Large Sitewide Cache with Forwarders 
C ertain netw ork  c onnec tions disc ourage sending large volum es of  traf f ic  of f -site, either bec ause the 
netw ork  c onnec tion is p ay-p er-p ac k et or bec ause it is a slow  link  w ith a high delay, as w ith a rem ote 
of f ic e's satellite c onnec tion to the c om p any's netw ork . I n these situations, you w ant to li m it the of f -site 
D NS  traf f ic  to the bare m inim um . T he M ic rosof t D NS  S erver has a f eature c alled forwarding to handle 
this.  
I f  you designate one or m ore servers at your site as f orw arders, all of f -site q ueries are sent to the 
f orw arders f irst. T he idea is that the f orw arders handle all of f -site q ueries generated at the site, building 
up  a ric h c ac he of  inf orm ation. F or any given q uery in a rem ote dom ain, there is a high p robability that 
the f orw arder c an answ er the q uery f rom  its c ac he, avoiding the need f or the other servers to send 
p ac k ets of f -site. Nothing sp ec ial is done to these servers to m ak e them  f orw arders;  you m odif y all the 
other servers at your site to direc t their q ueries through the f orw arders.  
A  p rim ary m aster or slave nam e server's m ode of  op eration c hanges slightly w hen it is direc ted to use a 
f orw arder. I f  the req uested inf orm ation is already in its database of  authoritative data and c ac he data, it 
answ ers w ith this inf orm ation;  this p art of  the op eration hasn't c hanged. H ow ever, if  the inf orm ation is 
not in its database, the nam e server sends the q uery to a f orw arder and w aits a short p eriod f or an answ er 
bef ore resum ing norm al op eration and c ontac ting the rem ote servers itself . W hat the nam e server is 
doing that's dif f erent is sending a re c u rs iv e  q uery to the f orw arder, exp ec ting it to f ind the answ er. A t all 
other tim es, the nam e server sends out nonre c u rs iv e  q ueries to other nam e servers and deals w ith 
resp onses that ref er only to other nam e servers.  
F orw arding is b y  s e rv e r,  not  b y  z one :  a server is either f orw arding or it isn't. I t's c onf igured by selec ting 
the Forwarders tab on the server p rop erties w indow . F igure 1 0 -9 show s how  a m ov ie . e du  nam e server 
is c onf igured to use f orw arders, assum ing worm h ol e  and t e rm inat or are the site's f orw arders. 
( Rem em ber, f orw arding is c onf igured on every nam e server e x c e p t  the f orw arders them selves—
worm h ol e  and t e rm inat or in this c ase.)   



- 185 - 

Figure 10-9 .  Fo rw a rd ers  c o n f igura t io n  t a b  

 

Enable forwarders enables forwarding on this name server. You can specify up to five forwarders. This 
name server forwards to them in the order in which they' re listed,  using a default timeout of five seconds 
per forwarder;  that is,  if the first forwarder doesn' t respond within five seconds,  try the nex t,  wait five 
more seconds,  try the nex t,  and so on. The forwarding timeout can be changed with the F orward t i m e-
ou t  field. This value is stored in a R egistry value,  ForwardingTimeout ,  which you can also change. ( The 
list of forwarders is stored in the Forwarders  value.)  W e' ll talk  about the D o not  u se rec u rsi on option in 
the nex t section.  
W hen you use forwarders,  try to k eep your site configuration simple. You can end up with 
configurations that are really twisted. F ollow these tips:   
• A void having " mid-level"  servers forward pack ets ( that is,  avoid configuring forwarding on your 
mid-level name servers) . M id-level servers mostly refer name servers to subdomain name servers. 
I f they have been configured to forward pack ets,  do they refer to subdomain name servers,  or do 
they contact the subdomain name server to find out the answer?  W hichever way it work s,  you' re 
probably mak ing your site configuration too hard for mere mortals ( and subdomain 
administrators)  to understand.  

• A void chaining your forwarders. D on' t configure server a to forward to server b,  and configure 
server b to forward to server c ( or worse yet,  back  to server a) .  

10.6 A More Restricted Name Server 

You may want to restrict your name servers even further—stopping them from even try ing to contact an 
off-site server if their forwarder is down or doesn' t respond. You can do this by telling the server not to 
fall back  to using the recursive resolution process if no forwarders respond:  check  the D o not  u se 
rec u rsi on box  on the F orwarders configuration tab ( see F igure 1 0 -9) . The terminology is confusing:  
this check box  has nothing to do with the k ind of q uery being sent to the forwarders. A s we said earlier,  a 
name server that' s forwarding always sends a recursive q uery to its forwarders. W hat this check box  
determines is what happens after that recursive q uery is sent,  which we discuss nex t. The B I N D  name 
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server configuration syntax calls this kind of forwarding name server a forward-on l y  server,  which we 
think is a good name.   
A  forward-only server is a variation on a server that forwards.  I t still answers q ueries from its 
authoritative data and cache data.  H owever,  it relies comp letely on its forwarders;  it doesn' t try to 
contact other servers for information if the forwarders don' t give it an answer.   
T he slave server contacts each forwarder only once,  and it waits a short time for the forwarder to 
resp ond.  L isting the forwarders multip le times directs the forward-only server to retransmit q ueries to 
the forwarders and increases the overall length of time the forward-only name server will wait for an 
answer from forwarders.  Y ou might want to consider listing the forwarders'  I P  addresses more than once 
for redundancy:  if the first q uery to a forwarder is lost,  the second might still get through and b e 
answered.   
H owever,  you must ask yourself if it ever makes sense to use a forward-only server.  S uch a server is 
comp letely dep endent on the forwarders.  Y ou can achieve much the same configuration ( and 
dep endence)  b y not running a forward-only server at all;  instead,  configure your hosts'  resolvers to p oint 
to the forwarders you were using.  T hus,  you are still relying on the forwarders,  b ut now your 
ap p lications are q uerying the forwarders directly instead of having a forward-only name server q uery 
them for the ap p lications.  Y ou lose the local caching the forward-only server would do as well as the 
address sorting,  b ut you reduce the overall comp lexity of your site configuration b y running fewer 
" restricted"  name servers.   

10.7 A Nonrecursive Name Server 

B y default,  resolvers send recursive q ueries,  and name servers do the work req uired to answer the 
q ueries.  ( I f you don' t rememb er how recursion works,  refer to C hap ter 2 . )  I n the p rocess of finding the 
answer to recursive q ueries,  the name servers b uild up  a cache of nonauthoritative information ab out 
other z ones.   
I n some circumstances,  it is undesirab le for name servers to do the extra work req uired to answer a 
recursive q uery or to b uild up  a cache of data.  T he root name servers are an examp le of these 
circumstances.  T he root name servers are too b usy to sp end extra effort to recursively find the answer to 
a req uest.  I nstead,  they send a resp onse b ased only on the authoritative data they have.  T he resp onse 
may contain the answer,  b ut it is more likely that the resp onse contains a referral to other name servers.  
A nd since the root servers do not sup p ort recursive q ueries,  they do not b uild up  nonauthoritative data 
caches,  which is good b ecause their caches would b e huge. [4]  
[4] Note that a root name server doesn't normally receive recursive queries unless a name server's administrator conf ig ured it to use a root server as a f orw arder,  a host's 
administrator conf ig ured its resolver to use the root server as a name server,  or a user p ointed nslookup at the root server.  

Y ou can induce the M icrosoft D N S  S erver to run as a nonrecursive name server b y setting the 
N oR e c u rs i on  R egistry value to true.  B y default,  the name server sup p orts recursion,  and this value is 
f a l s e .   
I f you choose to make one of your servers nonrecursive,  do not configure any of your hosts'  resolvers to 
use it.  W hile you can make your name server nonrecursive,  there is no corresp onding op tion to make 
your resolver work with a nonrecursive name server. [5 ]  
[5 ] I n g eneral.  C learly,  p rog rams desig ned to send nonrecursive queries ( or ones that can b e conf ig ured to send nonrecursive queries,  lik e nslookup )  w ould still w ork .  
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You can list a nonrecursive name server as one of the servers authoritative for your zone data (that is,  
you can tell a p arent name server to refer q ueries ab out your zone to this server) .  T his w ork s b ecause 
name servers send nonrecursive q ueries b etw een themselves.   
D o not list a nonrecursive name server as a forw arder.  W hen a name server is using  another server as a 
forw arder,  it sends the q uery to the forw arder as a recursive q uery instead of a nonrecursive q uery.   

10.8 Securing Your Name Server 
C omp ared to a modern B I N D  name server,  the M icrosoft D N S  S erver is short on security features,  b ut 
you do have some op tions.  I n this section,  w e discuss how  to p revent unauthorized zone transfers from 
your servers and how  to " lock  dow n"  a name server directly connected to the I nternet.   

10.8.1 Preventing Unauthorized Zone Transfers 
I t' s imp ortant to ensure that only your real slave name servers can transfer zones from your p rimary 
master name server.  U sers on remote hosts that can q uery your name server' s zone data can look  up  data 
(for ex amp le,  addresses)  only for hosts w hose domain names they already k now ,  one at a time.  U sers 
w ho can start zone transfers from your server can list all the hosts in your zones.  I t' s the difference 
b etw een letting  random folk s call your comp any' s sw itchb oard and ask  for J ohn Q .  C ub icle' s p hone 
numb er and sending  them a cop y of your corp orate p hone directory.   
You control w hich name servers can p erform a zone transfer w ith setting s on the Zone Transfers tab  of 
the zone p rop erties w indow  (see F ig ure 1 0 -3 earlier in this chap ter) .  You can allow  any host to p erform 
zone transfers,  or only those name servers listed in the zone' s N S  records,  or only a sp ecific set of name 
servers you list b y I P  address.   
F or a p rimary master name server accessib le from the I nternet,  you definitely w ant to limit zone 
transfers to j ust your slave name servers.  You p rob ab ly don' t need to restrict zone transfers on name 
servers inside your firew all,  unless you' re w orried ab out your ow n emp loyees listing  your zone data.   

10.8.2  D el egated N am e S erver C onfiguration 
S ome of your name servers answ er nonrecursive q ueries from other name servers on the I nternet 
b ecause your name servers ap p ear in N S  records deleg ating  your zones to them.  W e' ll call these name 
servers delegated name servers.   
You can tak e sp ecial measures to secure your deleg ated name servers.  B ut first,  you should mak e sure 
these servers don' t receive any recursive q ueries (i. e. ,  that you don' t have any resolvers config ured to use 
these servers and that no name servers use them as forw arders) .  S ome of the p recautions w e' ll tak e—
such as disab ling  recursive q ueries—p reclude your resolvers from using  these servers.   
O nce you k now  your name server answ ers q ueries only from other name servers,  you can turn off 
recursion.  T his eliminates a maj or vector of attack :  the most common sp oofing  attack s involve inducing  
the targ et name server to q uery name servers under the hack er' s control b y sending  the targ et a recursive 
q uery for a domain name in a zone served b y the hack er' s servers.  D isab ling  recursion is describ ed in 
S ection 1 0 . 7  earlier in this chap ter.  You should also restrict zone transfers of your zones to k now n slave 
servers,  as describ ed in the p revious section.   
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10.8.3 Load Sharing Between Mirrored Servers 
The Microsoft DNS Server has a feature called round robin ( n am ed after the eq uivalen t feature in  the 
B I ND n am e server) :  the server rotates address records for the sam e dom ain  n am e b etw een  resp on ses.  
F or ex am p le,  if the dom ain  n am e f oo. ba r. ba z  has three address records for I P  addresses 1 9 2 . 1 . 1 . 1 ,  
1 9 2 . 1 . 1 . 2 ,  an d 1 9 2 . 1 . 1 . 3 ,  the roun d-rob in  feature causes the n am e server to g ive them  out first in  the 
order:   
192.1.1.1 192.1.1.2 192.1.1.3 

then  in  the order:  
192.1.1.2 192.1.1.3 192.1.1.1 

an d then  in  the order:  
192.1.1.3 192.1.1.1 192.1.1.2 

b efore startin g  over ag ain  w ith the first order an d rep eatin g  the rotation  ad in fin itum .   
This fun ction ality  is en orm ously  useful if y ou have a n um b er of eq uivalen t n etw ork  resources,  such as 
m irrored F TP  servers,  w eb  servers,  or term in al servers,  an d y ou' d lik e to sp read the load am on g  them .  
Y ou estab lish on e dom ain  n am e that refers to the g roup  of resources an d con fig ure clien ts to access that 
dom ain  n am e,  an d the n am e server in verse-m ultip lex es the accesses b etw een  the I P  addresses y ou list.   
I t' s a g ood idea to reduce the records'  TTL s,  too.  This en sures that,  if the addresses are cached on  an  
in term ediate n am e server that doesn ' t sup p ort roun d rob in ,  they ' ll tim e out of the cache q uick l y .  I f the 
in term ediate n am e server look s up  the n am e ag ain ,  y our authoritative n am e server can  roun d-rob in  the 
addresses ag ain .   
Note that this is really  load sharin g ,  n ot load b alan cin g :  the n am e server g ives out the addresses in  a 
com p letely  determ in istic w ay ,  w ithout reg ard to the actual load or cap acity  of the servers servicin g  the 
req uests.  I n  our ex am p le,  the server at address 1 9 2 . 1 . 1 . 3  could b e a 4 8 6 DX 3 3  run n in g  L in ux  an d the 
other tw o servers could b e H P 9 0 0 0  K 4 2 0 s,  an d the L in ux  b ox  w ould still g et a third of the q ueries.   
Note that roun d rob in  is disab led b y  default in  favor of n am e server address sortin g .  See the en d of 
Section  1 0 . 4  for in struction s on  how  to disab le n am e server address sortin g  an d en ab le roun d rob in .   
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Chapter 11. New DNS Features in Windows 2000 
The Hatter opened his eyes very wide on hearing this; but all he said was, "Why is a raven like a writing 
desk? "  
"C om e, we shall have som e f un now! ' " thought A lic e.  "I ' m  glad they' ve begun asking riddles—I  believe I  
c an guess that," she added aloud.   
"D o you m ean that you think you c an f ind out the answer to it? " said the M arc h Hare.   
W i n d o w s  2 0 0 0  i n c l u d e s  m a n y  n e w  D N S  b e l l s  a n d  w h i s t l e s .  T h e  D N S  s e r v e r  i t s e l f  i s  m u c h  i m p r o v e d ,  
w i t h  m o r e  f e a t u r e s  t h a n  e v e r  t h a t  m a k e  i t  m o r e  f u n c t i o n a l  a n d  e a s i e r  t o  m a n a g e .  F r o m  a  c l i e n t  
p e r s p e c t i v e ,  W i n d o w s  2 0 0 0  a s  a n  o p e r a t i n g  s y s t e m  i s  m o r e  d e p e n d e n t  o n  D N S  t h a n  a n y  p r e v i o u s  
o p e r a t i n g  s y s t e m  f r o m  M i c r o s o f t .  A n d  t h e n  t h e r e ' s  A c t i v e  D i r e c t o r y . . . .   

11.1 Active Directory 
A c t i v e  D i r e c t o r y  i s  the m a j o r  n e w  f e a t u r e  o f  W i n d o w s  2 0 0 0 .  I t ' s  a  h i e r a r c h i c a l  d a t a b a s e  o f  i n f o r m a t i o n  
a b o u t  a l l  o b j e c t s  i n  t h e  n e t w o r k :  c o m p u t e r s ,  p r i n t e r s ,  u s e r s ,  a n d  s o  o n .  B o t h  u s e r s  a n d  c o m p u t e r s  a c c e s s  
t h e  i n f o r m a t i o n  i n  A c t i v e  D i r e c t o r y .  T h e  A c t i v e  D i r e c t o r y  d a t a b a s e  i s  p a r t i t i o n e d  i n t o  dom ains f o r  
a d m i n i s t r a t i v e  p u r p o s e s ,  a n d  o n e  o r  m o r e  dom ain c ontrollers s t o r e  i n f o r m a t i o n  a b o u t  p a r t i c u l a r  d o m a i n s .  
( C o m p a r e  t h i s  t o  D N S ' s  n a m e s p a c e ,  w h i c h  i s  p a r t i t i o n e d  i n t o  z o n e s ,  w i t h  o n e  o r  m o r e  n a m e  s e r v e r s  
a u t h o r i t a t i v e  f o r  e a c h  z o n e . )  T h e  m o s t  i m p o r t a n t  f a c t  a b o u t  A c t i v e  D i r e c t o r y  f o r  o u r  p u r p o s e s  i s  t h a t  i t  i s  
i n t e g r a t e d  t i g h t l y  w i t h  D N S .  F o r  m o r e —m u c h  m o r e —i n f o r m a t i o n  a b o u t  A c t i v e  D i r e c t o r y ,  s e e  Windows 
2 0 0 0  A c tive D irec tory b y  A l i s t a i r  G .  L o w e -N o r r i s  ( O ' R e i l l y ) .   

11.1.1 Active Directory Domain Names 
T h e  m o s t  o b v i o u s  c o n n e c t i o n  b e t w e e n  A c t i v e  D i r e c t o r y  a n d  D N S  i s  t h e  n a m i n g  o f  d o m a i n s —A c t i v e  
D i r e c t o r y  d o m a i n s ,  t h a t  i s .  I n  t h e  p a s t ,  u n d e r  W i n d o w s  N T ,  d o m a i n  n a m e s  f o l l o w e d  t h e  N e t B I O S  h o s t -
n a m i n g  r u l e s :  n a m e s  c o n s i s t e d  o f  a  s i n g l e  l a b e l  ( i . e . ,  n o  d o t s )  a n d  c o u l d  c o n t a i n  l e t t e r s ,  d i g i t s ,  a n d  
l i m i t e d  p u n c t u a t i o n .  M o s t  W i n d o w s  d i a l o g  b o x e s  f o r c e d  d o m a i n -n a m e  i n p u t  t o  u p p e r c a s e ,  s o  w h i l e  t h e y  
w e r e  c a s e -i n s e n s i t i v e ,  y o u  u s u a l l y  s a w  d o m a i n  n a m e s  w r i t t e n  i n  a l l  u p p e r c a s e .  F o r  e x a m p l e ,  M o v i e  
U n i v e r s i t y ' s  W i n d o w s  N T  d o m a i n  n a m e  w a s  M O V I E U .   
W i t h  W i n d o w s  2 0 0 0 ,  a l l  A c t i v e  D i r e c t o r y  d o m a i n  n a m e s  a r e  D N S  d o m a i n  n a m e s ,  b u t —a n d  t h i s  i s  
i m p o r t a n t —n o t  e v e r y  D N S  d o m a i n  n a m e  i s  a n  A c t i v e  D i r e c t o r y  d o m a i n  n a m e . [1] S o  w h i l e  a n  
o r g a n i z a t i o n ' s  A c t i v e  D i r e c t o r y  n a m e s p a c e  r e s e m b l e s  i t s  D N S  n a m e s p a c e ,  t h e  t w o  d o n ' t  h a v e  t o  b e  a n d  
p r o b a b l y  w o n ' t  b e  i d e n t i c a l .  W h i l e  i t ' s  b e y o n d  t h e  s c o p e  o f  t h i s  b o o k  t o  g i v e  a n  e x h a u s t i v e  e x p l a n a t i o n  
o f  A c t i v e  D i r e c t o r y  n a m e s p a c e  d e s i g n ,  w e  c a n  g i v e  y o u  s o m e  e x a m p l e s  t o  c l a r i f y  t h e  c o n n e c t i o n  
b e t w e e n  t h e  n a m i n g  o f  A c t i v e  D i r e c t o r y  d o m a i n s  a n d  D N S  d o m a i n s .   
[1] And every square is a rectangle, but not all rectangles are squares. All registered mail is certified, but not all certified mail is registered. You get the idea. 

C o n s i d e r  M o v i e  U n i v e r s i t y .  A f t e r  r e a d i n g  t h i s  f a r ,  y o u ' r e  f a m i l i a r  w i t h  M o v i e  U . ' s  D N S  n a m e s p a c e :  t h e  
a p e x  ( o r  t o p )  o f  t h e  n a m e s p a c e  i s  m ovie. edu,  a n d  t h e r e  a r e  s u b d o m a i n s  n a m e d  f x . m ovie. edu,  
c lassic s. m ovie. edu,  a n d  c om edies. m ovie. edu.  T h i s  n a m e s p a c e  i s  r e p r e s e n t e d  i n  F i g u r e  11-1.   
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Now let's talk about Movie U.'s Active Directory namespace. An organization's Active Directory 
d omain names correspond  to some of  its DNS  d omain names,  and  th e Active Directory d omain at th e 
top of  an organization's d omain tree usually correspond s to a subd omain of  th e apex  of  its DNS  
namespace. I n Movie U.'s case,  h owever,  th e root of  th e Active Directory d omain tree is th e same as th e 
apex  of  th e DNS  namespace,  movie.edu. F igure 11-1 sh ows Movie U.'s Active Directory d omain tree 
besid e its DNS  namespace. Note h ow th e two d iverge,  th ough . F or various ad ministrative reasons,  th e 
f olks over in f x .movie.edu need  to run th eir own Active Directory d omain. B ut everyone else at Movie U. 
is a part of  th e movie.edu Active Directory d omain,  even th ough  ind ivid ual h osts f all into d if f erent DNS  
d omains.  

Figure 11-1.  M o v ie U n iv ers it y ' s  n a m es p a c e 

 

11.1.2 DNS as Location Broker 

Y ou may be wond ering wh y Active Directory d omain names are DNS  d omain names. T h e answer is 
th at W ind ows 2 0 0 0  systems ( running in native mod e)  use DNS  as a l oc a t ion  b r ok er ;  th at is,  to f ind  
services. P revious versions of  W ind ows used  NetB I O S  to f ind  d omain controllers,  but W ind ows 2 0 0 0  
h osts use DNS . T ake th e case of  a W ind ows 2 0 0 0  P rof essional h ost at Movie U. th at's been j oined  to th e 
movie.edu Active Directory d omain. W h en th is system boots up,  it send s a series of  DNS  q ueries to its 
conf igured  name server to f ind  a d omain controller f or th e movie.edu d omain.  

11. 1. 2 . 1 T h e S R V  res o urc e rec o rd  
T h e particular q uery sent by th e W ind ows 2 0 0 0  client is f or a resource record  type you may not h ave 
h eard  of :  th e S R V  ( service location)  record . T h e S R V  record ,  introd uced  in R F C  2 7 8 2 ,  is a general 
mech anism f or locating services. B ef ore we can talk in d etail about ex actly h ow a W ind ows 2 0 0 0  client 
f ind s its d omain controller using S R V  record s,  we need  to d escribe th e S R V  record  itself .  
L ocating a service or a particular type of  server with in a zone is a d if f icult problem if  you d on't know 
wh ich  h ost it runs on. S ome zone ad ministrators h ave attempted  to solve th is problem by using service-
specif ic aliases in th eir zones. F or ex ample,  at Movie U. we created  th e alias f t p .movie.edu and  pointed  it 
to th e d omain name of  th e h ost th at runs our F T P  arch ive:   
ftp.movie.edu.    IN    CNAME    plan9.fx.movie.edu. 
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This makes it easy for people to guess a domain  n ame that w ill get them to our F TP  arc hiv e an d 
separates the domain  n ame people use to ac c ess the arc hiv e from the domain  n ame of the host on  w hic h 
it run s.  I f w e w ere to mov e the arc hiv e to a differen t host,  w e c ould simply c han ge the C N AM E  rec ord.   
An other option ,  for c lien ts that un derstan d it,  is the S R V  rec ord.  I n  addition  to simply allow in g a c lien t 
to loc ate the host on  w hic h a partic ular serv ic e run s,  S R V  prov ides pow erful features that allow  z on e 
admin istrators to distrib ute load an d prov ide b ac kup serv ic es,  similar to w hat the M X  rec ord prov ides.   
A un iq ue aspec t of the S R V  rec ord is the format of the domain  n ame to w hic h it' s attac hed.  L ike the 
serv ic e-spec ific  aliases desc rib ed earlier,  the domain  n ame an  S R V  rec ord is attac hed to giv es the n ame 
of the serv ic e sought,  b ut it also in c ludes the protoc ol it run s ov er,  c on c aten ated w ith a domain  n ame.  
The lab els represen tin g the serv ic e n ame an d the protoc ol b egin  w ith an  un dersc ore to distin guish them 
from lab els in  the domain  n ame of a host.  S o,  for ex ample:   
_ftp._tcp.movie.edu 

represen ts the S R V  rec ords someon e ftpin g to m o v i e . e d u  should retriev e in  order to fin d the m o v i e . e d u  
F TP  serv ers,  w hile:   
_h ttp._tcp.w w w .movie.edu 
represen ts the S R V  rec ords someon e ac c essin g the U R L  h ttp: / / w w w . m o v i e . e d u  should look up in  order 
to fin d the w w w . m o v i e . e d u  w eb  serv ers.   
The n ames of the serv ic e an d protoc ol must c ome from the latest Assign ed N umb ers R F C  ( the most 
rec en t as of this w ritin g is R F C  1 7 0 0 )  or b e un iq ue n ames used on ly loc ally.  D on ' t use the port or 
protoc ol n umb ers,  j ust the n ames.  W hen  en terin g S R V  rec ords w ith the D N S  c on sole,  the serv ic e n ame 
is limited to eight c ommon  serv ic es.   
The S R V  rec ord has four resourc e rec ord-spec ific  fields:  priority,  w eight,  port,  an d target.  P riority,  
w eight,  an d port are un sign ed 1 6 -b it n umb ers ( b etw een  0  an d 6 5 5 3 5 ) .  Target is a domain  n ame.   
P riority w orks similarly to the preferen c e in  an  M X  rec ord:  the low er the n umb er in  the priority field,  
the more desirab le the assoc iated target.  W hen  searc hin g for the hosts offerin g a giv en  serv ic e,  c lien ts 
should try targets w ith the same priority v alue b efore tryin g those w ith a higher v alue in  the priority field 
( low er priority v alues in dic ate higher priority—c on fusin g,  eh? ) .   
W eight allow s z on e admin istrators to distrib ute load to multiple targets.  C lien ts should q uery targets at 
the same priority in  proportion  to their w eight.  F or ex ample,  if on e target has a priority of z ero an d a 
w eight of on e an d an other target has a priority of z ero b ut a w eight of tw o,  the sec on d target should 
rec eiv e tw ic e as muc h load ( in  q ueries,  c on n ec tion s,  etc . )  as the first.  I t' s up to the serv ic e' s c lien ts to 
direc t that load:  they typic ally use a system c all to c hoose a ran dom n umb er.  I f the n umb er is,  say,  in  the 
top on e-third of the ran ge,  they try the first target,  an d if the n umb er is in  the b ottom tw o-thirds of the 
ran ge,  they try the sec on d target.   
P ort spec ifies the port on  w hic h the serv ic e b ein g sought is run n in g.  This allow s z on e admin istrators to 
run  serv ers on  n on stan dard ports.  F or ex ample,  an  admin istrator c an  use S R V  rec ords to poin t w eb  
b row sers at a w eb  serv er run n in g on  port 8 0 0 0  in stead of the stan dard H TTP  port ( 8 0 ) .   
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Finally, target specifies the domain name of a host on which the service is running (on the port specified 
in the port field) .  T arget must b e the canonical name of the host (not an alias) , with address records 
attached to it.   
S o, for the movie.edu FT P  server, we might add two S R V  records to the movie.edu z one.  A dding the 
first with the D N S  console is shown in Figure 1 1 -2.   

Figure 11-2 .  A d d in g a n  S R V  rec o rd  w it h  t h e D N S  c o n s o l e 

 

A fter adding the second record, the movie.edu z one data file (movie.edu.dn s )  contains these records:   
_ftp._tcp.movie.edu.  IN  SRV  1  0  21  plan9.fx.movie.edu. 
                      IN  SRV  2  0  21  th ing .fx.movie.edu. 

T his instructs S R V -capab le FT P  clients to try the FT P  server on p l a n 9 .f x .movie.edu' s port 21  first when 
accessing movie.edu' s FT P  service and then to try the FT P  server on t h in g .f x .movie.edu' s port 21  if 
p l a n 9 .f x .movie.edu' s FT P  server isn' t availab le.   
T he records:  
_h ttp._tcp.w w w .movie.edu.  IN  SRV  0  2  8 0   w w w .movie.edu. 
                           IN  SRV  0  1  8 0   w w w 2.movie.edu. 
                           IN  SRV  1  1  8 000 
pos tmanr ing s 2x.movie.edu. 
direct web  q ueries for w w w .movie.edu (the web  site)  to port 8 0  on w w w .movie.edu (the host)  and 
w w w 2 .movie.edu, with w w w .movie.edu getting twice the q ueries w w w 2 .movie.edu does.  I f neither is 
availab le, q ueries go to p os t ma n r in g s 2 x .movie.edu on port 8 0 0 0 .   
B ut don' t get ex cited and add S R V  records for your FT P  and web  servers:  few clients actually use S R V  
records to locate their servers.  I n fact, we' re not aware of any FT P  clients or web  b rowsers that look  up 
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SRV records. On the other hand, when Microsoft was looking for a way to have Windows 2000 clients 
find their dom ain controllers, SRV records fit the b ill p erfectly.  

11.1.2.2 DNS resource records needed by a domain controller 
A  Windows 2000 client needs to reach several services on its dom ain controller. C lients com m u nicate 
with A ctive D irectory itself u sing the L ightweight D irectory A ccess P rotocol ( L D A P ) .[2] A u thentication 
and au thoriz ation are handled b y K erb eros.[3 ] A  dom ain controller needs D N S to " advertise"  the 
availab ility of these services. T he resou rce records needed b y the movie.edu A ctive D irectory dom ain 
look like this:   
[2] LDAP is an Internet standard defined in RFC  2 2 5 1 .  

[3 ] K erb ero s is al so  an Internet standard—see RFC  1 5 1 0 .  

movie.edu. 600 IN A 192.249.249.3 
_ l da p ._ t c p .movie.edu. 600 IN S R V  0 100 38 9 t er min a t or .movie.edu. 
_ l da p ._ t c p .p dc ._ ms dc s .movie.edu. 600 IN S R V  0 100 38 9 
t er min a t or .movie.edu. 
_ l da p ._ t c p .6e10690c -40a 2-438 3-98 a 7 -
c 7 16ef 9266d1.doma in s ._ ms dc s .movie.edu.  
    600 IN S R V  0 100 38 9 t er min a t or .movie.edu. 
260a a d2b -3c e7 -41c 2-923e-8 e7 b ec 165 7 8 8 ._ ms dc s .movie.edu. 600 IN C NAM E   
    t er min a t or .movie.edu. 
_ k er b er os ._ t c p .dc ._ ms dc s .movie.edu. 600 IN S R V  0 100 8 8  
t er min a t or .movie.edu. 
_ l da p ._ t c p .dc ._ ms dc s .movie.edu. 600 IN S R V  0 100 38 9 
t er min a t or .movie.edu. 
_ k er b er os ._ t c p .movie.edu. 600 IN S R V  0 100 8 8  t er min a t or .movie.edu. 
_ k er b er os ._ udp .movie.edu. 600 IN S R V  0 100 8 8  t er min a t or .movie.edu. 
_ k p a s s w d._ t c p .movie.edu. 600 IN S R V  0 100 464 t er min a t or .movie.edu. 
_ k p a s s w d._ udp .movie.edu. 600 IN S R V  0 100 464 t er min a t or .movie.edu. 
_ l da p ._ t c p .D ef a ul t -F ir s t -S it e-Na me._ s it es .movie.edu. 600 IN S R V  0 100 
38 9  
    t er min a t or .movie.edu. 
_ k er b er os ._ t c p .D ef a ul t -F ir s t -S it e-Na me._ s it es .dc ._ ms dc s .movie.edu.  
    600 IN S R V  0 100 8 8  t er min a t or .movie.edu. 
_ l da p ._ t c p .D ef a ul t -F ir s t -S it e-Na me._ s it es .dc ._ ms dc s .movie.edu.  
    600 IN S R V  0 100 38 9 t er min a t or .movie.edu. 
_ k er b er os ._ t c p .D ef a ul t -F ir s t -S it e-Na me._ s it es .movie.edu.  
    600 IN S R V  0 100 8 8  t er min a t or .movie.edu. 
_ l da p ._ t c p .g c ._ ms dc s .movie.edu. 600 IN S R V  0 100 3268  
t er min a t or .movie.edu. 
g c ._ ms dc s .movie.edu. 600 IN A 192.249.249.3 
_ g c ._ t c p .movie.edu. 600 IN S R V  0 100 3268  t er min a t or .movie.edu. 
_ l da p ._ t c p .D ef a ul t -F ir s t -S it e-Na me._ s it es .g c ._ ms dc s .movie.edu.  
    600 IN S R V  0 100 3268  t er min a t or .movie.edu. 
_ g c ._ t c p .D ef a ul t -F ir s t -S it e-Na me._ s it es .movie.edu. 600 IN S R V  0 100 
3268   
    t er min a t or .movie.edu. 
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The movie.edu d o m a i n  ha s  o n e d o m a i n  c o n t r o l l er ,  t er min a t or .movie.edu.  Y o u  c a n  s ee t ha t  t he t a r g et  o f  
ev er y  S R V  r ec o r d  ( t ha t  i s ,  t he ho s t  pr o v i d i n g  t he s er v i c e)  i s  t er min a t or .  N o t i c e t he v a r i o u s  s er v i c es  
pr o v i d ed  b y  t er min a t or :  L D A P  o v er  TC P ,  K er b er o s  o v er  TC P  a n d  U D P ,  et c .  F o r  a n  ex pl a n a t i o n  o f  t he 
f u n c t i o n  o f  ea c h o f  t he r ec o r d s  n eed ed  b y  a  d o m a i n  c o n t r o l l er ,  s ee M i c r o s o f t  K n o w l ed g e B a s e a r t i c l e 
Q 1 7 8 1 6 9 .   
A l s o  n o t i c e t w o  A  r ec o r d s  hi d i n g  a m o n g  a l l  t ho s e S R V  r ec o r d s :  
movie.edu. 600 IN A 192.249.249.3 
g c ._ ms dc s .movie.edu. 600 IN A 192.249.249.3 

The f i r s t  A  r ec o r d  i s  f o r  L D A P  c l i en t s  t ha t  d o n ' t  u n d er s t a n d  S R V  r ec o r d s .  S i n c e W i n d o w s  2 0 0 0  c l i en t s  
d o  u s e S R V  r ec o r d s  t o  l o c a t e t he L D A P  s er v i c e o n  t he d o m a i n  c o n t r o l l er ,  y o u  d o n ' t  n eed  t ha t  d o m a i n  A  
r ec o r d  ( t he o n e f o r  movie.edu)  u n l es s  y o u ' r e u s i n g  o t her  L D A P  c l i en t s .  ( A n d  ev en  t hen ,  y o u  c a n  j u s t  
po i n t  t ho s e c l i en t s  a t  t he d o m a i n  c o n t r o l l er  u s i n g  i t s  f u l l y  q u a l i f i ed  n a m e:  t er min a t or .movie.edu,  i n  t hi s  
c a s e. )  I t ' s  g o o d  t ha t  t he A  r ec o r d  i s n ' t  r eq u i r ed ,  b ec a u s e a  l o t  o f  f o l k s  a l r ea d y  ha v e a n  A  r ec o r d  a t  t he 
a pex  o f  t hei r  D N S  n a m es pa c e.  Thi s  r ec o r d  u s u a l l y  po i n t s  t o  a  w eb  s er v er ,  n o t  t o  a n  A c t i v e D i r ec t o r y  
s er v er .  F o r  ex a m pl e,  M o v i e U . ' s  m a i n  w eb  s er v er  i s  a c c es s i b l e v i a  b o t h w w w .movie.edu a n d  movie.edu.  
H o w ev er ,  n o t e t ha t  t he s ec o n d  A  r ec o r d ,  w hi c h po i n t s  t o  t he G l o b a l  C a t a l o g  s er v i c e o n  t he d o m a i n  
c o n t r o l l er ,  i s  r eq u i r ed .   
Thi s  d i s c u s s i o n  b eg s  t he q u es t i o n :  ho w  d o  t ho s e S R V  r ec o r d s  g et  t her e?  A r e y o u  d r ea d i n g  t ha t  y o u ' l l  
ha v e t o  t y pe t hem  i n  y o u r s el f ?  N ev er  f ea r —t he d o m a i n  c o n t r o l l er  a d d s  t hes e r ec o r d s  t o  D N S  i t s el f ,  
u s i n g  a  r ec en t  D N S  pr o t o c o l  en ha n c em en t  c a l l ed  d y n a m i c  u pd a t e.  W e' l l  d i s c u s s  d y n a m i c  u pd a t e s o o n ,  
a l o n g  w i t h m o r e d et a i l s  a b o u t  ho w  d o m a i n  c o n t r o l l er s  u pd a t e D N S  w i t h t he r ec o r d s  t hey  r eq u i r e.   
O n e f i n a l  n o t e:  i f  w e ha d  m u l t i pl e d o m a i n  c o n t r o l l er s  f o r  movie.edu,  t her e w o u l d  b e a n  a d d i t i o n a l  s et  o f  
r ec o r d s  f o r  ea c h o n e.   

11.1.3 Storing Zones in Active Directory 
Z o n e s t o r a g e i s  a n o t her  A c t i v e D i r ec t o r y -D N S  i n t eg r a t i o n  po i n t .  W i t h t he pr ev i o u s  v er s i o n  o f  t he 
M i c r o s o f t  D N S  S er v er  i n  N T S er v er  4 . 0  ( o r  a  s t a n d a r d  B I N D  n a m e s er v er ,  f o r  t ha t  m a t t er ) ,  a  n a m e 
s er v er  l o a d s  z o n es  f r o m  t w o  pl a c es .  I f  t he n a m e s er v er  i s  a  pr i m a r y  m a s t er  f o r  a  z o n e,  i t  l o a d s  t ha t  z o n e 
f r o m  a  f i l e o n  d i s k .  I f  t he n a m e s er v er  i s  a  s ec o n d a r y  m a s t er  ( o r  a  s l a v e,  t o  u s e t he n ew er  t er m  u s ed  b y  
r ec en t  D N S -r el a t ed  R F C s ) ,  i t  l o a d s  t he z o n e f r o m  a n o t her  a u t ho r i t a t i v e s er v er  ( u s u a l l y  t he pr i m a r y  
m a s t er )  o v er  t he n et w o r k ,  u s i n g  a  z o n e t r a n s f er .  The pu r po s e o f  t hi s  t r a d i t i o n a l  pr i m a r y / s ec o n d a r y  
r el a t i o n s hi p i s  t o  f a c i l i t a t e r epl i c a t i o n .  A  z o n e n eed s  m u l t i pl e a u t ho r i t a t i v e s er v er s  f o r  r ed u n d a n c y  a n d  t o  
s pr ea d  t he q u er y  l o a d .  The z o n e t r a n s f er  i s  D N S ' s  b u i l t -i n  r epl i c a t i o n  m ec ha n i s m :  a s  y o u  k n o w ,  j u s t  
c ha n g e t he z o n e o n  t he pr i m a r y ,  a n d  t he c ha n g e ev en t u a l l y  per c o l a t es  t o  t he s ec o n d a r i es .   
The M i c r o s o f t  D N S  S er v er  g i v es  y o u  a  t hi r d  o pt i o n ,  c a l l ed  A c t ive D ir ec t or y  in t eg r a t ion .  R a t her  t ha n  
b ei n g  s t o r ed  i n  a  f i l e o n  t he pr i m a r y  m a s t er ' s  d i s k ,  t he z o n e d a t a  i s  s t o r ed  i n  t he A c t i v e D i r ec t o r y  
d a t a b a s e.  Thi s  o pt i o n  i s  a v a i l a b l e o n l y  w hen  t he D N S  s er v er  i s  r u n n i n g  o n  a  d o m a i n  c o n t r o l l er .  The 
r ea s o n i n g  i s  t ha t  s i n c e A c t i v e D i r ec t o r y  a l r ea d y  ha s  i t s  o w n  r epl i c a t i o n  t o po l o g y —a  " m u l t i m a s t er "  
s c hem e i n  w hi c h ea c h d o m a i n  c o n t r o l l er  c a n  a c c ept  c ha n g es  a n d  pr o pa g a t e t hem  t o  t he o t her  d o m a i n  
c o n t r o l l er s —w hy  n o t  j u s t  t a k e a d v a n t a g e o f  A c t i v e D i r ec t o r y ' s  r epl i c a t i o n  f o r  D N S  z o n es ,  r a t her  t ha n  
d es i g n i n g  a  s epa r a t e pr i m a r y / s ec o n d a r y  t o po l o g y ?   
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There are at least a couple of reasons why you'd want to opt for Active Directory integration for your 
z ones.  W hile it does save you from  designing and im plem enting prim ary/ secondary relationships for all 
your nam e servers and z ones,  the m ain reason is secure dynam ic update.  M icrosoft has ex tended the 
standard DN S  dynam ic update protocol,  allowing it to work  with the Active Directory security m odel,  
b ut this feature is availab le only with Active Directory-integrated z ones.  S ecure dynam ic update alone is 
enough reason to store z one inform ation in Active Directory.   
O ne other note ab out Active Directory-integrated z ones:  strictly speak ing,  you don't have to m ak e every 
nam e server for a z one Active Directory integrated.  S ince all authoritative servers allow z one transfers,  a 
server that loads a z one from  Active Directory will happily respond to z one transfers.  S o you can 
conceivab ly m ak e only a z one's prim ary m aster nam e server Active Directory integrated and have the 
secondaries continue to load from  the prim ary.  H owever,  it defeats one of the purposes of Active 
Directory integration—letting Active Directory handle z one replication—to use traditional z one 
transfers.  The other huge advantage of Active Directory integration is secure dynam ic update,  which 
isn't possib le if only the prim ary m aster is Active Directory integrated.  S o to tak e full advantage of 
Active Directory integration,  all nam e servers for a z one should store the z one in Active Directory.   

11.2 Dynamic Update 
Dynam ic update is a m aj or new feature im plem ented in the M icrosoft DN S  S erver.  L ik e m any other 
protocols used b y W indows 2 0 0 0 ,  it's an I nternet standard,  defined in R F C  2 1 3 6 .  Dynam ic update is 
sim ply a protocol that allows a nam e server to b e updated b y sending it a m essage over the network .  
This is a b ig im provem ent over the traditional m ethod,  which req uires a hum an to fire up the DN S  
console to m ak e the change in person.  Dynam ic update allows nonhum ans—i. e. ,  program s—to easily 
update DN S  inform ation.   
N o security is b uilt into the dynam ic update protocol.  I t's up to an individual nam e server to decide 
whether or not to accept an update m essage.  Ab out the only m eans of authentication a nam e server has 
is to look  at the source I P  address of the dynam ic update m essage,  and that's not a very strong m eans of 
authentication at all:  it's easy to " spoof"  or forge a pack et's source I P  address.  And since a com plete 
dynam ic update m essage travels in a single U DP  pack et,  all an attack er needs to k now is an I P  address 
that the nam e server accepting dynam ic updates trusts.  The B ad G uy j ust creates a dynam ic update with 
a spoofed source I P  address and sends it to the unsuspecting nam e server.   
This deficiency b egs for som e stronger security b ased on cryptography,  which fortunately has b een 
developed.  The DN S  standards com m unity developed a protocol ex tension to use transaction signatures 
to sign any k ind of DN S  m essage—including dynam ic updates—sent b etween two parties:  client to 
server,  server to server,  dynam ic updater to server,  etc.   
The transaction signatures,  or TS I G s for short,  in DN S  use a techniq ue called H M AC  ( K eyed-H ashing 
for M essage Authentication) , [4] which em ploys a shared secret and a one-way cryptographic hash 
function to sign data.  A shared secret is lik e a password k nown only to the two parties.  A one-way 
cryptographic hash function com putes a fix ed-siz e check sum  b ased on any am ount of input.  W hat 
differentiates a cryptographic hash function,  such as M D5  or S H A1 ,  from  a run-of-the-m ill check sum ,  
such as a C R C  ( C yclic R edundancy C heck ) ,  is that it's com putationally infeasib le to find two different 
input stream s that produce the sam e hash output.  W ith a C R C  check sum ,  on the other hand,  the 
algorithm  is easily reversib le:  given any check sum ,  it's trivial to calculate an input stream  to generate 
that check sum .  Another property of a good cryptographic hash function is that varying the input b y even 



- 196 - 

a small amount—suc h  as c h ang i ng  j ust one  b i t—p r od uc e s a maj or  c h ang e  i n th e  h ash  outp ut.  I n oth e r  
w or d s,  th e  h ash  outp ut i s li k e  a f i ng e r p r i nt of  th e  or i g i nal i np ut.   
[4] See RFC 2104. 

A  tr ansac ti on si g natur e  i s so-name d  b e c ause  i t' s e p h e me r al:  th e  si g natur e  ap p li e s only  to a si ng le  
tr ansac ti on and  i s not r e usab le .  L e t' s say  a c l i e nt w ants to se nd  a d y nami c  up d ate  si g ne d  w i th  a T S I G  to 
th e  ap p r op r i ate  name  se r v e r .  A f te r  g e ne r ati ng  th e  d y nami c  up d ate  me ssag e ,  i t ap p e nd s th e  se c r e t i t 
sh ar e s w i th  th e  se r v e r  to th e  me ssag e  and  r uns e v e r y th i ng  th r oug h  M D 5 .  T h e  outp ut i s th e  T S I G  i tse lf ,  
w h i c h  i s p lac e d  i nto a T S I G  r e sour c e  r e c or d  th at g oe s i n th e  d y nami c  up d ate  me ssag e .  S i nc e  T S I G s ar e  
g e ne r ate d  on th e  f l y  l i k e  th i s,  y ou se e  a T S I G  r e c or d  only  on a p ac k e t sni f f e r ,  ne v e r  i n th e  D N S  c onsole  
or  a z one  d ata f i le .  N ote  th at T S I G  d oe sn' t e nc r y p t th e  d ata b e i ng  se nt:  i t only  auth e nti c ate s i t.  H M A C  i s 
i llustr ate d  i n F i g ur e  1 1 -3.   

Figure 11-3 .  H M A C  il l us t ra t ed  

 

O ne  d i f f i c ulty  w i th  T S I G  i s d i str i b uti ng  th e  sh ar e d  se c r e ts.  I mag i ne  h av i ng  h und r e d s of  c li e nts th at ne e d  
to se nd  T S I G -si g ne d  d y nami c  up d ate s to a name  se r v e r :  th at r e q ui r e s g e ne r ati ng  h und r e d s of  k e y s and  
d i str i b uti ng  th e m se c ur e l y  to e ac h  c li e nt.  M i c r osof t f ound  i tse l f  i n j ust suc h  a p r e d i c ame nt.  A s w e ' ll se e  
sh or tly ,  i nd i v i d ual W i nd ow s 2 0 0 0  c li e nts d o se nd  d y nami c  up d ate s to name  se r v e r s.  T S I G  i s a 
r e q ui r e me nt f or  th e se  tr ansac ti ons to h ap p e n se c ur e ly ,  b ut i t' s not f e asi b le  to stati c all y  c onf i g ur e  sh ar e d  
se c r e ts on e ac h  W i nd ow s 2 0 0 0  c li e nt.  T h e  soluti on:  K e r b e r os to th e  r e sc ue !   
A s w e  me nti one d  e ar li e r ,  W i nd ow s 2 0 0 0  use s K e r b e r os f or  auth e nti c ati on and  auth or i z ati on.  K e r b e r os 
allow s tw o p ar ti e s w h o w ant to c ommuni c ate  se c ur e ly  to ne g oti ate  th e  ne c e ssar y  i nf or mati on to d o so.  
E v e r y  W i nd ow s 2 0 0 0  d omai n c ontr olle r  i s a K e r b e r os K e y  D i str i b uti on C e nte r ,  or  K D C .  E v e r y  
W i nd ow s 2 0 0 0  c li e nt and  se r v e r  i s a K e r b e r os " p r i nc i p al. "  E v e r y  K e r b e r os p r i nc i p al sh ar e s a se c r e t w i th  
th e  K D C .  ( T h i s sh ar e d  se c r e t i s g e ne r ate d  w h e n th e  h ost i s j oi ne d  to th e  d omai n. )  T h e  K D C  ac ts as a 
tr uste d  th i r d  p ar ty  th at allow s tw o p r i nc i p als to c ommuni c ate  se c ur e ly .  F or  e x amp le ,  sup p ose  a c li e nt 
name d  A l i c e  w ants to se nd  an e nc r y p te d  me ssag e  to a c li e nt name d  B ob .  A l i c e  ask s th e  K D C  to h e lp  
ne g oti ate  a se ssi on k e y [5 ] w i th  B ob .  A l i c e  and  B ob  d on' t ( y e t)  tr ust e ac h  oth e r ,  b ut th e y  d o tr ust th e  K D C ,  
w h i c h  f ac i l i tate s d i str i b uti ng  th e  se ssi on k e y  to b oth  of  th e m.  T h i s e x p lanati on i s q ui te  an 
ov e r si mp l i f i c ati on of  h ow  K e r b e r os ac tually  w or k s,  b ut i t d oe s sh ow  th e  und e r ly i ng  c onc e p ts.   
[5 ] A s  t h e n a m e i m p l i es ,  a  s es s i o n  k ey  i s  a  s h o r t -l i v ed  k ey  u s u a l l y  u s ed  f o r  a  s i n g l e c o n v er s a t i o n . 
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Microsoft extended TSIG in Windows 2000 to use Kerberos. A Windows 2000 client that wants to send 
a TSIG-sig ned dy nam ic up date m essag e to a nam e serv er doesn' t hav e to be statically  config ured to 
share a secret with that serv er. The client uses Kerberos to obtain a session k ey ,  which serv es as a one-
tim e shared secret. This v ariant of TSIG is called GSS-TSIG and is docum ented in an Internet-D raft.[6]  
[6] GSS stands for Generic Security Service. At the time of this writing, GSS-T SI G was not yet an I nternet standard b ut was on track  to b ecome one. I nternet-D rafts 
may b e found at ftp : / / ftp .ietf.org/ internet-drafts/ . 

11.2.1 Domain Controller Behavior 

E arlier we showed the records req uired by  dom ain controllers for clients to locate them . To ensure that 
these im p ortant records are alway s p resent,  the N etlog on serv ice running  on the dom ain controller 
attem p ts to add them  to D N S using  dy nam ic up date once p er hour. A cop y  of these records can be found 
in the file %SystemRoot%\system3 2 \c on f i g \n etl og on . d n s.  
It' s worth describing  exactly  how the N etlog on serv ice attem p ts to add these records. As an exam p le,  
we' ll show the step s followed by  the mov i e. ed u  dom ain controller to reg ister this SR V  record ( which 
hap p ens to be the first one in the list of records we showed p rev iously ) :   
_ldap._tcp.movie.edu. 600 IN SRV 0 100 389 terminator.movie.edu. 

The step s are:  
1 . L ook  up  the SO A record for _l d a p . _ tc p . mov i e. ed u  on the local nam e serv er. Thoug h there isn' t 
an SO A record for that dom ain nam e,  the authority  section of the N X D O MAIN  ( neg ativ e)  
resp onse includes the SO A record of the z one that should contain the _l d a p . _ tc p . mov i e. ed u  SR V  
record,  which in this case is mov i e. ed u .  

2. L ook  up  the address of the nam e serv er in the MN AME  field of the SO A record,  
ter mi n a tor . mov i e. ed u  ( if necessary ) . R ecall that the MN AME  field of the SO A record lists the 
z one' s p rim ary  m aster nam e serv er,  which is where the dy nam ic up date should be sent. Along  
with the SO A record,  the Microsoft D N S Serv er returns the A record corresp onding  to the 
MN AME  field in the additional section of the neg ativ e resp onse. In that case,  no extra A record 
look up  is needed.  

3 . Send a dy nam ic up date to ter mi n a tor . mov i e. ed u  to add the SR V  record for the dom ain nam e 
_l d a p . _ tc p . mov i e. ed u .  

These step s are rep eated for ev ery  record:  first the SO A q uery  as a " p robe"  to discov er which z one the 
record should reside in,  then the A-record q uery ,  and then the dy nam ic up date itself. N ote the 
sig nificance of the SO A q uery :  this m eans that y ou don' t hav e to hav e a z one corresp onding  to each 
Activ e D irectory  dom ain. F or exam p le,  im ag ine Mov ie U . has another Activ e D irectory  dom ain nam ed 
f x . mov i e. ed u  but no f x . mov i e. ed u  z one in the D N S nam esp ace. N ow consider the behav ior when the 
f x . mov i e. ed u  dom ain controller attem p ts to reg ister its first SR V  record for _l d a p . _ tc p . f x . mov i e. ed u . It 
sends an SO A q uery  for this dom ain nam e but,  since there' s no f x . mov i e. ed u  z one,  the neg ativ e resp onse 
includes the SO A record for the mov i e. ed u  z one. As a result,  the dom ain controller attem p ts to add the 
_l d a p . _ tc p . f x . mov i e. ed u  SR V  record to the mov i e. ed u  z one. In fact,  if there were no mov i e. ed u  z one,  the 
dom ain controller would ev en try  to up date the ed u  z one!  It doesn' t attem p t to send dy nam ic up dates to 
the root z one,  thoug h,  which is a g ood thing .  
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Two Registry settings are used to control the Netlogon service's dynamic update behavior.[7]  
[7] See Microsof t  K n ow l ed g e B a se a rt icl e Q 2 4 6 8 0 4  f or m ore in f orm a t ion  a b ou t  a l l  a sp ect s of  W in d ow s 2 0 0 0  d y n a m ic u p d a t e b eh a v ior.  

F irst,  to stop Netlogon f rom attempting to register the necessary records with dynamic update once an 
hour,  create the f ollowing Registry k ey:   
UseDynamicDns  
H K E Y _ L O C A L _ M A C H I N E \S Y S T E M \C u r r ent C o nt r o l S et \S er v ices\N et l o g o n\P ar amet
er s  
 
Dat a t yp e:  R E G _ DW O R D 
R ang e:  0  - 1  
Def au l t  v al u e:  1  
S et the value to z ero. The Netlogon service periodically check s this Registry k ey,  so you don't need to 
restart the service or reboot the machine.  
Y ou'll want to suppress repeated dynamic updates if  you don't want to enable dynamic updates on your 
name server or if  it doesn't allow dynamic updates. H owever,  with M icrosof t's secure dynamic update,  
there's really no reason not to enable dynamic updates. I f  you're running a B I ND  name server ( which 
doesn't support M icrosof t's particular version of  secure dynamic update) ,  however,  you might want to 
disable dynamic update and instead add the necessary resource records to your z one by hand. I n that 
case,  it's pointless to have the domain controllers continuously attempting to send dynamic updates.[8 ]  
[8 ] T h e f ou rt h  ( a n d  l a t est )  ed it ion  of  ou r sist er b ook ,  DNS and BIND ,  d iscu sses W in d ow s 2 0 0 0  a n d  B I N D  n a m e serv er coex ist en ce in  C h a p t er 1 6 .   

A nother usef ul Registry setting prevents Netlogon f rom registering A  records with dynamic update:   
R eg ist er DnsA R eco r d s  
H K E Y _ L O C A L _ M A C H I N E \S Y S T E M \C u r r ent C o nt r o l S et \S er v ices\N et l o g o n\P ar amet
er s  
 
Dat a t yp e:  R E G _ DW O R D 
R ang e:  0  - 1  
Def au l t  v al u e:  1  
S et this k ey to z ero to stop Netlogon f rom registering the two A  records f rom movie.edu's z one:   
mo v ie. ed u .  6 0 0  I N  A  1 9 2 . 2 4 9 . 2 4 9 . 3  
g c. _ msd cs. mo v ie. ed u .  6 0 0  I N  A  1 9 2 . 2 4 9 . 2 4 9 . 3  
Recall that the f irst one is not req uired,  so setting this k ey to z ero stops Netlogon f rom repeatedly 
registering an A  record f or your domain that might conf lict with other records,  such as those f or your 
web server. O n the other hand,  the second record is req uired,  so if  you disable automatic A -record 
registration,  you have to add the second record by hand. Remember that you can always check  
% S y s t emR oot % \s y s t em3 2 \c on f ig \n et l og on .dn s  f or the ex act list of  records your domain controller 
ex pects to be present in D NS .  
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11.2.2 Windows 2000 Client Behavior 

Every Windows 2000 host uses dynamic update to maintain the proper DNS information about itself. 
T he DH C P  client service sends the updates,  reg ardless of whether the host actually uses DH C P  to obtain 
any I P  addresses. I f a Windows 2000 host does not use DH C P ,  it attempts to reg ister name and address 
information for itself in DNS. Specifically,  it sends dynamic updates to the appropriate authoritative 
name servers to add the appropriate A  and P T R  records. I f the host does g et an address from a DH C P  
server,  it still reg isters the A  record itself but allows the DH C P  server to reg ister the corresponding  P T R  
record.[9]  
[9] Actually, a host will register one A record for each IP address it has. 

T his self-reg istration with dynamic update is feasible only with M icrosoft' s secure dynamic update. 
With K erberos,  the Windows 2000 host attempting  the reg istration can authenticate itself to the DNS 
server. T he DNS server can,  in turn,  implement a fine-g rained authoriz ation policy that allows a host to 
chang e only the A  and P T R  records corresponding  to its own domain name and I P  address.  
T his feature ex tends a client' s behavior dealing  with its NetB I O S name to the DNS world. I f a Windows 
( including  Windows 2000)  host is config ured to use a WI NS server,  it reg isters its NetB I O S name and 
address with that server.  
Dynamic update behavior is controlled from the DNS tab of the A d v a n c e d  T C P / I P  Se t t i n g s  window 
for each network  interface. G etting  to this window tak es a fair amount of click ing :   
1 . C hoose Se t t i n g s  Ne t w o r k  a n d  Di a l -u p  C o n n e c t i o n s   
2. Double-click  on a L A N interface to display its status window. 
3 . C lick  P r o p e r t i e s  to display the properties window for the interface. M ak e sure the G e n e r a l  tab 
is selected.  

4. C lick  on I n t e r n e t  P r o t o c o l  ( T C P / I P ) ,  then click  P r o p e r t i e s  to display the I n t e r n e t  P r o t o c o l  
( T C P / I P )  P r o p e r t i e s  window.  

5 . C lick  A d v a n c e d ,  which displays the A d v a n c e d  T C P / I P  Se t t i n g s  window.  
6 . Select the DNS tab,  and you' ll see a window lik e the one shown in F ig ure 1 1 -4.  
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Figure 11-4 .  A d v a n c ed  T C P / I P  S et t in gs  

 

Most of the settings on the Advanced TCP/IP Settings w ind ow  d ea l  w ith r esol v er  c onfigu r a tion,  w hic h 
w e d isc u ssed  in C ha p ter  6 .  T he d y na m ic  u p d a te settings a r e a t the b ottom  of the w ind ow .  R egister  th is 
co nnectio n' s addr esses in D N S is c hec k ed  b y  d efa u l t,  a nd  this setting c ontr ol s w hether  or  not the c l ient 
a ttem p ts r egistr a tion w ith d y na m ic  u p d a te ( w hether  it r egister s b oth A  a nd  P T R  r ec or d s or  j u st a n A  
r ec or d  is d eter m ined  b y  the D H C P  settings,  a s w e m entioned  p r ev iou sl y ) .   
B y  d efa u l t,  the host r egister s its fu l l y  q u a l ified  d om a in na m e.  W ind ow s 2 0 0 0  c a l l s the fu l l y  q u a l ified  
d om a in na m e the full computer name .  I t' s the c onc a tena tion of the host' s singl e-l a b el  c om p u ter  na m e a nd  
the p r im a r y  D N S  su ffix  w hic h,  b y  d efa u l t,  is set to the D N S  na m e of the A c tiv e D ir ec tor y  d om a in to 
w hic h the c om p u ter  is j oined .  T he fu l l  c om p u ter  na m e is d isp l a y ed  on the N etw o r k  Identif icatio n ta b  
of the Sy stem  C ontr ol  P a nel  d oc u m ent,  w hic h is show n in F igu r e 1 1 -5.  T o c ha nge the c om p u ter  na m e,  
c l ic k  Pr o p er ties .   
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Figure 11-5 .  N et w o rk  I d en t if ic a t io n  t a b  

 

If you'd like the host to register an additional F Q D N  in addition to the p rim ary F Q D N  ( or full c om p uter 
nam e) ,  enter another dom ain nam e in the DNS suffix for this connection field and c hec k U se this 
connection' s DNS suffix in DNS reg istra tion.  T he additional F Q D N  is a c onc atenation of a single-
lab el c om p uter nam e and the c onnec tion-sp ec ific  D N S  suffix .  If you don't sp ec ify the DNS suffix for 
this connection b ut c hec k U se this connection' s DNS suffix in DNS reg istra tion,  the D N S  suffix  is 
sp ec ified b y the D H C P  serv er.  In that c ase,  the fully q ualified dom ain nam e registered c onsists of the 
host's single-lab el c om p uter nam e follow ed b y the c ontents of the suffix  field.   
S o w hat gets added w hen a c lient registers?  L et's reb oot a W indow s 2 0 0 0  c lient in the sp ec ial-effec ts lab  
and see.   
O ur c lient is c alled mummy.fx.movie.edu.  It has the fix ed IP  address 1 9 2 . 2 5 3 . 2 5 4 . 1 3  ( it doesn't get its 
address from  our D H C P  serv er) .  T he dynam ic  up date routines on the c lient go through the follow ing 
step s at b oot tim e:   
1 .  L ook up  the S O A  rec ord for mummy.fx.movie.edu on the loc al nam e serv er.  T hough there isn't an 
S O A  rec ord for that dom ain nam e,  the authority sec tion of the resp onse inc ludes the S O A  rec ord 
of the z one that c ontains mummy.fx.movie.edu,  fx.movie.edu.   

2 .  L ook up  the address of the nam e serv er in the M N A M E  field of the S O A  rec ord,  
b l a der un n er .fx.movie.edu.   

3 .  S end a dynam ic  up date to b l a der un n er .fx.movie.edu w ith tw o p rereq uisites:  that 
mummy.fx.movie.edu not b e an alias ( i. e. ,  that it not ow n a C N A M E  rec ord)  and that it not 
already hav e an address rec ord p ointing to 1 9 2 . 2 5 3 . 2 5 4 . 1 3 .  T he dynam ic  up date c ontains no 
up date sec tion;  it's j ust a p rob e to see w hat's out there.   

4 .  If mummy.fx.movie.edu already p oints to its address,  stop .  O therw ise,  send another dynam ic  
up date to b l a der un n er .fx.movie.edu w ith the p rereq uisites that mummy.fx.movie.edu not b e an 
alias and that it not hav e an A  rec ord already.  If the p rereq uisites are satisfied,  the up date adds an 
A  rec ord p ointing mummy.fx.movie.edu to 1 9 2 . 2 5 3 . 2 5 4 . 1 3 .  If mummy.fx.movie.edu already has 
an A  rec ord,  the c lient sends an up date to delete that A  rec ord and add its ow n.   

5 .  L ook up  the S O A  rec ord for 2 5 4 .2 5 3 .1 9 2 .in -a ddr .a r p a .   
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6. L o o k  u p  t h e  a d d r e s s  o f  t h e  n a m e  s e r v e r  i n  t h e  M N A M E  f i e l d  o f  t h e  S O A  r e c o r d  ( t h o u g h  s i n c e  
t h e  M N A M E  f i e l d  c o n t a i n s  bladerunner.fx.movie.edu,  w h i c h  w e  l o o k e d  u p  r e c e n t l y ,  a n d  
W i n d o w s  2 0 0 0  h a s  a  c a c h i n g  r e s o l v e r ,  t h i s  s h o u l d n ' t  r e q u i r e  a n o t h e r  q u e r y ) .  

7 . S e n d  a  d y n a m i c  u p d a t e  t o  bladerunner.fx.movie.edu w i t h  t h e  p r e r e q u i s i t e  t h a t  1 3 .2 5 4 .2 5 3 .1 9 2 .in-
addr.arp a n o t  b e  a n  a l i a s . I f  t h e  p r e r e q u i s i t e  i s  s a t i s f i e d ,  t h e  u p d a t e  a d d s  a  P T R  r e c o r d  m a p p i n g  
1 9 2 .2 5 3 .2 5 4 .1 3  b a c k  t o  mummy .fx.movie.edu. I f  1 3 .2 5 4 .2 5 3 .1 9 2 .in-addr.arp a i s  a n  a l i a s ,  s t o p .  

11.2.2.1 Registry settings 
S e v e r a l  R e g i s t r y  s e t t i n g s  a f f e c t  a  W i n d o w s  2 0 0 0  h o s t ' s  d y n a m i c  D N S  b e h a v i o r :   
Address con f l i ct  b eh a v i or  

T h i s  i s  o n e  R e g i s t r y  e n t r y  y o u  s h o u l d  c o n s i d e r  c h a n g i n g  i f  y o u  a r e  a r e n ' t  u s i n g  a  W i n d o w s  2 0 0 0  
M i c r o s o f t  D N S  S e r v e r  a n d  y o u r  n a m e  s e r v e r  i s  t h e r e f o r e  f o r c e d  t o  a c c e p t  u n s i g n e d  d y n a m i c  
u p d a t e s . B y  d e f a u l t ,  a  W i n d o w s  2 0 0 0  h o s t  u n c e r e m o n i o u s l y  d e l e t e s  w h a t  i t  c o n s i d e r s  o l d  A  
r e c o r d s  f o r  i t s e l f . F o r  e x a m p l e ,  i f  t h e  h o s t  w e  r e b o o t e d  e a r l i e r  d i s c o v e r e d  o t h e r  A  r e c o r d s  f o r  
mummy .fx.movie.edu,  i t  w o u l d  d e l e t e  t h e m  a n d  t h e n  a d d  a  n e w  o n e  w i t h  i t s  c u r r e n t  I P  a d d r e s s . 
T h e  p r o b l e m  i s ,  w h a t  i f  t h o s e  w e r e  l e g i t i m a t e  r e c o r d s ?  T h e  h o s t  c o u l d  b e  c o n f i g u r e d  w i t h  t h e  
w r o n g  n a m e ;  m a y b e  t h o s e  A  r e c o r d s  a r e  f o r  t h e  r e a l  mummy .fx.movie.edu. S e t t i n g  t h i s  k e y  t o  a  
v a l u e  o f  o n e  d i s a b l e s  t h e  o v e r w r i t i n g  b e h a v i o r .  
DisableReplaceAddressesInConflicts 
H K E Y _ L O CAL _ M ACH IN E \S Y S T E M \Cu rrentControlS et\S erv ices\T cpip\P aram
eters  
 
Data ty pe:  RE G _ DW O RD 
Rang e:  0  - 1  
Defau lt v alu e:  0  
S cope:  Affects all adapters 

R ereg i st ra t i on  i n t erv a l   
B y  d e f a u l t ,  t h e  D H C P  c l i e n t  s e r v i c e  s e n d s  a  d y n a m i c  u p d a t e  e v e r y  2 4  h o u r s  t o  r e g i s t e r  a  h o s t ' s  A  
( a n d  P T R ,  i f  a p p l i c a b l e )  r e c o r d s . T h i s  b e h a v i o r  i s  a n  i n s u r a n c e  p o l i c y  a g a i n s t  t h e  r e c o r d s  b e i n g  
l o s t  f r o m  t h e  z o n e . T h e r e ' s  l i t t l e  r e a s o n  t o  c h a n g e  t h i s  v a l u e .  
Defau ltReg istrationRefresh Interv al 
H K E Y _ L O CAL _ M ACH IN E \S Y S T E M \Cu rrentControlS et\S erv ices\T cpip\P aram
eters  
 
Data ty pe:  RE G _ DW O RD 
Rang e:  0 x 0  - 0 x F F F F F F F F  seconds 
Defau lt v alu e:  0 x 1 5 1 8 0  ( 8 6 , 4 0 0  seconds =  2 4  
h ou rs)  
S cope:  Affects all adapters 

D ef a u l t  T T L   
B y  d e f a u l t ,  d y n a m i c a l l y  a d d e d  r e s o u r c e  r e c o r d s  h a v e  a  t i m e  t o  l i v e  o f  2 0  m i n u t e s . I t  m a k e s  s e n s e  
t o  l o w e r  t h i s  v a l u e  i f  y o u  h a v e  a  l a r g e  n u m b e r  o f  h o s t s  c h a n g i n g  a d d r e s s e s  f r e q u e n t l y  ( s u c h  a s  
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laptops moving around) and you find DNS information is getting outdated. Recall, however, that 
this value doesn' t affect the authoritative name servers for the z one containing the dynamically 
added records. C hanges to authoritative servers tak e effect immediately and are propagated 
q uick ly, thank s to the NO T I F Y  protocol. T he issue is records remaining in the cache of other 
name servers after the hosts move.  
DefaultReg i s tr ati o n T T L  
H K E Y _ L O C A L _ M A C H I N E \S Y S T E M \C ur r en tC o n tr o lS et\S er v i c es \T c p i p \P ar am
eter s  
 
Data ty p e:  RE G _ DW O RD 
Ran g e:  0 x 0  - 0 x F F F F F F F F  s ec o n d s  
Default v alue:  0 x 4 B 0  ( 1 , 2 0 0  s ec o n d s  =  2 0  m i n utes )   
S c o p e:  A ffec ts  all ad ap ter s  

Maximum number of addresses to register  
I f a network  adapter has multiple virtual addresses, b y default only the first is registered using 
dynamic update. T his value sets the max imum numb er of virtual addresses to register on a per-
interface b asis. Setting the value to z ero disab les dynamic updates for this interface.  
M ax N um b er O fA d d r es s es T o Reg i s ter  
H K E Y _ L O C A L _ M A C H I N E \S Y S T E M \C ur r en tC o n tr o lS et\S er v i c es \T c p i p \P ar am
eter s \A d ap ter s \ 
i n ter fac e-n am e  
 
Data ty p e:  RE G _ DW O RD 
Ran g e:  0 x 0  - 0 x F F F F F F F F  
Default v alue:  0 x 1  
S c o p e:  A ffec ts  th i s  ad ap ter  o n ly   

U p date sec urity  l ev el   
B y default, a W indows 2 0 0 0  host first sends unsigned dynamic updates ( i.e., it doesn' t use 
M icrosoft' s security-enhanced method). I f those updates fail, it attempts to negotiate a session 
k ey and sign the updates. T he default value is 0 x 0 . A  value of 0 x 1 0  means send only nonsecure 
updates, and a value of 0 x 1 0 0  means send only secure updates. I f you have only W indows 2 0 0 0  
name servers ( or only non-W indows 2 0 0 0  name servers), you can set this value accordingly to 
avoid sending unnecessary updates.  
U p d ateS ec ur i ty L ev el 
H K E Y _ L O C A L _ M A C H I N E \S Y S T E M \C ur r en tC o n tr o lS et\S er v i c es \T c p i p \P ar am
eter s   
 
Data ty p e:  RE G _ DW O RD 
Ran g e:  0 x 0  |  0 x 1 0  |  0 x 1 0 0  
Default v alue:  0 x 0  
S c o p e:  A ffec ts  all ad ap ter s  

A  reb oot is req uired to mak e any of these Registry changes effective.  
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11.2.3 DHCP Server Behavior 

Still another Windows 2000 component that uses dynamic update is the Windows 2000 DHCP server. 
T he dynamic update b ehavior is set on a per-scope b asis. E very scope has a properties window,  and 
dynamic update is conf ig ured using  the setting s on its DNS tab . R ig ht-click  on a scope in the DHCP 
console and select P r o p e r t i e s  to produce a window lik e the one shown in F ig ure 1 1 -6.  

Figure 11-6 .  S c o p e p ro p ert ies ,  D N S  t a b  

 

N ote that the DHCP server itself  has a properties window ( rig ht-click  on a particular server in the DHCP 
console and select P r o p e r t i e s )  with an identical DNS tab ,  b ut the server setting s provide def aults only 
f or newly created scopes. T he setting s of  a g iven scope control the server' s dynamic update b ehavior f or 
addresses g iven out f rom that scope. F ig ure 1 1 -6 shows the def ault dynamic update setting s f or an 
unconf ig ured server. I f  you don' t chang e them,  every scope created has these dynamic update setting s.  
T he wording  of  the setting s is a little conf using . T he f irst one,  A u t o m a t i c a l l y  u p d a t e  DH C P  c l i e n t  
i n f o r m a t i o n  i n  DNS,  applies only to DHCP clients that support the DHCP F ully Q ualif ied Domain 
N ame ( F Q DN )  option,  which has code numb er 8 1 . T his option has b een def ined only recently:  at the 
time of  this writing ,  the document describ ing  it is an I nternet-Draf t and not yet an R F C. T he F Q DN  
option lets a DHCP client inf orm the DHCP server of  its f ully q ualif ied domain name and also tell the 
server its intention ab out reg istering  A  and PT R  records. T his option can also b e sent f rom server to 
client to let the server respond to the client' s req uest and specif y its intentions. I n the M icrosof t 
operating  system f amily,  only Windows 2000 DHCP clients support the F Q DN  option,  and we' ve 
already mentioned how Windows 2000 DHCP clients use it:  they specif y their F Q DN  ( computer name 
plus its primary DN S suf f ix )  and inf orm the server of  their intention to reg ister their own A  records.  
I f  A u t o m a t i c a l l y  u p d a t e  DH C P  c l i e n t  i n f o r m a t i o n  i n  DNS is selected,  you must tell the server how to 
deal with a DHCP client' s F Q DN  option req uest reg arding  dynamic update. T he def ault setting  is 
U p d a t e  DNS o n l y  i f  DH C P  c l i e n t  r e q u e s t s ,  which causes the server to honor the client' s dynamic 
update req uests. O n the other hand,  check ing  A l w a y s  u p d a t e  DNS causes the server to always send 
dynamic updates f or b oth A  and PT R  records,  reg ardless of  the client' s req uest.  
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The next setting, Discard forward (name-t o-address)  l ook u p s wh en l ease ex p ires, a p p l ies to  A  
r ec o r d s.  W hen a  W ind o w s 2 0 0 0  D H C P  ser v er  is c o nf igu r ed  to  send  d y na m ic  u p d a tes—tha t is, w hen the 
A u t omat ical l y  u p dat e DH C P  cl ient  informat ion in DN S  b o x is c hec k ed —the ser v er  a l w a y s send s a  
d y na m ic  u p d a te to  r em o v e a  c l ient' s P TR  r ec o r d  w hen its l ea se exp ir es.  C hec k ing this b o x c a u ses the 
ser v er  to  r em o v e the c l ient' s A  r ec o r d  w ith d y na m i c  u p d a te, to o .   
The f ina l  setting, E nab l e u p dat es for DN S  cl ient s t h at  do not  su p p ort  dy namic u p dat e, a p p l ies to  
a ny  D H C P  c l ient tha t d o esn' t send  the F Q D N  o p tio n—in o ther  w o r d s, a l l  v er sio ns o f  W ind o w s b ef o r e 
W ind o w s 2 0 0 0 .  I f  this b o x is c hec k ed , the D H C P  ser v er  a l w a y s u p d a tes A  a nd  P TR  r ec o r d s f o r  ev er y  
l ea se issu ed  to  c l ients tha t d o n' t p a ss the F Q D N  o p tio n.  S inc e the c l ient d o esn' t inf o r m  the ser v er  o f  its 
F Q D N , the ser v er  ha s to  c a l c u l a te it b y  c o nc a tena ting the v a l u es f r o m  tw o  o ther  D H C P  o p tio ns:  H o st 
N a m e ( c o d e 1 2 )  a nd  D N S  D o m a in N a m e ( c o d e 1 5 ) .  The D H C P  ser v er  u ses the v a l u e o f  the H o st N a m e 
o p tio n sent b y  the c l ient p l u s the v a l u e o f  the D N S  D o m a in N a m e o p tio n d ef ined  in the sc o p e f r o m  
w hic h the a d d r ess is b eing l ea sed .  The ser v er  igno r es a ny  c l ient-set v a l u e f o r  the D N S  D o m a in N a m e 
o p tio n.   
A no ther  d y na m ic  u p d a te-r el a ted  f ea tu r e o f  the W ind o w s 2 0 0 0  D H C P  ser v er  is the DnsUpdateProxy 
b u i l t-in sec u r ity  gr o u p .  This gr o u p  so l v es a  c o u p l e o f  p r o b l em s.  The f ir st is w hen m u l tip l e D H C P  
ser v er s p er f o r m  sec u r e d y na m ic  u p d a te.  The M ic r o so f t D N S  S er v er ' s a c c ess c o ntr o l s a l l o w  o nl y  the 
o w ner  o f  a  d y na m ic a l l y  c r ea ted  r ec o r d  to  c ha nge o r  d el ete it.  I m a gine a  D H C P  r egister ing a  P TR  r ec o r d  
o n a  c l ient' s b eha l f , then f a i l ing a nd  b eing r ep l a c ed  b y  a  b a c k u p  D H C P  ser v er .  I f  the o r igina l  ser v er  
b ec a m e the o w ner  o f  the r ec o r d  w hen c r ea ting it, the b a c k u p  ser v er  w o u l d  b e u na b l e to  d el ete the r ec o r d  
w hen the l ea se exp ir ed .  The D nsU p d a teP r o xy  gr o u p  so l v es this p r o b l em :  w hen m em b er s o f  this gr o u p  
r egister  r ec o r d s w ith d y na m ic  u p d a te, they  a r en' t m a r k ed  a s the o w ner .  The f ir st no nm em b er  o f  
D nsU p d a teP r o xy  to  m o d i f y  the r ec o r d s b ec o m es the o w ner .  To  so l v e the D H C P  ser v er  p r o b l em  
m entio ned  ea r l ier , b o th c o m p u ter s sho u l d  b e m em b er s o f  the D nsU p d a teP r o xy  gr o u p .  A no ther  p r o b l em  
so l v ed  is w hen a  D H C P  ser v er  r egister s a  P TR  r ec o r d  o n b eha l f  o f  a  " l ega c y "  ( i. e. , no n-W ind o w s 2 0 0 0 )  
c l ient tha t c a n' t p er f o r m  its o w n d y na m ic  u p d a tes.  I f  the c l ient w er e l a ter  u p gr a d ed  to  W ind o w s 2 0 0 0 , 
w itho u t this f ea tu r e it w o u l d n' t b e a b l e to  u p d a te its o w n r ec o r d .   
The " y o u  to u c h it, y o u  o w n it"  p r o p er ties o f  this gr o u p  c a n c a u se p r o b l em s, tho u gh.  S inc e gr o u p  
o w ner ship  a p p l ies to  the entir e c o m p u ter  a nd  no t j u st the D H C P  ser v er , a ny  r ec o r d s r egister ed  b y  the 
c o m p u ter  ha v e this no -o w ner  p r o p er ty .  R ec a l l  tha t d o m a in c o ntr o l l er s r egister  a l l  k ind s o f  im p o r ta nt 
r ec o r d s.  S o  if  y o u  r u n a  D H C P  ser v er  o n a  d o m a in c o ntr o l l er  a nd  y o u  m a k e tha t m a c hine a  m em b er  o f  
D nsU p d a teP r o xy , a ny o ne c a n c o m e a l o ng a nd  ta k e o w ner ship  o f  the ( v er y  i m p o r ta nt)  r ec o r d s r egister ed  
b y  the d o m a in c o ntr o l l er ' s N etl o go n ser v ic e.  I n a d d itio n, a  D H C P  ser v er  r u nning o n a  d o m a in c o ntr o l l er  
u ses l o c a l  sy stem  p r iv i l eges to  m o d i f y  the D N S  r ec o r d s a nd  ther ef o r e m a y  u p d a te r ec o r d s r egister ed  b y  
o ther  c o m p u ter s in a  sec u r e z o ne.  ( This p a r tic u l a r  p r o b l em  a nd  its so l u tio n a r e d esc r ib ed  in M ic r o so f t 
K no w l ed ge B a se a r tic l e Q 2 5 5 1 3 4 . )  F o r  these r ea so ns, M ic r o so f t r ec o m m end s tha t y o u  d o n' t r u n a  
D H C P  ser v er  o n a  d o m a in c o ntr o l l er .   

11.3 Aging and Scavenging 
Z o nes w ith d y na m ic  u p d a te ena b l ed  a r e p r o ne to  sta l e r ec o r d s;  tha t is, A  o r  P TR  r ec o r d s tha t a r e 
d y na m ic a l l y  a d d ed  b u t no t p r o p er l y  r em o v ed  w hen no  l o nger  nec essa r y .  M o st D H C P  c l ients—inc l u d ing 
W ind o w s c l ients—d o n' t r el ea se their  a d d r esses o n shu td o w n, w hic h m ea ns they  d o n' t send  the 
c o r r esp o nd ing d y na m ic  u p d a te m essa ge to  r em o v e their  A  r ec o r d s ( no r  d o es the D H C P  ser v er  send  a  
d y na m ic  u p d a te m essa ge to  r em o v e the P TR  r ec o r d ) .  I m a gine a  tr a nsient ho st, su c h a s a  l a p to p , tha t 
r ec eiv es b u t nev er  r el ea ses a n a d d r ess, l ea v ing A  a nd  P TR  r ec o r d s in D N S .  M ic r o so f t r ef er s to  these 
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records as stale, and the DNS server in Windows 2000 can track their age and remove, or scavenge, 
them when they  are no longer necessary .   
T he DNS server knows a record is not stale when it receives a dy namic u p date req u est f or it.  A  
Windows 2000 host sends a dy namic u p date message f or its A  record ( and P T R  record, if  conf igu red 
with a static address)  every  24  hou rs b y  def au lt.  Windows 2000 hosts also send dy namic u p dates on 
lease renewal.  A n u p date of  an ex isting record is called a refresh.  ( B ef ore sending the u p date to make 
any  changes, clients actu all y  p rob e f or a record' s ex istence b y  sending a dy namic u p date message with 
only  a p rereq u isite section.  T he DNS server cou nts su ch a message as a ref resh, too. )  A  ref resh is the 
signal to the server that a p articu lar client is still alive and u sing its records.   
T he idea b ehind aging and scavenging is to remove records that haven' t b een ref reshed within a certain 
interval.  T he p rimary  master server stores a timestamp  f or each resou rce record in z ones with aging and 
scavenging enab led.  E very  time a record is created, modif ied, or ref reshed, the server u p dates the 
timestamp  with the cu rrent time.  I f  the p rimary  master is A ctive Directory  integrated, it rep licates these 
timestamp s to the other servers ( since all p rimary  masters may  need to p erf orm aging and scavenging) .  
A  large nu mb er of  dy namic u p dates means a large nu mb er of  ref resh events and corresp onding 
timestamp  u p dates, which means a lot of  rep lication traf f ic i f  the z one is A ctive Directory  integrated.   
T o redu ce the rep lication b u rden of  this algorithm, M icrosof t introdu ced the concep t of  a " no-ref resh"  
interval.  A f ter a record is ref reshed and its timestamp  is u p dated, the server will not p rocess additional 
ref resh events ( nor u p date the record' s timestamp )  f or the length of  the no-ref resh interval.  Note that 
each record has its own ref resh or no-ref resh timer ticking away .  T he record can still b e changed, thou gh, 
which does cau se its timestamp  to b e u p dated.  R ememb er, a ref resh is j u st a dy namic u p date that doesn' t 
cau se any  changes[10] b ecau se the records sp ecif ied in the u p date are already  p resent in the z one.  T he no-
ref resh interval is like a cooling-of f  p eriod that cu ts down on rep lication:  since ref resh events aren' t 
recorded du ring this interval, a record' s timestamp  isn' t u p dated and theref ore doesn' t have to b e 
rep licated.   
[10] Or the prerequisite check we described. 

T he DNS server' s def au lt ref resh and no-ref resh interval are b oth seven day s.  A ging and scavenging is 
enab led on a z one-b y -z one b asis.  A t a conf igu rab le interval, the server makes a scavenging p ass to 
remove any  stale records in z ones enab led f or aging and scavenging.  Stale records have a timestamp  
older than the cu rrent time minu s the no-ref resh interval minu s the ref resh interval.  F igu re 1 1 -7 shows 
the p hases of  a record f rom creation throu gh ref reshing to scavenging.  Since this record was never 
ref reshed, it' s eligib le f or scavenging.  F igu re 1 1 -8 corresp onds to another record f rom a live client that is 
sending p eriodic dy namic u p dates to keep  its A  record ref reshed.  T his record won' t b e scavenged.   

Figure 11-7 .  N o n ref res h ed  rec o rd  
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Figure 11-8 .  P erio d ic a l l y  ref res h ed  rec o rd  

 

11.3.1 Configuring Aging and Scavenging 
Aging and scavenging is disabled by defau lt ,  since it s im p r o p er  u se is danger o u s.  I f yo u  set  t h e r efr esh  
and no -r efr esh  int er vals t o o  lo w ,  r eco r ds t h at  ar en' t  st ale can be inadver t ent ly r em o ved.  A glo bal set t ing 
co nt r o ls aging and scavenging fo r  t h e ent ir e D N S  ser ver .  I t ' s lo cat ed o n t h e Advance d t ab o f t h e ser ver  
p r o p er t ies w indo w ,  w h ich  is sh o w n in F igu r e 1 1 -9.  T h e S cave ng i ng  p e r i o d set t ing co nt r o ls h o w  o ft en 
t h e ser ver  m ak es a scavenging p ass t h r o u gh  all au t h o r it at ive z o nes.   

Figure 11-9 .  E n a b l in g a gin g a n d  s c a v en gin g f o r a n  en t ire s erv er 
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Once aging and scavenging has been enabled on a given server, you must still enable it f or a p articular 
z one.  F rom the General tab of  a z one' s p rop erties w indow , click  the A g i ng  button to p roduce a w indow  
lik e the one show n in F igure 1 1 -1 0 .  C lick  S c av eng e s t ale res o u rc e rec o rd s  to enable aging and 
scavenging f or this z one.  T he ref resh and no-ref resh intervals are set on a p er-z one basis.   

Figure 11-10 .  E n a b l in g a gin g a n d  s c a v en gin g f o r a  p a rt ic ul a r z o n e  

 

I n addition, a D N S  server may be conf igured to ap p ly the z one p arameters values to all the ex isting and 
f uture z ones.   

11.3.2 When Scavenging Occurs 
T he server stores a p arameter called S tartS cavenging f or each p rimary z one, w hich is the time af ter 
w hich the z one is eligible f or scavenging.  A  D N S  server p erf orms a z one-scavenging p ass only if  the 
current time is greater than S tartS cavenging.  ( I n addition, scavenging must be enabled f or the server and 
the z one, and dynamic up date must be enabled f or the z one. )  T he S tartS cavenging p arameter is set to the 
current time p lus the ref resh interval of  the z one w hen the f ollow ing events hap p en:   
• W hen scavenging is enabled f or the z one 
• W hen dynamic up date is enabled f or the z one 
• W hen the z one is loaded 
• W hen the z one is resumed 

11.3.3 Ot her N o t es o n A ging and  Scavenging 
S tatic records ( i. e. , those added w ith the D N S  console)  are considered " p ermanent. "  T hey have a 
creation/ ref resh timestamp  of  z ero and are ignored during a scavenging p ass.   
T he D N S  server needs to retain each record' s creation/ ref resh timestamp  across server restarts, w hich 
means w riting this inf ormation to disk .  F or A ctive D irectory-integrated z ones, this inf ormation goes 
in—surp rise! —A ctive D irectory.  F or standard z ones, the server has to store the inf ormation in the z one 
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data file. Thus, for standard zones with aging and scavenging enabled, the zone data file format includes 
an ex tra field that is incomp atible with non-W indows 2 0 0 0  name servers. A n outbound zone transfer of 
a zone with aging and scavenging enabled is not affected, so y ou can still have non-W indows 2 0 0 0  
name servers as secondaries. B ut if aging and scavenging is enabled for a zone, y ou can' t tak e the actual 
zone file from a W indows 2 0 0 0  name server and load it on, say , a B I N D  name server.  

11.4 Incremental Zone Transfer 
The M icrosoft D N S  S erver in W indows 2 0 0 0  sup p orts a new k ind of zone transfer. I ncremental zone 
transfer, or I X F R  for short, is sp ecified in R F C  1 9 9 5 , and it does ex actly  what y ou' d ex p ect based on its 
name. A  traditional zone transfer alway s transfers the entire contents of a zone, even if only  one record 
has changed. I ncremental zone transfers allow a name server to send a list of j ust the records that have 
changed since the last zone transfer ( whether it was a full or incremental one) .  
This new feature is critical for zones that change freq uently . I magine the scenario with dy namic up date:  
every  dy namic up date is a change to the zone that req uires a zone transfer. D oing a full zone transfer 
with every  small change wastes bandwidth and C P U  time. The situation is comp ounded when the zone 
being up dated and transferred is large.  
F or I X F R  to function, the master servers need to k eep  track  of the differences between successive 
versions of the zone. A  secondary  req uests an incremental zone transfer and p resents its current serial 
number. The master server calculates and sends the changes needed on the secondary  to mak e its version 
of the zone current. I f the master server can' t calculate the changes for whatever reason—p erhap s the 
secondary  has an old version of the zone and the p rimary  hasn' t k ep t a record of changes that far back —
the p rimary  is allowed to say  " S orry , but y ou' ve got to accep t a full zone transfer."   
A  M icrosoft D N S  S erver acting as a secondary  req uests an incremental zone transfer by  default. I f the 
master server doesn' t sup p ort incremental zone transfer, the M icrosoft D N S  S erver ask s for a standard 
full zone transfer. A  M icrosoft D N S  S erver acting as a p rimary  master stores a record of changes going 
back  several versions. The number of versions the server k eep s in memory  dep ends on the zone' s size:  it 
k eep s 2 5 %  of the total number of resource records of the zone, up  to a total of 6 4 ,0 0 0 . F or ex amp le, 
given a zone of 1 0 0  resource records, the server would store changes corresp onding to the last 2 5  
versions of the zone. I t resp onds with a full zone transfer instead of an incremental when it doesn' t have 
the necessary  information to p roduce the list of changes to the zone or when the list of changes would be 
larger than a full zone transfer.  
A ctive D irectory -integrated zones introduce an ex tra wrink le. A ny  of these zones'  authoritative servers 
can accep t a dy namic up date for the zone. The change is stored locally  and rep licated to the other 
servers using A ctive D irectory . This situation means that different servers can p otentially  ap p l y  changes 
to the zone in a different order. To maintain a consistent view of changes to a zone, a secondary  must 
alway s use the same master server. I f a p articular master server becomes unavailable and a secondary  is 
forced to use another, it automatically  req uests a full zone transfer for the first transfer from that server 
to avoid inconsistencies.  

11.5  U ni cod e C h aracter S u p p ort 
The M icrosoft D N S  S erver allows any  character from the U nicode character set to be used in a domain 
name. These characters are rep resented in U TF -8 , a p articular method of encoding U nicode characters.[11] 
The vast maj ority  of D N S  domain names are rep resented with a subset of the A S C I I  character set:  
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alphanumeric characters (i.e., the uppercase and lowercase letters A-Z  and the dig its 0 -9)  and the hy phen. 
I n f act, the D N S  specif ication has alway s permitted any  b inary  v alue to b e used in domain names, 
thoug h R F C  1 0 3 5 —one of  the core R F C s that def ine D N S —recommends that domain names b e limited 
to the characters j ust listed to av oid prob lems using  the domain names with other protocols. F or ex ample, 
the I nternet standards dealing  with v alid hostname sy ntax  (R F C s 95 2  and 1 1 2 3 )  restrict hostnames to the 
same AS C I I  alphanumeric sub set. S ince this hostname sy ntax  is ref erenced in I nternet standards f or 
electronic mail, domain names used in email addresses must use this same limited sy ntax .  
[11] More information about the Unicode Standard is available at http : / / w w w .unicode.org . 

U ntil W indows 2 0 0 0 , howev er, network ing  in M icrosof t operating  sy stems was b ased on N etB I O S , 
which has more lib eral hostname-sy ntax  rules than strict alphanumerics and the hy phen. As we 
mentioned earlier in this chapter, limited punctuation is allowed in N etB I O S  names, as well. S ince D N S  
is the protocol used to name hosts in W indows 2 0 0 0 , sites that upg rade can run into troub le with hosts 
named according  to N etB I O S  sy ntax  rules that are no long er v alid according  to the accepted D N S  sy ntax  
rules. As a result, M icrosof t ex tended the D N S  serv er and the D N S  console user interf aces to support a 
wider character set—ev ery thing  in U nicode.  
T he M icrosof t D N S  S erv er can check  the sy ntax  of  domain names in z ones f or which it is authoritativ e. 
T his b ehav ior, called name checking, is controlled on the Ad v a n c e d  tab  of  the serv er properties window 
(see F ig ure 1 1 -9) . T he def ault v alue is to check  according  to U T F -8  sy ntax  rules, b ut domain names can 
also b e restricted to alphanumerics and the hy phen or name check ing  can b e disab led completely .  
A word of  caution is in order here:  j ust b ecause the M icrosof t D N S  S erv er allows y ou to use all k inds of  
craz y  characters in domain names, it doesn' t mean y ou should. M any  other protocols hav e certain 
ex pectations f or sy ntax  of  domain names, and v iolating  these ex pectations can cause applications to 
ex hib it strang e and unpredictab le b ehav ior. W e recommend stick ing  to the accepted alphanumerics and 
the hy phen until standards f or using  additional characters are dev eloped b y  the I E T F  (they ' re work ing  on 
such standards at the time of  this writing ) . I f  y ou ab solutely  must use other characters, do so only  f or 
hostnames used inside y our org aniz ation, not those v isib le to the entire I nternet.  
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Chapter 12. nslookup 
"Don't stand chattering to yourself like that," Humpty Dumpty said, looking at her for the first time, "but 
tell me your name and your business. "  
"M y name is A lice, but—" 
"I t's a stupid name enough! " Humpty Dumpty interrupted impatiently.  "W hat does it mean? "  
"M ust a name mean something? " A lice asked doubtfully.  
"O f course it must," Humpty Dumpty said w ith a short laugh. . . .   
T o  b e  p r o f i c i e n t  a t  t r o ub l e s h o o t i n g  n a m e  s e r v e r  p r o b l e m s ,  y o u' l l  n e e d  a  s p e c i a l  t o o l  t o  m a k e  D N S  
q ue r i e s ,  o n e  t h a t  g i v e s  y o u c o m p l e t e  c o n t r o l .  W e ' l l  c o v e r  nslookup i n  t h i s  c h a p t e r  b e c a us e  i t ' s  d i s t r i b ut e d  
w i t h  W i n d o w s  2 0 0 0  a n d  w i t h  m a n y  o t h e r  o p e r a t i n g  s y s t e m s .   
N o t e  t h a t  t h i s  c h a p t e r  i s n ' t  c o m p r e h e n s i v e ;  t h e r e  a r e  a s p e c t s  o f  nslookup - -  m o s t l y  o b s c ur e  a n d  s e l d o m  
us e d —t h a t  w e  w o n ' t  c o v e r .  Y o u c a n  a l w a y s  c o n s ul t  t h e  m a n ua l  p a g e s  f o r  i n f o r m a t i o n  o n  t h o s e  a s p e c t s .   

12.1 Is nslookup a Good Tool? 
M uc h  o f  t h e  t i m e  y o u' l l  us e  nslookup t o  m a k e  q ue r i e s  i n  t h e  s a m e  w a y  t h e  r e s o l v e r  m a k e s  t h e m .  
S o m e t i m e s ,  t h o ug h ,  y o u' l l  us e  nslookup t o  q ue r y  o t h e r  n a m e  s e r v e r s  a s  a  n a m e  s e r v e r  w o ul d .  W h i c h  o n e  
y o u e m ul a t e  w i l l  d e p e n d  o n  t h e  p r o b l e m  y o u' r e  t r y i n g  t o  d e b ug .  Y o u m i g h t  w o n d e r ,  " H o w  a c c ur a t e l y  
d o e s  nslookup e m ul a t e  a  r e s o l v e r  o r  a  n a m e  s e r v e r ?  D o e s  nslookup a c t ua l l y  us e  t h e  W i n d o w s  r e s o l v e r  
l i b r a r y  r o ut i n e s ? "  N o ,  nslookup us e s  i t s  o w n  r o ut i n e s  f o r  q ue r y i n g  n a m e  s e r v e r s ,  b ut  t h o s e  r o ut i n e s  a r e  
b a s e d  o n  t h e  r e s o l v e r  r o ut i n e s .  C o n s e q ue n t l y ,  nslookup' s  b e h a v i o r  i s  v e r y  s i m i l a r  t o  t h e  r e s o l v e r ' s  
b e h a v i o r ,  b ut  i t  d o e s  d i f f e r  s l i g h t l y .  W e ' l l  p o i n t  o ut  s o m e  o f  t h o s e  d i f f e r e n c e s .  A s  f o r  e m ul a t i n g  n a m e  
s e r v e r  b e h a v i o r ,  nslookup a l l o w s  us  t o  q ue r y  a n o t h e r  s e r v e r  w i t h  t h e  s a m e  q ue r y  m e s s a g e  t h a t  a  n a m e  
s e r v e r  w o ul d  us e ,  b ut  t h e  r e t r a n s m i s s i o n  s c h e m e  i s  q ui t e  d i f f e r e n t .  L i k e  a  n a m e  s e r v e r ,  t h o ug h ,  nslookup 
c a n  p ul l  a  c o p y  o f  t h e  z o n e  d a t a .  S o  nslookup d o e s  n o t  e x a c t l y  e m ul a t e  e i t h e r  t h e  r e s o l v e r  o r  t h e  n a m e  
s e r v e r ,  b ut  i t  d o e s  e m ul a t e  t h e m  w e l l  e n o ug h  t o  m a k e  a  g o o d  t r o ub l e s h o o t i n g  t o o l .  L e t ' s  d e l v e  i n t o  t h o s e  
d i f f e r e n c e s  t o  w h i c h  w e ' v e  a l l ud e d .   

12 . 1. 1 M u l t i p l e  S e r v e r s  
nslookup t a l k s  t o  o n l y  o n e  n a m e  s e r v e r  a t  a  t i m e .  T h i s  i s  t h e  m a j o r  d i f f e r e n c e  b e t w e e n  nslookup ' s  
b e h a v i o r  a n d  t h e  r e s o l v e r ' s  b e h a v i o r .  T h e  r e s o l v e r  m a k e s  us e  o f  a l l  t h e  n a m e  s e r v e r s  l i s t e d  i n  t h e  
W i n d o w s  r e s o l v e r  c o n f i g ur a t i o n  w i n d o w .  I f  t w o  n a m e  s e r v e r s  a r e  l i s t e d ,  t h e  r e s o l v e r  t r i e s  t h e  f i r s t  n a m e  
s e r v e r ,  t h e n  t h e  s e c o n d ,  t h e n  t h e  f i r s t ,  t h e n  t h e  s e c o n d ,  un t i l  i t  r e c e i v e s  a  r e s p o n s e  o r  g i v e s  up .  T h e  
r e s o l v e r  d o e s  t h i s  f o r  e v e r y  q ue r y .  O n  t h e  o t h e r  h a n d ,  nslookup t r i e s  t h e  f i r s t  n a m e  s e r v e r  l i s t e d  a n d  
k e e p s  r e t r y i n g  un t i l  i t  f i n a l l y  g i v e s  up  o n  t h e  f i r s t  n a m e  s e r v e r  a n d  t r i e s  t h e  s e c o n d .  O n c e  i t  g e t s  a  
r e s p o n s e ,  i t  l o c k s  o n t o  t h a t  s e r v e r  a n d  d o e s n ' t  t r y  t h e  o t h e r .  B ut  y o u w ant y o ur  t r o ub l e s h o o t i n g  t o o l  t o  
t a l k  w i t h  o n l y  o n e  n a m e  s e r v e r ,  s o  y o u c a n  r e d uc e  t h e  n um b e r  o f  v a r i a b l e s  w h e n  a n a l y z i n g  a  p r o b l e m .  I f  
nslookup us e d  m o r e  t h a n  o n e  n a m e  s e r v e r ,  y o u w o ul d n ' t  h a v e  a s  m uc h  c o n t r o l  o v e r  y o ur  t r o ub l e s h o o t i n g  
s e s s i o n .  S o  t a l k i n g  t o  o n l y  o n e  s e r v e r  i s  t h e  r i g h t  t h i n g  f o r  a  t r o ub l e s h o o t i n g  t o o l  t o  d o .   
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12.1.2 Timeouts 
The nslookup t i m eo u t s  a r e s i m i l a r  t o  t he r es o l v er  t i m eo u t s  w hen  t he r es o l v er  i s  q u er y i n g  o n l y  o n e n a m e 
s er v er .  A  n a m e s er v er ' s  t i m eo u t s ,  ho w ev er ,  a r e b a s ed  o n  ho w  q u i c k l y  t he r em o t e s er v er  a n s w er ed  t he 
l a s t  q u er y ,  a  d y n a m i c  m ea s u r e.  nslookup w i l l  n ev er  m a t c h n a m e s er v er  t i m eo u t s ,  b u t  t ha t ' s  n o t  a  p r o b l em  
ei t her .  W hen  y o u ' r e q u er y i n g  r em o t e n a m e s er v er s  w i t h nslookup,  y o u  p r o b a b l y  c a r e o n l y  w ha t  t he 
r es p o n s e w a s ,  n o t  ho w  l o n g  i t  t o o k .   

12.1.3  Th e S ea r c h  L ist 
nslookup i m p l em en t s  t he s ea r c h l i s t  j u s t  a s  t he r es o l v er  c o d e d o es .  N a m e s er v er s  d o n ' t  i m p l em en t  s ea r c h 
l i s t s ,  s o ,  t o  a c t  l i k e a  n a m e s er v er ,  t he nslookup s ea r c h f u n c t i o n  m u s t  b e t u r n ed  o f f —m o r e o n  t ha t  l a t er .   

12.1.4  Z on e Tr a n sf er s 
nslookup w i l l  d o  z o n e t r a n s f er s  j u s t  l i k e a  n a m e s er v er .  U n l i k e t he n a m e s er v er ,  t ho u g h,  nslookup d o es  
n o t  c hec k  S O A  s er i a l  n u m b er s  b ef o r e p u l l i n g  t he z o n e d a t a ;  y o u ' l l  ha v e t o  d o  t ha t  m a n u a l l y ,  i f  y o u  w a n t  
t o .   

12.1.5  U sin g  N etB I O S  N a mes 
Thi s  l a s t  p o i n t  d o es n ' t  c o m p a r e nslookup t o  t he r es o l v er  o r  n a m e s er v er  b u t  r a t her  t o  w a y s  o f  l o o k i n g  u p  
n a m es  i n  g en er a l .  nslookup,  a s  d i s t r i b u t ed  b y  M i c r o s o f t ,  o n l y  u s es  D N S ;  y o u  c a n ' t  u s e i t  t o  l o o k  u p  
N et B I O S  n a m es  v i a  b r o a d c a s t ,  L M H O S T S ,  o r  W I N S .  B ef o r e u s i n g  nslookup t o  t r y  t o  f i n d  y o u r  l o o k u p  
p r o b l em ,  y o u  n eed  t o  d et er m i n e i f  y o u r  p r o b l em  i s  r ea l l y  w i t h D N S .  F o r  ex a m p l e,  i f  a n  a p p l i c a t i o n  i s  
u s i n g  a  d i f f er en t  I P  a d d r es s  t ha n  y o u  ex p ec t ,  p er ha p s  i t ' s  t r ea t i n g  a  v a l u e a s  a  N et B I O S  n a m e a n d  n o t  a  
D N S  d o m a i n  n a m e.  To  d i a g n o s e t hi s  k i n d  o f  p r o b l em ,  y o u  n eed  t o  u n d er s t a n d  ho w  t he W i n d o w s  
r es o l v er ,  w hi c h w e d i s c u s s ed  i n  C ha p t er  6 ,  w o r k s .  J u s t  r em em b er  t ha t  nslookup t a l k s  o n l y  t o  n a m e 
s er v er s .   

12.2 Interactive Versus Noninteractive 

L et ' s  s t a r t  o u r  t u t o r i a l  o n  nslookup b y  l o o k i n g  a t  ho w  t o  s t a r t  i t  a n d  ho w  t o  ex i t  f r o m  i t .  Y o u  c a n  r u n  
nslookup ei t her  i n t er a c t i v el y  o r  n o n i n t er a c t i v el y .  I f  y o u  w a n t  t o  l o o k  u p  o n l y  o n e p i ec e o f  d a t a ,  y o u  
s ho u l d  u s e t he n o n i n t er a c t i v e f o r m .  I f  y o u  p l a n  o n  d o i n g  s o m et hi n g  m o r e ex t en s i v e,  s u c h a s  c ha n g i n g  
s er v er s  o r  o p t i o n s ,  u s e a n  i n t er a c t i v e s es s i o n .   
To  s t a r t  a n  i n t er a c t i v e s es s i o n ,  j u s t  t y p e nslookup:   
C:\>  nslookup  
D e f a u l t  S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
>  ^ Z  

I f  y o u  n eed  hel p ,  t y p e ? o r  h e lp.   
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When you want to exit, type ^Z ( C tr l -Z )  and  pr es s  E nter .  Y ou c an al s o exit f r om  n s l o o k u p  with ^C  or  
^B r e a k  ( C tr l -B r eak ) .  T his  b ehav ior  is  d if f er ent f r om  n s l o o k u p ' s  oper ation on a U nix hos t, wher e if  you 
s end  n s l o o k u p  an inter r upt, it c atc hes  it, s tops  whatev er  it is  d oing  ( l ik e a z one tr ans f er ) , and  g iv es  you 
the > pr om pt.  T her e' s  no way to j us t inter r upt M ic r os of t' s  n s l o o k u p :  you j us t hav e to s top n s l o o k u p  
c om pl etel y and  r es tar t it.   
F or  a noninter ac tiv e l ook up, inc l ud e the nam e you ar e l ook ing  up on the c om m and  l ine:   
C:\>  nslookup carrie  
S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
N a m e :    c a r r i e . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 5 3 . 2 5 3 . 4  

12.3 Option Settings 
n s l o o k u p  has  its  own s et of  d ial s  and  k nob s  c al l ed  o p t i o n  s e t t i n g s .  A l l  the option s etting s  c an b e c hang ed .  
We' l l  d is c us s  her e what eac h of  the options  m eans .  We' l l  us e the r es t of  the c hapter  to s how you how to 
us e them .   
C:\>  nslookup  
D e f a u l t  S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
>  set  all  
D e f a u l t  S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
S e t  o p t i o n s : 
  n o d e b u g  
  d e f n a m e  
  s e a r c h  
  r e c u r s e  
  n o d 2  
  n o v c  
  n o i g n o r e t c  
  p o r t = 5 3  
  t y p e = A  
  c l a s s = I N  
  t i m e o u t = 2  
  r e t r y = 1  
  r o o t = A . R O O T -S E R V E R S . N E T .  
  d o m a i n = m o v i e . e d u  
  M S x f r  
  I X F R v e r s i o n = 1  
  s r c h l i s t = m o v i e . e d u  
 
>  ^ Z  
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Before we get into the options, we need to cover the introductory lines. The default name server is 
terminator.movie.edu. This means that every q uery sent b y ns l ook up  will b e sent to terminator.  
The options come in two flavors:  B ool ean and val ue. The options that do not have an eq uals sign after 
them are Boolean options. They have the interesting property of b eing either " on"  or " off."  The value 
options can tak e on different, well, values. H ow can we tell which Boolean options are on and which are 
off?  The option is of f  when a " no"  precedes the option' s name. nodeb ug  means that deb ugging is off. A s 
you might guess, the option s earc h  is on.  
H ow you change Boolean or value options depends on whether or not you are using ns l ook up  
interactively. I n an interactive session, you change an option with the s et command, as in s et deb ug  or 
s et domain= c l as s ic s .movie.edu. F rom the command line, you omit the word s et and precede the option 
with a hyphen, as in ns l ook up  -deb ug  or ns l ook up  -domain= c l as s ic s .movie.edu. The options can b e 
ab b reviated to their shortest uniq ue string—for ex ample, nodeb  for nodeb ug . I n addition to its 
ab b reviation, the q uery ty p e option can also b e entered simply as ty p e.  
L et' s go through each of the options:  
[no]debug  

D eb ugging is turned off b y default. I f it is turned on, ns l ook up  displays the complete contents of 
the response messages from the name server. S ee [ no] d2  for a discussion of deb ug level 2 .  

[no]def na m e  
This option reflects ns l ook up ' s BI N D  heritage. By default, ns l ook up  adds the default domain 
name to names without a dot in them. Before search lists ex isted, the BI N D  resolver code would 
only add the default domain to names without any dots in them;  this option reflects that b ehavior. 
ns l ook up  can implement the presearch list b ehavior ( with s earc h  off and def name on) , or it can 
implement the search list b ehavior ( with s earc h  on) .  

[no]s ea r c h   
The s earc h  option " overshadows"  the default domain name ( def name )  option. That is, def name 
applies only if s earc h  is turned off. By default, ns l ook up  appends the domain names in the search 
list ( s rc h l is t )  to names that don' t end in a dot. ns l ook up ' s search list is constructed from the 
Domain Suffix Search Order field of the W indows resolver configuration window.  

[no]r ec ur s e  
ns l ook up  req uests recursive service b y default. This turns on the recursion-desired b it in q uery 
messages. The W indows resolver sends recursive q ueries in the same way. N ame servers, 
however, send nonrecursive q ueries to other name servers.  

[no]d2   
D eb ugging at level 2  is turned off b y default. I f it is turned on, you see the q uery messages sent 
to the name server in addition to the regular deb ugging output. Turning on d2  also turns on 
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debug. Turning off d2  t urns  off d2  onl y ;  debug is  l e ft  on. Turning off debug t urns  off b ot h  debug 
a nd  d2 .  

[no]vc  
B y  d e fa ul t ,  n s l o o k up  m a k e s  q ue rie s  us ing U D P  ins t e a d  of ov e r a  TC P  c onne c t ion ( v irt ua l  c irc uit ) . 
M os t  W ind ow s  re s ol v e r q ue rie s  a re  m a d e  w it h  U D P ,  s o t h e  d e fa ul t  n s l o o k up  b e h a v ior m a t c h e s  
t h e  re s ol v e r.  

[no]i g nor e t c  
B y  d e fa ul t ,  n s l o o k up  d oe s n' t  ignore  t runc a t e d  m e s s a ge s . I f a  m e s s a ge  is  re c e iv e d  t h a t  h a s  t h e  
" t runc a t e d "  b it  s e t —ind ic a t ing t h a t  t h e  na m e  s e rv e r c oul d n' t  fit  a l l  t h e  im p ort a nt  inform a t ion in 
t h e  U D P  re s p ons e  m e s s a ge —n s l o o k up  d oe s n' t  ignore  it ;  it  re t rie s  t h e  q ue ry  us ing a  TC P  
c onne c t ion ins t e a d  of U D P .  

p or t = 5 3   
Th e  D N S  s e rv ic e  is  on p ort  5 3 . Y ou c a n s t a rt  a  na m e  s e rv e r on a not h e r p ort —for d e b ugging 
p urp os e s ,  for e x a m p l e —a nd  n s l o o k up  c a n b e  d ire c t e d  t o us e  t h a t  p ort .  

t y p e = A   
B y  d e fa ul t ,  n s l o o k up  l ook s  up  A  ( a d d re s s )  re s ourc e  re c ord  t y p e s . I n a d d it ion,  if y ou t y p e  in a n I P  
a d d re s s  ( a nd  t h e  n s l o o k up  q ue ry  t y p e  is  a d d re s s  or p oint e r) ,  n s l o o k up  w il l  inv e rt  t h e  a d d re s s ,  
a p p e nd  i n -a ddr . a r p a ,  a nd  l ook  up  P TR  ( p oint e r)  d a t a  ins t e a d .  

cl a s s = I N   
Th e  onl y  c l a s s  t h a t  m a t t e rs  is  I nt e rne t . W e l l ,  t h e re ' s  t h e  H e s iod  ( H S )  c l a s s ,  t oo,  if y ou a re  a n 
M I Te r or run U l t rix .  

t i m e ou t = 2   
I f t h e  na m e  s e rv e r d oe s n' t  re s p ond  w it h in t w o s e c ond s ,  n s l o o k up  re s e nd s  t h e  q ue ry  a nd  d oub l e s  
t h e  t im e out  ( t o four a nd  t h e n e igh t  s e c ond s ) . Th e  W ind ow s  re s ol v e r us e s  d iffe re nt  t im e out s  w h e n 
q ue ry ing a  s ingl e  na m e  s e rv e r—s e e  C h a p t e r 6 .  

r e t r y = 1   
Th e  q ue ry  is  s e nt  j us t  onc e  b e fore  giv ing up . A ft e r e a c h  re t ry ,  t h e  t im e out  v a l ue  is  d oub l e d . 
A ga in,  t h e  W ind ow s  re s ol v e r b e h a v e s  s l igh t l y  d iff e re nt l y  a s  d is c us s e d  in C h a p t e r 6 .  

r oot = A . R O O T -S E R V E R S . N E T .   
A  c onv e nie nc e  c om m a nd  c a l l e d  r o o t  s w it c h e s  y our d e fa ul t  s e rv e r t o t h e  s e rv e r na m e d  h e re . 
E x e c ut ing t h e  root  c om m a nd  from  n s l o o k up ' s  p rom p t  is  e q uiv a l e nt  t o e x e c ut ing s er v er  A . R O O T -
S E R V E R S . N E T . Y ou c a n c h a nge  t h e  d e fa ul t  " root "  s e rv e r w it h  s et  r o o t = s er v er .  
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domain=movie.edu  
This is the default domain name appended if the defname option is on.  I f the defname option is 
not on,  no default domain name is appended.   

[ no] M S x f r   
The M ic r osoft D N S  S er v er  implements a featur e that M ic r osoft c alls " fast"  z one tr ansfer s.  Those 
of y ou familiar  w ith the B I N D  name ser v er  k now  this as the " many  answ er s"  z one-tr ansfer  
for mat,  in w hic h multiple r ec or ds ar e pac k ed into the answ er  sec tion of a sing le D N S  messag e 
dur ing  a z one tr ansfer .  ( The method implemented b y  older  B I N D  name ser v er s uses one D N S  
messag e per  r ec or d,  w hic h is somew hat w asteful of b andw idth. )  This option indic ates w hether  or  
not to r eq uest one of these " fast"  z one tr ansfer s.   

I X F R ver s ion=1   
The M ic r osoft D N S  S er v er  also suppor ts a pr otoc ol c alled inc r emental z one tr ansfer  ( I X F R ) .  
I X F R  r eq uests inc lude a v er sion numb er .  The default v alue of 1  c or r esponds to the I X F R  v er sion 
suppor ted b y  the M ic r osoft D N S  S er v er .  A t this point,  ther e' s no r eason to c hang e this v alue.   

s r c h l is t =movie.edu  
I f s ear c h  is on,  these ar e the domain names appended to names that do not end in a dot.  The 
domain names ar e listed in the or der  in w hic h they  w ill b e tr ied and ar e separ ated b y  slashes.   

12.4 Avoiding the Search List 
ns l o o k u p  implements the sear c h list,  as the r esolv er  does.  W hen y ou ar e deb ug g ing ,  the sear c h list c an 
g et in y our  w ay .  Y ou need to either  tur n the sear c h list off c ompletely  ( s et  no s ear c h )  or  add a tr ailing  dot 
to the fully  q ualified domain name y ou ar e look ing  up.  W e pr efer  the latter ,  as y ou' ll see in our  ex amples.   

12.5  C om m on T ask s 
Y ou' ll c ome to use ns l o o k u p  for  little c hor es almost ev er y  day :  for  ex ample,  finding  out the I P  addr ess or  
M X  r ec or ds for  a g iv en domain name or  q uer y ing  a par tic ular  name ser v er  for  data.  W e' ll c ov er  these 
c ommon task s b efor e mov ing  on to the mor e oc c asional stuff.   

12.5.1 Looking Up Different Da ta  T y pes  
B y  default,  ns l o o k u p  look s up the addr ess for  a name or  the name for  an addr ess.  Y ou c an look  up any  
data ty pe b y  c hang ing  the q u er y t y p e ,  as w e show  in this ex ample:   
C:\>  nslookup   
D e f a u l t  S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
>  m i se r y   
      - -  L o o k  u p  a d d r e s s   
S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
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Address:  192.249.249.3  
 
N a m e:    m i sery .m o v i e.edu   
Address:  192.25 3.25 3.2  
 
>  192.253.253.2  
      - -  L o o k  u p  n a m e   
S erv er:  t erm i n a t o r.m o v i e.edu   
Address:  192.249.249.3  
 
N a m e:    m i sery .m o v i e.edu   
Address:  192.25 3.25 3.2  
 
>  s e t  q = m x   
      - -  L o o k  u p  M X  d a t a   
>  w o r m h o l e   S erv er:  t erm i n a t o r.m o v i e.edu   
Address:  192.249.249.3  
w o rm h o l e.m o v i e.edu       M X  p ref eren c e =  10 ,  m a i l  ex c h a n g er =  
w o rm h o l e.m o v i e.edu   
w o rm h o l e.m o v i e.edu       i n t ern et  a ddress =  192.249.249.1  
w o rm h o l e.m o v i e.edu       i n t ern et  a ddress =  192.25 3.25 3.1  
 
>  s e t  q = a n y   
      - -  L o o k  u p  d a t a  o f  a n y  t y p e   
>  d i e h a r d    
S erv er:  t erm i n a t o r.m o v i e.edu   
Address:  192.249.249.3  
 
di eh a rd.m o v i e.edu        i n t ern et  a ddress =  192.249.249.4  
di eh a rd.m o v i e.edu        M X  p ref eren c e =  10 ,  m a i l  ex c h a n g er =  
di eh a rd.m o v i e.edu   
di eh a rd.m o v i e.edu        i n t ern et  a ddress =  192.249.249.4 

These are only a few of the valid DNS data types, of course. For the complete list, see A ppendix  A .  

12.5.2 Authoritative Versus Nonauthoritative Answers 

I f you' ve used nslookup b efore, you mig ht have noticed that it sometimes precedes its answers with the 
phrase " Non-authoritative answer" :   
C :\>  n s l o o k u p   
D ef a u l t  S erv er:  rel a y .h p .c o m   
Address:  15 .25 5 .15 2.2  
 
>  s l a t e .m i n e s .c o l o r a d o .e d u .  
S erv er:  rel a y .h p .c o m   
Address:  15 .25 5 .15 2.2  
 
N o n -a u t h o ri t a t i v e a n sw er:  
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Name:    slate.mines.colorado.edu  
A ddress:  1 3 8 .6 7 .1 .3  

This phrase indicates that the nam e serv er is no t au tho ritativ e f o r the data in the answ er.  ( R ecal l  that a 
nam e serv er is au tho ritativ e f o r data w hen it' s a prim ary  m aster o r sl av e f o r the z o ne co ntaining  the data. )  
There are tw o  reaso ns w hy  y o u ' l l  see a no nau tho ritativ e respo nse.  The f irst is that the nam e serv er y o u  
q u eried didn' t hav e the data y o u  w ere l o o k ing  f o r and had to  q u ery  a rem o te nam e serv er to  g et it.  The 
rem o te nam e serv er is au tho ritativ e f o r the data ( that' s the reaso n it w as q u eried! )  and retu rns it w ith the 
" au tho ritativ e answ er"  b it set in the D N S  m essag e header.  The M icro so f t D N S  S erv er y o u  q u eried pu ts 
this data in its cache and retu rns it to  y o u  m ark ed no nau tho ritativ e.  I f  y o u  ask  f o r the sam e data ag ain,  
this tim e the nam e serv er can answ er f ro m  its cache and w il l  m ark  the data no nau tho ritativ e:  that' s the 
seco nd reaso n y o u ' l l  see a no nau tho ritativ e answ er.   
A u tho ritativ e answ ers are no t anno u nced b y  nslookup:  the ab sence o f  the no nau tho ritativ e m essag e 
m eans the answ er is au tho ritativ e.   
This b ring s u p a sig nif icant dif f erence b etw een the M icro so f t D N S  S erv er and the B I N D  nam e serv er.  
W hen y o u  send a q u ery  to  a B I N D  nam e serv er and it has to  co ntact an au tho ritativ e nam e serv er to  f ind 
the answ er,  the B I N D  nam e serv er retu rns the answ er to  y o u  m ark ed au tho ritativ e ( u nl ik e the M icro so f t 
D N S  S erv er) .  The B I N D  nam e serv er,  in ef f ect,  passes the au tho ritativ e respo nse directl y  b ack  to  y o u .  
Then,  l ik e the M icro so f t D N S  S erv er,  it caches the respo nse,  and su b seq u ent q u eries f o r the data resu l t 
in a no nau tho ritativ e answ er.   
N o tice that w e ended the do m ain nam e w ith a trail ing  do t each tim e w e l o o k ed it u p.  The respo nse 
w o u l d hav e b een the sam e had w e l ef t it o f f .  S o m etim es it is critical  that y o u  u se the trail ing  do t w hil e 
deb u g g ing ,  b u t no t al w ay s.  R ather than sto pping  to  decide if  t h i s nam e needs a trail ing  do t,  w e al w ay s 
add o ne if  w e k no w  the nam e is f u l l y  q u al if ied ( ex cept,  o f  co u rse,  f o r the ex am pl e w here w e tu rn o f f  the 
search l ist) .   

12.5.3 Switching Servers 
S o m etim es y o u  w ant to  q u ery  ano ther nam e serv er directl y —f o r ex am pl e,  if  y o u  think  it is m isb ehav ing .  
Y o u  can sw itch serv ers w ith nslookup b y  u sing  the se r v e r  o r lse r v e r  co m m ands.  The dif f erence b etw een 
se r v e r  and lse r v e r  is that lse r v e r  q u eries y o u r " l o cal "  serv er—the o ne y o u  started o u t w ith—to  g et the 
address o f  the serv er y o u  w ant to  sw itch to ;  se r v e r  u ses the def au l t serv er instead o f  the l o cal  serv er.  
This dif f erence is im po rtant to  k no w  b ecau se the serv er to  w hich y o u  j u st sw itched m ay  no t b e 
respo nding ,  as w e' l l  sho w  in this ex am pl e:   
C :\>  nslooku p   
D ef ault S erv er:  relay .h p .com  
A ddress:  1 5 .2 5 5 .1 5 2 .2  

W hen w e start u p,  o u r f irst serv er,  r e la y . h p. c om ,  b eco m es o u r lse r v e r  ( this w il l  m atter l ater o n in this 
sessio n) :   
>  se r v e r  g a lt . c s. p u r d u e . e d u .   
D ef ault S erv er:  g alt.cs.p urdue.edu  
A ddress:  1 2 8 .1 0 .2 .3 9   
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> cs.purdue.edu.  
S e r v e r :   g a l t . c s . p u r d u e . e d u   
A d d r e s s :   1 2 8 . 1 0 . 2 . 3 9   
 
D N S  r e q u e s t  t i m e d  o u t .  
    t i m e o u t  w a s  2  s e c o n d s .  
* * *  R e q u e s t  t o  g a l t . c s . p u r d u e . e d u  t i m e d -o u t  
> 

At this point we try to switch back to our original name server. But there is no name server running on 
galt to look up r e lay ' s ad d ress:   
> serv er rel a y .h p.co m .  
D N S  r e q u e s t  t i m e d  o u t .  
    t i m e o u t  w a s  2  s e c o n d s .  
* * *  C a n ' t  f i n d  a d d r e s s  f o r  s e r v e r  r e l a y . h p . c o m . :  T i m e d  o u t  

I nstead  of  being stuck,  though,  we use the ls e r v e r  command  to have our local server look up r e lay ' s 
ad d ress:   
> l serv er rel a y .h p.co m .  
D e f a u l t  S e r v e r :   r e l a y . h p . c o m   
A d d r e s s :   1 5 . 2 5 5 . 1 5 2 . 2   
 
>  

S ince the server on galt d id  not respond —it' s not even running a name server—it wasn' t possible to look 
up the ad d ress of  r e lay  to switch back to using r e lay ' s name server. H ere' s where ls e r v e r  comes to the 
rescue:  the local name server,  r e lay ,  was still respond ing,  so we used  it. I nstead  of  using ls e r v e r ,  we 
could  have recovered  by using r e lay ' s I P  ad d ress d irectly—server 1 5 .2 5 5 .1 5 2 .2 .  
Y ou can even change servers on a per-q uery basis. T o specif y that you' d  like n s lo o k u p  to q uery a 
particular server f or inf ormation about a given d omain name,  you can specif y the server as the second  
argument on the line,  af ter the d omain name to look up—like so:   
C : \> n sl o o k up  
D e f a u l t  S e r v e r :   r e l a y . h p . c o m   
A d d r e s s :   1 5 . 2 5 5 . 1 5 2 . 2   
 
> sa t urn .sun .co m . n s.sun .co m .  
S e r v e r :   n s . s u n . c o m   
A d d r e s s :   1 9 2 . 9 . 9 . 3   
 
N a m e :     s a t u r n . s u n . c o m   
A d d r e s s :   1 9 2 . 9 . 2 5 . 2  
 
> ^ Z  
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And, of course, you can change servers from t he command l i ne.  Y ou can sp eci fy t he server t o q uery as 
t he argument  aft er t he domai n name t o l ook  up , l i k e t hi s:   
C:\>  nslookup -t y pe = m x  f i sh e r ki ng . m ov i e . e d u.  t e r m i na t or . m ov i e . e d u.  

T hi s i nst ruct s nslookup t o q uery t e r m i na t or . m ov i e . e d u for M X  records for f i sh e r ki ng .  m ov i e . e d u.   
T o sp eci fy an al t ernat e defaul t  server and ent er i nt eract i ve mode, you can use a hyp hen i n p l ace of t he 
domai n name t o l ook  up :   
C:\>  nslookup - t e r m i na t or . m ov i e . e d u.  

O ne fi nal  not e ab out  sw i t chi ng servers:  t hose of you w ho are fami l i ar w i t h usi ng nslookup t o t al k  t o 
B I N D  name servers have p rob ab l y ent ered an address of 0 . 0 . 0 . 0  or 1 2 7 . 0 . 0 . 1  t o mean " t hi s host . "  T he 
M i crosoft  D N S  S erver never resp onds t o q ueri es sent  t o t he l oop b ack  address—you need t o use t he I P  
address of one of t he host ' s net w ork  i nt erfaces.   

12.6 Less-C o m m o n  T a sk s 

T he fol l ow i ng sect i ons descri b e t ri ck s you' l l  p rob ab l y have t o use l ess oft en b ut  are st i l l  handy t o have i n 
your rep ert oi re.  M ost  of t hese w i l l  b e hel p ful  w hen you' re t ryi ng t o t roub l eshoot  a D N S  p rob l em;  t hey' l l  
enab l e you t o grub  around i n t he messages t he resol ver sees and mi mi c a name server q ueryi ng anot her 
name server or t ransferri ng z one dat a.   

12.6.1 Seeing the Query and Response Messages 
I f you need t o, you can di rect  nslookup t o show  you t he q ueri es i t  sends out  and t he resp onses i t  recei ves.  
T urni ng on d e b ug  show s you t he resp onses.  T urni ng on d 2  show s you t he q ueri es as w el l .  W hen you 
w ant  t o t urn off deb uggi ng comp l et el y, you have t o use se t  nod e b ug , si nce se t  nod 2  t urns off onl y l evel  
2  deb uggi ng.  Aft er t he fol l ow i ng t race, w e' l l  ex p l ai n some p art s of t he message out p ut .  I f you w ant , you 
can p ul l  out  your cop y of R F C  1 0 3 5 , t urn t o p age 2 5 , and read al ong w i t h our ex p l anat i on.   
C:\>  nslookup  
D e f a u l t  S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
>  se t  q = m x  
>  a c m e b w . c om .  
S e r v e r :  t e r m i n a t o r . m o v i e . e d u  
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3  
 
- - - - - - - - - - - -  
G o t  a n s w e r : 
    H E A D E R : 
        o p c o d e  =  Q U E R Y ,  i d  =  9 ,  r c o d e  =  N O E R R O R  
        h e a d e r  f l a g s :  r e s p o n s e ,  w a n t  r e c u r s i o n ,  r e c u r s i o n  a v a i l .  
        q u e s t i o n s  =  1 ,   a n s w e r s  =  2 ,   a u t h o r i t y  r e c o r d s  =  0 ,   
a d d i t i o n a l  =  2  
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    QUESTIONS: 
        a c m e b w . c o m ,  t y p e  =  M X ,  c l a s s  =  IN 
    A NSW ER S: 
    ->  a c m e b w . c o m  
        t y p e  =  M X ,  c l a s s  =  IN,  d l e n  =  2 9  
        M X  p r e f e r e n c e  =  1 0 ,  m a i l  e x c h a n g e r  =  s t o r e -
f o r w a r d . M SP R ING . NET 
        t t l  =  8 6 4 0 0  ( 1  d a y )  
    ->  a c m e b w . c o m  
        t y p e  =  M X ,  c l a s s  =  IN,  d l e n  =  1 7  
        M X  p r e f e r e n c e  =  0 ,  m a i l  e x c h a n g e r  =  d o m a i n -r e l a y . M SP R ING . NET 
        t t l  =  8 6 4 0 0  ( 1  d a y )  
    A D D ITIONA L  R EC OR D S: 
    ->  s t o r e -f o r w a r d . M SP R ING . NET 
        t y p e  =  A ,  c l a s s  =  IN,  d l e n  =  4  
        i n t e r n e t  a d d r e s s  =  2 0 7 . 6 9 . 2 3 1 . 6  
        t t l  =  3 6 0 0  ( 1  h o u r )  
    ->  d o m a i n -r e l a y . M SP R ING . NET 
        t y p e  =  A ,  c l a s s  =  IN,  d l e n  =  4  
        i n t e r n e t  a d d r e s s  =  2 0 7 . 6 9 . 2 3 1 . 1 0  
        t t l  =  3 6 0 0  ( 1  h o u r )  
 
------------ 
No n -a u t h o r i t a t i v e  a n s w e r : 
a c m e b w . c o m  
        t y p e  =  M X ,  c l a s s  =  IN,  d l e n  =  2 9  
        M X  p r e f e r e n c e  =  1 0 ,  m a i l  e x c h a n g e r  =  s t o r e -
f o r w a r d . M SP R ING . NET 
        t t l  =  8 6 4 0 0  ( 1  d a y )  
a c m e b w . c o m  
        t y p e  =  M X ,  c l a s s  =  IN,  d l e n  =  1 7  
        M X  p r e f e r e n c e  =  0 ,  m a i l  e x c h a n g e r  =  d o m a i n -r e l a y . M SP R ING . NET 
        t t l  =  8 6 4 0 0  ( 1  d a y )  
 
s t o r e -f o r w a r d . M SP R ING . NET 
        t y p e  =  A ,  c l a s s  =  IN,  d l e n  =  4  
        i n t e r n e t  a d d r e s s  =  2 0 7 . 6 9 . 2 3 1 . 6  
        t t l  =  3 6 0 0  ( 1  h o u r )  
d o m a i n -r e l a y . M SP R ING . NET 
        t y p e  =  A ,  c l a s s  =  IN,  d l e n  =  4  
        i n t e r n e t  a d d r e s s  =  2 0 7 . 6 9 . 2 3 1 . 1 0  
        t t l  =  3 6 0 0  ( 1  h o u r )  
 
> 
> set d2 
> a c m eb w . c o m .   
Se r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   

This time the query is also shown: 
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------------ 
S e n d R e q u e s t (   ) ,  l e n  2 8  
    H E A D E R :  
        o p c o d e  =  Q U E R Y ,  i d  =  9 ,  r c o d e  =  N O E R R O R  
        h e a d e r  f l a g s :   q u e r y ,  w a n t  r e c u r s i o n  
        q u e s t i o n s  =  1 ,   a n s w e r s  =  0 ,   a u t h o r i t y  r e c o r d s  =  0 ,   
a d d i t i o n a l  =  0  
 
    Q U E S T I O N S :  
        a c m e b w . c o m ,  t y p e  =  M X ,  c l a s s  =  I N  
 
------------ 
------------ 
G o t  a n s w e r  ( 1 3 0  b y t e s ) :  

The answer is the same as in the previous example. 
The text b etween the d ashes are the q uery  and  response messag es. A s promised ,  we will g o throug h the 
messag e c ontents. D N S  messag es are c omposed  of  f ive sec tions:   
Header section  

The H ead er sec tion is present in every  q uery  and  response. The operation c od e is alway s 
Q U E R Y . The only  other opc od es are inverse q uery  ( I Q U E R Y )  and  status ( S TA TU S ) ,  b ut those 
aren' t used . The I D  is used  to assoc iate a response with a q uery  and  to d etec t d uplic ate q ueries or 
responses. Y ou have to look  in the head er f lag s to see whic h messag es are q ueries and  whic h are 
responses. The string  " want rec ursion"  ind ic ates that the q uerier wants the name server to d o all 
the work . The f lag  is parroted  in the response. The string  " auth. answer, "  when present,  means 
that the response is authoritative—in other word s,  that the response c omes f rom the name 
server' s authoritative d ata,  not f rom its c ac he d ata. ( This response isn' t authoritative,  so that 
string  is ab sent.)  The response c od e,  rc od e,  c an b e one of  no error,  server f ailure,  name error 
( also k nown as " N X D O M A I N "  or " nonexistent d omain" ) ,  not implemented ,  or ref used . The 
server f ailure,  name error,  not implemented ,  and  ref used  response c od es c ause the nslook up 
" S erver f ailed , "  " N onexistent d omain, "  " N ot implemented , "  and  " Q uery  ref used "  errors,  
respec tively . The last f our entries in the H ead er sec tion are c ounters—they  ind ic ate how many  
resourc e rec ord s there are in eac h of  the next f our sec tions.  

Question section  

There is alway s one q uestion in a D N S  messag e;  it inc lud es the name and  the req uested  d ata ty pe 
and  c lass. There is never more than one q uestion. H and ling  more than one q uestion in a D N S  
messag e would  req uire a red esig n of  its f ormat. F or one thing ,  the sing le authority  b it would  
have to b e c hang ed ,  b ec ause the A nswer sec tion c ould  c ontain a mix of  authoritative answers and  
nonauthoritative answers. I n the present d esig n,  setting  the authoritative answer b it means that 
the name server is an authority  f or the d omain name in the Q uestion sec tion.  
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Answer section  
This section contains the resource records that answer the question. There can be more than one 
resource record in the resp onse. F or ex amp l e,  if  the host is mul tihomed,  there wil l  be more than 
one address resource record.  

Au th ority  section  
The A uthority  section is where name serv er records are returned. W hen a resp onse ref ers the 
querier to some other name serv ers,  those name serv ers are l isted here.  

Ad d itiona l  section  
The A dditional  records section adds inf ormation that may  comp l ete inf ormation incl uded in 
other sections. F or instance,  if  a name serv er is l isted in the A uthority  section,  the name serv er' s 
address is added to the A dditional  records section. A f ter al l ,  to contact the name serv er,  y ou need 
to hav e its address.  

F or y ou stick l ers f or detail ,  there is a time when the number of  questions in a query  messag e isn' t one:  in 
an inv erse query ,  when it' s z ero. I n an inv erse query ,  there is one answer in the query  messag e,  and the 
Q uestion section is emp ty . The name serv er f i l l s in the question. B ut,  as we said,  inv erse queries are 
al most nonex istent. The M icrosof t D N S  S erv er doesn' t ev en sup p ort them.  

12.6.2 Querying Like a Name Server 
Y ou can mak e n sl o o k u p  send out the same query  messag e a name serv er woul d. N ame serv er query  
messag es are not much dif f erent f rom resol v er messag es. The p rimary  dif f erence in the query  messag es 
is that resol v ers request recursion and name serv ers sel dom do. R ecursion is the def aul t with n sl o o k u p ,  
so y ou hav e to ex p l icitl y  turn it of f . The dif f erence in o p e r a t io n  between a resol v er and a name serv er is 
that the resol v er imp l ements the search l ist and the name serv er doesn' t. B y  def aul t,  n sl o o k u p  
imp l ements the search l ist,  so that,  too,  has to be turned of f . O f  course,  j udicious use of  the trail ing  dot 
wil l  hav e the same ef f ect.  
I n raw n sl o o k u p  terms,  this means that to query  l ik e a resol v er,  y ou use n sl o o k u p ' s def aul t setting s. To 
query  l ik e a name serv er,  use se t  n o r e c u r se  and se t  n o se a r c h . O n the command l ine,  that' s n sl o o k u p  -
n o r e c u r se  -n o se a r c h .  
W hen a name serv er g ets a query ,  it l ook s f or the answer in its cache. I f  it doesn' t hav e the answer and it 
is authoritativ e f or the z one,  the name serv er resp onds that the name doesn' t ex ist or that there is no data 
f or that ty p e. I f  the name serv er doesn' t hav e the answer and it is n o t  authoritativ e f or the z one,  it starts 
wal k ing  up  the namesp ace l ook ing  f or N S  records. There wil l  al way s be N S  records somewhere hig her 
in the domain tree. A s a l ast resort,  it wil l  use the N S  records at the root domain,  the hig hest l ev el .  
I f  the name serv er receiv ed a nonrecursiv e query ,  it woul d resp ond to the querier by  g iv ing  the N S  
records that it had f ound. O n the other hand,  if  the orig inal  query  was a recursiv e query ,  the name serv er 
woul d then query  the remote name serv ers in the N S  records that it f ound. W hen the name serv er 
receiv es a resp onse f rom one of  the remote name serv ers,  it caches the resp onse and rep eats this p rocess,  
i f  necessary . The remote serv er' s resp onse wil l  contain either the answer to the question or a l ist of  name 
serv ers l ower in the namesp ace and cl oser to the answer.  
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Let's assume for our example that we are trying to satisfy a recursive query and that we didn't find any 
N S  records until we check ed the gov domain.  T hat is in fact the case when we ask  the name server on 
r e l a y . h p . c om  ab out w w w . w h i t e h ou s e . gov—it doesn't find any N S  records until the gov domain.  F rom 
there we switch servers to a gov name server and ask  the same question.  I t directs us to the 
w h i t e h ou s e . gov servers.  W e then switch to a w h i t e h ou s e . gov name server and ask  the same question:   
C:\>  nslookup   
D e f a u l t  S e r v e r :  r e l a y . h p . c o m   
A d d r e s s :  1 5 . 2 5 5 . 1 5 2 . 2   
 
>  se t  nor e c                 -- Q u e r y  l i k e  a  n a m e  s e r v e r :  t u r n  o f f  
r e c u r s i o n   
>  se t  nose a r c h              -- T u r n  o f f  t h e  s e a r c h  l i s t   
>  w w w . w h i t e h ouse . g ov        -- W e  d o n ' t  n e e d  t o  d o t -t e r m i n a t e  s i n c e  
w e ' v e  t u r n e d  s e a r c h  o f f   
S e r v e r :  r e l a y . h p . c o m   
A d d r e s s :  1 5 . 2 5 5 . 1 5 2 . 2   
 
N a m e : w w w . w h i t e h o u s e . g o v  
S e r v e d  b y :  
- H . R O O T -S E R V E R S . N E T  
 1 2 8 . 6 3 . 2 . 5 3  
 g o v  
- B . R O O T -S E R V E R S . N E T  
 1 2 8 . 9 . 0 . 1 0 7  
 g o v  
- C. R O O T -S E R V E R S . N E T  
 1 9 2 . 3 3 . 4 . 1 2  
 g o v  
- D . R O O T -S E R V E R S . N E T  
 1 2 8 . 8 . 1 0 . 9 0  
 g o v  
- E . R O O T -S E R V E R S . N E T  
 1 9 2 . 2 0 3 . 2 3 0 . 1 0  
 g o v  
- I . R O O T -S E R V E R S . N E T  
 1 9 2 . 3 6 . 1 4 8 . 1 7  
 g o v  
- F . R O O T -S E R V E R S . N E T  
 1 9 2 . 5 . 5 . 2 4 1  
 g o v  
- G . R O O T -S E R V E R S . N E T  
 1 9 2 . 1 1 2 . 3 6 . 4  
 g o v  
- A . R O O T -S E R V E R S . N E T  
 1 9 8 . 4 1 . 0 . 4  
 g o v  

S witch to a gov name server.  Y ou may have to turn recursion b ack  on temporarily,  if the name server 
doesn't have the address already cached:   
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> server e.root-servers.n et  
D e f a u l t  S e r v e r :   e . r o o t -s e r v e r s . n e t   
A d d r e s s :  1 9 2 . 2 0 3 . 2 3 0 . 1 0   

Ask the same question of the gov name ser v er .  I t w i l l  r efer  us to name ser v er s c l oser  to our  d esir ed  
answ er :   
> w w w .w h i teh ou se.g ov. 
S e r v e r :   e . r o o t -s e r v e r s . n e t  
A d d r e s s :   1 9 2 . 2 0 3 . 2 3 0 . 1 0  
 
N a m e :     w w w . w h i t e h o u s e . g o v  
S e r v e d  b y :  
- S E C 1 . D N S . P S I . N E T  
          3 8 . 8 . 9 2 . 2  
          W H I T E H O U S E . G O V  
- S E C 2 . D N S . P S I . N E T  
          3 8 . 8 . 9 3 . 2  
          W H I T E H O U S E . G O V  

S w itc h to a w h i t e h ou s e . gov name ser v er —either  of them w i l l  d o:   
> server sec 1 .d n s.p si .n et. 
D e f a u l t  S e r v e r :   s e c 1 . d n s . p s i . n e t  
A d d r e s s :   3 8 . 8 . 9 2 . 2  
 
> w w w .w h i teh ou se.g ov. 
S e r v e r :   s e c 1 . d n s . p s i . n e t  
A d d r e s s :   3 8 . 8 . 9 2 . 2  
 
N a m e :     w w w . w h i t e h o u s e . g o v  
A d d r e s s e s :   1 9 8 . 1 3 7 . 2 4 0 . 9 1 ,  1 9 8 . 1 3 7 . 2 4 0 . 9 2  

W e hop e this ex amp l e g iv es y ou a feel ing  for  how  name ser v er s l ook up  names.  I f y ou need  to r efr esh 
y our  und er stand ing  of w hat this l ooks l ike g r ap hic al l y ,  fl ip  b ac k to F ig ur e 2 -1 2  and  F ig ur e 2 -1 3 .   
B efor e w e mov e on,  notic e that w e asked  eac h of the ser v er s the v er y  same question:  " W hat' s the 
ad d r ess for  w w w . w h i t e h ou s e . gov ? "  W hat d o y ou think w oul d  hap p en if the gov name ser v er  itsel f had  
al r ead y  c ac hed  w w w . w h i t e h ou s e . gov ' s ad d r ess?  T he gov name ser v er  w oul d  hav e answ er ed  the question 
out of its c ac he instead  of r efer r ing  us to the w h i t e h ou s e . gov name ser v er s.  W hy  is this sig nific ant?  
S up p ose y ou messed  up  a p ar tic ul ar  host' s ad d r ess in y our  z one.  S omeone p oints it out to y ou,  and  y ou 
c l ean up  the p r ob l em.  E v en thoug h y our  name ser v er  now  has the c or r ec t d ata,  some r emote sites find  
the ol d ,  messed -up  d ata w hen they  l ook up  the name.  O ne of the name ser v er s hig her  up  in the d omain 
tr ee has c ac hed  the inc or r ec t d ata;  w hen it r ec eiv es a quer y  for  that host' s ad d r ess,  it r etur ns the inc or r ec t 
d ata instead  of r efer r ing  the quer ier  to y our  name ser v er s.  W hat makes this p r ob l em har d  to tr ac k d ow n 
is that onl y  one of the " hig her  up "  name ser v er s has c ac hed  the inc or r ec t d ata,  so onl y  some of the 
r emote l ookup s g et the w r ong  answ er —the ones that use this ser v er .  F un,  huh?  E v entual l y ,  thoug h,  the 
" hig her  up "  name ser v er  w il l  time out the ol d  r ec or d .  I f y ou' r e p r essed  for  time,  y ou c an c ontac t the 
ad ministr ator s of the r emote name ser v er  and  ask them to kil l  and  r estar t their  name ser v er s to fl ush the 
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cache. Of course, if the remote name server is an important, much-used  name server, they  may  tel l  y ou 
w here to g o w ith that sug g estion.  

12.6.3 Zone Transfers 

Y ou can use nslookup to transfer a w hol e z one w ith the ls command . T his feature is useful  for 
troub l eshooting , for fig uring  out how  to spel l  a remote host' s name, or j ust for counting  how  many  hosts 
are in some remote z one. S ince the output can b e sub stantial , nslookup al l ow s y ou to red irect the output 
to a fil e.  
B ew are:  a l ot of hosts w on' t l et y ou pul l  a copy  of their z ones, either for security  reasons or to l imit the 
l oad  on their name server hosts. T he I nternet is a friend l y  pl ace, b ut ad ministrators have to d efend  their 
turf.  
nslookup fil ters z one transfer d ata:  it show s y ou onl y  some of the z one unl ess y ou tel l  it otherw ise. B y  
d efaul t, y ou see onl y  ad d ress and  name server d ata. Y ou w il l  see al l  of the z one d ata if y ou tel l  nslookup 
to d ispl ay  d ata of a ny  ty pe. T he nslookup hel p ( avail ab l e in the main W ind ow s 2 0 0 0  hel p)  or command  
summary  ( show n b y  ty ping  h e lp at the nslookup prompt)  tel l s y ou al l  the parameters to the ls command . 
W e are g oing  to show  onl y  the -t parameter, since the others can b e emul ated  w ith -t. T he -t option tak es 
one arg ument:  the d ata ty pe to fil ter on. S o, to pul l  a copy  of a z one and  see al l  the M X  d ata, use ls -t m x . 
L et' s d o some z one transfers:   
C:\> nslookup   
D e f a u l t  S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
> ls m ov i e . e d u.   
      - -  L i s t  N S  a n d  A  r e c o r d s  f o r  m o v i e . e d u  
[ t e r m i n a t o r . m o v i e . e d u ]  
 m o v i e . e d u .                      N S      s e r v e r  =  t e r m i n a t o r . m o v i e . e d u  
 m o v i e . e d u .                      N S      s e r v e r  =  w o r m h o l e . m o v i e . e d u  
 c a r r i e                          A       1 9 2 . 2 5 3 . 2 5 3 . 4  
 d i e h a r d                         A       1 9 2 . 2 4 9 . 2 4 9 . 4  
 m i s e r y                          A       1 9 2 . 2 5 3 . 2 5 3 . 2  
 r o b o c o p                         A       1 9 2 . 2 4 9 . 2 4 9 . 2  
 s h i n i n g                         A       1 9 2 . 2 5 3 . 2 5 3 . 3  
 t e r m i n a t o r                      A       1 9 2 . 2 4 9 . 2 4 9 . 3  
 w h 2 4 9                           A       1 9 2 . 2 4 9 . 2 4 9 . 1  
 w h 2 5 3                           A       1 9 2 . 2 5 3 . 2 5 3 . 1  
 w o r m h o l e                        A       1 9 2 . 2 5 3 . 2 5 3 . 1  
 w o r m h o l e                        A       1 9 2 . 2 4 9 . 2 4 9 . 1  
> ls -t  a ny  m ov i e . e d u  >  / t e m p/ m ov i e . e d u. t x t    
  - -  L i s t  a l l  d a t a  i n t o  \t e m p \ 
  - -  m o v i e . e d u . t x t   
[ t e r m i n a t o r . m o v i e . e d u ]   
R e c e i v e d  2 5  r e c o r d s .  
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Those forward slashes in the ls c om m and aren' t a m isp rint—n slo o k u p  was orig inally  written for U nix  as 
p art of the B I N D  distrib u tion.  M ic rosoft m u st hav e m issed the slashes when p orting  n slo o k u p  to 
W indows 2 0 0 0 .   

12.7 Troubleshooting nslookup Problems 
The last thing  y ou  want is to hav e p rob lem s with y ou r trou b leshooting  tool.  U nfortu nately ,  som e ty p es 
of failu res render the trou b leshooting  tool m ostly  u seless.  O ther ty p es of n slo o k u p  failu res are,  at b est,  
c onfu sing  b ec au se they  don' t g iv e y ou  any  direc t inform ation to work  with.  W hile there m ay  b e a few 
p rob lem s with n slo o k u p  itself,  m ost of the p rob lem s y ou  enc ou nter will b e with nam e serv er 
c onfig u ration and op eration.  W e' ll c ov er a few odd p rob lem s here.   

12.7.1 Looking Up the Right Data 
This isn' t really  a p rob lem ,  p er se,  b u t it c an b e awfu ll y  c onfu sing .  I f y ou  u se n slo o k u p  to look  u p  a ty p e 
of data for a dom ain nam e and the dom ain nam e ex ists b u t no data of the ty p e y ou ' re look ing  for ex ists,  
y ou ' ll g et an error lik e this:   
C:\>  nslookup  
D e f a u l t  S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
>  m ov i e . e d u.   
 
* * *  N o  a d d r e s s  ( A )  r e c o r d s  a v a i l a b l e  f o r  m o v i e . e d u .  

S o what ty p es of rec ords d o  ex ist?  Y ou  c an u se se t  t y p e = a n y  to find ou t:   
>  se t  t y pe = a ny   
>  m ov i e . e d u.   
S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
m o v i e . e d u        n a m e s e r v e r  =  t e r m i n a t o r . m o v i e . e d u  
m o v i e . e d u        n a m e s e r v e r  =  w o r m h o l e . m o v i e . e d u  
m o v i e . e d u  
        p r i m a r y  n a m e  s e r v e r  =  t e r m i n a t o r . m o v i e . e d u  
        r e s p o n s i b l e  m a i l  a d d r  =  a d m i n i s t r a t o r . m o v i e . e d u  
        s e r i a l   =  6  
        r e f r e s h  =  3 6 0 0  ( 1  h o u r )  
        r e t r y    =  6 0 0  ( 1 0  m i n s )  
        e x p i r e   =  8 6 4 0 0  ( 1  d a y )  
        d e f a u l t  T T L  =  3 6 0 0  ( 1  h o u r )  
m o v i e . e d u        M X  p r e f e r e n c e  =  1 0 ,  m a i l  e x c h a n g e r  =  
w o r m h o l e . m o v i e . e d u  
t e r m i n a t o r . m o v i e . e d u     i n t e r n e t  a d d r e s s  =  1 9 2 . 2 4 9 . 2 4 9 . 3  
w o r m h o l e . m o v i e . e d u       i n t e r n e t  a d d r e s s  =  1 9 2 . 2 5 3 . 2 5 3 . 1  
w o r m h o l e . m o v i e . e d u       i n t e r n e t  a d d r e s s  =  1 9 2 . 2 4 9 . 2 4 9 . 1  
w o r m h o l e . m o v i e . e d u       i n t e r n e t  a d d r e s s  =  1 9 2 . 2 4 9 . 2 4 9 . 1  
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wormhole.movie.edu      internet address = 192.253.253.1 

Why are the IP addresses for terminator an d w ormh ol e retu rn ed?  If you  rec ei v e the N S  rec ords for 
mov ie. ed u  l i sti n g  these tw o hosts as that z on e' s n am e serv ers,  c han c es are the n ex t thi n g  you ' l l  w an t are 
those hosts'  IP addresses.  T he n am e serv er an ti c i p ates that an d sen ds al on g  address rec ords i n  the 
A ddi ti on al  sec ti on .  T he sam e thi n g  g oes for the mov ie. ed u  M X  rec ord p oi n ti n g  to w ormh ol e :  i f you  g et 
that rec ord,  you ' l l  w an t w ormh ol e ' s IP address n ex t.  T hat ex p l ai n s w hy w ormh ol e ' s IP addresses show  u p  
tw i c e,  b u t thi s i s arg u ab l y a b u g  i n  the M i c rosoft D N S  S erv er.   

12.7.2 No PTR Data for Name Server's Address 

H ere' s a c ryp ti c  m essag e:  
C : \> nslookup  
* * *  C an' t f ind server name f or address 192.24 9.24 9.3:  N on-ex istent 
domain 
* * *  C an' t f ind server name f or address 192.24 9.24 9.3:  N on-ex istent 
domain 
* * *  D ef ault servers are not availab le 
D ef ault S erver:   U nK nown 
A ddress:   192.24 9.24 9.3 
 
> 

T he " N on -ex i sten t dom ai n "  m essag e m ean s that there' s n o PT R  rec ord for 3 . 2 4 9 . 2 4 9 . 1 9 2 . in-ad d r. arp a.  
In  other w ords,  ns l ook u p  c ou l dn ' t fi n d the n am e for 1 9 2 . 2 4 9 . 2 4 9 . 3 ,  w hi c h i s the fi rst n am e serv er the 
resol v er i s c on fi g u red to q u ery.  T he on l y reason  ns l ook u p  l ook s u p  thi s address i s to p ri n t the " D efau l t 
S erv er"  startu p  m essag e.  O b v i ou sl y,  thi s n am e serv er' s data i s m essed u p ,  at l east for the 2 4 9 . 2 4 9 . 1 9 2 . in-
ad d r. arp a z on e,  so ns l ook u p  p ri n ts " U n K n ow n " .   
A t l east w e' v e g ot the ns l ook u p  p rom p t:  ev en  i f the serv er doesn ' t k n ow  i ts ow n  n am e,  i t m i g ht sti l l  b e 
ab l e to an sw er other q u eri es.  T hi s b ehav i or i s a v ast i m p rov em en t ov er the stan dard v ersi on  of ns l ook u p  
i n  the B IN D  di stri b u ti on  ( the on e shi p p ed w i th m ost v ersi on s of U n i x ) .  T hat v ersi on  of ns l ook u p  refu ses 
ev en  to ru n  u n l ess i t c an  su c c essfu l l y rev erse m ap  the defau l t serv er' s IP address.   
S ti l l ,  the " D efau l t serv ers are n ot av ai l ab l e"  m essag e i n  the ex am p l e i s m i sl eadi n g .  A fter al l ,  a n am e 
serv er i s there to say the address doesn ' t ex i st.  M ore often ,  you ' l l  see the error " ti m ed ou t"  i f the n am e 
serv er i sn ' t ru n n i n g  on  the host or the host c an ' t b e reac hed.  O n l y then  does the " D efau l t serv ers are n ot 
av ai l ab l e"  m essag e m ak e sen se.   

12.7.3  Ti meou ts 

What i f you r resol v er i s p oi n ti n g  to a n am e serv er that i sn ' t ru n n i n g  or a host that c an ' t b e reac hed?  We 
k i n da g av e the an sw er aw ay i n  the p rev i ou s sec ti on ,  b u t here' s w hat hap p en s:   
C : \> nslookup  
D N S  req uest timed out. 
    timeout was 2 sec onds. 
* * *  C an' t f ind server name f or address 192.24 9.24 9.4 :  T imed out 
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DNS request timed out. 
    timeout w a s 2  sec on ds. 
* * *  C a n ' t f in d serv er n a me f or a ddress 1 9 2 .2 4 9 .2 4 9 .4 :  T imed out 
* * *  Def a ul t serv ers a re n ot a v a il a b l e 
Def a ul t Serv er:   U n K n ow n  
A ddress:   1 9 2 .2 4 9 .2 4 9 .4  
 
>  

The resolver is configured to use the name server 192.249.249.4 (and only that name server). nslookup 
tries valiantly to contact it—it goes through its timeout seq uence tw ice in attemp t to get the name server 
to reverse map  its ow n I P  address. F inally nslookup gives up ,  p rints " U nK now n"  for the default server,  
and gives you a p romp t. Y ou can' t really do anything p roductive w ithout changing servers at this 
p oint—after all,  no server is running at that I P  address—b ut at least you' ve got a p romp t. A gain,  this is a 
b etter than the standard nslookup,  w hich w ould have dump ed us b ack  to the command line.  
N ote that if your resolver is configured to send q ueries to more than one name server,  nslookup tries the 
servers in order until it finds one that resp onds:   
C : \> nslookup 
DNS request timed out. 
    timeout w a s 2  sec on ds. 
* * *  C a n ' t f in d serv er n a me f or a ddress 1 9 2 .2 4 9 .2 4 9 .1 :  T imed out 
Def a ul t Serv er:   termin a tor.mov ie.edu 
A ddress:   1 9 2 .2 4 9 .2 4 9 .3  
 
> 

O ccasionally you' ll see timeouts during the course of an nslookup session. I f you are look ing up  some 
remote information,  the name server could fail to resp ond b ecause it is still trying to look  up  the item 
and nslookup gave up  w aiting. H ow  can you tell the difference b etw een a name server that isn' t running 
and a name server that is running b ut didn' t resp ond?  U se the ls command to p oint out the difference. I n 
this case,  no name server is running,  or the host couldn' t b e reached:   
C : \> nslookup  
Def a ul t Serv er:   termin a tor.mov ie.edu  
A ddress:   1 9 2 .2 4 9 .2 4 9 .3   
 
> l s f oo. 
l s:  c on n ec t:  No error 
* * *  C a n ' t l ist doma in  f oo.:  U n sp ec if ied error 

I f a name server is running,  you' ll see the follow ing error message:   
C : \> nslookup  
Def a ul t Serv er:   termin a tor.mov ie.edu  
A ddress:   1 9 2 .2 4 9 .2 4 9 .3   
 
> l s f oo.  
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[terminator.movie.edu] 
* * *  C an' t l is t domain f oo.:  N on-ex is tent domain 

That is, unless there's a top-lev el foo d om ain in y our w orld .   

12.7.4  Q u e r y  R e f u s e d  
Y ou g enerally  see a " q uery  ref used "  error m essag e und er tw o c ond itions.  The f irst is w hen y ou attem pt a 
z one transf er and  the serv er ref uses f or sec urity  reasons ( f or ex am ple, b ec ause y ou c hec k ed  Only Allow 
Ac c e s s  F r om  S e c ond a r i e s  I nc lu d e d  on N ot i f y L i s t  in the z one properties N ot i f y w ind ow ) .  This is w hat 
y ou'll see:   
C : \> nslookup  
D ef aul t S erver:   terminator.movie.edu 
A ddres s :   1 9 2 .2 4 9 .2 4 9 .3  
 
> ls m ov i e .e d u      
 —T h i s  a t t e m p t s  a  z o n e  t r a n s f e r  
[terminator.movie.edu] 
* * *  C an' t l is t domain movie.edu:  Q uery  ref us ed 
> 

Y ou m ig ht also see a " q uery  ref used "  error f rom  a nam e serv er running  a rec ent v ersion of  B I N D , w hic h 
has the ab ility  to restric t q ueries to d if f erent z ones b ased  on the q uerier's sourc e I P  ad d ress.   

12.7.5  U n s p e c i f i e d  E r r o r  
Y ou m ay  run into a rather unsettling  prob lem  c alled  " unspec if ied  error. "  W e hav e an ex am ple of  this 
error here:   
C : / > nslookup  
D ef aul t S erver:   terminator.movie.edu  
A ddres s :   1 9 2 .2 4 9 .2 4 9 .3   
 
> se t  t y pe = ns  
> .  
S erver:   terminator.movie.edu  
A ddres s :   1 9 2 .2 4 9 .2 4 9 .3   
 
N on-auth oritative ans w er:   
( root)   names erver =  N S .N I C .D D N .M I L   
( root)   names erver =  B .R O O T -S E R V E R S .N E T   
( root)   names erver =  E .R O O T -S E R V E R S .N E T   
( root)   names erver =  D .R O O T -S E R V E R S .N E T   
( root)   names erver =  F .R O O T -S E R V E R S .N E T   
( root)   names erver =  C .R O O T -S E R V E R S .N E T   
( root)   names erver =  G .R O O T -S E R V E R S .N E T   
( root)   names erver =  h p f c s x .f c .h p .c om  
( root)   names erver =  h p -p c d.c v.h p .c om  
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(root)  nameserver = hp-ses. sd e. hp. c om  
(root)  nameserver = hpsatc 1 . g va. hp. c om  
(root)  nameserver = named _ master. c h. apol l o. hp. c om  
(root)  nameserver = A . I S I . E D U   
(root)  nameserver = S R I -N I C . A R P A   
(root)  nameserver = G U N T E R -A D A M . A R P A   
 
A u thori tati ve answ ers c an b e f ou nd  f rom:   
(root)  nameserver = N S . N I C . D D N . M I L   
(root)  nameserver = B . R O O T -S E R V E R S . N E T   
(root)  nameserver = E . R O O T -S E R V E R S . N E T   
(root)  nameserver = D . R O O T -S E R V E R S . N E T   
(root)  nameserver = F . R O O T -S E R V E R S . N E T   
(root)  nameserver = C . R O O T -S E R V E R S . N E T   
(root)  nameserver =  
 
* * *  E rror:  rec ord  si z e i nc orrec t (1 0 5 0 6 9 0  ! = 6 5 5 1 9 )  
 
* * *  termi nator. movi e. ed u  c an' t f i nd  . :  U nspec i f i ed  error 
What happened here is that there was too much data to fit into a UDP datagram.[1] T he name serv er 
stopped fil l ing in the response when it ran out of room. T he name serv er didn't set the truncation b it in 
the response message,  or ns l o o k u p  woul d hav e retried the q uery  ov er a T C P connection. T he name 
serv er must hav e decided that enough of the " important"  information fit. Y ou won' t see this k ind of error 
v ery  often. Y ou' l l  see it if y ou create too many  N S  records for a z one,  so don' t create too many . ( A dv ice 
l ik e this mak es y ou wonder why  y ou b ought this b ook ,  right? )  H ow many  is too many  depends upon 
how wel l  the names can b e " compressed"  in the message,  which in turn depends upon how many  name 
serv ers share the same domain in their domain name. T he root name serv ers were renamed to al l  b e in 
the r o o t-s e r v e r s . ne t domain for this v ery  reason—more names fit in DN S  messages if they  share a 
common domain,  which al l ows more root name serv ers to support the I nternet. A s a rul e of thumb ,  don' t 
go ov er 1 0  N S  records.  
[1] What are all those hp.com n am e serv ers d oi n g  i n  there?  T hi s ex am p le i llu strates a p rob lem  b esi d es j u st f i lli n g  a U D P  d atag ram :  u n d er som e c on d i ti on s,  old er B I N D  
n am e serv ers c an  easi ly  b e c on tam i n ated  w i th " b og u s "  root n am e serv ers.  T hi s ou tp u t show s a q u ery  to su c h a n am e serv er.  

12.8 Best of the Net 

S y stem administrators hav e a thank l ess j ob . T hey  are ask ed certain q uestions,  usual l y  q uite simpl e ones,  
ov er and ov er again. A nd sometimes,  in a creativ e mood,  they  come up with a cl ev er way  to hel p their 
users. When the rest of us find out ab out their ingenuity ,  we can onl y  sit b ack ,  smil e admiringl y ,  and 
wish we had thought of it oursel v es. H ere is one such case,  where a sy stem administrator found a way  to 
communicate the sol ution to the sometimes perpl ex ing puz z l e of how to end an ns l o o k u p  session:   
C : \>  nslookup  
D ef au l t S erver:   envy . u g c s. c al tec h. ed u  
A d d ress:   1 3 1 . 2 1 5 . 1 3 4 . 1 3 5  
  
>  q ui t  
S erver:   envy . u g c s. c al tec h. ed u  
A d d resses:   1 3 1 . 2 1 5 . 1 3 4 . 1 3 5 ,  1 3 1 . 2 1 5 . 1 2 8 . 1 3 5  
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N a m e :     ug c s .c a l t e c h .e d u 
A d d r e s s e s :   1 3 1 .2 1 5 .1 2 8 .1 3 5 ,  1 3 1 .2 1 5 .1 3 4 .1 3 5  
A l i a s e s :   q ui t .ug c s .c a l t e c h .e d u 
          us e .e x i t .t o .l e a v e .n s l o o k up .-.-.-.ug c s .c a l t e c h .e d u 
 
>  exit 
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Chapter 13. Troubleshooting DNS  
"Of course not," said the Mock Turtle. "Why, if a fish came to me, and told me he was going on a 
j ourney, I  should say, ` With what p orp oise? ' "  
"D on' t you mean ` p urp ose' ? " said A lice. 
"I  mean what I  say," the Mock Turtle rep lied, in an offended tone. A nd the G ryp hon added, "C ome, let' s 
hear some of your adv entures."  
I n  t h e  l a s t  c h a p t e r ,  w e  d e m o n s t r a t e d  h o w  t o  u s e  nslookup  t o  m a k e  q u e r i e s .  I n  t h i s  c h a p t e r ,  w e ' l l  s h o w  
y o u  h o w  t o  u s e  nslookup  - -  p l u s  t r a d i t i o n a l  T C P / I P  n e t w o r k i n g  t o o l s  l i k e  t r u s t y  o l '  p ing - -  t o  
t r o u b l e s h o o t  r e a l -l i f e  p r o b l e m s  w i t h  D N S .   
T r o u b l e s h o o t i n g ,  b y  i t s  n a t u r e ,  i s  a  t o u g h  s u b j e c t  t o  t e a c h .  Y o u  s t a r t  w i t h  a n y  o f  a  w o r l d  o f  s y m p t o m s  
a n d  t r y  t o  w o r k  y o u r  w a y  b a c k  t o  t h e  c a u s e .  W e  c a n ' t  c o v e r  t h e  w h o l e  g a m u t  o f  p r o b l e m s  y o u  m a y  
e n c o u n t e r  o n  t h e  I n t e r n e t ,  b u t  w e  w i l l  c e r t a i n l y  d o  o u r  b e s t  t o  s h o w  y o u  h o w  t o  d i a g n o s e  t h e  m o s t  
c o m m o n  o f  t h e m .  A n d  a l o n g  t h e  w a y ,  w e  h o p e  t o  t e a c h  y o u  t r o u b l e s h o o t i n g  t e c h n i q u e s  t h a t  w i l l  b e  
v a l u a b l e  i n  t r a c k i n g  d o w n  m o r e  o b s c u r e  p r o b l e m s  t h a t  w e  d o n ' t  d o c u m e n t .   

13.1 Is DNS Really Your Problem? 
B e f o r e  w e  l a u n c h  i n t o  a  d i s c u s s i o n  o f  h o w  t o  t r o u b l e s h o o t  a  D N S  p r o b l e m ,  w e  s h o u l d  m a k e  s u r e  y o u  
k n o w  h o w  t o  t e l l  w h e t h e r  a  p r o b l e m  i s  c a u s e d  b y  D N S ,  n o t  b y  a n o t h e r  n a m i n g  s e r v i c e .  O n  W i n d o w s  
h o s t s ,  f i g u r i n g  o u t  w h e t h e r  t h e  c u l p r i t  i s  a c t u a l l y  D N S  c a n  b e  d i f f i c u l t .  W i n d o w s  s u p p o r t s  a  w h o l e  
p a n o p l y  o f  n a m i n g  s e r v i c e s :  D N S ,  W I N S ,  H OS TS ,  L MH OS TS ,  a n d  m o r e .  T h e  s t o c k  W i n d o w s  2 0 0 0  
nslookup ,  h o w e v e r ,  d o e s n ' t  p a y  a n y  a t t e n t i o n  t o  t h e s e  o t h e r  n a m i n g  s e r v i c e s .  Y o u  c a n  r u n  nslookup  o n  a  
W i n d o w s  2 0 0 0  b o x  a n d  q u e r y  t h e  n a m e  s e r v e r  ' t i l l  t h e  c o w s  c o m e  h o m e  w h i l e  t h e  s e r v i c e  w i t h  t h e  
p r o b l e m  i s  u s i n g  a  d i f f e r e n t  n a m i n g  s e r v i c e .   
H o w  d o  y o u  k n o w  w h e r e  t o  p u t  t h e  b l a m e ?  F i r s t ,  y o u  n e e d  t o  c o n s i d e r  w h a t  k i n d  o f  p r o g r a m  i s  h a v i n g  
t h e  p r o b l e m .  I f  i t ' s  a  T C P / I P  c l i e n t ,  s u c h  a s  telnet o r  ftp ,  t h e  p o s s i b l e  c u l p r i t s  a r e  D N S  a n d  t h e  H OS TS  
f i l e .  I f  i t ' s  a  u t i l i t y  t h a t  s u p p o r t s  N e t B I O S  n a m i n g ,  s u c h  a s  net ( a s  i n  net use ) ,  t h e  l i k e l y  s u s p e c t s  a l s o  
i n c l u d e  W I N S  a n d  t h e  L MH OS TS  f i l e .  O t h e r  c l i e n t s ,  s u c h  a s  p ing,  t h a t  a l s o  t a k e  e i t h e r  a  D N S  n a m e  o r  a  
N e t B I O S  n a m e  a s  a n  a r g u m e n t  c a n  u s e  a n y  o f  t h e s e  n a m i n g  s e r v i c e s .   
N e x t ,  c o n s i d e r  t h e  o r d e r  i n  w h i c h  W i n d o w s  u s e s  t h e  n a m i n g  s e r v i c e s .  Y o u  s h o u l d  l o o k  t h r o u g h  t h e  
v a r i o u s  s e r v i c e s  i n  t h a t  o r d e r  w h e n  t r o u b l e s h o o t i n g  t h e  p r o b l e m .   
T h e s e  h i n t s  s h o u l d  h e l p  y o u  i d e n t i f y  t h e  g u i l t y  p a r t y  o r  a t  l e a s t  e x o n e r a t e  o n e  s u s p e c t .  I f  y o u  n a r r o w  
d o w n  t h e  s u s p e c t s  a n d  D N S  i s  s t i l l  i m p l i c a t e d ,  y o u ' l l  j u s t  h a v e  t o  r e a d  t h i s  c h a p t e r .   

13.2  C h ec k i n g  t h e C ac h e 
A s  w e ' v e  s a i d  e a r l i e r ,  y o u  c a n  c h e c k  t h e  c o n t e n t s  o f  y o u r  n a m e  s e r v e r ' s  c a c h e  w i t h  t h e  D N S  c o n s o l e .  
T h i s  c a n  c o m e  i n  h a n d y  i f  y o u  s u s p e c t  t h a t  y o u r  n a m e  s e r v e r  h a s  c a c h e d  b a d  o r  o u t -o f -d a t e  d a t a  f r o m  
a n o t h e r  s e r v e r .  T o  i n s p e c t  a  s e r v e r ' s  c a c h e ,  c l i c k  t h e  p l u s  s i g n  t o  t h e  l e f t  o f  t h e  n a m e  o f  t h e  s e r v e r  i n  t h e  
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DNS console's left pane. You'll see a folder named Cached Lookups. E i th er cli ck  on th e plus si g n to th e 
left of i t or doub le-cli ck  th e folder i con or th e lab el to ex pand th e nex t lev el. T h i s sh ow s y ou th e top-
lev el domai ns for w h i ch  y our name serv er h as cach ed data. E x pand y our w ay  to th e domai n name to 
w h i ch  th e cach ed data y ou're look i ng  for i s attach ed. I n F i g ure 13 -1,  w e'v e cli ck ed our w ay  dow n to 
acmebw.com to look  for cach ed data.  

Figure 13-1.  N S  a n d  A  rec o rd s  f o r a c m eb w . c o m  in  t h e c a c h e 

 

A s y ou can see i n th e ri g h t pane,  our name serv er h as cach ed th ree NS records and one A  record for 
acmebw.com. I f w e doub le-cli ck ed n et  and th en acm eb w ,  w e could fi nd th e cach ed addresses of th ese 
name serv ers,  too.  
I f y ou'd li k e to see th e T T L  on th e cach ed data,  doub le-cli ck  on a record i n th e ri g h t pane. P rov i ded th e 
DNS console i s i n adv anced v i ew  mode ( select V i ew  A dv an ced) ,  th e resulti ng  w i ndow  sh ow s th e 
record's T T L . F or ex ample,  i n F i g ure 13 -2,  w e'v e doub le-cli ck ed th e acm eb w . com  A  record.  

Figure 13-2 .  T h e T T L  o n  a  c a c h ed  rec o rd  
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Be sure to refresh the DNS console with Action R e f r e s h  or F 5  b efore check ing  the T T L ,  or the T T L  
y ou see m a y  b e b ig g er tha n the current T T L .   
I f y ou rig ht-click ed  the record ,  y ou m a y  ha v e noticed  a  D e l e te  R e cor d  selection.  Now there' s som ething  
y ou ca n' t d o in BI ND.  U sing  the DNS console,  y ou ca n a ctua ll y  d elete ca ched  d a ta  record  b y  record !  I f 
y ou k now tha t som e record s in y our na m e serv er' s ca che a re out of d a te,  y ou ca n d elete them  a nd  let 
y our na m e serv er p ick  up  up d a ted  record s from  a n a uthorita tiv e na m e serv er.   

13.3 Potential Problem List 

L et' s g o throug h som e com m on rea l-world  DNS p rob lem s.  M a ny  of these p rob lem s a re ea sy  to 
recog niz e a nd  correct.  W e cov er these p rob lem s a s a  m a tter of course—they ' re som e of the m ost 
com m on p rob lem s b eca use they ' re ca used  b y  som e of the m ost com m on m ista k es.  H ere a re the 
contesta nts,  in no p a rticula r ord er.   

13.3.1 1. F o r g e t  t o  I n c r e m e n t  S e r i a l  N u m b e r  
T his p a rticula r p rob lem  will occur only  if y ou m a k e cha ng es to y our z one d a ta  file b y  ha nd ,  without 
using  the DNS console.  T he DNS console rem em b ers to increm ent the seria l num b er in the SO A  record  
ea ch tim e it cha ng es z one d a ta ,  so y ou d on' t ha v e to worry  a b out it.  H owev er,  this a lso m ea ns tha t y ou 
p rob a b l y  won' t b e in the ha b it of up d a ting  the seria l num b er,  so y ou m a y  forg et when m a k ing  tha t one-
off m a nua l m od ifica tion.   
T he m a in sy m p tom  of this p rob lem  is tha t sla v e na m e serv ers d on' t p ick  up  a ny  cha ng es y ou m a k e to the 
z one on the p rim a ry  serv er.  T he sla v es think  the z one d a ta  ha sn' t cha ng ed  since the seria l num b er is still 
the sa m e.   
H ow d o y ou check  if y ou rem em b ered  to increm ent the seria l num b er?  U nfortuna tely ,  tha t' s not so ea sy .  
I f y ou d on' t rem em b er wha t the old  seria l num b er wa s a nd  y our seria l num b er g iv es y ou no ind ica tion of 
when it wa s up d a ted ,  there' s no d irect wa y  to tell whether it ha s cha ng ed . [1] W hen y ou sta rt the p rim a ry ,  it 
will loa d  the up d a ted  z one d a ta  file reg a rd less of whether y ou' v e cha ng ed  the seria l num b er.  A b out the 
b est y ou ca n d o is to use nslookup to com p a re the d a ta  returned  b y  the p rim a ry  a nd  b y  a  sla v e.  I f they  
return d ifferent d a ta ,  y ou p rob a b l y  forg ot to increm ent the seria l num b er.  I f y ou ca n rem em b er a  recent 
cha ng e y ou m a d e,  y ou ca n look  for tha t d a ta .  I f y ou ca n' t rem em b er a  recent cha ng e,  y ou ca n try  
tra nsferring  the z one from  a  p rim a ry  a nd  from  a  sl a v e,  sorting  the results,  a nd  using  a  file-com p a rison 
tool to com p a re them .   
[1] On the other hand, if you encode the date into the serial number, as many people do (for example, 1998010500 is the first rev of data on January 5, 1998), you may 
be able to tell at a g lance w hether you updated the serial number w hen you made the chang e.  H ow ever, the D N S  console mak es this almost impossible since it j ust 
increments by one for each chang e.  

T he g ood  news is tha t,  a lthoug h d eterm ining  whether the z one wa s tra nsferred  is trick y ,  m a k ing  sure the 
z one is tra nsferred  is sim p le.  J ust increm ent the seria l num b er on the p rim a ry ' s cop y  of the z one b y  
d oub le-click ing  the SO A  record  in the DNS console a nd  m a nua ll y  ed iting  the seria l num b er field .  T he 
sla v es should  p ick  up  the new d a ta  within their refresh interv a l,  or sooner if they  use NO T I F Y .   
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13.3.2 2. Forget to Restart Primary Master Server 
Like the last problem, you'll see this problem only if you make changes to your zone data files by hand. 
T he D N S  console adds and deletes data on the fly, so there's no need to restart your primary master 
name serv er.  
I f you're not using the D N S  console, though, you may forget to restart your primary master name serv er 
after editing a zone data file. T he name serv er w on't know  to load the new  data—it doesn't automatically 
check the file to see if it has changed. C onseq uently, any changes you'v e made w on't be reflected in the 
name serv er's data:  new  zones w on't be loaded, and new  records w on't percolate out to the slav es.  
T o check w hen you last restarted the name serv er, scan the E v ent V iew er output for the last entry that 
looks like this:   
The DNS Server has started. 

T he date and time on these ev ents w ill tell you the last time you restarted the name serv er.  
I f the time of the restart doesn't correlate w ith the time you made the last change, use the D N S  console 
to stop and restart the name serv er and reload its data. C heck that you incremented the serial numbers on 
the zone data files you changed, too.  

13.3.3 3. D N S Server L oses Man u al  C h an ges 
O ne final but important note about making manual changes:  remember that the M icrosoft D N S  S erv er 
periodically updates its zone data files. E ach time you make changes to a zone's data using the D N S  
console, a w rite is pending:  before the D N S  serv er ex its, it must rew rite the zone's data file or it w ill lose 
the changes you made. T hink of this as a dirty page in memory:  the operating system must w rite it to 
disk before ex iting.  
I f you make a manual change to a zone data file w hile a w rite is pending, you'll mysteriously lose the 
change w hen the name serv er ex its. S ay you add delegation to a new  subdomain of movie.edu w hile the 
serv er is running and a w rite is pending. A fter you'v e made the change, you hav e to stop the serv er and 
start it again to get it to read the zone data again. B ut as the serv er ex its, it rew rites the movie.edu zone 
data file, and your delegation disappears. I f you're w atching the E v ent V iew er carefully ( like you should 
be) , you'll see this message before the serv er stops:   
The DNS server w ro te versi o n  3 7  o f  z o n e m o vi e.edu  to  f i l e 
m o vi e.edu .dn s.  

O nce you force the serv er to rew rite its zone data files w ith Action Up d a te  S e r v e r  D a ta  F il e s , the 
serv er is in sync w ith the zone data files and doesn't hav e to rew rite them on ex it. S o, if you're going to 
make manual changes to the zone data files, you should either stop the serv er first ( although that means 
your serv er w on't answ er q ueries w hile you make the change) , or use the D N S  console to sync the serv er 
w ith the zone data files and then make the change.  



- 237 - 

13.3.4 4. Slave Server Can't Load Zone Data 

If a slave name server can't get the current serial number for a zone from its master server,  y ou w on't be 
w arned  about it initially .  H ow ever,  if the p roblem p ersists and  the slave can't d etermine w ithin the 
ex p ire interval w hether or not its d ata is up  to d ate,  it w ill ex p ire the zone.  O n a M icrosoft D N S  S erver,  
y ou'll see a message lik e this in the E vent V iew er:   
Zone movie.edu expired before it could obtain a successful zone 
transfer or update  
from a master server acting  as its source for th e zone. T h e zone h as 
been sh ut dow n. 

O nce the zone has ex p ired ,  y ou'll start getting S E R V F A IL  errors w hen y ou q uery  the name server for 
d ata in the zone:   
C : \>  nslookup robocop wormhole.movie.edu.  
S erver:   w ormh ole.movie.edu  
A ddresses:   1 9 2 .2 4 9 .2 4 9 .1 ,  1 9 2 .2 5 3 .2 5 3 .1   
 
* * *  w ormh ole.movie.edu can' t find robocop.movie.edu:  S erver failed 

T here are three lead ing causes of this p roblem:  a loss in connectivity  to the master server d ue to netw ork  
failure,  an incorrect IP  ad d ress configured  for the master server,  and  a sy ntax  error in the zone d ata file 
on the master server.   
F irst,  use the D N S  console to check  the ad d ress of the master server( s)  from w hich the slave is 
attemp ting to load  d ata.  R ight-click  the d omain name of the zone in the left p ane,  choose Properties ,  
and  look  at the G en era l  tab,  show n in F igure 1 3-3.   
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Figure 13-3.  Z o n e p ro p ert ies  w in d o w  s h o w in g m a s t er s erv er( s )  

 

Make sure that's really the IP address o f  the m aster n am e serv er.  If  i t i s,  c hec k c o n n ec ti v i ty to  that IP 
address:   
C:\> ping 192.249.249.3  
P i n g i n g  1 9 2 . 2 4 9 . 2 4 9 . 3  w i t h  3 2  b y t e s  o f  d a t a : 
 
R e q u e s t  t i m e d  o u t .  
R e q u e s t  t i m e d  o u t .  
R e q u e s t  t i m e d  o u t .  
R e q u e s t  t i m e d  o u t .   

If  the m aster serv er i sn 't reac hab le,  m ake sure that the serv er's ho st i s really run n i n g  ( f o r ex am p le,  i s 
p o w ered o n )  o r lo o k f o r a n etw o rk p ro b lem .   
Y o u m ay also  w an t to  c hec k that the m aster serv er i s return i n g  autho ri tati v e resp o n ses to  q ueri es f o r data 
i n  the z o n e.  If  the m aster serv er i s resp o n di n g  as n o t autho ri tati v e f o r the z o n e,  the slav e w o n 't tran sf er 
the z o n e f ro m  i t.  H ere's ho w  yo u c o uld use nslookup to  c hec k f o r an  autho ri tati v e resp o n se f o r the z o n e's 
S O A  rec o rd f ro m  the m aster serv er:   
C:\> ns l o o k u p -no r e c  -t y pe = S O A  m o v ie .e d u . 192.249.249.3 

T hi s c o m m an d sen ds a n o n rec ursi v e q uery f o r the S O A  rec o rd f o r m ov i e . e d u to  the n am e serv er at 
1 9 2 . 2 4 9 . 2 4 9 . 3 .  W e n eed to  sen d a n o n rec ursi v e q uery so  that the n am e serv er at 1 9 2 . 2 4 9 . 2 4 9 . 3  do esn 't 
try to  f o rw ard the q uery to  an o ther serv er.   
If  thi s m aster serv er i s c o rrec tly c o n f i g ured,  the an sw er to  thi s q uery sho uld b e autho ri tati v e.  ( R em em b er 
that un less nslookup rep o rts " N o n -autho ri tati v e an sw er, "  the an sw er i s autho ri tati v e. )  A  n o n autho ri tati v e 
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reply may indicate that the master serv er had a pro b lem lo ading  the z o ne,  u su ally b ecau se o f  a syntax  
erro r in the z o ne data f ile.  C o ntact the administrato r o f  the master serv er and hav e him check  his E v ent 
V iew er o r syslo g  o u tpu t f o r indicatio ns o f  a syntax  erro r.  W e' v e nev er seen a W indo w s 2 0 0 0  name 
serv er g o  no nau tho ritativ e f o r a z o ne b ased o n a syntax  erro r in a z o ne data f ile,  b u t o lder B I N D  name 
serv ers ex hib it this b ehav io r.  S o  if  yo u r name serv er is a slav e to  a z o ne w ho se primary master is a 
B I N D  name serv er that' s no t claiming  au tho rity f o r the z o ne,  a syntax  erro r co u ld b e yo u r pro b lem.   
I f  the answ er to  the q u ery is au tho ritativ e b u t the slav e serv er still can' t transf er the z o ne su ccessf u lly,  
yo u  can u se the nslookup ' s ls co mmand to  try to  transf er the z o ne manu ally ( ls ,  as w e said in C hapter 1 2 ,  
perf o rms a z o ne transf er) .  I f  yo u  see an erro r lik e this,  it' s a g o o d b et that the master serv er restricts z o ne 
transf ers:   
C:\> nslookup - 1 9 2 . 2 4 9 . 2 4 9 . 3  
D e f a u l t  S e r v e r :  t e r m i n a t o r . m o v i e . e d u  
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3  
> ls m ov i e . e d u 
[ t e r m i n a t o r . m o v i e . e d u ]  
* * *  Ca n ' t  l i s t  d o m a i n  m o v i e . e d u : Q u e r y  r e f u s e d  
> 

C o ntact the administrato r o f  the master serv er and ask  w hether she is restricting  z o ne transf ers.  A sk  her 
to  check  the o ptio ns o n the Zone Transfers tab  o f  the P rop ert i es w indo w  f o r the z o ne yo u ' re trying  to  
transf er ( if  she' s ru nning  the M icro so f t D N S  S erv er) .  I f  the remo te serv er is ru nning  B I N D ,  ask  if  she' s 
u sing  the x f r ne t s o r a llow -t r a nsf e r  f eatu res to  restrict z o ne transf ers.   
O nce the pro b lem has b een cleared u p and yo u r serv er su ccessf u lly transf ers the z o ne,  yo u ' ll see 
messag es lik e these in the E v ent V iew er:   
A  m o r e  r e c e n t  v e r s i o n ,  v e r s i o n  2 1 2  o f  z o n e  m o v i e . e d u  w a s  f o u n d  a t  D N S  
s e r v e r  a t  1 9 2 .  
2 4 9 . 2 4 9 . 3 .  Z o n e  t r a n s f e r  i s  i n  p r o g r e s s .  
 
T h e  D N S  s e r v e r  w r o t e  v e r s i o n  2 1 2  o f  z o n e  m o v i e . e d u  t o  f i l e  
m o v i e . e d u . d n s .  

13.3.5 5. Add Address to Zone, but Forget to Add Corresponding PTR Record 
B ecau se the mapping s f ro m ho stnames to  I P  addresses are disj o inted f ro m the mapping s f ro m I P  
addresses to  ho stnames in D N S ,  it' s easy to  f o rg et to  add a P T R  reco rd f o r a new  ho st.  A dding  the A  
reco rd is intu itiv e,  b u t many peo ple w ho  are u sed to  ho st tab les assu me that adding  an address reco rd 
tak es care o f  the rev erse mapping ,  to o .  T hat' s no t tru e—yo u  need to  add a P T R  reco rd f o r the ho st to  the 
appro priate i n-a d d r . a r pa  z o ne.  T hank f u lly,  the D N S  co nso le mak es that easy b y pro v iding  a check b o x  
to  C reat e assoc i at ed  p oi nt er ( P TR )  rec ord  w hen yo u  cho o se N ew  H ost . . . .   
N eg lecting  to  add the P T R  reco rd f o r a ho st u su ally cau ses that ho st to  f ail au thenticatio n check s.  F o r 
ex ample,  u sers o n the ho st w o n' t b e ab le to  r sh  o r r c p to  o ther ho sts.  T he serv ers these pro g rams talk  to  
need to  b e ab le to  map the co nnectio n' s I P  address to  a do main name to  check  au tho riz atio n f iles.   
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In addition, many large FTP archives, including ftp.uu.net, ref use anonymous ftp access to hosts w hose 
IP addresses don' t map  b ack  to domain names.  ftp.uu.net ' s FTP server emits a message that reads, in p art:   
530- S o r r y ,  w e ' r e  u na b l e  t o  m a p  y o u r  I P  a d d r e s s  1 4 0. 1 8 6 . 6 6 . 1  t o  a  
h o s t na m e   
530- i n t h e  D N S .  T h i s  i s  p r o b a b l y  b e c a u s e  y o u r  na m e s e r v e r  d o e s  no t  
h a v e  a   
530- P T R  r e c o r d  f o r  y o u r  a d d r e s s  i n i t s  t a b l e s ,  o r  b e c a u s e  y o u r  
r e v e r s e   
530- na m e s e r v e r s  a r e  no t  r e g i s t e r e d .  W e  r e f u s e  s e r v i c e  t o  h o s t s  w h o s e   
530- na m e s  w e  c a nno t  r e s o l v e .  

That mak es the reason you can' t use anonymous ftp p retty evident.  O ther FTP sites, how ever, don' t 
b other p rinting inf ormative messages;  they simp ly deny service.   
ns l o o k up is handy f or check ing w hether or not you' ve f orgotten the PTR  record:   
C : \>  nslookup   
D e f a u l t  S e r v e r :   t e r m i na t o r . m o v i e . e d u   
A d d r e s s :   1 9 2 . 2 4 9 . 2 4 9 . 3  
 
>  b e e t le j ui c e   
  -- C h e c k  f o r  a  h o s t n a m e -t o -a d d r e s s  m a p p i n g   
S e r v e r :   t e r m i na t o r . m o v i e . e d u   
A d d r e s s :   1 9 2 . 2 4 9 . 2 4 9 . 3  
 
N a m e :     b e e t l e j u i c e . m o v i e . e d u   
A d d r e s s :   1 9 2 . 2 4 9 . 2 4 9 . 2 3  
 
>  1 9 2 . 2 4 9 . 2 4 9 . 2 3   
  -- N o w  c h e c k  f o r  a  c o r r e s p o n d i n g  a d d r e s s -t o -h o s t n a m e  m a p p i n g   
S e r v e r :   t e r m i na t o r . m o v i e . e d u   
A d d r e s s :   1 9 2 . 2 4 9 . 2 4 9 . 3  
 
* * *  t e r m i na t o r . m o v i e . e d u  c a n' t  f i nd  1 9 2 . 2 4 9 . 2 4 9 . 2 3:  N o n-e x i s t e nt  
d o m a i n 

O n the p rimary master f or 2 4 9 .2 4 9 .1 9 2 .i n-a d d r .a r pa , a q uick  check  of  the D N S  console or the 
2 4 9 .2 4 9 .1 9 2 .i n-a d d r .a r pa .d ns  f ile w ill tell you if  the PTR  record has b een added to the z one yet.   

13.3.6 6. Wrong Domain Name in RDATA of Record 
W hen you add C N A M E , M X , and N S  records w ith the D N S  console, rememb er to sp ecif y the f ully 
q ualif ied domain name of  the host f or the resource record-sp ecif ic data.  The D N S  console assumes that 
the name you typ e as the R D A TA  f ield is f ully q ualf ied.  S o if  you try to create a C N A M E  record as 
show n in Figure 1 3 -4, the C N A M E  record look s lik e this in the z one data f ile:   
b i g t     I N   N S   t e r m i na t o r .  
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This is probably not what you intended, since there' s no top-lev el terminator dom ain.  Y ou probably 
assum ed the D N S  console would append the nam e of  the z one to the nam e if  you lef t of f  the dot.  N ope.   

Figure 13-4 .  C rea t in g a  C N A M E  rec o rd  ( t h e w ro n g w a y )  

 

These m istak es are easy to discov er if  you sim ply ex am ine the z one data f ile ( af ter Action U p d a te  
S e r v e r  D a ta  F il e s )  or use ns l ook u p :   
C:\>  nslookup -t y pe = ns m ov i e . e d u.   
S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
m o v i e . e d u        n a m e s e r v e r  =  w o r m h o l e . m o v i e . e d u  
m o v i e . e d u        n a m e s e r v e r  =  t e r m i n a t o r  
w o r m h o l e . m o v i e . e d u       i n t e r n e t  a d d r e s s  =  1 9 2 . 2 5 3 . 2 5 3 . 1  
w o r m h o l e . m o v i e . e d u       i n t e r n e t  a d d r e s s  =  1 9 2 . 2 4 9 . 2 4 9 . 1  

13.3.7 7. Loss of Network Connectivity 
Thoug h the I nternet is m ore reliable today than it was back  in the wild and woolly days of  the 
A R P A N E T, network  outag es are still relativ ely com m on.  These f ailures usually look  lik e poor 
perf orm ance:   
C:\>  nslookup ni sc . sr i . c om .   
S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
D N S  r e q u e s t  t i m e d  o u t .  
    t i m e o u t  w a s  2  s e c o n d s .  
D N S  r e q u e s t  t i m e d  o u t .  
    t i m e o u t  w a s  4  s e c o n d s .  
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DNS request timed  o ut.  
    timeo ut w a s 8  sec o n d s.  
* * *  R equest to  termin a to r. mo v ie. ed u timed -o ut 

Using nslookup,  y o u  c a n l o o k  u p  t h e  na m e s a nd  a d d r e sse s o f  t h e  na m e  se r v e r s y o u r  na m e  se r v e r  ne e d s 
t o  t a l k  t o  in o r d e r  t o  r e so l v e  t h e  na m e :   
C: \>  nslookup 
Def a ul t Serv er:   termin a to r. mo v ie. ed u 
A d d ress:   1 9 2 . 2 4 9 . 2 4 9 . 3  
 
>  se t  t y pe = ns 
>  sr i . c om .  
Serv er:   termin a to r. mo v ie. ed u 
A d d ress:   1 9 2 . 2 4 9 . 2 4 9 . 3  
 
No n -a uth o rita tiv e a n sw er:  
sri. c o m n a meserv er =  NS. sri. c o m 
sri. c o m n a meserv er =  NS. CSL . sri. c o m 
sri. c o m n a meserv er =  T U R T L E . M CC. CO M  
sri. c o m n a meserv er =  NS1 . sri. c o m 
 
NS. sri. c o m      in tern et a d d ress =  1 2 8 . 1 8 . 3 0 . 6 6  
NS. CSL . sri. c o m  in tern et a d d ress =  1 3 0 . 1 0 7 . 4 . 9 4  
NS. CSL . sri. c o m  in tern et a d d ress =  1 9 2 . 1 2 . 3 3 . 9 4  
T U R T L E . M CC. CO M   in tern et a d d ress =  1 2 8 . 6 2 . 1 . 2 1 5  
NS1 . sri. c o m     in tern et a d d ress =  1 2 8 . 1 8 . 3 0 . 6 5  
>  c om .  
Serv er:  termin a to r. mo v ie. ed u 
A d d ress:   1 9 2 . 2 4 9 . 2 4 9 . 3  
 
No n -a uth o rita tiv e a n sw er:  
c o m     n a meserv er =  C. R O O T -SE R V E R S. NE T  
c o m     n a meserv er =  D. R O O T -SE R V E R S. NE T  
c o m     n a meserv er =  E . R O O T -SE R V E R S. NE T  
c o m     n a meserv er =  I . R O O T -SE R V E R S. NE T  
c o m     n a meserv er =  F . R O O T -SE R V E R S. NE T  
c o m     n a meserv er =  G . R O O T -SE R V E R S. NE T  
c o m     n a meserv er =  J . G T L D-SE R V E R S. I NT E R NI C. NE T  
c o m     n a meserv er =  A . R O O T -SE R V E R S. NE T  
c o m     n a meserv er =  H . R O O T -SE R V E R S. NE T  
c o m     n a meserv er =  B . R O O T -SE R V E R S. NE T  
 
C. R O O T -SE R V E R S. NE T       in tern et a d d ress =  1 9 2 . 3 3 . 4 . 1 2  
D. R O O T -SE R V E R S. NE T       in tern et a d d ress =  1 2 8 . 8 . 1 0 . 9 0  
E . R O O T -SE R V E R S. NE T       in tern et a d d ress =  1 9 2 . 2 0 3 . 2 3 0 . 1 0  
I . R O O T -SE R V E R S. NE T       in tern et a d d ress =  1 9 2 . 3 6 . 1 4 8 . 1 7  
F . R O O T -SE R V E R S. NE T       in tern et a d d ress =  1 9 2 . 5 . 5 . 2 4 1  
G . R O O T -SE R V E R S. NE T       in tern et a d d ress =  1 9 2 . 1 1 2 . 3 6 . 4  
J . G T L D-SE R V E R S. I NT E R NI C. NE T      in tern et a d d ress =  1 9 8 . 4 1 . 0 . 2 1  
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A.ROOT-S E RV E RS .N E T      i n t e r n e t  a d d r e s s  =  1 9 8 .4 1 .0 .4  
H .ROOT-S E RV E RS .N E T      i n t e r n e t  a d d r e s s  =  1 2 8 .6 3 .2 .5 3  
B .ROOT-S E RV E RS .N E T      i n t e r n e t  a d d r e s s  =  1 2 8 .9 .0 .1 0 7  

Then you can check your host's connectivity to those servers. Odds are, ping w on't have m uch b etter 
l uck than your nam e server did. I f  it does, you shoul d check that the rem ote nam e servers are real l y 
running .  
C : \>  ping 128.18.30.66       - -  p i n g  f i r s t  s r i . c o m  n a m e  s e r v e r  
P i n g i n g  1 2 8 .1 8 .3 0 .6 6  w i t h  3 2  b y t e s  o f  d a t a :  
 
Re q u e s t  t i m e d  o u t . 
Re q u e s t  t i m e d  o u t . 
Re q u e s t  t i m e d  o u t . 
Re q u e s t  t i m e d  o u t . 
C : \>  ping 130.107 .4 .9 4        - -  p i n g  s e c o n d  s r i . c o m  n a m e  s e r v e r  
P i n g i n g  1 3 0 .1 0 7 .4 .9 4  w i t h  3 2  b y t e s  o f  d a t a :  
 
Re q u e s t  t i m e d  o u t . 
Re q u e s t  t i m e d  o u t . 
Re q u e s t  t i m e d  o u t . 
Re q u e s t  t i m e d  o u t . 

N ow  al l  that's l ef t to do is to l ocate the b reak in the netw ork. Util ities l ike t r a c e r t  can hel p  you determ ine 
w hether the p rob l em  is on your netw ork, on the destination netw ork, or som ew here in the m iddl e.  
Y ou shoul d al so use com m on sense w hen tracking  dow n the b reak. I f , f or ex am p l e, your ping testing  
show ed that you coul dn't reach any of  the I nternet's root nam e servers, it's not l ikel y that each root's 
l ocal  netw ork w ent dow n or that the I nternet's com m ercial  b ackb one netw orks col l ap sed entirel y. 
Occam 's raz or says that the sim p l est condition that coul d cause this b ehavior—nam el y, the l oss of  y o u r  
netw ork's l ink to the I nternet—is the m ost l ikel y cause.  

13.3.8 8. Missing Subdomain Delegation 
E ven thoug h your I C A N N -accredited reg istrar does its b est to p rocess your req uests as q uickl y as 
p ossib l e, it m ay take a w eek or tw o f or your sub dom ain's del eg ation to ap p ear in the root nam e servers. 
D ep ending  on your p arent ( w hether an I C A N N -accredited reg istrar or som e other z one adm inistrator) , 
your m i l eag e m ay vary. S om e p arents are q uick and resp onsib l e;  others are sl ow  and inconsistent. J ust 
l ike in real  l i f e, thoug h, you're stuck w ith them .  
Until  your del eg ation data ap p ear in your p arent z one's nam e servers, your nam e servers w il l  b e ab l e to 
l ook up  data in the I nternet dom ain nam esp ace, b ut no one el se on the I nternet ( outside of  your dom ain)  
w il l  know  how  to l ook up  data in y o u r  nam esp ace.  
That m eans that even thoug h you can send m ail  outside of  your dom ain, the recip ients w on't b e ab l e to 
rep l y to it. F urtherm ore, no one w il l  b e ab l e to t e l ne t  to, f t p to, or even ping your hosts b y nam e.  
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Remember that this applies equally to any in-a d d r . a r p a  subd omains you may run.  U ntil the parent 
d eleg ates those subd omains to your serv ers,  name serv ers on the I nternet w on' t be able to rev erse-map 
ad d resses on your netw ork s.   
T o d etermine w hether or not your z one' s d eleg ation has mad e it into your parent z one' s name serv ers,  
query a parent name serv er f or the N S  rec ord s f or your z one.  I f  the parent name serv er has the d ata,  any 
name serv er on the I nternet c an f ind  it:   
C:\>  nslookup   
D e f a u l t  S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
>  se r v e r  a . r oot -se r v e r s. ne t .   
      -- Q u e r y  a  r o o t  n a m e  s e r v e r   
D e f a u l t  S e r v e r :  a . r o o t -s e r v e r s . n e t   
A d d r e s s :  1 9 8 . 4 1 . 0 . 4   
 
>  se t  nor e c ur se                    -- I n s t r u c t  t h e  s e r v e r  t o  a n s w e r  
o u t  o f  
>  se t  t y pe = ns       -- i t s  o w n  d a t a  a n d  t o  l o o k  f o r  N S  r e c o r d s   
>  2 4 9 . 2 4 9 . 1 9 2 . i n-a d d r . a r pa .        -- f o r  2 4 9 . 2 4 9 . 1 9 2 . i n -a d d r . a r p a  
S e r v e r :  a . r o o t -s e r v e r s . n e t   
A d d r e s s :  1 9 8 . 4 1 . 0 . 4   
 
* * *  a . r o o t -s e r v e r s . n e t  c a n ' t  f i n d  2 4 9 . 2 4 9 . 1 9 2 . i n -a d d r . a r p a . : N o n -
e x i s t e n t  d o m a i n  

H ere,  the d eleg ation c learly hasn' t been ad d ed  yet.  Y ou c an either w ait patiently or,  if  an unreasonable 
amount of  time has passed  sinc e you requested  d eleg ation f rom your parent z one,  you c an c ontac t your 
parent z one' s ad ministrator and  ask  w hat' s up.   

13.3.9 9. Incorrect Subdomain Delegation 
I nc orrec t subd omain d eleg ation is another f amiliar problem on the I nternet.  K eeping  d eleg ation up-to-
d ate requires human interv ention—inf orming  your parent z one' s ad ministrator of  c hang es to your set of  
authoritativ e name serv ers.  C onsequently,  d eleg ation inf ormation of ten bec omes inac c urate as 
ad ministrators mak e c hang es w ithout letting  their parents k now .  F ar too many ad ministrators believ e 
that setting  up d eleg ation is a one-shot d eal:  they let their parents k now  w hic h name serv ers are 
authoritativ e onc e,  w hen they set up their z ones,  and  then they nev er talk  to them ag ain.  T hey d on' t ev en 
c all on M other' s D ay.   
A n ad ministrator may ad d  a new  name serv er,  d ec ommission another,  and  c hang e the I P  ad d ress of  a 
third ,  all w ithout telling  the parent z one' s ad ministrator.  G rad ually,  the number of  name serv ers c orrec tly 
d eleg ated  to by the parent z one d w ind les.  I n the best c ase this lead s to long  resolution times,  as querying  
name serv ers strug g le to f ind  an authoritativ e name serv er f or the z one.  I f  the d eleg ation inf ormation 
bec omes bad ly out-of -d ate and  the last authoritativ e name serv er host is broug ht d ow n f or maintenanc e,  
the inf ormation w ithin the z one w ill be inac c essible.   



- 245 - 

If you suspect bad delegation, whether from your parent to your zone, from your zone to one of your 
children, or from a remote zone to one of its children, you can check  with nslookup:   
C:\>  nslookup   
D e f a u l t  S e r v e r :  t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
 
>  se r v e r  a . g t ld -se r v e r s. ne t .        - -  S e t  s e r v e r  t o  t h e  p a r e n t  n a m e   
                                  - -  s e r v e r  y o u  s u s p e c t  h a s  b a d  
d e l e g a t i o n   
D e f a u l t  S e r v e r :  a . g t l d -s e r v e r s . n e t   
A d d r e s s :  1 9 8 . 4 1 . 0 . 4   
 
>  se t  t y pe = ns       - -  L o o k  f o r  N S  r e c o r d s   
>  h p. c om .            - -  f o r  t h e  z o n e  i n  q u e s t i o n   
S e r v e r :  a . g t l d -s e r v e r s . n e t   
A d d r e s s :  1 9 8 . 4 1 . 0 . 4   
 
N o n -a u t h o r i t a t i v e  a n s w e r :  
h p . c o m           n a m e s e r v e r  =  R E L A Y . H P . CO M   
h p . c o m           n a m e s e r v e r  =  H P L A B S . H P L . H P . CO M   
h p . c o m           n a m e s e r v e r  =  N N S C. N S F . N E T   
h p . c o m           n a m e s e r v e r  =  H P S D L O . S D D . H P . CO M   
 
A u t h o r i t a t i v e  a n s w e r s  c a n  b e  f o u n d  f r o m :  
h p . c o m           n a m e s e r v e r  =  R E L A Y . H P . CO M   
h p . c o m           n a m e s e r v e r  =  H P L A B S . H P L . H P . CO M   
h p . c o m           n a m e s e r v e r  =  N N S C. N S F . N E T   
h p . c o m           n a m e s e r v e r  =  H P S D L O . S D D . H P . CO M   
R E L A Y . H P . CO M     i n t e r n e t  a d d r e s s  =  1 5 . 2 5 5 . 1 5 2 . 2   
H P L A B S . H P L . H P . CO M        i n t e r n e t  a d d r e s s  =  1 5 . 2 5 5 . 1 7 6 . 4 7   
N N S C. N S F . N E T             i n t e r n e t  a d d r e s s  =  1 2 8 . 8 9 . 1 . 1 7 8   
H P S D L O . S D D . H P . CO M        i n t e r n e t  a d d r e s s  =  1 5 . 2 5 5 . 1 6 0 . 6 4   
H P S D L O . S D D . H P . CO M        i n t e r n e t  a d d r e s s  =  1 5 . 2 6 . 1 1 2 . 1 1  

L et' s say you suspect that the delegation to h psd lo. sd d . h p. c om  is incorrect.  Q uery h psd lo for data in the 
h p. c om  zone, and check  the answer:   
>  se r v e r  h psd lo. sd d . h p. c om .   
D e f a u l t  S e r v e r :  h p s d l o . s d d . h p . c o m   
A d d r e s s e s :  1 5 . 2 5 5 . 1 6 0 . 6 4 ,  1 5 . 2 6 . 1 1 2 . 1 1   
 
>  se t  nor e c ur se   
>  se t  t y pe = soa   
>  h p. c om .   
S e r v e r :  h p s d l o . s d d . h p . c o m   
A d d r e s s e s :  1 5 . 2 5 5 . 1 6 0 . 6 4 ,  1 5 . 2 6 . 1 1 2 . 1 1   
 
N o n -a u t h o r i t a t i v e  a n s w e r :  
h p . c o m   



- 246 - 

        origin = relay.hp.com  
        mail ad d r = hos t mas t er.hp.com  
        s erial = 1 0 0 1 4 6 2   
        ref res h = 2 1 6 0 0  ( 6  hou rs )   
        ret ry   = 3 6 0 0  ( 1  hou r)   
        ex pire  = 6 0 4 8 0 0  ( 7  d ays )   
        minimu m t t l = 8 6 4 0 0  ( 1  d ay)   
 
A u t horit at iv e ans w ers  can b e f ou nd  f rom:   
hp.com          names erv er = R E L A Y .H P .C O M   
hp.com          names erv er = H P L A B S .H P L .H P .C O M   
hp.com          names erv er = N N S C .N S F .N E T   
R E L A Y .H P .C O M     int ernet  ad d res s  = 1 5 .2 5 5 .1 5 2 .2   
H P L A B S .H P L .H P .C O M        int ernet  ad d res s  = 1 5 .2 5 5 .1 7 6 .4 7   
N N S C .N S F .N E T     int ernet  ad d res s  = 1 2 8 .8 9 .1 .1 7 8  

If hpsdlo r e a l l y  w e r e  a u t h o r i t a t i v e ,  i t  w o u l d  h a v e  r e s p o n d e d  w i t h  a n  a u t h o r i t a t i v e  a n s w e r .  T h e  
a d m i n i s t r a t o r  o f t h e  hp. c om  z o n e  c a n  t e l l  y o u  w h e t h e r  hpsdlo s h o u l d  b e  a n  a u t h o r i t a t i v e  n a m e  s e r v e r  fo r  
hp. c om ,  s o  t h a t ' s  w h o  y o u  s h o u l d  c o n t a c t .   

13.4 Interoperability Problems 
T h e  M i c r o s o ft  D N S  S e r v e r  h a s  a t  l e a s t  o n e  k n o w n  i n t e r o p e r a b i l i t y  i s s u e  w i t h  B IN D  n a m e  s e r v e r s :  z o n e  
t r a n s fe r s  s o m e t i m e s  fa i l  b e c a u s e  o f t h e  p r o p r i e t a r y  W IN S  r e c o r d .   
W h e n  a  M i c r o s o ft  D N S  S e r v e r  i s  c o n fi g u r e d  t o  c o n s u l t  a  W IN S  s e r v e r  fo r  n a m e s  i t  c a n ' t  fi n d  i n  a  g i v e n  
z o n e ,  i t  i n s e r t s  a  s p e c i a l  r e c o r d  i n t o  t h e  z o n e  d a t a  fi l e .  T h e  r e c o r d  l o o k s  l i k e  t h i s :   
@    I N      W I N S     < I P  ad d res s  of  W I N S  s erv er>  

U n fo r t u n a t e l y ,  W IN S  i s  n o t  a  s t a n d a r d  r e c o r d  t y p e  i n  t h e  IN  c l a s s .  C o n s e q u e n t l y ,  a n y  B IN D  s l a v e s  t h a t  
t r a n s fe r  t h i s  z o n e  w i l l  c h o k e  o n  t h e  W IN S  r e c o r d  a n d  r e fu s e  t o  l o a d  t h e  z o n e .  H e r e ' s  t h e  m e s s a g e  t h e  
a d m i n i s t r a t o r  o f t h e  B IN D  s e r v e r  w o u l d  s e e  i n  h i s  s y s l o g  o u t p u t :   
M ay 2 3  1 5 : 5 8 : 4 3  t erminat or named -x f er[ 3 8 6 ] :  " f x .mov ie.ed u  I N  6 5 2 8 1 "  - 
u nk now n t ype ( 6 5 2 8 1 )  

T h e  w o r k a r o u n d  fo r  t h i s  p r o b l e m  i s  t o  c o n fi g u r e  t h e  M i c r o s o ft  D N S  S e r v e r  t o  fi l t e r  o u t  t h e  p r o p r i e t a r y  
r e c o r d  b e fo r e  t r a n s fe r r i n g  t h e  z o n e .  Y o u  d o  t h i s  b y  s e l e c t i n g  t h e  z o n e  i n  t h e  l e ft  p a n e  o f t h e  D N S  
c o n s o l e ,  r i g h t -c l i c k i n g  i t ,  a n d  s e l e c t i n g  Properties .  C l i c k  o n  t h e  W I N S  t a b  i n  t h e  r e s u l t i n g  p r o p e r t i e s  
w i n d o w ,  w h i c h  i s  s h o w n  i n  F i g u r e  1 3 -5.   
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Figure 13-5 .  " D o  n o t  rep l ic a t e t h is  rec o rd "  c h ec k b o x  

 

Checking Do not replicate th is  record  w il l  f i l t er  o u t  t he W I N S  r eco r d  f o r  t ha t  z o ne.  H o w ev er ,  a ny  
M icr o s o f t  D N S  S er v er  s l a v es  w o n' t  s ee t he r eco r d ,  ev en t ho u gh t hey  co u l d  u s e it .   

13.5 Problem Symptoms 
S o m e p r o b l em s ,  u nf o r t u na t el y ,  a r en' t  a s  ea s y  t o  id ent if y  a s  t he o nes  w e' v e l is t ed .  Y o u ' l l  p r o b a b l y  
ex p er ience s o m e m is b eha v io r  t ha t  y o u  w o n' t  b e a b l e t o  a t t r ib u t e d ir ect l y  t o  it s  ca u s e,  o f t en b eca u s e a ny  
o f  a  nu m b er  o f  p r o b l em s  m a y  ca u s e t he s y m p t o m s  y o u  s ee.  F o r  ca s es  l ike t his ,  w e' l l  s u gges t  s o m e o f  t he 
co m m o n ca u s es  o f  t hes e s y m p t o m s  a nd  w a y s  t o  is o l a t e t hem .   

13.5.1 Can't Look Up Local Name 
T he f ir s t  t hing t o  d o  w hen a  p r o gr a m  l ike telnet o r  f tp  ca n' t  l o o k u p  a  l o ca l  na m e is  t o  u s e ns lo o k u p  t o  t r y  
t o  l o o k u p  t he s a m e na m e.  W hen w e s a y  " t he s a m e na m e, "  w e m ea n li ter a lly  t he s a m e na m e—d o n' t  a d d  
a  d o m a in na m e a nd  a  t r a i l ing d o t  if  t he u s er  d id n' t  t y p e eit her  o ne.  D o n' t  q u er y  a  d if f er ent  na m e s er v er  
t ha n t he u s er  d id .   
A s  o f t en a s  no t ,  t he u s er  w il l  ha v e m is t y p ed  t he na m e o r  m is u nd er s t o o d  ho w  t he s ea r ch l is t  w o r ks  a nd  
j u s t  need s  d ir ect io n.  O cca s io na l l y ,  y o u ' l l  t u r n u p  r ea l  ho s t  co nf igu r a t io n er r o r s ,  s u ch a s  a  m is t a ke in t he 
r es o l v er  co nf igu r a t io n ( e. g. ,  t he w r o ng I P  a d d r es s  f o r  a  na m e s er v er ) .  Y o u  ca n check f o r  er r o r s  l ike t his  
u s ing ns lo o k u p ' s  s et a ll co m m a nd .   
I f  ns lo o k u p  p o int s  t o  a  p r o b l em  w it h t he na m e s er v er ,  r a t her  t ha n w it h t he ho s t  co nf igu r a t io n,  check f o r  
t he p r o b l em s  a s s o cia t ed  w it h t he t y p e o f  na m e s er v er .  I f  t he na m e s er v er  is  t he p r im a r y  m a s t er  f o r  t he 
z o ne b u t  it  d o es n' t  r es p o nd  w it h d a t a  y o u  t hink it  s ho u l d :   
• Check t ha t  t he z o ne o r  z o ne d a t a  f il e co nt a ins  t he d a t a  in q u es t io n.  
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• Ensure that the domain names in the records are correct (problem 6). 
I f  the name serv er is a slav e serv er,  y ou should f irst check  w hether or not its master has the correct data. 
I f  it does,  and the slav e doesn' t:   
• M ak e sure y ou' v e incremented the serial number on the primary  (problem 1 ).  
• L ook  f or a problem on the slav e in updating  the z one (problem 4 ). 

I f  the primary  doesn't hav e the correct data,  of  course,  diag nose the problem on the primary .  
I f  the problem serv er isn' t authoritativ e f or the z one that contains the data,  check  that y our parent z one' s 
deleg ation to y our z one ex ists and is correct (problems 8  and 9 ). R emember that to that name serv er,  
y our z one look s j ust lik e any  other remote z one. Ev en thoug h the host it runs on may  be inside y our 
z one,  the name serv er must be able to locate an authoritativ e serv er f or y our z one f rom y our parent 
z one' s serv ers.  

13.5.2 Can't Look Up Remote Names 
I f  y our local look ups succeed but y ou can' t look  up names outside y our local z ones,  there is a dif f erent 
set of  problems to check :   
• C an y ou p i ng  the remote z one' s name serv ers?  M ay be y ou can' t reach the remote z one' s serv ers 
because of  connectiv ity  loss (problem 7 ).  

• I s the remote z one new ?  M ay be its deleg ation hasn' t y et appeared (problem 8 ). A lternativ ely ,  the 
deleg ation inf ormation f or the remote z one may  be w rong  or out of  date,  due to neg lect (problem 
9 ).  

• D oes the domain name actually  ex ist on the remote z one' s serv ers?  D oes it ex ist on all of  them 
(problems 1 ,  2 ,  and 4 )?   

13.5.3 W r ong  or  I nc onsi stent A nsw er  
I f  y ou g et the w rong  answ er w hen look ing  up a local name or y ou g et an inconsistent answ er,  depending  
on w hich name serv er y ou ask  or w hen y ou ask ,  f irst check  the sy nchroniz ation betw een y our name 
serv ers:   
• A re they  all holding  the same serial number f or the z one?  D id y ou f org et to increment the serial 
number on the primary  af ter y ou made a manual chang e (problem 1 )?  I f  y ou did,  the name 
serv ers may  all hav e the same serial number,  but they  w ill answ er dif f erently  out of  their 
authoritativ e data.  

• D id y ou f org et to restart the primary  af ter mak ing  a manual chang e (problem 2 )?  T hen the 
primary  w ill return (v ia nsl ook u p ,  f or ex ample) a dif f erent serial number than the serial number 
in the z one data f ile.  

• A re the slav es hav ing  trouble updating  f rom the primary  (problem 4 )?  
• I s the name serv er' s round-robin f eature rotating  the addresses of  the domain name y ou' re 
look ing  up?   

I f  y ou g et these results w hen look ing  up a name in a remote z one,  y ou should check  w hether the remote 
z one' s name serv ers hav e lost sy nchroniz ation. Y ou can use tools lik e nsl ook u p  to determine w hether the 
remote z one' s administrator has f org otten to increment the serial number,  f or ex ample. I f  the name 
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servers answer differently from th eir au th oritative data b u t sh ow th e same serial nu mb er,  th e serial 
nu mb er p rob ab ly wasn' t inc remented.  I f th e p rimary' s serial nu mb er is mu c h  lower th an th e slaves' ,  th e 
p rimary' s serial nu mb er was p rob ab ly ac c identally reset.  W e u su ally assu me a z one' s p rimary name 
server is ru nning  on th e h ost listed as th e orig in in th e S O A  rec ord.   
Y ou  p rob ab ly c an' t determine c onc lu sively th at th e p rimary h asn' t b een restarted,  th ou g h .  I t' s also 
diffic u lt to p in down u p dating  p rob lems b etween remote name servers.  I n c ases lik e th is,  if you ' ve 
determined th at th e remote name servers are g iving  ou t inc orrec t data,  c ontac t th e z one administrator 
and ( g ently)  relay wh at you ' ve fou nd.  T h is will h el p  th e administrator trac k  down th e p rob lem on th e 
remote end.   

13.5.4 Lookups  T a ke  a  Lon g  T i m e  
L ong  name resolu tion p eriods are u su ally du e to one of two p rob lems:   
• C onnec tivity loss ( p rob lem 7 ) ,  wh ic h  you  c an diag nose with  tools lik e ping and t r a c e r t   
• I nc orrec t deleg ation information ( p rob lem 9 ) ,  wh ic h  p oints to th e wrong  name servers or th e 

wrong  I P  addresses  
U su ally,  sending  a few pings will p oint to one or th e oth er of th ese c au ses.  E ith er you  c an' t reac h  th e 
name servers at all,  or you  c an reac h  th e h osts b u t th e name servers aren' t resp onding .   
S ometimes,  th ou g h ,  th e resu lts are inc onc lu sive.  F or ex amp le,  th e p arent name servers may deleg ate to a 
set of name servers th at don' t resp ond to pings or q u eries,  b u t c onnec tivity to th e remote network  seems 
all rig h t ( a t r a c e r t ,  for ex amp le,  will g et you  to th e remote network ' s " doorstep " —th e last rou ter b etween 
you  and th e h ost) .  I s th e deleg ation information so b adly ou t-of-date th at th e name servers h ave long  
sinc e moved to oth er addresses?  A re th e h osts simp ly down?  O r is th ere really a remote network  
p rob lem?  U su ally,  finding  ou t will req u ire a c all or a messag e to th e administrator of th e remote z one.  
( A nd rememb er,  w h o i s  g ives you  p h one nu mb ers! )   
T h at' s ab ou t all we c an th ink  of to c over.  I t' s c ertainly a less th an c omp reh ensive list,  b u t we h op e it' ll 
h elp  you  solve th e more c ommon p rob lems you  enc ou nter with  D N S  and g ive you  ideas ab ou t h ow to 
ap p roac h  th e rest.  B oy,  if we' d only h ad a trou b lesh ooting  g u ide wh en w e  started!   
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Chapter 14. Miscellaneous 
"The time has come," the Walrus said, "To talk of many things: Of shoes—and ship s—and sealing-
w ax —Of cab b ages—and kings—A nd w hy the sea is b oiling hot—A nd w hether p igs hav e w ings. "  
I t' s time w e tied up  loose ends.  We' v e already cov ered the mainstream of D N S , b ut w e hav en' t ex p lored a 
handful of interesting niches.  S ome of these, like instructions on how  to set up  D N S  on a netw ork w ithout 
I nternet connectiv ity, may actually b e useful;  others may j ust b e interesting.  We can' t in good 
conscience send you out into the w orld w ithout comp leting your education!   

14.1 Using CNAME Records 
W e  t a l k e d  a b o u t  C N A M E  r e s o u r c e  r e c o r d s  i n  C h a p t e r  4 .  W e  d i d n ' t  t e l l  y o u  a l l  a b o u t  C N A M E  r e c o r d s ,  
t h o u g h ;  w e  s a v e d  t h a t  f o r  t h i s  c h a p t e r .  W h e n  y o u  s e t  u p  y o u r  f i r s t  n a m e  s e r v e r s ,  y o u  d i d n ' t  c a r e  a b o u t  
t h e  s u b t l e  n u a n c e s  o f  t h e  m a g i c a l  C N A M E  r e c o r d .  M a y b e  y o u  d i d n ' t  r e a l i z e  t h e r e  w a s  m o r e  t o  i t  t h a n  w e  
e x p l a i n e d ;  m a y b e  y o u  d i d n ' t  c a r e .  S o m e  o f  t h i s  t r i v i a  i s  i n t e r e s t i n g ,  s o m e  i s  a r c a n e .  W e ' l l  l e t  y o u  d e c i d e  
w h i c h  i s  w h i c h .   

14.1.1 CN A M E s  A t t a c h e d  t o  I n t e r i o r  N o d e s  
I f  y o u ' v e  e v e r  r e n a m e d  y o u r  z o n e  b e c a u s e  o f  a  c o m p a n y  r e o r g a n i z a t i o n ,  y o u  m a y  h a v e  c o n s i d e r e d  
c r e a t i n g  a  s i n g l e  C N A M E  r e c o r d  t h a t  p o i n t e d  f r o m  t h e  z o n e ' s  o l d  d o m a i n  n a m e  t o  t h e  n e w  d o m a i n  n a m e .  
F o r  i n s t a n c e ,  i f  t h e  fx . mov ie. edu z o n e  w e r e  r e n a m e d  t o  magic. mov ie. edu,  w e ' d  b e  t e m p t e d  t o  c r e a t e  a  
s i n g l e  C N A M E  r e c o r d  t o  m a p  a l l  t h e  o l d  n a m e s  t o  t h e  n e w  n a m e s :   
fx.movie.edu.   IN  CNAME  magic.movie.edu. 

W i t h  t h i s  r e c o r d  i n  p l a c e ,  y o u ' d  e x p e c t  a  l o o k u p  o f  emp ire. fx . mov ie. edu t o  r e s u l t  i n  a  l o o k u p  o f  
emp ire. magic. mov ie. edu.  U n f o r t u n a t e l y ,  t h i s  d o e s n ' t  w o r k —y o u  can' t h a v e  a  C N A M E  r e c o r d  a t t a c h e d  t o  
a n  i n t e r i o r  n o d e  l i k e  fx . mov ie. edu i f  i t  o w n s  o t h e r  r e c o r d s .  R e m e m b e r  t h a t  fx . mov ie. edu h a s  a n  S O A  
r e c o r d  a n d  N S  r e c o r d s ,  s o  a t t a c h i n g  a  C N A M E  r e c o r d  t o  i t  v i o l a t e s  t h e  r u l e  t h a t  a  d o m a i n  n a m e  b e  e i t h e r  
a n  a l i a s  o r  a  c a n o n i c a l  n a m e ,  n o t  b o t h .  S o ,  i n s t e a d  o f  u s i n g  a  s i n g l e  C N A M E  r e c o r d  t o  r e n a m e  a  
c o m p l e t e  z o n e ,  y o u ' l l  h a v e  t o  d o  i t  t h e  o l d -f a s h i o n e d  w a y —a  C N A M E  r e c o r d  f o r  e a c h  i n d i v i d u a l  h o s t  
w i t h i n  t h e  z o n e :   
emp ir e.fx.movie.edu.       IN  CNAME  emp ir e.magic.movie.edu.  
b l ader un n er .fx.movie.edu.  IN  CNAME  b l ader un n er .magic.movie.edu. 

I f  t h e  s u b d o m a i n  i s n ' t  d e l e g a t e d  a n d  c o n s e q u e n t l y  d o e s n ' t  h a v e  a n  S O A  r e c o r d  a n d  N S  r e c o r d s  a t t a c h e d  
t o  i t ,  y o u  c a n  c r e a t e  a n  a l i a s  f o r  fx . mov ie. edu,  b u t  i t  w i l l  a p p l y  o n l y  t o  t h e  d o m a i n  n a m e  fx . mov ie. edu a n d  
n o t  t o  d o m a i n  n a m e s  i n  fx . mov ie. edu.   
H o p e f u l l y ,  t h e  t o o l  y o u  u s e  t o  m a n a g e  y o u r  D N S  d a t a  f i l e s  w i l l  h a n d l e  c r e a t i n g  C N A M E  r e c o r d s  f o r  y o u .   

14.1.2  CN A M E s  P o i n t i n g  t o  CN A M E s  
Y o u  m a y  h a v e  w o n d e r e d  w h e t h e r  i t  w a s  p o s s i b l e  t o  h a v e  a n  a l i a s  ( C N A M E  r e c o r d )  p o i n t i n g  t o  a n o t h e r  
a l i a s .  T h i s  m i g h t  b e  u s e f u l  i n  s i t u a t i o n s  w h e r e  a n  a l i a s  p o i n t s  f r o m  a  d o m a i n  n a m e  o u t s i d e  o f  y o u r  z o n e  
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to a domain name inside your zone.  Y ou may not h av e any c ontrol  ov er th e al ias outside of  your zone.  
W h at if  you w ant to c h ang e th e domain name to w h ic h  it p oints?  C an you simp l y add anoth er C N A M E  
rec ord?   
T h e answ er is yes:  you c an c h ain tog eth er C N A M E  rec ords.  T h e M ic rosof t D N S  S erv er sup p orts it,  and 
th e R F C s don' t ex p ressl y f orb id it.  B ut,  w h il e you can c h ain C N A M E  rec ords,  is it a w ise th ing  to do?  
T h e R F C s rec ommend ag ainst it b ec ause of  th e p ossib i l ity of  c reating  a C N A M E  l oop  and b ec ause it 
sl ow s resol ution.  Y ou may b e ab l e to do it in a p inc h ,  b ut you p rob ab l y w on' t f ind muc h  symp ath y on 
th e N et if  someth ing  b reak s.   

14.1.3 CNAMEs in the Resource Record Data 
F or any oth er rec ord b esides a C N A M E  rec ord,  you must h av e th e c anonic al  domain name in th e 
resourc e rec ord data.  A p p l i c ations and name serv ers w on' t op erate c orrec tl y oth erw ise.  A s w e mentioned 
b ac k  in C h ap ter 5 ,  f or ex amp l e,  many mail ers rec og nize onl y th e c anonic al  name of  th e l oc al  h ost on th e 
rig h t side of  an M X  rec ord.  I f  a mail er doesn' t rec og nize th e l oc al  h ost,  it w on' t strip  out th e rig h t M X  
rec ords w h en p aring  dow n th e M X  l ist and may del iv er mail  to itsel f  or to l ess-p ref erred h osts,  c ausing  
mail  to l oop .   

14.1.4 L ook ing  U p  CNAMEs 
A t times you may w ant to l ook  up  a C N A M E  rec ord itsel f ,  not data f or th e c anonic al  name.  W ith  
ns l o o k u p ,  th is is easy to do.  Y ou c an set th e q uery typ e eith er to cnam e  or to any  and th en l ook  up  th e 
name:   
C:\> nslookup  
D e f a u l t  S e r v e r :  w o r m h o l e . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 1   
 
> se t  q ue r y = c na m e   
> b i g t   
S e r v e r :  w o r m h o l e . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 1   
 
b i g t . m o v i e . e d u   c a n o n i c a l  n a m e  =  t e r m i n a t o r . m o v i e . e d u   
> se t  q ue r y = a ny   
> b i g t   
S e r v e r :  w o r m h o l e . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 1   
 
b i g t . m o v i e . e d u   c a n o n i c a l  n a m e  =  t e r m i n a t o r . m o v i e . e d u  

14.1.5  F inding  O ut a H ost' s Al iases 
O ne th ing  you c an' t easil y do w ith  D N S  is f ind out a h ost' s al iases.  W ith  th e h ost tab l e,  it' s easy to f ind 
b oth  th e c anonic al  name of  a h ost and any al iases.  N o matter w h ic h  you l ook  up ,  th ey' re al l  th ere 
tog eth er on th e same l ine,  as sh ow n in th e f ol l ow ing  ex c erp t f rom H O S T S :   
1 9 2 . 2 4 9 . 2 4 9 . 3   t e r m i n a t o r . m o v i e . e d u  t e r m i n a t o r  b i g t  
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With DNS, however, if you look up the canonical name, all you get is the canonical name. There's no 
easy way for the name server or the application to know whether aliases ex ist for that canonical name:   
C:\> nslookup  
D e f a u l t  S e r v e r :  w o r m h o l e . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 1   
 
> t e r m i na t or   
S e r v e r :  w o r m h o l e . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 1   
 
N a m e :    t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3  

I f you use nslookup to look up an alias, you'll see that alias and  the canonical name. nslookup reports 
b oth the alias and  the canonical name in the packet. B ut you won't see any other aliases that might point 
to that canonical name.  
C:\> nslookup  
D e f a u l t  S e r v e r :  w o r m h o l e . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 1   
 
> b i g t   
S e r v e r :  w o r m h o l e . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 1   
 
N a m e :    t e r m i n a t o r . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 3   
A l i a s e s :  b i g t . m o v i e . e d u  

A b out the only way to find  out all the C NA M E s for a host is to transfer the whole z one and  pick out the 
C NA M E  record s where that host is the canonical name. Y ou can have nslookup filter on C NA M E  
record s:   
C:\> nslookup  
D e f a u l t  S e r v e r :  w o r m h o l e . m o v i e . e d u   
A d d r e s s :  1 9 2 . 2 4 9 . 2 4 9 . 1   
 
> ls -t  c na m e  m ov i e . e d u  
[ w o r m h o l e . m o v i e . e d u ]   
 b i g t                            t e r m i n a t o r . m o v i e . e d u   
 w h                              w o r m h o l e . m o v i e . e d u   
 d h                              d i e h a r d . m o v i e . e d u  

E ven this method  will show you only the aliases within that z one—there could  b e aliases in a d ifferent 
z one, pointing to canonical names in this z one.  
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14.2 Wildcards 

Something else we haven't covered yet is DNS wildcards .  A t times you  want a single resou rce record to 
cover any p ossib le name,  rather than creating z illions of  resou rce records that are all the same ex cep t f or 
the domain name to which they ap p ly.  DNS reserves a sp ecial character,  the asterisk  ( * ) ,  to b e u sed in a 
DNS data f ile as a wildcard name.  I t will match any nu mb er of  lab els in a name,  as long as it isn't an 
ex act match with a name already in the DNS datab ase.   
M ost of ten,  you 'd u se wildcards to f orward mail to non-I nternet-connected network s.  Su p p ose you r site 
is not connected to the I nternet,  b u t you  have a host that will relay mail b etween the I nternet and you r 
network .  Y ou  cou ld add a wildcard M X  record to the m o v ie . e du  z one f or I nternet consu mp tion that 
p oints all you r mail to the relay.  H ere is an ex amp le:   
*.movie.edu.  IN  MX  10 movie-r el a y .n ea .g ov. 

Since the wildcard matches one or more lab els,  this resou rce record wou ld ap p ly to names lik e 
t e rm in at o r. m o v ie . e du ,  e m p ire . f x . m o v ie . e du ,  or casab lan ca. b o g art . classics. m o v ie . e du .  T he danger with 
wildcards is that they clash with search lists.  T his wildcard also matches cu j o . m o v ie . e du . m o v ie . e du ,  
mak ing wildcards dangerou s to u se in you r internal z one data.  R ememb er that some mailers ap p ly the 
search list when look ing u p  M X  records:   
C : \> nslookup  
D ef a ul t  S er ver :   w or mh ol e.movie.edu  
A ddr es s :   19 2 .2 4 9 .2 4 9 .1  
 
> se t  t y pe = m x           - -  L o o k  u p  M X  r e c o r d s   
> c uj o. m ov i e . e d u       - -  f o r  c u j o   
S er ver :   w or mh ol e.movie.edu  
A ddr es s :   19 2 .2 4 9 .2 4 9 .1  
 
c uj o.movie.edu.movie.edu      - -  T h i s  i s n ' t  a  r e a l  h o s t ' s  n a m e !   
        p r ef er en c e =  10,  ma il  ex c h a n g er  =  movie-r el a y .n ea .g ov 

W hat are the limitations of  wildcards?  W ildcards do not match names f or which there is already data.  
Su p p ose you  did u se wildcards within you r z one data:   
*.movie.edu.   IN  MX  10 ma il -h ub .movie.edu.  
et .movie.edu.  IN  MX  10 et .movie.edu.  
j a w s .movie.edu IN  A    19 2 .2 5 3 .2 5 3 .113  

M ail to t e rm in at o r. m o v ie . e du  will b e sent to m ail-h u b ,  b u t mail to e t . m o v ie . e du  will b e sent directly to e t .  
A n M X  look u p  of  j aws. m o v ie . e du  wou ld resu lt in a resp onse that says there is no M X  data f or that name.  
T he wildcard doesn't ap p ly b ecau se an A  record ex ists.  C an you  u se wildcards saf ely within you r z one 
data?  Y es.  W e'll cover that case a little later in this chap ter.   

14.3  A  L im it at io n  o f  M X  R e co rds 

W hile we are on the top ic of  M X  records,  let's talk  ab ou t how they can resu lt in mail tak ing a longer 
p ath than necessary.  T he M X  records are a list of  data retu rned when a name is look ed u p .  T he list is not 



- 255 - 

ordered according to which exchanger is closest to the sender. Here is an example of this problem. Your 
non-I nternet-connected network  has two hosts capable of relay ing I nternet mail to y our network . O ne 
host is in the U .S .,  and one host is in F rance. Your network  is in G reece. M ost of y our mail comes from 
the U .S .,  so y ou hav e someone maintain y our z one and install two wildcard M X  records—with the 
highest preference to the U .S . relay  and a lower preference to the F rance relay . S ince the U .S . relay  is at 
a higher preference,  all mail will go through that relay  ( as long as it is reachable) . I f someone in F rance 
sends y ou a letter,  it will trav el across the A tlantic to the U .S . and back  because there is nothing in the 
M X  list to indicate that the F rench relay  is closer to that sender.  

14.4 DNS and Internet Firewalls 

T he D omain N ame S y stem wasn' t designed to work  with I nternet firewalls. I t' s a testimony  to the 
flexibility  of D N S  that y ou can configure D N S  to work  with,  or ev en through,  an I nternet firewall.  
T hat said,  configuring the M icrosoft D N S  S erv er to work  in a firewalled env ironment,  although not 
difficult,  tak es a good,  complete understanding of D N S . D escribing it also req uires a large portion of 
this chapter,  so here' s a roadmap.  
W e start by  describing the two maj or families of I nternet firewall software:  pack et filters and application 
gateway s. T he capabilities of each family  hav e a bearing on how y ou' ll need to configure y our D N S  
serv ers to work  through the firewall. T he next section details the two most common D N S  architectures 
used with firewalls,  forwarders and internal roots,  and describes the adv antages and disadv antages of 
each. F inally ,  we discuss split namespaces and the configuration of the bastion host,  the host at the core 
of y our firewall sy stem.  

14.4.1 Types of Firewall Software 
B efore y ou start configuring y our D N S  serv ers to work  with y our firewall,  it' s important that y ou 
understand what y our firewall is capable of. Your firewall' s capabilities will influence y our choice of 
D N S  architecture and will determine how y ou implement it. I f y ou don' t k now the answers to the 
q uestions in this section,  track  down someone in y our organiz ation who does k now and ask . B etter y et,  
work  with y our firewall' s administrator when designing y our D N S  architecture to ensure it will coexist 
with the firewall.  
N ote that this is far from a complete explanation of I nternet firewalls. T hese few paragraphs describe 
only  the two most common ty pes of I nternet firewalls and only  in enough detail to show how the 
differences in their capabilities impact name serv ers. F or a comprehensiv e treatment of I nternet firewalls,  
see E liz abeth Z wick y ,  S imon C ooper,  D . B rent C hapman,  and D eborah R ussell' s B u i ld i n g  I n t e r n e t  
F i r e w alls  ( O ' R eill y ) .  

14.4.1.1 Packet filters 
T he first ty pe of firewall we' ll cov er is the pack et-filtering firewall. P ack et-filtering firewalls operate 
largely  at the transport and network  lev els of the T C P / I P  stack  ( lay ers three and four of the O S I  
reference model,  if y ou dig that) . T hey  decide whether to route a pack et based upon pack et-lev el criteria 
such as the transport protocol ( e.g.,  whether it' s T C P  or U D P ) ,  the source and destination I P  addresses,  
and the source and destination ports ( see F igure 14 -1) .  
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Figure 14-1.  P a c k et  f il t ers  o p era t e a t  t h e n et w o rk  a n d  t ra n s p o rt  l a y ers  o f  t h e s t a c k  

 

What's most important to us about packet-f il tering  f irew al l s is that y ou can ty pical l y  conf ig ure them to 
sel ectiv el y  al l ow  D N S  traf f ic betw een hosts on the I nternet and  y our internal  hosts.  T hat is,  y ou can l et 
an arbitrary  set of  internal  hosts communicate w ith I nternet name serv ers.  S ome packet-f i l tering  
f irew al l s can ev en permit y our name serv ers to q uery  name serv ers on the I nternet,  but not v ice v ersa.  
A l l  router-based  I nternet f irew al l s are packet-f i l tering  f irew al l s.  C heck P oint's F ireWal l -1 ,  C isco's P I X ,  
and  S un's S unS creen are popul ar commercial  packet-f il tering  f irew al l s.   

14. 4. 1. 2  A p p l ic a t io n  ga t ew a y s  
A ppl ication g atew ay s operate at the appl ication protocol  l ev el ,  sev eral  l ay ers hig her in the O S I  ref erence 
mod el  than most packet f il ters ( F ig ure 1 4 -2) .  I n a sense,  they  " und erstand "  the appl ication protocol  in 
the same w ay  a serv er f or that particul ar appl ication w oul d .  A n F T P  appl ication g atew ay ,  f or ex ampl e,  
can make the d ecision to al l ow  or d eny  a particul ar F T P  operation,  l ike a RETR ( a g e t )  or a S TO R( a p u t ) .   

Figure 14-2 .  A p p l ic a t io n  ga t ew a y s  o p era t e a t  t h e a p p l ic a t io n  l a y er o f  t h e s t a c k  

 

T he bad  new s,  and  w hat's important f or our purposes,  is that most appl ication g atew ay -based  f irew al l s 
hand l e onl y  T C P -based  appl ication protocol s.  D N S ,  of  course,  is l arg el y  U D P -based ,  and  w e know  of  no 
appl ication g atew ay s f or D N S .  T his impl ies that if  y ou run an appl ication g atew ay -based  f irew al l ,  y our 
internal  hosts w il l  l ikel y  not be abl e to communicate d irectl y  w ith name serv ers on the I nternet.   
T he popul ar F irew al l  T ool kit f rom T rusted  I nf ormation S y stems ( T I S ,  now  part of  N etw ork A ssociates)  
is a suite of  appl ication g atew ay s f or common I nternet protocol s such as T el net,  F T P ,  and  H T T P .  
N etw ork A ssociates' G auntl et prod uct is al so based  on appl ication g atew ay s,  as is A x ent's E ag l e 
F irew al l .   
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Note that these two categories of firewalls are really just generalizations. The state of the art in firewalls 
changes v ery q uick ly,  and  b y the tim e you read  this,  you m ay hav e a firewall that includ es an ap p lication 
gateway for D NS . W hich fam ily your firewall falls into is im p ortant only b ecause it suggests what that 
firewall is cap ab le of;  what' s m ore im p ortant is whether your p articular firewall will let you p erm it D NS  
traffic b etween arb itrary internal hosts and  the I nternet.  

14.4.2 A Bad Example 
The sim p lest configuration is to allow D NS  traffic to p ass freely through your firewall ( assum ing you 
can configure your firewall to d o that) . That way,  any internal nam e serv er can q uery any nam e serv er 
on the I nternet,  and  any I nternet nam e serv er can q uery any of your internal nam e serv ers. Y ou d on' t 
need  any sp ecial configuration.  
U nfortunately,  this is a b ad  id ea,  for two reasons:  
Version control  

The d ev elop ers of the M icrosoft D NS  S erv er are constantly find ing and  fix ing security-related  
b ugs in the cod e. C onseq uently,  it' s i m p ortant to run a recent v ersion of the serv er,  esp ecially for 
nam e serv ers that are d irectly ex p osed  to the I nternet. I f one or just a few of your nam e serv ers 
com m unicate d irectly with nam e serv ers on the I nternet,  up grad ing them  to a new v ersion is easy. 
I f all of the nam e serv ers on your network  d o,  up grad ing all of them  is v astly m ore d ifficult.  

P ossib le v ector f or a tta ck   

E v en if you' re not running a nam e serv er on a p articular host,  a hack er m ight b e ab le to tak e 
ad v antage of the fact that you allow D NS  traffic through your firewall to attack  that host. F or 
ex am p le,  a co-consp irator work ing on the insid e could  set up  a Telnet d aem on listening on the 
host' s D NS  p ort,  allowing the hack er to tel n et right in.  

F or the rest of this chap ter,  we' ll try to set a good  ex am p le. 

14.4.3  I n t er n et  F o r w ar der s  
G i v en the d angers of allowing b id irectional D NS  traffic through the firewall unrestricted ,  m ost 
organizations elect to li m it the internal hosts that can " talk  D NS "  to the I nternet. W ith an ap p lication 
gateway firewall,  or any firewall without the ab ility to p ass D NS  traffic,  the only host that can 
com m unicate with I nternet nam e serv ers is the b astion host ( see F igure 1 4 -3) .  

Figure 14-3 .  A  s m a l l  n et w o rk ,  s h o w in g t h e b a s t io n  h o s t  
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With a packet-f i l ter in g  f ir ew al l ,  the f ir ew al l ' s  ad m i n is tr ato r  can  co n f ig u r e the f ir ew al l  to  l et an y  s et o f  
in ter n al  n am e s er v er s  co m m u n icate w ith I n ter n et n am e s er v er s .  O f ten ,  this  is  a s m al l  s et o f  ho s ts  that r u n  
n am e s er v er s  u n d er  the d ir ect co n tr o l  o f  the n etw o r k ad m in is tr ato r  ( s ee F ig u r e 1 4-4) .   

Figure 14-4.  A  s m a l l  n et w o rk ,  s h o w in g s el ec t  in t ern a l  n a m e s erv ers  

 

I n ter n al  n am e s er v er s  that can  q u er y  n am e s er v er s  o n  the I n ter n et d ir ectl y  d o n ' t r eq u ir e an y  s pecial  
co n f ig u r atio n .  T heir  r o o t hin ts  f i l es  co n tain  the I n ter n et' s  r o o t n am e s er v er s ,  w hich en ab l es  them  to  
r es o l v e I n ter n et d o m ain  n am es .  I n ter n al  n am e s er v er s  that can't q u er y  n am e s er v er s  o n  the I n ter n et,  
ho w ev er ,  n eed  to  kn o w  to  f o r w ar d  q u er ies  they  can ' t r es o l v e to  o n e o f  the n am e s er v er s  that can .  T his  is  
d o n e w ith the Forwarders tab  o n  the s er v er ' s  P rop ert i es w in d o w ,  d es cr ib ed  in  C hapter  1 0 .   
F ig u r e 1 4-5 il l u s tr ates  a co m m o n  f o r w ar d in g  s etu p,  w ith in ter n al  n am e s er v er s  f o r w ar d in g  q u er ies  to  a 
n am e s er v er  r u n n i n g  o n  a b as tio n  ho s t.   

Figure 14-5 .  U s in g f o rw a rd ers  
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At Movie U., we put in a firewall to protect ourselves from the Big Bad  I nternet several y ears ago. O urs 
is a pack et-filtering firewall, and  we negotiated  with our firewall ad ministrator to allow D N S  traffic 
b etween I nternet name servers and  two of our name servers, terminator.movie.edu and  
w ormh ol e.movie.edu. F igure 1 4 -6 shows how we configured  the other internal name servers at the 
university .  

Figure 14-6 .  I n t ern a l  n a m e s erv er f o rw a rd in g c o n f igura t io n  

 

W hen configuring d ifferent internal name servers, we vary  the ord er in which the forward ers appear to 
help spread  the load  among them.  
W hen an internal name server receives a q uery  for a name it can' t resolve locally , such as an I nternet 
d omain name, it forward s that q uery  to one of our forward ers, which can resolve the name using name 
servers on the I nternet. S imple!   

14. 4. 3 . 1 T h e t ro ub l e w it h  f o rw a rd in g 
Unfortunately , it' s a little too simple. F orward ing starts to get in the way  once y ou d elegate sub d omains 
or b uild  an ex tensive network . T o ex plain what we mean, tak e a look  at z ardoz .movie.edu. 
z ardoz .movie.edu is a slave for movie.edu and  uses our two forward ers. W hat happens when 
z ardoz .movie.edu receives a q uery  for a name in f x .movie.edu?  z ardoz .movie.edu, as an authoritative 
movie.edu name server, has the N S  record s that d elegate f x .movie.edu to its authoritative name servers. 
But it' s also b een configured  to forward  q ueries it can' t resolve locally  to terminator.movie.edu and  
w ormh ol e.movie.edu. W hich will it d o?   
I t turns out that z ardoz .movie.edu will ignore the d elegation information and  forward  the q uery  to 
terminator.movie.edu. T hat' ll work  since terminator.movie.edu will receive the recursive q uery  and  ask  
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an fx.movie.edu nam e  s e r v e r  o n z a r doz .movie.edu ' s  b e h al f .  B u t  i t ' s  no t  p ar t i c u l ar l y  e f f i c i e nt ,  s i nc e  
z a r doz .movie.edu c o u l d  e as i l y  h av e  s e nt  t h e  q u e r y  d i r e c t l y .   
N o w  i m ag i ne  t h e  s c al e  o f  t h e  ne t w o r k  i s  m u c h  l ar g e r :  a c o r p o r at e  ne t w o r k  t h at  s p ans  c o nt i ne nt s ,  w i t h  
t e ns  o f  t h o u s and s  o f  h o s t s  and  h u nd r e d s  o r  t h o u s and s  o f  nam e  s e r v e r s .  A l l  o f  t h e  i nt e r nal  nam e  s e r v e r s  
t h at  d o n' t  h av e  d i r e c t  I nt e r ne t  c o nne c t i v i t y —t h e  v as t  m aj o r i t y  o f  t h e m —u s e  a s m al l  s e t  o f  f o r w ar d e r s .  
T h e r e  ar e  s e v e r al  t h i ng s  w r o ng  w i t h  t h i s  p i c t u r e :   
Single point of failure  

I f  t h e  f o r w ar d e r s  f ai l ,  y o u r  nam e  s e r v e r s  l o s e  t h e  ab i l i t y  t o  r e s o l v e  b o t h  I nt e r ne t  d o m ai n nam e s  
and  i nt e r nal  d o m ai n nam e s  t h at  t h e y  d o n' t  h av e  c ac h e d  o r  i n au t h o r i t at i v e  d at a.   

C onc entration of load   
T h e  f o r w ar d e r s  w i l l  h av e  an e no r m o u s  q u e r y  l o ad  p l ac e d  o n t h e m .  T h i s  i s  b o t h  b e c au s e  o f  t h e  
l ar g e  nu m b e r  o f  i nt e r nal  nam e  s e r v e r s  t h at  u s e  t h e m  and  b e c au s e  t h e  q u e r i e s  ar e  r e c u r s i v e  and  
r e q u i r e  a g o o d  d e al  o f  w o r k  t o  ans w e r .   

I neffic ient res olution  
I m ag i ne  t w o  i nt e r nal  nam e  s e r v e r s ,  au t h o r i t at i v e  f o r  w es t .a c meb w .c om and  ea s t .a c meb w .c om,  
r e s p e c t i v e l y ,  b o t h  o n t h e  s am e  ne t w o r k  s e g m e nt  i n B o u l d e r ,  C o l o r ad o .  B o t h  ar e  c o nf i g u r e d  t o  
u s e  t h e  c o m p any ' s  f o r w ar d e r  i n B e t h e s d a,  M ar y l and .  T o  r e s o l v e  a nam e  i n ea s t .a c meb w .c om,  t h e  
w es t .a c meb w .c om nam e  s e r v e r  s e nd s  a q u e r y  t o  t h e  f o r w ar d e r  i n B e t h e s d a.  T h e  f o r w ar d e r  i n 
B e t h e s d a t h e n s e nd s  a q u e r y  b ac k  t o  B o u l d e r  t o  t h e  ea s t .a c meb w .c om nam e  s e r v e r ,  t h e  o r i g i nal  
q u e r i e r ' s  ne i g h b o r .  T h e  ea s t .a c meb w .c om nam e  s e r v e r  r e p l i e s  b y  s e nd i ng  a r e s p o ns e  b ac k  t o  
B e t h e s d a,  w h i c h  t h e  f o r w ar d e r  s e nd s  b ac k  t o  B o u l d e r .   
I n a t r ad i t i o nal  c o nf i g u r at i o n w i t h  r o o t  nam e  s e r v e r s ,  t h e  w es t .a c meb w .c om nam e  s e r v e r  w o u l d  
q u i c k l y  h av e  l e ar ne d  t h at  an ea s t .a c meb w .c om nam e  s e r v e r  w as  ne x t  d o o r  and  w o u l d  f av o r  i t  
( b e c au s e  o f  i t s  l o w  r o u nd t r i p  t i m e ) .  U s i ng  f o r w ar d e r s  " s h o r t -c i r c u i t s "  t h e  no r m al l y  e f f i c i e nt  
r e s o l u t i o n p r o c e s s .   

T h e  u p s h o t  i s  t h at  f o r w ar d i ng  i s  f i ne  f o r  s m al l  ne t w o r k s  and  s i m p l e  nam e s p ac e s  b u t  p r o b ab l y  i nad e q u at e  
f o r  l ar g e  ne t w o r k s  and  c o m p l e x  nam e s p ac e s .  W e  f o u nd  t h i s  o u t  t h e  h ar d  w ay  at  M o v i e  U .  as  o u r  
ne t w o r k  g r e w  and  w e  w e r e  f o r c e d  t o  i m p l e m e nt  i nt e r nal  r o o t s .   

14.4.4 Internal Roots 

I f  y o u  w ant  t o  av o i d  t h e  s c al ab i l i t y  p r o b l e m s  o f  f o r w ar d i ng ,  y o u  c an s e t  u p  y o u r  o w n r o o t  nam e  s e r v e r s .  
T h e s e  i nt e r nal  r o o t s  w i l l  s e r v e  o nl y  t h e  nam e  s e r v e r s  i n y o u r  o r g ani z at i o n.  T h e y ' l l  k no w  ab o u t  o nl y  t h e  
p o r t i o ns  o f  t h e  nam e s p ac e  r e l e v ant  t o  y o u r  o r g ani z at i o n.   
W h at  g o o d  ar e  t h e y ?  B y  u s i ng  an ar c h i t e c t u r e  b as e d  o n r o o t  nam e  s e r v e r s ,  y o u  g ai n t h e  s c al ab i l i t y  o f  t h e  
I nt e r ne t  nam e s p ac e  ( w h i c h  s h o u l d  b e  g o o d  e no u g h  f o r  m o s t  c o m p ani e s ) ,  p l u s  r e d u nd anc y ,  d i s t r i b u t e d  
l o ad ,  and  e f f i c i e nt  r e s o l u t i o n.  Y o u  c an h av e  as  m any  i nt e r nal  r o o t s  as  t h e  I nt e r ne t  h as  r o o t s —1 3  o r  s o —
w h e r e as  h av i ng  t h at  m any  f o r w ar d e r s  m ay  b e  an u nd u e  s e c u r i t y  e x p o s u r e  and  a c o nf i g u r at i o n b u r d e n.  
M o s t  o f  al l ,  t h e  i nt e r nal  r o o t s  d o n' t  g e t  u s e d  f r i v o l o u s l y .  N am e  s e r v e r s  ne e d  t o  c o ns u l t  an i nt e r nal  r o o t  
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only when they time out the NS records for your top-lev el z ones.  U sing  forwa rders,  na me serv ers ma y 
ha v e to q uery a  forwa rder once per resolution.   
T he mora l of our story is tha t if you ha v e,  or intend to ha v e,  a  la rg e na mespa ce a nd lots of interna l na me 
serv ers,  interna l root na me serv ers will sca le b etter tha n a ny other solution.   

14.4.4.1 Where to  p u t i n tern a l  ro o t n a m e s erv ers  
Since na me serv ers " lock  on"  to the closest root na me serv er b y fa v oring  the one with the lowest 
roundtrip time,  it pa ys to pepper your network  with interna l root na me serv ers.  I f your org a niz a tion' s 
network  spa ns the U . S. ,  E urope,  a nd the P a cific R im,  consider loca ting  a t lea st one interna l root na me 
serv er on ea ch continent.  I f you ha v e three ma j or sites in E urope,  g iv e ea ch of them a n interna l root.   

14.4.4.2  F o rw a rd -m a p p i n g  d el eg a ti o n  
H ere' s how a n interna l root na me serv er is config ured.  A n interna l root deleg a tes directly to a ny z ones 
you a dminister.  F or ex a mple,  on the m ov ie. ed u network ,  the root z one' s da ta  file would conta in:   
movie.edu.  86400  IN  NS  terminator.movie.edu. 
            86400  IN  NS  w ormh ol e.movie.edu. 
            86400  IN  NS  z ardoz .movie.edu. 
terminator.movie.edu.  86400  IN  A   1 9 2 .2 49 .2 49 .3  
w ormh ol e.movie.edu.    86400  IN  A   1 9 2 .2 49 .2 49 .1  
                       86400  IN  A   1 9 2 .2 5 3 .2 5 3 .1  
z ardoz .movie.edu.      86400  IN  A   1 9 2 .2 49 .2 49 .9  
                       86400  IN  A   1 9 2 .2 5 3 .2 5 3 .9  

O n the I nternet,  this informa tion would a ppea r in the ed u na me serv ers'  z one da ta  files.  O n the 
m ov ie. ed u network ,  of course,  there a ren' t a ny ed u na me serv ers,  so you deleg a te directly to m ov ie. ed u 
from the root.   
Notice tha t this ex a mple doesn' t conta in deleg a tion to f x . m ov ie. ed u or a ny other sub doma in of m ov ie. ed u.  
T he m ov ie. ed u na me serv ers k now which na me serv ers a re a uthorita tiv e for a ll m ov ie. ed u sub doma ins,  
a nd a ll q ueries for informa tion in those sub doma ins pa ss throug h the m ov ie. ed u na me serv ers,  so there' s 
no need to deleg a te them here.   

14.4.4.3  i n -a d d r.a rp a  d el eg a ti o n  
W e a lso need to deleg a te from the interna l roots to the in-a d d r. a rpa  z ones tha t correspond to the 
network s a t the univ ersity:   
2 49 .2 49 .1 9 2 .in-addr.arp a.  86400  IN  NS  terminator.movie.edu. 
                           86400  IN  NS  w ormh ol e.movie.edu. 
                           86400  IN  NS  z ardoz .movie.edu. 
2 5 3 .2 5 3 .1 9 2 .in-addr.arp a.  86400  IN  NS  terminator.movie.edu. 
                           86400  IN  NS  w ormh ol e.movie.edu. 
                           86400  IN  NS  z ardoz .movie.edu. 
2 5 4.2 5 3 .1 9 2 .in-addr.arp a.  86400  IN  NS  b l aderunner.f x .movie.edu. 
                           86400  IN  NS  outl and.f x .movie.edu. 
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                           8 6 40 0   I N   N S   a l i e n . f x . m o v i e . e d u .  
2 0 . 2 5 4. 1 9 2 . i n -a d d r . a r p a .    8 6 40 0   I N   N S   b l a d e r u n n e r . f x . m o v i e . e d u .  
                           8 6 40 0   I N   N S   o u t l a n d . f x . m o v i e . e d u .  
                           8 6 40 0   I N   N S   a l i e n . f x . m o v i e . e d u .  

Notice that w e did in cl u d e d el eg ation  f or  the 2 5 4 . 2 5 3 . 1 9 2 . in -a ddr . a r p a  an d  2 0 . 2 5 4 . 1 9 2 . in -a ddr . a r p a  
z on es ,  ev en  thou g h they  b oth cor r es p on d  to the f x . m o v ie . e du  z on e.  W e d id n ' t n eed  to d el eg ate to 
f x . m o v ie . e du  b ecau s e w e' d  al r ead y  d el eg ated  to its  p ar en t,  m o v ie . e du .  T he m o v ie . e du  n am e s er v er s  
d el eg ate to f x . m o v ie . e du ,  s o b y  tr an s itiv ity  the r oots  d el eg ate to f x . m o v ie . e du .  S in ce n either  of  the other  
in -a ddr . a r p a  z on es  is  a p ar en t of  2 5 4 . 2 5 3 . 1 9 2 . in -a ddr . a r p a  or  2 0 . 2 5 4 . 1 9 2 . in -a ddr . a r p a ,  w e n eed ed  to 
d el eg ate b oth z on es  f r om  the r oot.   
A s  w e' v e ex p l ain ed  ear l ier ,  w e d on ' t n eed  to ad d  ad d r es s  r ecor d s  f or  the thr ee S p ecial  E f f ects  n am e 
s er v er s ,  b l a de r u n n e r . f x . m o v ie . e du ,  o u t l a n d. f x . m o v ie . e du ,  an d  a l ie n . f x . m o v ie . e du ,  b ecau s e a r em ote n am e 
s er v er  can  al r ead y  f in d  their  ad d r es s es  b y  f ol l ow in g  d el eg ation  f r om  m o v ie . e du .   

14.4.4.4 The root.dns file 
A l l  that' s  l ef t is  to ad d  an  S O A  r ecor d  f or  the r oot z on e an d  NS  r ecor d s  f or  this  in ter n al  r oot n am e s er v er  
an d  an y  other s :   
.   I N   S O A   r a i n m a n . m o v i e . e d u .   h o s t m a s t e r . m o v i e . e d u .   (  
            1         ;  s e r i a l  
            1 0 8 0 0     ;  r e f r e s h  
            3 6 0 0      ;  r e t r y  
            6 0 48 0 0    ;  e x p i r e  
            8 6 40 0  )   ;  d e f a u l t  T T L  
 
   I N   N S   r a i n m a n . m o v i e . e d u .  
   I N   N S   a w a k e n i n g s . m o v i e . e d u .  
 
r a i n m a n . m o v i e . e d u .     I N   A   1 9 2 . 2 49 . 2 49 . 2 5 4 
a w a k e n i n g s . m o v i e . e d u .  I N   A   1 9 2 . 2 5 3 . 2 5 3 . 2 5 4 

r a in m a n . m o v ie . e du  an d  a w a k e n in g s . m o v ie . e du  ar e the hos ts  r u n n i n g  in ter n al  r oot n am e s er v er s .  W e 
s hou l d n ' t r u n  an  in ter n al  r oot on  a b as tion  hos t b ecau s e if  a n am e s er v er  on  the I n ter n et accid en tal l y  
q u er ies  it f or  d ata it' s  n ot au thor itativ e f or ,  the in ter n al  r oot w il l  r es p on d  w ith its  l is t of  r oots —al l  
in ter n al !   
S o the w hol e r o o t . dn s  f i l e ( b y  con v en tion ,  w e cal l  the r oot z on e' s  d ata f i l e r o o t . dn s )  l ook s  l ik e this :   
.   I N   S O A   r a i n m a n . m o v i e . e d u .   h o s t m a s t e r . m o v i e . e d u .   (  
            1        ;  s e r i a l  
            1 0 8 0 0    ;  r e f r e s h  
            3 6 0 0     ;  r e t r y  
            6 0 48 0 0   ;  e x p i r e  
            8 6 40 0  )  ;  d e f a u l t  T T L  
 
   I N   N S   r a i n m a n . m o v i e . e d u .  
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   IN  NS  awakenings.movie.edu. 
 
r ainman.movie.edu.    IN  A   1 9 2 .2 4 9 .2 4 9 .2 5 4  
awakenings.movie.edu. IN  A   1 9 2 .2 5 3 .2 5 3 .2 5 4  
 
movie.edu.  IN  NS  t er minat or .movie.edu. 
            IN  NS  wor mh ol e.movie.edu. 
            IN  NS  z ar doz .movie.edu. 
 
t er minat or .movie.edu.  IN  A   1 9 2 .2 4 9 .2 4 9 .3  
wor mh ol e.movie.edu.    IN  A   1 9 2 .2 4 9 .2 4 9 .1  
                       IN  A   1 9 2 .2 5 3 .2 5 3 .1  
z ar doz .movie.edu.      IN  A   1 9 2 .2 4 9 .2 4 9 .9  
                       IN  A   1 9 2 .2 5 3 .2 5 3 .9  
 
2 4 9 .2 4 9 .1 9 2 .in-addr .ar p a.  IN  NS  t er minat or .movie.edu. 
                           IN  NS  wor mh ol e.movie.edu. 
                           IN  NS  z ar doz .movie.edu. 
2 5 3 .2 5 3 .1 9 2 .in-addr .ar p a.  IN  NS  t er minat or .movie.edu. 
                           IN  NS  wor mh ol e.movie.edu. 
                           IN  NS  z ar doz .movie.edu. 
2 5 4 .2 5 3 .1 9 2 .in-addr .ar p a.  IN  NS  b l ader unner .f x .movie.edu. 
                           IN  NS  out l and.f x .movie.edu. 
                           IN  NS  al ien.f x .movie.edu. 
2 0 .2 5 4 .1 9 2 .in-addr .ar p a.   IN  NS  b l ader unner .f x .movie.edu. 
                           IN  NS  out l and.f x .movie.edu. 
                           IN  NS  al ien.f x .movie.edu. 

Creating the root zone with the DNS console on both of the internal root name servers, rainman and  
aw ak e ning s , is j u st lik e creating any  p rimary  zone:  right-click  on the server' s name in the left p ane, then 
choose New Zone....  F or the zone' s d omain name, choose .  ( a single d ot) .  T he DNS console help fu ll y  
u ses ro o t . d ns  as the d efau lt filename for this zone.   
I f y ou  d on' t have a lot of id le hosts sitting arou nd  that y ou  can tu rn into internal roots, d on' t d esp air!  A ny  
internal name server ( i. e. , one that' s not ru nning on a bastion host or ou tsid e y ou r firewall)  can serve 
d ou ble d u ty  as an internal root and  as an au thoritative name server for whatever other zones y ou  need  it 
to load .  R emember, a single name server can be au thoritative for many , many  zones, inclu d ing the root 
zone.   

14.4.4.5 Configuring other internal name servers 
O nce y ou ' ve set u p  internal root name servers, configu re all the name servers on hosts any where on y ou r 
internal network  to u se them.  A ny  name server ru nning on a host withou t d irect I nternet connectivity  
( i. e. , behind  the firewall)  shou ld  list the internal roots in its root hints file:   
; Int er nal  c ac h e.dns f il e,  f or  M ovie U . h ost s wit h out  dir ec t  
; Int er net  c onnec t ivit y  
; 
; D on' t  use t h is f il e on a h ost  wit h  Int er net  c onnec t ivit y !  
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; 
 
.   9 9 9 9 9 9 9 9   I N   N S   r a i n m a n . m o v i e . e d u .  
   9 9 9 9 9 9 9 9   I N   N S   a w a k e n i n g s . m o v i e . e d u .  
 
r a i n m a n . m o v i e . e d u .      9 9 9 9 9 9 9 9   I N   A   1 9 2 . 2 4 9 . 2 4 9 . 2 5 4  
a w a k e n i n g s . m o v i e . e d u .   9 9 9 9 9 9 9 9   I N   A   1 9 2 . 2 5 3 . 2 5 3 . 2 5 4  

Name s er v er s  r u n n i n g  o n  h o s t s  u s i n g  t h i s  r o o t  h i n t s  f i l e w i l l  b e ab l e t o  r es o l v e d o mai n  n ames  i n  
movie.edu an d  i n  M o v i e U . ' s  in -a ddr .a r p a  d o mai n s  b u t  n o t  o u t s i d e o f  t h o s e d o mai n s .   

14.4.4.6 How internal name servers use internal roots 

T o  t i e t o g et h er  h o w  t h i s  w h o l e s c h eme w o r k s ,  l et ' s  g o  t h r o u g h  an  ex amp l e o f  n ame r es o l u t i o n  o n  an  
i n t er n al  c ac h i n g -o n l y  n ame s er v er  u s i n g  t h es e i n t er n al  r o o t  n ame s er v er s .  F i r s t ,  t h e i n t er n al  n ame s er v er  
r ec ei v es  a q u er y  f o r  a d o mai n  n ame i n  movie.edu,  s ay  t h e ad d r es s  o f  g ump .f x .movie.edu.  I f  t h e i n t er n al  
n ame s er v er  d o es n ' t  h av e an y  " b et t er "  i n f o r mat i o n  c ac h ed ,  i t  s t ar t s  b y  q u er y i n g  an  i n t er n al  r o o t  n ame 
s er v er .  I f  i t  h as  c o mmu n i c at ed  w i t h  t h e i n t er n al  r o o t s  b ef o r e,  i t  h as  a r o u n d t r i p  t i me as s o c i at ed  w i t h  eac h ,  
w h i c h  t el l s  i t  w h i c h  o f  t h e i n t er n al  r o o t s  i s  r es p o n d i n g  t o  i t  mo s t  q u i c k l y .  I t  s en d s  a n o n r ec u r s i v e q u er y  
t o  t h at  i n t er n al  r o o t  f o r  g ump .f x .movie.edu' s  ad d r es s .  T h e i n t er n al  r o o t  an s w er s  w i t h  a r ef er r al  t o  t h e 
movie.edu n ame s er v er s  o n  t er min a t or .movie.edu,  w or mh ol e.movie.edu,  an d  z a r doz .movie.edu.  T h e 
c ac h i n g -o n l y  n ame s er v er  f o l l o w s  u p  b y  s en d i n g  an o t h er  n o n r ec u r s i v e q u er y  t o  o n e o f  t h e movie.edu 
n ame s er v er s  f o r  g ump .f x .movie.edu' s  ad d r es s .  T h e movie.edu n ame s er v er  r es p o n d s  w i t h  a r ef er r al  t o  t h e 
f x .movie.edu n ame s er v er s .  T h e c ac h i n g -o n l y  n ame s er v er  s en d s  t h e s ame n o n r ec u r s i v e q u er y  f o r  
g ump .f x .movie.edu' s  ad d r es s  t o  o n e o f  t h e f x .movie.edu n ame s er v er s  an d  f i n al l y  r ec ei v es  a r es p o n s e.   
C o n t r as t  t h i s  w i t h  t h e w ay  a f o r w ar d i n g  s et u p  w o u l d  h av e w o r k ed .  L et ' s  i mag i n e t h at  i n s t ead  o f  u s i n g  
i n t er n al  r o o t  n ame s er v er s ,  o u r  c ac h i n g -o n l y  n ame s er v er  w er e c o n f i g u r ed  t o  f o r w ar d  q u er i es  f i r s t  t o  
t er min a t or .movie.edu an d  t h en  t o  w or mh ol e.movie.edu.  I n  t h at  c as e,  t h e c ac h i n g -o n l y  n ame s er v er  w o u l d  
h av e c h ec k ed  i t s  c ac h e f o r  t h e ad d r es s  o f  g ump .f x .movie.edu an d ,  n o t  f i n d i n g  i t ,  w o u l d  h av e f o r w ar d ed  
t h e q u er y  t o  t er min a t or .movie.edu.  t er min a t or .movie.edu w o u l d  h av e q u er i ed  an  f x .movie.edu n ame 
s er v er  o n  t h e c ac h i n g -o n l y  n ame s er v er ' s  b eh al f  an d  r et u r n ed  t h e an s w er .  S h o u l d  t h e c ac h i n g -o n l y  n ame 
s er v er  n eed  t o  l o o k  u p  an o t h er  n ame i n  f x .movie.edu,  i t  w o u l d  s t i l l  as k  t h e f o r w ar d er ,  ev en  t h o u g h  t h e 
f o r w ar d er ' s  r es p o n s e t o  t h e q u er y  f o r  g ump .f x .movie.edu' s  ad d r es s  p r o b ab l y  c o n t ai n ed  t h e n ames  an d  
ad d r es s es  o f  t h e f x .movie.edu n ame s er v er s .   

14.4.4.7  T h e troub le with  internal roots 

U n f o r t u n at el y ,  j u s t  as  f o r w ar d i n g  h as  i t s  p r o b l ems ,  i n t er n al  r o o t  ar c h i t ec t u r es  h av e t h ei r  l i mi t at i o n s .  
C h i ef  amo n g  t h es e i s  t h e f ac t  t h at  y o u r  i n t er n al  h o s t s  c an ' t  s ee t h e I n t er n et  n ames p ac e.  O n  s o me 
n et w o r k s  t h i s  i s n ' t  an  i s s u e,  b ec au s e mo s t  i n t er n al  h o s t s  d o n ' t  h av e d i r ec t  I n t er n et  c o n n ec t i v i t y .  T h e f ew  
t h at  d o  c an  h av e t h ei r  r es o l v er s  c o n f i g u r ed  t o  u s e a n ame s er v er  o n  t h e b as t i o n  h o s t .  S o me o f  t h es e h o s t s  
w i l l  p r o b ab l y  n eed  t o  r u n  p r o x y  s er v er s  t o  al l o w  o t h er  i n t er n al  h o s t s  ac c es s  t o  s er v i c es  o n  t h e I n t er n et .   
O n  o t h er  n et w o r k s ,  h o w ev er ,  t h e I n t er n et  f i r ew al l  o r  o t h er  s o f t w ar e may  r eq u i r e t h at  al l  i n t er n al  h o s t s  
h av e t h e ab i l i t y  t o  r es o l v e n ames  i n  t h e I n t er n et  n ames p ac e.  F o r  t h es e n et w o r k s ,  an  i n t er n al  r o o t  
ar c h i t ec t u r e w o n ' t  w o r k .   
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14.4.5 A Split Namespace 
Many organizations would like to advertise different zone data to the Internet than they do internally. In 
m ost c ases,  m uc h of the internal zone data is irrelevant to the Internet b ec ause of the organization' s 
Internet firewall. T he firewall m ay not allow direc t ac c ess to m ost internal hosts and m ay also translate 
internal,  unregistered IP  addresses into a range of IP  addresses registered to the organization. T herefore,  
the organization m ay need to trim  out irrelevant inform ation from  the ex ternal view of the zone or 
c hange internal addresses to their ex ternal eq uivalents.  
U nfortunately,  the Mic rosoft D N S  S erver doesn' t sup p ort autom atic  filtering and translation of zone data. 
C onseq uently,  m any organizations m anually c reate what have b ec om e known as " sp lit nam esp ac es."  In 
a sp lit nam esp ac e,  the real nam esp ac e is availab le only internally while a p ared-down,  translated version 
of it,  c alled the shadow nam esp ac e,  is visib le to the Internet.  
T he shadow namespace c ontains the nam e-to-address and address-to-nam e m ap p ings of only those hosts 
that are ac c essib le from  the Internet through the firewall. T he addresses advertised m ay b e the translated 
eq uivalents of internal addresses. T he shadow namespace m ay also c ontain one or m ore MX  rec ords to 
direc t m ail from  the Internet through the firewall to a m ail server.  
S inc e Movie U . has an Internet firewall that greatly li m its ac c ess from  the Internet to the internal 
network,  we elec ted to c reate a shadow namespace. F or the mo v i e. ed u  zone,  the only inform ation we 
need to give out is ab out the dom ain nam e mo v i e. ed u  ( an S O A  rec ord and a few N S  rec ords) ,  the b astion 
host ( po st manr i ng s2 x . mo v i e. ed u ) ,  and our new ex ternal nam e server,  ns. mo v i e. ed u ,  whic h also func tions 
as an ex ternal web  server,  w w w . mo v i e. ed u . T he address of the ex ternal interfac e on the b astion host is 
2 0 0 .1 .4 .2 ,  while the address of the nam e/ web  server is 2 0 0 .1 .4 .3 . T he shadow mo v i e. ed u  zone data file 
looks like this:   
@    IN    SOA    ns.movie.edu.    hostmaster.movie.edu. (  
                           1        ;  Serial  
                           1 0 8 0 0    ;  R ef resh 
                           3 6 0 0     ;  R etry  
                           6 0 4 8 0 0   ;  E x p ire 
                           8 6 4 0 0  )  ;  D ef aul t T T L  
 
    IN    NS    ns.movie.edu. 
    IN    NS    ns1 .isp .net.        ;  our ISP ' s name server is a 
movie.edu sl ave 
 
    IN    A     2 0 0 .1 .4 .3  
    IN    M X     1 0  p ostmanring s2 x .movie.edu. 
    IN    M X     1 0 0  mail .isp .net. 
 
w w w              IN    C NAM E  movie.edu. 
 
p ostmanring s2 x   IN    A     2 0 0 .1 .4 .2  
                IN    M X     1 0  p ostmanring s2 x .movie.edu. 
                IN    M X     1 0 0  mail .isp .net. 
 
; p ostmanring s2 x .movie.edu handl es mail  addressed to ns.movie.edu 
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ns              IN    A     200.1.4.3 
                IN    M X     10 p o st m a nr i ng s2x .m o v i e .e d u . 
                IN    M X     100 m a i l .i sp .ne t . 
 
*                IN    M X     10 p o st m a nr i ng s2x .m o v i e .e d u . 
                IN    M X     100 m a i l .i sp .ne t . 

Note that there's no mention of any of the subdomains of movie.edu,  inc l uding  any del eg ation to the 
name serv ers for those subdomains.  T hat information isn't nec essary,  sinc e there's nothing  in any of the 
subdomains you c an g et to from the I nternet and inbound mail  addressed to hosts in the subdomains is 
c aug ht by the w i l dc ard.   
T he 4 .1 .2 0 0 .in -a ddr .a r p a .dn s  fil e,  w hic h w e need to rev erse map  the tw o M ov ie U .  I P  addresses that 
hosts on the I nternet mig ht see,  l ook s l ik e this:   
$ T T L  1d  
@     IN    S O A    ns.m o v i e .e d u .    h o st m a st e r .m o v i e .e d u . (  
                           1       ;  S e r i a l  
                           108 00   ;  R e f r e sh  
                           36 00    ;  R e t r y  
                           6 048 00  ;  E x p i r e  
                           8 6 400 )  ;  D e f a u l t  T T L  
 
    IN    NS     ns.m o v i e .e d u . 
    IN    NS     ns.i sp .ne t . 
 
2    IN    P T R     p o st m a nr i ng s2x .m o v i e .e d u . 
3    IN    P T R     ns1.m o v i e .e d u . 

O ne p rec aution w e need to tak e is to mak e sure that the resol v er on our bastion host isn't c onfig ured to 
use the serv er on n s .movie.edu.  S inc e that serv er c an't see the real ,  internal  movie.edu,  using  it w oul d 
render p os t ma n r in g s 2 x .movie.edu unabl e to map  internal  names to addresses or internal  addresses to 
names.   

14.4.5.1 Configuring the bastion host 
T he bastion host is a sp ec ial  c ase in a sp l it- n a mes p a c e c onfig uration.  T he bastion host has a foot in eac h 
env ironment:  one netw ork  interfac e c onnec ts it to the I nternet and another c onnec ts it to the internal  
netw ork .  Now  that w e hav e sp l it our n a mes p a c e in tw o,  how  c an our bastion host see both the I nternet 
n a mes p a c e and our internal  n a mes p a c e ?  I f w e c onfig ure it w ith the I nternet's root name serv ers in its 
root hints fil e,  it w il l  fol l ow  del eg ation from the I nternet's edu name serv ers to an ex ternal  movie.edu 
name serv er w ith shadow  z one data.  I t w oul d be bl ind to our internal  n a mes p a c e ,  w hic h it needs to see 
to l og  c onnec tions,  del iv er inbound mail ,  and more.  O n the other hand,  if w e c onfig ure it w ith our 
internal  roots it w on't see the I nternet n a mes p a c e ,  w hic h it c l earl y needs to do in order to func tion as a 
bastion host.  W hat to do?   
I f w e hav e internal  name serv ers that c an resol v e both internal  and I nternet domain names—using  the 
forw arding  c onfig uration earl ier in this c hap ter,  for ex amp l e—w e c an simp l y c onfig ure the bastion 
host's resol v er to q uery those name serv ers.  B ut if w e use forw arding  internal l y,  dep ending  on the typ e 
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of firewall we're running we may also need to run a forwarder on the bastion host itself. If the firewall 
won't p ass D N S  traffic ,  we'll need to run at least a c ac hing-only name serv er,  c onfigured with the 
Internet roots,  on the bastion host so that our internal name serv ers will hav e somewhere to forward their 
unresolv ed q ueries.  
If our internal name serv ers aren't c onfigured to forward z ones,  the name serv er on our bastion host must 
be c onfigured as a slav e for movi e . e d u  and any i n -a d d r . a r p a  z ones in whic h it needs to resolv e addresses. 
T his way,  if it rec eiv es a q uery for a domain name in movi e . e d u ,  it'll use its loc al authoritativ e data to 
resolv e the name. ( If our internal name serv ers sup p ort forward z ones and are c onfigured c orrec tly,  the 
name serv er on our bastion host will nev er rec eiv e q ueries for names in movi e . e d u .)  If the domain name 
is in a subdomain of movi e . e d u ,  it'll follow N S  rec ords in the z one data to q uery an internal name serv er 
for the name. T herefore,  it doesn't need to be c onfigured as a slav e for any movi e . e d u  subdomains,  suc h 
as f x . movi e . e d u ,  j ust the " top most"  z one ( see F igure 1 4 -7) .  

Figure 14-7 .  A  s p l it  D N S  s o l ut io n  

 

14.5 Dial-u p  C o n n e c t io n s  
A nother relativ ely rec ent dev elop ment in network ing that p resents a c hallenge to D N S  is the dial-up  
Internet c onnec tion. W hen the Internet was young and D N S  was born,  there was no suc h thing as a dial-
up  c onnec tion. W ith the enormous ex p losion in the Internet's p op ularity and the p rop agation of Internet 
serv ic e p rov iders who offer dial-up  Internet c onnec tiv ity to the masses,  a whole new breed of p roblems 
with name serv ic e has been introduc ed.  
W e'll sep arate dial-up  c onnec tions into two c ategories:  simp le dial-up ,  by whic h we mean a single 
c omp uter that c onnec ts to the Internet oc c asionally,  when a user manually initiates a c onnec tion;  and 
dial-on-demand,  whic h means one or more c omp uters that c onnec t to the Internet automatic ally 
whenev er they generate traffic  bound for the Internet. O ften,  the dev ic e that mak es this dial-on-demand 
c onnec tiv ity p ossible is a small dial-up  router with an analog modem or IS D N  interfac e,  suc h as an 
A sc end P ip eline 2 5 .  
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14.5.1 Simple Dial-u p 
The easiest way to deal with simple dial-u p is to c on f ig u r e you r  dial-u p c ompu ter ' s r esolv er  to u se a 
n ame ser v er  pr ov ided b y you r  I S P .  M ost I S P s r u n  n ame ser v er s f or  their  su b sc r ib er s'  u se.  I f  you ' r e n ot 
su r e whether  you r  I S P  pr ov ides n ame ser v er s f or  you r  u se or  if  you  don ' t k n ow what their  I P  addr esses 
ar e,  c hec k  their  web  site,  sen d them email,  or  g iv e them a c all.   
S ome oper atin g  systems,  in c lu din g  all moder n  v er sion s of  W in dows,  will let you  def in e a set of  n ame 
ser v er s f or  a par tic u lar  dial-u p pr ov ider .  S o,  f or  ex ample,  you  c an  c on f ig u r e on e set of  n ame ser v er s to 
u se when  you  dial u p N etc om an d an other  to u se when  you  dial u p you r  of f ic e.  U n f or tu n ately,  if  you ' r e 
still u sin g  W in dows 9 5 ,  def in in g  n ame ser v er s f or  you r  L A N  c on n ec tion  ov er r ides all you r  pr ec iou s 
dial-u p settin g s. [1]  
[1] A handy shareware u t i l i t y c al l ed Netswitcher al l o ws W i ndo ws 9 5  u sers t o  c hang e reso l v er set t i ng s easi l y.  F o r m o re i nf o r m at i o n,  see ht t p : / / www. net swi t c her. c o m .   

This c on f ig u r ation  is u su ally adeq u ate f or  most c asu al dial-u p u ser s.  N ame r esolu tion  f ails u n less the 
dial-u p c on n ec tion  is u p,  b u t that' s n ot lik ely to b e a pr ob lem sin c e ther e' s n o u se f or  I n ter n et n ame 
ser v ic e withou t I n ter n et c on n ec tiv ity.  I f  you  hav e spec ial n eeds that ar en ' t addr essed b y this 
c on f ig u r ation ,  tak e a look  at the r ec ommen dation s in  the n ex t sec tion .   

14.5.2  Dial-o n -Deman d  
A  mor e sophistic ated dial-u p solu tion  is dial-on -deman d.  D ial-on -deman d I n ter n et c on n ec tion s of ten  u se 
dedic ated har dwar e,  su c h as a small dial-u p r ou ter ,  to pr ov ide c on n ec tiv ity when ev er  it' s n eeded.  I f  you  
in itiate a c on n ec tion  to the I n ter n et f r om the " r emote"  en d of  a dial-on -deman d r ou ter ,  it dials u p an other  
r ou ter  on  the I n ter n et an d r ou tes you r  pac k ets ac r oss.  I f  the c on n ec tion  is idle f or  mor e than  a spec i f ied 
amou n t of  time,  the r ou ter  dr ops the c on n ec tion .   
The c hallen g e with D N S  is to k eep a loc al n ame ser v er  f r om c on tin u ou sly b r in g in g  the dial-on -deman d 
c on n ec tion  u p an d down  lik e a yo-yo.  This c ou ld b e c ostly,  b ec au se you  sometimes pay a pr emiu m f or  
c on n ec tion  setu p with tec hn olog ies lik e I S D N .   
The most impor tan t str ateg y f or  min imiz in g  this of f -n et tr af f ic  is to c on f ig u r e you r  r esolv er s to u se a 
min imal sear c h list ( or  D N S  su f f ix  list,  as it' s c alled in  W in dows) .  The def au lt W in dows sear c h list 
( whic h you  g et when  you  don ' t spec if y an  ex plic it list of  D N S  su f f ix es to sear c h)  sear c hes the an c estor s 
of  you r  loc al domain ,  whic h c an  c au se u n n ec essar y r emote tr af f ic .  F or  in stan c e,  say you r  loc al domain  is 
tinyoffice.majorcorp.com,  an d you  hav e a dial-on -deman d c on n ec tion  to M aj or c or p' s en ter pr ise n etwor k .  
O n  hosts withou t an  ex plic it D N S  su f f ix  list,  you r  def au lt sear c h list is:   
tinyoffice.majorcorp.com 
majorcorp.com 

A  u ser  typin g  tel net foo.tinyoffice.majorcorp.com to log  in to the wor k station  n ex t to him mig ht 
in adv er ten tly c au se look u ps of  b oth of  these addr esses:   
foo.tinyoffice.majorcorp.com.tinyoffice.majorcorp.com 
foo.tinyoffice.majorcorp.com.majorcorp.com 
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before the correct domain name, foo.tinyoffice.majorcorp.com, is  l ook ed u p . [2] S ince y ou r l ocal  name 
s erv er is  p robabl y  au thoritativ e for tinyoffice.majorcorp.com,  it can tel l  that the firs t domain name, 
foo.tinyoffice.majorcorp.com.tinyoffice.majorcorp.com, is  bog u s .  ( I t ends  in 
com.tinyoffice.majorcorp.com, s o it w ou l d req u ire the ex is tence of a com s u bdomain of y ou r l ocal  
domain, and there is n' t one. )  B u t it can' t tel l  abou t the s econd domain name w ithou t tal k ing  to a 
majorcorp.com name s erv er firs t.  I f there is n' t one l ocal l y , it' l l  hav e to bring  u p  that dial -on-demand 
connection.   
[2] The exact behavior depends on which version of Windows the user is running. Older versions of Windows exhibit this behavior, but newer versions of Windows try 
to resolve any dom ain nam es containing at least one dot by them selves before appending the search list. Y ou' ll find m ore details about resolver behavior in C hapter 6 . 

T he eas ies t w ay  to p rev ent thes e u nneces s ary  q u eries  is  to trim the p arent domain ou t of y ou r s earch l i s t 
ex p l icitl y  by  s etting  a D N S  s u ffix  l is t in the res ol v er config u ration.  I n this  ex amp l e, a D N S  s u ffix  l is t 
tinyoffice.majorcorp.com ( j u s t one entry )  w ou l d p robabl y  cau s e few er fail ed off-s ite l ook u p s .   
I f many  of the names  y ou r u s ers  l ook  u p  are in y ou r p arent z one, y ou  mig ht al s o cons ider config u ring  
y ou r l ocal  name s erv er as  a s l av e for y ou r p arent z one.  A t l eas t that w ay  y ou ' l l  bring  u p  the l ink  at mos t 
onl y  once p er refres h interv al  to res ol v e names  in y ou r p arent z one.  T he s ame l og ic cou l d be ap p l ied to 
nearl y  any  z one y ou r l ocal  name s erv er q u eries  often.   

14.6 Network Names and Numbers 

T he orig inal  D N S  definitions  didn' t p rov ide the abil ity  to l ook  u p  netw ork  names  bas ed on a netw ork  
nu mber—a featu re that w as  p rov ided by  the orig inal  H O S T S .T X T  fil e.  M ore recentl y , a p rocedu re for 
s toring  netw ork  names  has  been defined;  this  p rocedu re al s o w ork s  for s u bnets  and s u bnet mas k s , s o it 
g oes  s ig nificantl y  bey ond H O S T S .T X T .  M oreov er, it does n' t req u ire any  modification to the D N S  s erv er 
s oftw are at al l ;  it' s  bas ed entirel y  on the cl ev er u s e of p ointer and addres s  records .   
I f y ou  remember, to map  an I P  addres s  to a name in D N S , y ou  rev ers e the I P  addres s , ap p end in-
ad d r.arpa, and l ook  u p  the P T R  data.  T his  s ame techniq u e is  u s ed to map  a netw ork  nu mber to a 
netw ork  name;  for ex amp l e, to map  netw ork  1 5 . 0 . 0 . 0  to " H P  I nternet. "  T o l ook  u p  the netw ork  nu mber, 
incl u de the trail ing  z eros  to mak e it fou r by tes  and l ook  u p  P T R  data j u s t as  y ou  w ou l d w ith a hos t' s  I P  
addres s .  F or ex amp l e, to find the netw ork  name for the ol d A R P A N E T , netw ork  1 0 . 0 . 0 . 0 , l ook  u p  P T R  
data for 0 .0 .0 .1 0 .in-ad d r.arpa.  Y ou ' d g et back  an ans w er l ik e A R P A N E T .A R P A .   
I f the A R P A N E T  w ere s u bnetted, y ou ' d al s o find an addres s  record at 0 .0 .0 .1 0 .in-ad d r.arpa.  T he 
addres s  w ou l d be the s u bnet mas k  ( 2 5 5 . 2 5 5 . 0 . 0 , for ins tance) .  I f y ou  w ere interes ted in the s u bnet name 
ins tead of the netw ork  name, y ou ' d ap p l y  the mas k  to the I P  addres s  and l ook  u p  the s u bnet nu mber.   
T his  techniq u e al l ow s  y ou  to map  the netw ork  nu mber to a name.  T o p rov ide a comp l ete s ol u tion, there 
mu s t be a w ay  to map  a netw ork  name to its  netw ork  nu mber.  T his , ag ain, is  accomp l is hed w ith P T R  
records .  T he netw ork  name has  P T R  data that p oints  to the netw ork  nu mber ( rev ers ed, w ith in-ad d r.arpa 
ap p ended) .   
L et' s  s ee w hat the data mig ht l ook  l ik e in H P ' s  z one data fil es  ( the H P  I nternet has  netw ork  nu mber 
1 5 . 0 . 0 . 0 )  and s tep  throu g h map p ing  a netw ork  nu mber to a netw ork  name.   
H ere are the p artial  contents  of the h p.com.d ns  fil e:   
;  
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; Map HP's network name to 15.0.0.0.  
;  
h p-net.h p.c om.            I N   PT R  0.0.0.15.i n-ad d r.arpa.  

Following are the partial contents of the corp.hp.com.dns file:   
;  
; Map c orp's su b net name to 15.1.0.0.  
;  
c orp-su b net.c orp.h p.c om.  I N   PT R  0.0.1.15.i n-ad d r.arpa.  

H ere are the partial contents of the 1 5 .i n-a ddr.a rpa .dns file:   
;  
; Map 15.0.0.0 to h p-net.h p.c om.  
; HP's su b net mask i s 2 55.2 55.2 4 8 .0.  
;  
0.0.0.15.i n-ad d r.arpa.    I N   PT R  h p-net.h p.c om.  
                          I N   A    2 55.2 55.2 4 8 .0  

A nd  here are the partial contents of the 1 .1 5 .i n-a ddr.a rpa .dns file:   
;  
; Map th e 15.1.0.0 b ac k to i ts su b net name.  
;  
0.0.1.15.i n-ad d r.arpa.    I N   PT R  c orp-su b net.c orp.h p.c om. 

H ere' s the proced u re to look  u p the su b net nam e for the I P  ad d ress 1 5 .1 .0 .1 :   
1 . A pply  the d efau lt network  m ask  for the ad d ress' s class. A d d ress 1 5 .1 .0 .1  is a C lass A  ad d ress,  so 

the m ask  is 2 5 5 .0 .0 .0 . A pply ing the m ask  to the I P  ad d ress m ak es the network  nu m b er 1 5 .  
2 . S end  a q u ery  ( t y pe = a  or t y pe = a ny )  for 0 .0 .0 .1 5 .i n-a ddr.a rpa .  

T he q u ery  response contains ad d ress d ata. S ince ad d ress d ata is at 0 .0 .0 .1 5 .i n-a ddr.a rpa  ( the 
su b net m ask —2 5 5 .2 5 5 .2 4 8 .0 ) ,  apply  the su b net m ask  to the I P  ad d ress. T his y ield s 1 5 .1 .0 .0 .  

3 . S end  a q u ery  ( t y pe = a  or t y pe = a ny )  for 0 .0 .1 .1 5 .i n-a ddr.a rpa .  
T he q u ery  response d oes not contain ad d ress d ata,  so 1 5 .1 .0 .0  is not fu rther su b netted .  

4 . S end  a P T R  q u ery  for 0 .0 .1 .1 5 .i n-a ddr.a rpa . 
T he q u ery  response contains the network  nam e for 1 5 .1 .0 .1 :  corp-su b ne t .corp.hp.com.  

I n ad d ition to m apping b etween network  nam es and  nu m b ers,  y ou  can also list all the network s for y ou r 
d om ain with P T R  record s:   
mov i e.ed u .  I N   PT R   0.2 4 9 .2 4 9 .19 2 .i n-ad d r.arpa.  
            I N   PT R   0.2 53 .2 53 .19 2 .i n-ad d r.arpa. 
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Now for the bad news: despite the fact that RFC 1101 contains everything  you  need to k now to set this 
u p,  we k now of onl y one software pack ag e that actu al l y uses this type of network  nam e encoding ,  and 
very few adm inistrators g o to the trou bl e of adding  this inform ation.  U ntil  software actu al l y m ak es u se 
of D NS -encoded network  nam es,  abou t the onl y reason for setting  this u p is to show off.  B u t that' s a 
g ood enou g h reason for m any of u s.   

14.7 Additional Resource Records 

T here are a nu m ber of resou rce records that we haven' t covered yet in this book .  T he first of these,  
H I NFO ,  has been arou nd since the beg inning  bu t hasn' t been widel y u sed.  T he others were defined in 
RFC 1183  and several  su ccessive RFCs.  M ost are ex perim ental ,  bu t som e are on the standards track  and 
are com ing  into m ore preval ent u se.  W e' l l  describe them  here to g ive you  a l ittl e head start in g etting  
u sed to them .   

14.7.1 Host Information 

H I NFO  stands for host i n f o rm ation.  T he record-specific data is a pair of string s identifying  the host' s 
hardware type and operating  system .  T he string s are su pposed to com e from  the M A CH I NE  NA M E S  
and O P E RA T I NG  S Y S T E M  NA M E S  l isted in the A ssig ned Nu m bers RFC ( cu rrentl y RFC 17 00) ,  bu t 
this req u irem ent is not enforced;  you  can u se you r own abbreviations.  T he RFC isn' t at al l  
com prehensive,  so it' s q u ite possibl e you  won' t find you r system  in the l ist anyway.  O rig inal l y,  host 
inform ation records were intended to l et services l i k e FT P  determ ine how to interact with a rem ote 
system .  T his wou l d have m ade it possibl e to neg otiate data type transform ations au tom atical l y,  for 
ex am pl e.  U nfortu natel y,  this didn' t happen—few sites su ppl y accu rate H I NFO  val u es for al l  their 
system s.  S om e network  adm inistrators u se H I NFO  records to hel p them  k eep track  of the m achine types,  
instead of recording  the m achine types in a database or a notebook .  H ere are two ex am pl es of H I NFO  
records ( note that the val u es in the CPU type and O per a ti n g  s ys tem  fiel ds m u st be su rrou nded with 
q u otes if they incl u de any whitespace) :  
; 
; T h e s e  m a c h i n e  n a m e s  a n d  s y s t e m  n a m e s  d i d  n o t  c o m e  f r o m  R F C  1 7 0 0  
; 
w o r m h o l e   I N   H I N F O   A C M E -H W   A C M E -G W  
c u j o       I N   H I N F O   " W a t c h  D o g  H a r d w a r e "   " R a b i d  O S "  

Y ou ' d see the window shown in Fig u re 14 -8 if you  added an H I NFO  record with the D NS  consol e.   
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Figure 14-8 .  A d d in g a n  H I N FO  rec o rd  w it h  t h e D N S  c o n s o l e 

 

If you include whitespace in the values you type in the CPU type and O per a ti n g  s ys tem fields,  the D N S  
console will autom atically put doub le q uotes ar ound them ,  so don' t use doub le q uotes in either  field—
you' ll g et doub le doub le q uotes.   
B efor e you g o adding  them  to your  z one—par ticular ly a z one visib le fr om  the Inter net—you should 
k now that H IN F O  r ecor ds can pr esent a secur ity r isk .  B y pr oviding  easily accessib le infor m ation ab out a 
system ,  you m ay b e m ak ing  it easier  for  a hack er  to b r eak  into it.   

14.7.2 AFSDB 

A F S D B  has a syntax  lik e that of the M X  r ecor d and sem antics a b it lik e that of the N S  r ecor d.  A n 
A F S D B  r ecor d g ives either  the location of an A F S  cell datab ase ser ver  or  of a D C E  cell' s authenticated 
nam e ser ver .  T he type of ser ver  the r ecor d points to,  and the nam e of the host r unning  the ser ver ,  ar e 
contained in the r ecor d-specific data por tion of the r ecor d.   
S o what' s an A F S  cell datab ase ser ver ?  O r  A F S ,  for  that m atter ?  A F S  or ig inally stood for  the A ndr ew 
F ile S ystem ,  desig ned b y the g ood folk s at C ar neg ie-M ellon U niver sity as par t of the A ndr ew P r oj ect.  
( It' s now an IB M  pr oduct. )  A F S  is a networ k  filesystem ,  lik e N F S ,  b ut one that handles the latency of 
wide-ar ea networ k s m uch b etter  than N F S  does and pr ovides local caching  of files to enhance 
per for m ance.  A n A F S  cell datab ase ser ver  r uns the pr ocess r esponsib le for  tr ack ing  the location of 
filesets ( g r oups of files)  on var ious A F S  file ser ver s within a cell ( a log ical g r oup of hosts) .  S o b eing  
ab le to find the A F S  cell datab ase ser ver  is the k ey to finding  any file in the cell.   
A nd what' s an authenticated nam e ser ver ?  It holds location infor m ation ab out all sor ts of ser vices 
availab le within a D C E  cell.  A  D C E  cell?  T hat' s a log ical g r oup of hosts that shar e ser vices offer ed b y 
T he O pen G r oup' s D istr ib uted C om puting  E nvir onm ent ( D C E ) .   
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And now, back to our story. To access another cell's AFS or D C E  serv i ces across a network, you m ust 
f i rst f i nd out where that cell's cell database serv ers or authenti cated nam e serv ers are. H ence the new 
record typ e. The dom ai n nam e to whi ch the record i s attached g i v es the nam e of  the cell the serv er 
knows about. C ells are of ten share nam es wi th D N S dom ai ns, so thi s usually doesn't look at all odd.  
As we sai d, the AFSD B  record's syntax  i s li ke the M X  record's syntax . I n p lace of  the p ref erence v alue, 
you sp eci f y the num ber 1  f or an AFS cell database serv er or 2  f or a D C E  authenti cated nam e serv er.  
I n p lace of  the m ai l ex chang er host, you sp eci f y the nam e of  the host runni ng  the serv er. Si m p le!   
Say an fx.movie.edu system  adm i ni strator sets up  a D C E  cell ( whi ch i ncludes AFS serv i ces)  because she 
wants to ex p eri m ent wi th di stri buted p rocessi ng  to sp eed up  g rap hi cs renderi ng . She runs both an AFS 
cell database serv er and a D C E  nam e serv er on b l a der un n er .fx.movie.edu, another cell database serv er 
on emp ir e.fx.movie.edu, and another D C E  nam e serv er on a l ien s .fx.movie.edu. She should set up  the 
AFSD B  records as f ollows:   
; Our DCE cell is called fx.movie.edu, same as the domain name of the 
z one 
fx.movie.edu.  I N   A F S DB   1  b laderunner.fx.movie.edu. 
               I N   A F S DB   2  b laderunner.fx.movie.edu. 
               I N   A F S DB   1  emp ire.fx.movie.edu. 
               I N   A F S DB   2  aliens.fx.movie.edu. 

14.7.3 X25, ISDN, and RT 
These three record typ es were created sp eci f i cally i n sup p ort of  research on nex t-g enerati on i nternets. 
Two of  the records, X 2 5  and I SD N , are si m p ly address records sp eci f i c to X .2 5  and I SD N  networks, 
resp ecti v ely. B oth take record-sp eci f i c data ap p rop ri ate to the typ e of  network. The X 2 5  record typ e 
uses an X .1 2 1  address ( X .1 2 1  i s the I TU -T recom m endati on that sp eci f i es the f orm at of  addresses used 
i n X .2 5  networks.)  The I SD N  record typ e uses an I SD N  address.  
I SD N  stands f or I nteg rated Serv i ces D i g i tal N etwork. Telep hone com p ani es around the world use I SD N  
p rotocols to allow thei r telep hone networks to carry both v oi ce and data, creati ng  an i nteg rated network. 
Althoug h I SD N 's av ai labi l i ty i s sp otty throug hout the U .S., i t has been wi dely adop ted i n som e 
i nternati onal m arkets. Si nce I SD N  uses the telep hone com p ani es' networks, an I SD N  address i s j ust a 
p hone num ber and, i n f act, consi sts of  a country code, f ollowed by an area code or ci ty code, then by a 
local p hone num ber. Som eti m es there are a f ew ex tra di g i ts you wouldn't see i n a p hone num ber at the 
end, called a subaddress. The subaddress i s sp eci f i ed i n a sep arate f i eld i n the record-sp eci f i c data.  
E x am p les of  the X 2 5  and I SD N  record typ es are:  
relay .p ink .com.  I N   X 2 5   3 1 1 0 5 0 6 0 8 4 5  
 
delay .hp .com.    I N   I S DN   1 4 1 5 5 5 5 1 4 5 3 9 4 8 8  
hep .hp .com.      I N   I S DN   1 4 1 5 5 5 5 1 4 5 3 9 4 8 8  0 0 4  

These records are i ntended f or use i n conj uncti on wi th the R oute Throug h ( R T)  record typ e. R T i s 
syntacti cally and sem anti cally si m i lar to the M X  record typ e:  i t sp eci f i es an i nterm edi ate host that wi ll 
route p a c k et s  ( i nstead of  m ai l)  to a desti nati on host. So now, i nstead of  bei ng  able to route m ai l only to a 
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host that isn't directly connected to the I nternet,  you  can rou te any k ind of  I P  p ack et to that host b y u sing  
another host as a f orw arder.  T he p ack et cou ld b e p art of  a T elnet or F T P  session or p erhap s ev en a D N S  
q u ery!   
L ik e M X ,  R T  inclu des a p ref erence v alu e,  w hich indicates how  desirab le deliv ery to a p articu lar host is.  
F or ex am p le,  the records:   
housesitter.movie.edu.  IN  RT  10 relay.pink.com. 
                        IN  RT  2 0 delay.hp.com. 

instru ct hosts to rou te p ack ets b ou nd f or housesitter.movie.edu throu g h rel a y .p in k .c om ( the f irst choice)  
or throu g h del a y .hp .c om ( the second choice) .   
T he w ay R T  w ork s w ith X 2 5  and I S D N  ( and ev en A )  records is lik e this:  
1 .  I nternet host A  w ants to send a p ack et to host B ,  w hich is not connected to the I nternet.   
2 .  H ost A  look s u p  host B 's R T  records.  T his search also retu rns all address records ( A ,  X 2 5 ,  and 
I S D N )  f or each interm ediate host.   

3 .  H ost A  sorts the list of  interm ediate hosts and look s f or its ow n dom ain nam e.  I f  it f inds it,  it 
rem ov es it and all interm ediate hosts at hig her p ref erence v alu es.  T his is analog ou s to sen dma il 's 
" p aring  dow n"  a list of  m ail ex chang ers.   

4 .  H ost A  ex am ines the address record( s)  f or the m ost-p ref erred interm ediate host that rem ains.  I f  
host A  is attached to a netw ork  that corresp onds to the typ e of  address record indicated,  it u ses 
that netw ork  to send the p ack et to the interm ediate host.  F or ex am p le,  if  host A  w ere trying  to 
send a p ack et throu g h rel a y .p in k .c om,  it w ou ld need connectiv ity to an X . 2 5  netw ork .   

5 .  I f  host A  lack s ap p rop riate connectiv ity,  it tries the nex t interm ediate host sp ecif ied b y the R T  
records.  F or ex am p le,  if  host A  lack ed X . 2 5  connectiv ity,  it m ig ht f all b ack  to connecting  v ia 
I S D N  to del a y .hp .c om.   

T his p rocess continu es u ntil the p ack et is rou ted to the m ost-p ref erred interm ediate host.  T he m ost-
p ref erred interm ediate host m ay then deliv er the p ack et directly to the destination host's address ( w hich 
m ay b e A ,  X 2 5 ,  or I S D N ) .   
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Appendix A. DNS Message Format and Resource Records 
This appendix outlines the format of DNS messages and enumerates all the resourc e rec ord ty pes.  The 
resourc e rec ords are show n in their textual format,  as y ou w ould spec if y  them in a z one data file,  and in 
their b inary  format,  as they  appear in DNS messages.  Y ou' ll find a few  resourc e rec ords here that 
w eren' t c ov ered in the b ook  b ec ause they  are experimental or ob solete.   
W e' v e inc luded the portions of R F C  1 0 3 5 ,  w ritten b y  P aul M oc k apetris,  that deal w ith the textual format 
of master files ( w hat w e c alled zone data files in the b ook )  or w ith the DNS message format ( for those of 
y ou w ho need to parse DNS pac k ets) .   

A.1 Master File Format 

( F rom R F C  1 0 3 5 ,  pages 3 3 -3 5 )  
The format of these files is a seq uenc e of entries.  E ntries are predominantly  line-oriented,  though 
parentheses c an b e used to c ontinue a list of items ac ross a line b oundary ,  and text literals c an c ontain 
C R L F  w ithin the text.  A ny  c omb ination of tab s and spac es ac ts as a delimiter b etw een the separate items 
that mak e up an entry .  The end of any  line in the master file c an end w ith a c omment.  The c omment 
starts w ith a semic olon ( ; ) .   
The follow ing entries are defined:  
blank[comment] 
 
$ O R I G I N  d oma i n-na me [ comment]  
 
$ I N C L U D E  f i l e-na me [ d oma i n-na me]  [ comment]  
 
d oma i n-na mer r  [ comment]  
 
b l a nk r r  [ comment]  

B lank  lines,  w ith or w ithout c omments,  are allow ed any w here in the file.   
Tw o c ontrol entries are defined:  $ O R I G I N and $ I NC L U DE .  $ O R I G I N is follow ed b y  a domain name 
and resets the c urrent origin for relativ e domain names to the stated name.  $ I NC L U DE  inserts the 
named file into the c urrent file and may  optionally  spec if y  a domain name that sets the relativ e domain 
name origin for the inc luded file.  $ I NC L U DE  may  also hav e a c omment.  Note that an $ I NC L U DE  entry  
nev er c hanges the relativ e origin of the parent file,  regardless of c hanges to the relativ e origin made 
w ithin the inc luded file.   
The last tw o forms represent R R s.  I f an entry  for an R R  b egins w ith a b lank ,  then the R R  is assumed to 
b e ow ned b y  the last stated ow ner.  I f an R R  entry  b egins w ith a dom ain-nam e ,  then the ow ner name is 
reset.   
r r  c ontents tak e one of the follow ing forms:  
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[ 
T T L ]  [ 
c l a s s ]   
t y p e  R D A T A  
[ 
c l a s s ]  [ 
T T L ]   
t y p e  R D A T A  

The RR begins with optional TTL and class fields, followed by a type and RDATA field appropriate to 
the type and class.  C lass and type u se the standard m nem onics;  TTL is a decim al integer.  O m itted class 
and TTL v alu es defau lt to the last ex plicitly stated v alu es.  S ince type and class m nem onics are disj oint, 
the parse is u niq u e.   
domain-name s m ak e u p a large share of the data in the m aster file.  The labels in the dom ain nam e are 
ex pressed as character strings and separated by dots.  Q u oting conv entions allow arbitrary characters to 
be stored in dom ain nam es.  Dom ain nam es that end in a dot are called absolu te, and are tak en as 
com plete.  Dom ain nam es that do not end in a dot are called relativ e;  the actu al dom ain nam e is the 
concatenation of the relativ e part with an origin specified in an $ O RI G I N , $ I N C LU DE , or argu m ent to 
the m aster file-loading rou tine.  A relativ e nam e is an error when no origin is av ailable.   
c h ar ac t e r -s t r ing  is ex pressed in one of two ways:  as a contigu ou s set of characters withou t 
interior spaces, or as a string beginning with " and ending with ".  I nside a " -delim ited string any 
character can occu r, ex cept for " itself, which m u st be q u oted u sing a back slash ( \).   
B ecau se these files are tex t files, sev eral special encodings are necessary to allow arbitrary data to be 
loaded.  I n particu lar:   
.  

O f the root.  
@  

A free-standing @  is u sed to denote the cu rrent origin.   
\X  

W here X  is any character other than a digit ( 0 -9 ), \ is u sed to q u ote that character so that its 
special m eaning does not apply.  F or ex am ple, \.  can be u sed to place a dot character in a label. [A]  
[A] Not implemented by BIND 4.8.3. 

\D D D   
W here each D is a digit in the octet corresponding to the decim al nu m ber described by DDD.  
The resu lting octet is assu m ed to be tex t and is not check ed for special m eaning. [B ]  
[B ] Not implemented by BIND 4.8.3. 
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( )  
Parentheses are used to group data that crosses a line boundary. In effect, line terminations are 
not recogniz ed w ithin parentheses.[C]  
[C] BIND 4.8.3 allows parentheses only on SOA and WKS resource records. 

;  
A  semicolon is used to start a comment;  the remainder of the line is ignored.  

A.1.1 C h a r a c t e r  C a s e  
( F rom R F C  1 0 3 5 , page 9 )  
F or all parts of the D N S  that are part of the official protocol, all comparisons betw een character strings 
( e.g., labels, domain names, etc.)  are done in a case-insensitiv e manner. A t present, this rule is in force 
throughout the domain system w ithout ex ception. H ow ev er, future additions beyond current usage may 
need to use the full binary octet capabilities in names, so attempts to store domain names in 7 -bit A S C II 
or use of special bytes to terminate labels, etc., should be av oided.  

A.1.2  T y p e s  
F ollow ing is a complete list of resource record types. T he tex tual representation is used in master files. 
T he binary representation is used in D N S  q ueries and responses. T hese resource records are described 
on pages 1 3 -2 1  of R F C  1 0 3 5 .  

A (address)  (F r o m  R F C  1 0 3 5 ,  p a g e  2 0 )  
 

  

T e x t u a l  r e p r e s e n t a t i o n :  
owner ttl class A ad d ress 

E x a m p l e :  
l o c a l h o s t . m o v i e . e d u .    I N  A 1 2 7 . 0 . 0 . 1  

B i n a r y  r e p r e s e n t a t i o n :  
Ad d r e s s  t y p e  c o d e :  1  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                     AD D R E S S                     |  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 

w here:  
A D D R E S S   
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A 32 bit Internet address. 

CNAME (canonical name)  (From RFC 1035, page 14)  
 

  

Textual representation: 
owner ttl class CNAME canoni cal-d nam e 

E xam ple: 
w h . m o v i e . e d u .   I N  CNAME  w o r m h o l e . m o v i e . e d u .  

B inary  representation: 
CNAME t y p e  c o d e :  5  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    /                      CNAME                     /  
    /                                                /  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 

w h ere:  
CN A M E   

A d om ai n-nam e w h ic h  sp ec if ies th e c ano nic al  o r p rim ary  nam e f o r th e o w ner. T h e o w ner 
nam e is an al ias.  

H I NF O  (h os t  inf or mat ion)  (From RFC 1035, page 14)  
 

  

Textual representation: 
owner ttl class H I NF O  cp u  os 

E xam ple: 
g r i z z l y . m o v i e . e d u .   I N  H I NF O   V AX -1 1 / 7 8 0  U NI X  

B inary  representation: 
H I NF O  t y p e  c o d e :  1 3  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    /                       CP U                       /  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    /                        O S                       /  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
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where: 
CPU  

A  character-s tri n g  whi c h s p ec i f i es  t he C P U  t y p e.   

O S   
A  character-s tri n g  whi c h s p ec i f i es  t he o p era t i n g  s y s t em  t y p e.   

MB (mailbox domain name—
exp er iment al)   

( F r o m  R F C 1 0 3 5 ,  p a g e  
1 4 )   

 

  

Textual representation: 
o w n er ttl  cl as s  MB m b o x -d n am e 

E xam ple: 
a l . m o v i e . e d u .   I N   MB  r o b o c o p . m o v i e . e d u .  

B inary  representation: 
MB t y p e  c o d e :  7  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    /                    MA D N A ME                      /  
    /                                                /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 

where: 
MA D N A ME   

A  d o m ai n -n am e whi c h s p ec i f i es  a  ho s t  whi c h ha s  t he s p ec i f i ed  m a i l b o x .   

MD  (mail des t inat ion—obs olet e)    

 

  

M D  ha s  b een  rep l a c ed  wi t h M X .  

MF  (mail f or w ar der —obs olet e)    
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MF has been replaced with MX. 

MG (mail group member—
ex perimen t al)   

(From RFC 1035, page 
16 )   

 

  

Textual representatio n:  
owner ttl class MG m g rou p -d nam e 

E xam ple:  
a d m i n . m o v i e . e d u .   I N   MG  a l . m o v i e . e d u .  
                  I N   MG  e d . m o v i e . e d u .  
                  I N   MG  j c . m o v i e . e d u .  

B inary  representatio n:  
MG t y p e  c o d e :  8  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    /                    MGMN A ME                      /  
    /                                                /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 

where:  
M G M N A M E   

A  d om ai n-nam e which specif ies a m ailbo x  which is a m em ber o f  the m ail g ro u p specif ied by  
the do m ain nam e.  

MI N F O  (mailbox  or mail lis t  
in f ormat ion —ex perimen t al)   

(From RFC 1035, 
page 16 )   

 

  

Textual representatio n:  
owner ttl class MI N F O  resp -m b ox  error-m b ox  

E xam ple:  
a d m i n . m o v i e . e d u .   I N   MI N F O   a l . m o v i e . e d u .  a l . m o v i e . e d u .  
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Binar y  r e p r e s e nt at io n:  
MINFO type code: 14 
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    /                     R MA IL B X                     /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    /                     E MA IL B X                     /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 

where: 
RMAILBX  

A  domain-name  whi c h s p ec i f i es  a  m a i l b o x  whi c h i s  res p o n s i b l e f o r t he m a i l i n g  l i s t  o r m a i l b o x .  
I f  t hi s  d o m a i n  n a m e n a m es  t he ro o t ,  t he o wn er o f  t he M I N F O  R R  i s  res p o n s i b l e f o r i t s el f .  N o t e 
t ha t  m a n y  ex i s t i n g  m a i l i n g  l i s t s  u s e a  m a i l b o x  X -req u es t  f o r t he R M A I L B X  f i el d  o f  m a i l i n g  l i s t  
X ,  e. g . ,  M s g ro u p -req u es t  f o r M s g ro u p .  T hi s  f i el d  p ro v i d es  a  m o re g en era l  m ec ha n i s m .   

E MAILBX  
A  domain-name  whi c h s p ec i f i es  a  m a i l b o x  whi c h i s  t o  rec ei v e erro r m es s a g es  rel a t ed  t o  t he 
m a i l i n g  l i s t  o r m a i l b o x  s p ec i f i ed  b y  t he o wn er o f  t he M I N F O  R R  ( s i m i l a r t o  t he E R R O R S -T O : 
f i el d  whi c h ha s  b een  p ro p o s ed ) .  I f  t hi s  d o m a i n  n a m e n a m es  t he ro o t ,  erro rs  s ho u l d  b e ret u rn ed  t o  
t he s en d er o f  t he m es s a g e.   

MR (mail rename—ex p eriment al)   ( F r o m  RF C  1 0 3 5 ,  p a g e  1 7 )   
 

  

T e x t u al  r e p r e s e nt at io n:  
ow ne r  t t l  c l as s  MR  ne w -mb ox  

E x am p l e :  
eddi e. m ov i e. edu .   IN  MR   eddi e. b or n a g a i n . edu .  

Binar y  r e p r e s e nt at io n:  
MR  type code: 9  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    /                    NE W NA ME                      /  
    /                                                /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 

where: 
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NEWNAME  
A domain-name  w h i c h  s p e c i f i e s  a  m a i l b o x  w h i c h  i s  t h e  p r o p e r  r e n a m e  o f  t h e  s p e c i f i e d  
m a i l b o x .   

MX (mail exchanger)  ( F r o m  R F C  1 0 3 5 ,  p a g e  1 7 )   
 

  

Textual representation: 
ow ne r  t t l  c l as s  MX p r e f e r e nc e  e x c h ang e -dname  

E xam ple: 
o r a . c o m .   I N   MX  0   o r a . o r a . c o m .  
          I N   MX  1 0  r u b y . o r a . c o m .  
          I N   MX  1 0  o p a l . o r a . c o m .  

B inary  representation: 
MX t y p e  c o d e :  1 5  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                   P R E F E R E N C E                    |  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    /                    E XC H A N G E                     /  
    /                                                /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 

w h e r e :  
P R EF ER ENC E  

A 1 6  b i t  i n t e g e r  w h i c h  s p e c i f i e s  t h e  p r e f e r e n c e  g i v e n  t o  t h i s  R R  a m o n g  o t h e r s  a t  t h e  s a m e  o w n e r .  
L o w e r  v a l u e s  a r e  p r e f e r r e d .   

EX C H ANG E  
A domain-name  w h i c h  s p e c i f i e s  a  h o s t  w i l l i n g  t o  a c t  a s  a  m a i l  e x c h a n g e  f o r  t h e  o w n e r  n a m e .   

N S  (name s erv er)  ( F r o m  R F C  1 0 3 5 ,  p a g e  1 8 )   
 

  

Textual representation: 
ow ne r  t t l  c l as s  N S  name -s e r v e r -dname  
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Example: 
movie.edu.  IN   NS  terminator.movie.edu 

B i n ar y  r epr es en t at i o n : 
NS ty p e c ode:  2  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    /                    NSD NA M E                      /  
    /                                                /  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 

where: 
NSD NA M E   

A  domain-name  whi c h s p ec i f i es  a  ho s t  whi c h s ho u l d  b e a u t ho ri t a t i v e f o r t he s p ec i f i ed  c l a s s  
a n d  d o m a i n .   

NULL (null—e x p e r i m e nt a l)   ( F r o m  R F C  1 0 3 5 ,  p a g e  1 7 )   
 

  

B i n ar y  r epr es en t at i o n : 
NU L L  ty p e c ode:  1 0  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
 
    /                   any t h ing                      /  
    /                                                /  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 

A n y t hi n g  a t  a l l  m a y  b e i n  t he R D A T A  f i el d  s o  l o n g  a s  i t  i s  6 5 5 3 5  o c t et s  o r l es s .   
N U L L  i s  n o t  i m p l em en t ed  b y  B I N D .  

P T R  (p o i nt e r )   ( F r o m  R F C  1 0 3 5 ,  p a g e  1 8 )   
 

  

T ext u al r epr es en t at i o n : 
ow ne r  t t l  c l as s  P T R  dname  

Example: 
1 .2 4 9 .2 4 9 .1 9 2 .in-addr.arp a.  IN P T R  w ormh ol e.movie.edu. 
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Binary representation: 
PTR type code: 12 
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    /                    PTRD N A M E                     /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 

where: 
PTRDNAME  

A  domain-name  whi c h p o i n t s  t o  s o m e l o c a t i o n  i n  t he d o m a i n  n a m e s p a c e.   

SOA (start of authority)  ( F r o m  RF C  1 0 3 5 ,  p a g e s  1 9 -2 0 )   
 

  

T ex tu al  representation: 
ow ne r  t t l  c l as s  S O A  s ou r c e -dname  mb ox  ( s e r ial  r e f r e s h  r e t r y  e x p ir e  
minimu m)  

E x am pl e: 
m ov i e. edu .  I N  S O A  ter m i n a tor . m ov i e. edu .  a l . r ob ocop. m ov i e. edu .  (  
                      1        ;  S er i a l  
                      10 8 0 0     ;  Ref r es h  a f ter  3  h ou r s  
                      3 6 0 0      ;  Retr y a f ter  1 h ou r  
                      6 0 4 8 0 0    ;  E x pi r e a f ter  1 w eek  
                      8 6 4 0 0  )   ;  M i n i m u m  TTL  of  1 da y 
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Binary representation: 
SOA type code: 6 
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    /                      M N AM E                      /  
    /                                                /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    /                      R N AM E                      /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                     SE R I AL                      |  
    |                                                |  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                     R E F R E SH                     |  
    |                                                |  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                      R E T R Y                      |  
    |                                                |  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                     E X P I R E                      |  
    |                                                |  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                     M I N I M U M                     |  
    |                                                |  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 

where: 
MNAME  

T he domain-name  o f  t he n a m e s erv er t ha t  wa s  t he o ri g i n a l  o r p ri m a ry  s o u rc e o f  d a t a  f o r t hi s  
z o n e.   

R NAME  

A  domain-name  whi c h s p ec i f i es  t he m a i l b o x  o f  t he p ers o n  res p o n s i b l e f o r t hi s  z o n e.   

S ER I AL   

T he u n s i g n ed  3 2  b i t  v ers i o n  n u m b er o f  t he o ri g i n a l  c o p y  o f  t he z o n e.  Z o n e t ra n s f ers  p res erv e t hi s  
v a l u e.  T hi s  v a l u e wra p s  a n d  s ho u l d  b e c o m p a red  u s i n g  s eq u en c e s p a c e a ri t hm et i c .   

R EF R ES H   

A  3 2  b i t  t i m e i n t erv a l  b ef o re t he z o n e s ho u l d  b e ref res hed .  
R ET R Y   

A  3 2  b i t  t i m e i n t erv a l  t ha t  s ho u l d  el a p s e b ef o re a  f a i l ed  ref res h s ho u l d  b e ret ri ed .   
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EXPIRE  
A 32 bit time value that specifies the upper limit on the time interval that can elapse before the 
z one is no long er authoritative.   

M IN IM U M   

T he unsig ned  32 bit minimum T T L  field  that should  be ex ported  w ith any  R R  from this z one.   

TXT (text)  ( F r o m  RF C  1 0 3 5 ,  p a g e  2 0 )   
 

  

Textual representation: 
owner ttl class TXT tx t-stri ng s 

E xam ple: 
c u j o . m o v i e . e d u .   I N   TXT  " L o c a t i o n :  m a c h i n e  r o o m  d o g  h o u s e "  

B inary  representation: 
TXT t y p e  c o d e :  1 6  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    /                    TXT-D A TA                     /  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 

w here:  
T XT -D A T A   

O ne or more ch aracter-stri ng s.  

W K S  (w el l -k n o w n  s er v i c es )  ( F r o m  RF C  1 0 3 5 ,  p a g e  2 1 )   
 

  

Textual representation: 
owner ttl class W K S  ad d ress p rotocol serv i ce-li st 

E xam ple: 
t e r m i n a t o r . m o v i e . e d u .   I N   W K S  1 9 2 . 2 4 9 . 2 4 9 . 3   TC P  (  t e l n e t  s m t p  f t p  
s h e l l  d o m a i n  )  
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Binary representation: 
WKS type code: 11 
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    |                     A D D R E SS                    |  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    |        P R O T O C O L         |                        |  
    +--+--+--+--+--+--+--+--+                       |  
    |                                                |  
 
    /                    BIT MAP                     /  
    /                                                /  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 

where: 
ADDRESS  

A  3 2  b i t  I n t ern et  a d d res s .  
P RO T O C O L   

A n  8  b i t  I P  p ro t o c o l  n u m b er.  
B I T  M AP   

A  v a ri a b l e l en g t h b i t  m a p .  T he b i t  m a p  m u s t  b e a  m u l t i p l e o f  8  b i t s  l o n g .   

A . 1 . 3  N ew  T ypes f rom  R F C  1 1 8 3  
AFSDB (Andrew File System Data Base—ex p erimental)    

 

  

T ex tu al  representation:  
o w n e r  t t l  c l a s s  A F SD B  s u b t y p e  h o s t n a m e  

E x am pl e: 
f x . m ov i e. edu .   I N   A F SD B   1 b l a der u n n er . f x . m ov i e. edu .  
               I N   A F SD B   2  b l a der u n n er . f x . m ov i e. edu .  
               I N   A F SD B   1 em pi r e. f x . m ov i e. edu .  
               I N   A F SD B   2  a l i en s . f x . m ov i e. edu .  
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Binary representation: 
AFSDB type code: 18 
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                    SU BT Y P E                      |  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    /                    H O ST N AM E                     /  
    /                                                /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 

where: 
SUBTYPE  

S u b t y p e 1  i s  a n  A F S  c el l  d a t a b a s e s erv er.  S u b t y p e 2  i s  a  D C E  a u t hen t i c a t ed  n a m e s erv er.   
H O STN A M E  

A  domain-name  t ha t  s p ec i f i es  a  ho s t  t ha t  ha s  a  s erv er f o r t he c el l  n a m ed  b y  t he o wn er o f  t he 
R R .   

ISDN (Integrated Services Digital Network address—
ex p erim ental)    

 

  

T ex tu al  representation: 
ow ne r  t t l  c l as s  I SDN  I S D N -addr e s s  s a 

E x am pl e: 
del a y. h p. com .     I N   I SDN   14 15 5 5 5 14 5 3 9 4 88 
h ep. h p. com .       I N   I SDN   14 15 5 5 5 14 5 3 9 4 88 0 0 4  

Binary representation: 
I SDN  type code: 2 0  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    /                  I SDN  ADDR E SS                  /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    /                   SU BADDR E SS                   /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 

where: 
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ISDN ADDRESS  

A character-s tri n g  t h a t  i d e n t i f i e s  t h e  I S D N  n u m b e r  o f  o w n er a n d  D D I  ( D i r e c t  D i a l  I n ) ,  
i f  a n y .   

SU B ADDRESS  

An  o p t i o n a l  character-s tri n g  s p e c i f y i n g  t h e  s u b a d d r e s s .   

RP (Responsible Person—ex perim ent a l)    

 

  

Textual representation: 
o w n er ttl  cl as s  RP m b o x -d n am e tx t-d n am e 

E xam ple: 
;  T h e  c u r r e n t  o r i g i n  i s  f x . m o v i e . e d u  
@             I N   RP   a j s . f x . m o v i e . e d u .    a j s . f x . m o v i e . e d u .  
b l a d e r u n n e r   I N   RP   r o o t . f x . m o v i e . e d u .   h o t l i n e . f x . m o v i e . e d u .  
             I N   RP   r i c h a r d . f x . m o v i e . e d u .   r b . f x . m o v i e . e d u .  
a j s           I N   T X T   " A r t y  S e g u e ,  ( 4 1 5 )  5 5 5 -3 6 1 0 "  
h o t l i n e       I N   T X T   " M o v i e  U .  N e t w o r k  H o t l i n e ,  ( 4 1 5 )  5 5 5 -4 1 1 1 "  
r b            I N   T X T   " Ri c h a r d  B o i s c l a i r ,  ( 4 1 5 )  5 5 5 -9 6 1 2 "  

B inary  representation: 
RP t y p e  c o d e :  1 7  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    /                     M A I L B O X                     /  
    /                                                /  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    /                     T X T D N A M E                    /  
    /                                                /  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 

w h e r e :  
M AIL B O X   

A d o m ai n -n am e t h a t  s p e c i f i e s  t h e  m a i l b o x  f o r  t h e  r e s p o n s i b l e  p e r s o n .   

T X T DNAM E  

A d o m ai n -n am e f o r  w h i c h  T X T  R R s  e x i s t .  A s u b s e q u e n t  q u e r y  c a n  b e  p e r f o r m e d  t o  r e t r i e v e  
t h e  a s s o c i a t e d  T X T  r e s o u r c e  r e c o r d s  a t  tx t-d n am e.   
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RT (Route Through—ex p eri m en ta l )    

 

  

Textual representation: 
owner ttl class RT p ref erence i nterm ed i ate-h ost 

E xam ple: 
s h . p r i m e . c o m .   I N   RT  2    Re l a y . P r i m e . C O M .  
               I N   RT  1 0   N E T. P r i m e . C O M .  

B inary  representation: 
RT t y p e  c o d e :  2 1  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                   P RE F E RE N C E                    |  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    /                  I N TE RM E D I A TE                   /  
    /                                                /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 

where: 
PREFERENCE  

A  1 6  b i t  i n t eg er t ha t  s p ec i f i es  t he p ref eren c e g i v en  t o  t hi s  R R  a m o n g  o t hers  a t  t he s a m e o wn er.  
L o wer v a l u es  a re p ref erred .   

EX CH A NG E  

A  d om ai n-nam e t ha t  s p ec i f i es  a  ho s t  t ha t  wi l l  s erv e a s  a n  i n t erm ed i a t e i n  rea c hi n g  t he ho s t  
s p ec i f i ed  b y  owner .   

X 2 5  (X . 2 5  a d d res s —ex p eri m en ta l )    

 

  

Textual representation: 
owner ttl class X 2 5  P S D N -ad d ress 

E xam ple: 
r e l a y . p i n k . c o m .   I N   X 2 5    3 1 1 0 5 0 6 0 8 4 5  

B inary  representation: 
X 2 5  t y p e  c o d e :  1 9  
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    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    /                  P S D N  A D D R E S S                   /  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 

where: 
PSDN ADDRESS  

A  character-s tri n g  t ha t  i d en t i f i es  t he P S D N  ( P u b l i c  S wi t c hed  D a t a  N et wo rk )  a d d res s  i n  
t he X . 1 2 1  n u m b eri n g  p l a n  a s s o c i a t ed  wi t h o w n er.   

A.1.4 New Types from RFC 1664 
PX (pointer to X.400/RFC 822 mapping information)   

 

  

Tex t u a l  represen t a t i on :  
o w n er ttl  cl as s  P X  p ref eren ce R F C 8 2 2  ad d res s  X . 4 0 0  ad d res s  

E x a mpl e:  
a b . n e t 2 . i t .   I N   P X   1 0    a b . n e t 2 . i t .   O -a b . P R M D -n e t 2 . A D M D b . C -i t .  

B i n a ry represen t a t i on :  
P X  t y p e  c o d e :  2 6  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    |                   P R E F E R E N C E                    |  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    /                     M A P 8 2 2                      /  
    /                                                /  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    /                     M A P X 4 0 0                     /  
    /                                                /  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 

where: 
PREF ERENC E  

A  1 6  b i t  i n t eg er whi c h s p ec i f i es  t he p ref eren c e g i v en  t o  t hi s  R R  a m o n g  o t hers  a t  t he s a m e o wn er.  
L o wer v a l u es  a re p ref erred .   

M AP8 2 2   

A  d o m ai n -n am e el em en t  c o n t a i n i n g  rf c8 2 2 -d o m ai n ,  t he R F C  8 2 2  p a rt  o f  t he R F C  1 3 2 7  
m a p p i n g  i n f o rm a t i o n .   



- 292 - 

MAPX400  

A domain-name  e l e m e n t  c o n t a i n i n g  t h e  v a l u e  o f  x 4 0 0 -in-domain-s y nt ax  d e r i v e d  f r o m  
t h e  X . 4 0 0  p a r t  o f  t h e  R F C  1 3 2 7  m a p p i n g  i n f o r m a t i o n .   

A.1.5 New Types from RFC 2052 
SRV (service location)   

 

  

Tex t u a l  represen t a t i on :  
ow ne r  t t l  c l as s  SRV p r ior it y  w e ig h t  p or t  t ar g e t  
E x a mpl e:  
_ h t t p . _ t c p . m o v i e . e d u .   I N   SRV 1  2  8 0  w w w . f x . m o v i e . e d u .  
                       I N   SRV 1  1  8 0 8 0  w w w 1 . f x . m o v i e . e d u .  
B i n a ry represen t a t i on :  
SRV t y p e  c o d e :  3 3  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    |                    P RI O RI T Y                     |  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    |                     W E I G H T                      |  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    |                      P O RT                       |  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    /                     T A RG E T                      /  
    /                                                /  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
w h e r e :  
PR I O R I T Y   

As  f o r  M X ,  t h e  p r i o r i t y  o f  t h i s  t a r g e t  h o s t .  A c l i e n t  M U S T  a t t e m p t  t o  c o n t a c t  t h e  t a r g e t  h o s t  w i t h  
t h e  l o w e s t -n u m b e r e d  p r i o r i t y  i t  c a n  r e a c h ;  t a r g e t  h o s t s  w i t h  t h e  s a m e  p r i o r i t y  S H O U L D  b e  t r i e d  
i n  p s e u d o r a n d o m  o r d e r .  T h e  r a n g e  i s  0 -6 5 5 3 5 .   

W E I G H T   

L o a d  b a l a n c i n g  m e c h a n i s m .  W h e n  s e l e c t i n g  a  t a r g e t  h o s t  a m o n g  t h o s e  t h a t  h a v e  t h e  s a m e  
p r i o r i t y ,  t h e  c h a n c e  o f  t r y i n g  t h i s  o n e  f i r s t  S H O U L D  b e  p r o p o r t i o n a l  t o  i t s  w e i g h t .  T h e  r a n g e  o f  
t h i s  n u m b e r  i s  1 -6 5 5 3 5 .  D o m a i n  a d m i n i s t r a t o r s  a r e  u r g e d  t o  u s e  W e i g h t  0  w h e n  t h e r e  i s n ' t  a n y  
l o a d  b a l a n c i n g  t o  d o ,  t o  m a k e  t h e  R R  e a s i e r  t o  r e a d  f o r  h u m a n s  ( l e s s  n o i s y ) .   
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PORT  

The port on this target host of this service. The range is 0-6 5 5 3 5 . This is often as specified  in 
A ssigned  N u m b ers b u t need  not b e.  

TA RG E T  

A s for M X ,  the d om ain nam e of the target host. There M U S T b e one or m ore A  record s for this 
nam e. I m pl em entors are u rged ,  b u t not req u ired ,  to retu rn the A  record ( s)  in the A d d itional  D ata 
section. N am e com pression is to b e u sed  for this fiel d . A  Target of " ."  m eans that the service is 
d ecid ed l y  not avail ab l e at this d om ain.  

A.1.6 Classes 
( F rom  R F C  1 03 5 ,  page 1 3 )  
C L A S S  fiel d s appear in resou rce record s. The fol l ow ing C L A S S  m nem onics and  val u es are d efined :   
I N   

1 :  the I nternet 
C S   

2 :  the C S N E T cl ass ( ob sol ete—u sed  onl y  for ex am pl es in som e ob sol ete R F C s)   
C H   

3 :  the C H A O S  cl ass 
H S   

4 :  the H esiod  cl ass  

A.2 DNS Messages 
To w rite program s that parse D N S  m essages,  y ou  need  to u nd erstand  the m essage form at. D N S  q u eries 
and  responses are m ost often contained  w ithin U D P  d atagram s. E ach m essage is fu l l y  contained  w ithin a 
U D P  d atagram . I f the q u ery  and  response are sent over TC P ,  they  are prefix ed  w ith a 2 -b y te val u e 
ind icating the l ength of the q u ery  or response,  ex cl u d ing the 2 -b y te l ength. The form at and  content of 
the D N S  m essage are as fol l ow s.  

A.2 .1 M essag e F o r m at  
( F rom  R F C  1 03 5 ,  page 2 5 )  
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All communications inside of the domain protocol are carried in a single format called a message. The 
top lev el format of the message is div ided into 5  sections ( some of w hich are empty  in certain cases) ,  
show n b elow :   
    +---------------------+ 
    |         H e a d e r        |  
    +---------------------+ 
    |        Q u e s t i o n       |  t h e  q u e s t i o n  f o r  t h e  n a m e  s e r v e r  
    +---------------------+ 
    |         A n s w e r        |  R R s  a n s w e r i n g  t h e  q u e s t i o n  
    +---------------------+ 
    |       A u t h o r i t y       |  R R s  p o i n t i n g  t o w a r d  a n  a u t h o r i t y  
    +---------------------+ 
    |       A d d i t i o n a l      |  R R s  h o l d i n g  a d d i t i o n a l  i n f o r m a t i o n  
    +---------------------+ 

The H eader section is alw ay s present. The header includes fields that specify  w hich of the remaining 
sections are present,  and also specify  w hether the message is a q uery  or a response,  a standard q uery  or 
some other opcode,  etc.  
The names of the sections after the header are deriv ed from their use in standard q ueries. The Q uestion 
section contains fields that describ e a q uestion to a name serv er. These fields are a q uery  ty pe ( Q TY P E ) ,  
a q uery  class ( Q C L AS S ) ,  and a q uery  domain name ( Q N AM E ) . The last three sections hav e the same 
format:  a possib l y  empty  list of concatenated resource records ( R R s) . The Answ er section contains R R s 
that answ er the q uestion;  the Authority  section contains R R s that point tow ard an authoritativ e name 
serv er;  and the Additional records section contains R R s w hich relate to the q uery ,  b ut are not strictly  
answ ers for the q uestion.  

A.2.2 Header Section Format 

( F rom R F C  1 0 3 5 ,  pages 2 6 -2 8 )   
The header contains the follow ing fields:  
                                    1   1   1   1   1   1  
      0   1   2   3   4   5   6   7   8   9   0   1   2   3   4   5  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    |                       I D                        |  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    | Q R |    O p c o d e   | A A | T C | R D | R A |    Z     |    R C O D E    |  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    |                     Q D C O U N T                     |  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    |                     A N C O U N T                     |  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    |                     N S C O U N T                     |  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
    |                     A R C O U N T                     |  
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
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where: 
ID  

A  1 6  b i t  i d en t i f i er a s s i g n ed  b y  t he p ro g ra m whi c h g en era t es  a n y  k i n d  o f  q u ery .  T hi s  i d en t i f i er i s  
c o p i ed  i n t o  t he c o rres p o n d i n g  rep l y  a n d  c a n  b e u s ed  b y  t he req u es t er t o  ma t c h u p  rep l i es  t o  
o u t s t a n d i n g  q u eri es .   

Q R   
A  o n e b i t  f i el d  whi c h s p ec i f i es  whet her t hi s  mes s a g e i s  a  q u ery  ( 0 ) ,  o r a  res p o n s e ( 1 ) .   

O P C O DE   
A  f o u r b i t  f i el d  whi c h s p ec i f i es  t he k i n d  o f  q u ery  i n  t hi s  mes s a g e.  T hi s  v a l u e i s  s et  b y  t he 
o ri g i n a t o r o f  a  q u ery  a n d  c o p i ed  i n t o  t he res p o n s e.  T he v a l u es  a re:  
0  
A  s t a n d a rd  q u ery  ( Q U E R Y )  
1  
A n  i n v ers e q u ery  ( I Q U E R Y )  
2  
A  s erv er s t a t u s  req u es t  ( S T A T U S )  
3-15   
R es erv ed  f o r f u t u re u s e 

A A  ( A u t h o r i t a t i v e  A n s w e r )   
T hi s  b i t  i s  v a l i d  i n  res p o n s es ,  a n d  s p ec i f i es  t ha t  t he res p o n d i n g  n a me s erv er i s  a n  a u t ho ri t y  f o r t he 
d o ma i n  n a me i n  t he Q u es t i o n  s ec t i o n .  N o t e t ha t  t he c o n t en t s  o f  t he A n s wer s ec t i o n  ma y  ha v e 
mu l t i p l e o wn er n a mes  b ec a u s e o f  a l i a s es .  T he A A  b i t  c o rres p o n d s  t o  t he n a me whi c h ma t c hes  
t he q u ery  n a me,  o r t he f i rs t  o wn er n a me i n  t he A n s wer s ec t i o n .   

T C  ( T r u n C a t i o n )   
T hi s  b i t  s p ec i f i es  t ha t  t hi s  mes s a g e wa s  t ru n c a t ed  d u e t o  l en g t h g rea t er t ha n  t ha t  p ermi t t ed  o n  t he 
t ra n s mi s s i o n  c ha n n el .   

R D ( R e c u r s i o n  De s i r e d )   
T hi s  b i t  ma y  b e s et  i n  a  q u ery  a n d  i s  c o p i ed  i n t o  t he res p o n s e.  I f  R D  i s  s et ,  i t  d i rec t s  t he n a me 
s erv er t o  p u rs u e t he q u ery  rec u rs i v el y .  R ec u rs i v e q u ery  s u p p o rt  i s  o p t i o n a l .   
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RA (Recursion Availab le)   
This bit is set or cleared in a response, and denotes whether recursive query support is available 
in the nam e server.   

Z  
R eserved f or f uture use.  M ust be z ero in all queries and responses.   

RC O D E  (Resp onse C od e)   
This 4  bit f ield is set as part of  responses.  The values have the f ollowing  interpretation:   
0  
N o error condition 
1  
F orm at E rror—The nam e server was unable to interpret the query.  
2   
S erver F ailure—The nam e server was unable to process this query due to a problem  with the 
nam e server.   
3  
N am e E rror—M eaning f ul only f or responses f rom  an authoritative nam e server, this code 
sig nif ies that the dom ain nam e ref erenced in the query does not ex ist.   
4  
N ot I m plem ented—The nam e server does not support the requested k ind of  query.   
5   
R ef used—The nam e server ref uses to perf orm  the specif ied operation f or policy reasons.  F or 
ex am ple, a nam e server m ay not wish to provide the inf orm ation to the particular requester, or a 
nam e server m ay not wish to perf orm  a particular operation ( e. g . , z one transf er)  f or particular 
data.   
6-15   
R eserved f or f uture use.  

Q D C O U N T   
A n unsig ned 1 6  bit integ er specif ying  the num ber of  entries in the Q uestion section.   
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ANCOUNT  

An unsigned 16 bit integer specifying the number of resource records in the Answer section.  
NS COUNT  

An unsigned 16 bit integer specifying the number of na me serv er resource records in the 
Authority records section.  

AR COUNT  

An unsigned 16 bit integer specifying the number of resource records in the Additiona l  records 
section.  

A.2.3 Question Section F or m a t 
( F rom R F C  10 3 5 ,  pa ges 2 8 -2 9 )  
T he Q uestion section is used to ca rry the " q uestion"  in most q ueries,  i.e.,  the pa ra meters tha t define wha t 
is being a sk ed. T he section conta ins Q D C O U N T  ( usua l l y 1)  entries,  ea ch of the fol l owing forma t:   
                                    1   1   1   1   1   1  
      0   1   2   3   4   5   6   7   8   9   0   1   2   3   4   5  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                                                |  
    /                      Q N A M E                      /  
    /                                                /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                      Q T Y P E                      |  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                      Q C L A S S                     |  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 

where:  
Q NAM E   

A doma in na me represented a s a  seq uence of l a bel s,  where ea ch l a bel  consists of a  l ength octet 
fol l owed by tha t number of octets. T he doma in na me termina tes with the z ero l ength octet for the 
nul l  l a bel  of the root. N ote tha t this fiel d ma y be a n odd number of octets;  no pa dding is used.  

Q TY P E   

A two octet code which specifies the type of the q uery. T he v a l ues for this fiel d incl ude a l l  codes 
v a l id for a  T Y P E  fiel d,  together with some more genera l  codes which ca n ma tch more tha n one 
type of R R .  
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QCLASS  
A two octet code that specifies the class of the query. For example, the QCLASS field is IN for 
the In tern et.  

QCLASS values  ( F r o m  R F C 1 0 3 5 ,  p a g e  1 3 )   
 

  

QCLASS fields appear in  the Question  section  of a query. QCLASS v alues are a superset of CLASS 
v alues;  ev ery CLASS is a v alid QCLASS. In  addition  to CLASS v alues, the followin g  QCLASS is 
defin ed:   
*  

2 5 5  An y class 

QT Y P E  values  ( F r o m  R F C 1 0 3 5 ,  p a g e s  1 2 -1 3 )   
 

  

QT Y P E  fields appear in  the Question  part of a query. QT Y P E S are a superset of T Y P E s, hen ce all 
T Y P E s are v alid QT Y P E s. Also, the followin g  QT Y P E s are defin ed:   
AX F R   

2 5 2  A request for a tran sfer of an  en tire z on e 
M AI LB   

2 5 3  A request for mailb ox-related records ( M B , M G , or M R )  
M AI LA  

2 5 4  A request for mail ag en t R R s ( ob solete—see M X )  
*  

2 5 5  A request for all records 
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A.2.4 Answer, Authority, and Additional Section Format 
(From RFC 1035, pages 29-30)  
T h e A n sw er, A u t h ori t y , an d  A d d i t i on al  sec t i on s al l  sh are t h e same f ormat :  a v ari ab l e n u mb er of  
resou rc e rec ord s, w h ere t h e n u mb er of  rec ord s i s spec i f i ed  i n  t h e c orrespon d i n g c ou n t  f i el d  i n  t h e h ead er.  
E ac h  resou rc e rec ord  h as t h e f ol l ow i n g f ormat :   
                                    1  1  1  1  1  1 
      0   1  2   3   4   5   6   7   8   9   0   1  2   3   4   5  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                                               | 
    /                                                /  
    /                       N A M E                      /  
    |                                               | 
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                      T Y P E                      | 
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                     C L A S S                      | 
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                      T T L                       | 
    |                                               | 
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |                   R D L E N G T H                     | 
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - | 
    /                      R D A T A                      /  
    /                                                /  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 

w h ere:  
NAME  

A  d omai n  n ame t o w h i c h  t h i s resou rc e rec ord  pert ai n s.  
T Y P E  

T w o oc t et s c on t ai n i n g on e of  t h e RR t y pe c od es.  T h i s f i el d  spec i f i es t h e mean i n g of  t h e d at a i n  
t h e RD A T A  f i el d .   

C L AS S   

T w o oc t et s w h i c h  spec i f y  t h e c l ass of  t h e d at a i n  t h e RD A T A  f i el d .  
T T L   

A  32 b i t  u n si gn ed  i n t eger t h at  spec i f i es t h e t i me i n t erv al  (i n  sec on d s)  t h at  t h e resou rc e rec ord  
may  b e c ac h ed  b ef ore i t  sh ou l d  b e d i sc ard ed .  Z ero v al u es are i n t erpret ed  t o mean  t h at  t h e RR c an  
on l y  b e u sed  f or t h e t ran sac t i on  i n  progress, an d  sh ou l d  n ot  b e c ac h ed .   
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RDLENGTH  

An unsigned 16 bit integer that specifies the length in octets of the RDATA field.  
RDA TA   

A v ariable length string of octets that describes the resource. The form at of this inform ation 
v aries according to the TY P E  and C L AS S  of the resource record. F or ex am ple,  if the TY P E  is A 
and the C L AS S  is I N ,  the RDATA field is a 4  octet ARP A I nternet address.  

A.2.5 Data Transmission Order 

( F rom  RF C  10 3 5 ,  pages 8 -9 )  
The order of transm ission of the header and data described in this docum ent is resolv ed to the octet lev el. 
W henev er a diagram  show s a group of octets,  the order of transm ission of those octets is the norm al 
order in w hich they  are read in E nglish. F or ex am ple,  in the follow ing diagram ,  the octets are 
transm itted in the order they  are num bered.  
     0                   1 
     0 1 2  3  4  5  6  7  8  9  0 1 2  3  4  5  
    +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
    |        1       |        2        |  
    +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
    |        3        |        4        |  
    +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
    |        5        |        6        |  
    +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

W henev er an octet represents a num eric q uantity ,  the left m ost bit in the diagram  is the high order or 
m ost significant bit. That is,  the bit labeled z ero is the m ost significant bit. F or ex am ple,  the follow ing 
diagram  represents the v alue 17 0  ( decim al) .  
     0 1 2  3  4  5  6  7  
    +-+-+-+-+-+-+-+-+ 
    | 1 0 1 0 1 0 1 0|  
    +-+-+-+-+-+-+-+-+ 

S i m ilarly ,  w henev er a m ulti-octet field represents a num eric q uantity ,  the left m ost bit of the w hole field 
is the m ost significant bit. W hen a m ulti-octet q uantity  is transm itted the m ost significant octet is 
transm itted first.  
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A.3 Resource Record Data 

A.3.1 Data Format 

In addition to two- and f ou r -oc te t inte g e r  v al u e s ,  r e s ou r c e  r e c or d data c an c ontain domain-name s  or  
c h ar ac t e r -s t r ing s .   

Domain name  (From RFC 1035, page 10)  
 

  

D om ain nam e s  in m e s s ag e s  ar e  e x p r e s s e d in te r m s  of  a s e q u e nc e  of  l ab e l s .  E ac h  l ab e l  is  r e p r e s e nte d as  a 
one  oc te t l e ng th  f ie l d f ol l owe d b y  th at nu m b e r  of  oc te ts .  S inc e  e v e r y  dom ain nam e  e nds  with  th e  nu l l  
l ab e l  of  th e  r oot,  a dom ain nam e  is  te r m inate d b y  a l e ng th  b y te  of  z e r o.  T h e  h ig h  or de r  two b its  of  e v e r y  
l e ng th  oc te t m u s t b e  z e r o,  and th e  r e m aining  s ix  b its  of  th e  l e ng th  f ie l d l i m it th e  l ab e l  to 6 3  oc te ts  or  l e s s .   

M es s ag e c omp r es s ion  (From RFC 1035, page 30)  
 

  

In or de r  to r e du c e  th e  s iz e  of  m e s s ag e s ,  th e  dom ain s y s te m  u til iz e s  a c om p r e s s ion s c h e m e  wh ic h  
e l i m inate s  th e  r e p e tition of  dom ain nam e s  in a m e s s ag e .  In th is  s c h e m e ,  an e ntir e  dom ain nam e  or  a l is t 
of  l ab e l s  at th e  e nd of  a dom ain nam e  is  r e p l ac e d with  a p ointe r  to a p r ior  oc c u r r e nc e  of  th e  s am e  nam e .   
T h e  p ointe r  tak e s  th e  f or m  of  a two oc te t s e q u e nc e :  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 
    |  1   1 |                 O F F S E T                    |  
    +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - +- - + 

T h e  f ir s t two b its  ar e  one s .  T h is  al l ows  a p ointe r  to b e  dis ting u is h e d f r om  a l ab e l ,  s inc e  th e  l ab e l  m u s t 
b e g in with  two z e r o b its  b e c au s e  l ab e l s  ar e  r e s tr ic te d to 6 3  oc te ts  or  l e s s .  ( T h e  1 0  and 0 1  c om b inations  
ar e  r e s e r v e d f or  f u tu r e  u s e . )  T h e  O F F S E T  f ie l d s p e c i f ie s  an of f s e t f r om  th e  s tar t of  th e  m e s s ag e  ( i. e . ,  th e  
f ir s t oc te t of  th e  ID  f ie l d in th e  dom ain h e ade r ) .  A  z e r o of f s e t s p e c i f ie s  th e  f ir s t b y te  of  th e  ID  f ie l d,  e tc .   

C h ar ac t er  s t r ing   (From RFC 1035, page 13)  
 

  

c h ar ac t e r -s t r ing  is  a s ing l e  l e ng th  oc te t f ol l owe d b y  th at nu m b e r  of  c h ar ac te r s .  c h ar ac t e r -
s t r ing  is  tr e ate d as  b inar y  inf or m ation,  and c an b e  u p  to 2 5 6  c h ar ac te r s  in l e ng th  ( inc l u ding  th e  l e ng th  
oc te t) .   
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Appendix B. Installing  th e D N S  S er v er  f r o m  C D -R O M  

This brief appendix guides you through installing the Microsoft DNS Server from CD-R O M.   
1 .  I nsert the W indow s 2 0 0 0  Server CD-R O M into your CD-R O M drive.  
2 .  A fter a moment you' ll see the CD' s installation w indow .  Click  the Install A d d -O n C o m p o ne nts 
option.   

3 .  W hen the W i nd o w s C o m p o ne nts W i z ar d  w indow  appears,  scroll dow n and double-click  on 
N e tw o r k i ng  S e r v i c e s .   

4 .  I n the resulting N e tw o r k i ng  S e r v i c e s w indow ,  check  the box to the left of D o m ai n N am e  
S y ste m  ( D N S )  and click  O K  to close the w indow .   

5 .  Click  N e x t in the W i nd o w s C o m p o ne nts W i z ar d  w indow .  A fter the installation is finished,  
you' ll be prompted to click  F i ni sh e d  to end the w iz ard.   

6 .  A fter the installation,  you' ll need to reboot.  F ollow ing the reboot,  the DNS server w ill be running,  
and you' ll see D N S  in the A d m i ni str ati v e  T o o ls menu.   
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Appendix C. Converting from BIND to the Microsoft DNS Server 
This appendix covers the steps necessary to convert a BIND Version 4 name server to a Microsoft DNS 
Server.  This process is straig htforw ard,  since the Microsoft DNS Server can read a BIND Version 4-
styl e config u ration fil e to ob tain its config u ration.  If you ' re ru nning  BIND Version 8  or 9 ,  you ' re no 
dou b t aw are that the config u ration fil e format is drastical l y different.  U nfortu natel y,  the Microsoft DNS 
Server can' t read this version of the BIND config u ration fil e.  Y ou  shou l d stil l  read throu g h this appendix 
to see w hat' s invol ved in the conversion,  b u t you ' l l  need to manu al l y " dow ng rade"  you r BIND 
config u ration fil e to a format readab l e b y the Microsoft DNS Server.   

C.1 Step 1: Change the DNS Server Startup Method to File 
The first step is directing  the DNS server to ob tain its config u ration from a fil e rather than the R eg istry 
or an A ctive Directory server ( or a comb ination of b oth) .  Start the DNS consol e,  rig ht-cl ick  on the 
server name in the l eft pane,  and choose Properties .  In the server properties w indow ,  cl ick  on the 
A d v a n c ed  tab ,  w hich produ ces a w indow  l ik e the one show n in F ig u re C -1.   

Figure C-1 .  Ch a n gin g t h e D N S  s erv er s t a rt up  m et h o d  

 

C hang e the L oa d  z on e d a ta  on  sta rtu p parameter to F rom  f il e and cl ick  O K .   

C.2  Step 2 : Stop the Mic ros of t DNS Server 
The next step is stopping  the DNS server:  rig ht-cl ick  on the server name in the DNS consol e' s l eft pane 
and choose A l l  T a sk s S top.   
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C.3 Step 3: Change the Zone Data File Naming Convention 
This step is optional. Chances are, your BIND zone data files don't follow the same naming convention 
used b y the M icrosoft DNS  S erver. R ecall from Chapter 4  that the M icrosoft convention is the name of 
the zone followed b y the .dns ex tension—for ex ample, m o v i e . e du . dns. Y ou can continue to use your 
current naming convention, b ut if you add new zones with the DNS  console, they'll have the .dns 
ex tensions unless you go out of your way to mak e the names conform to your scheme. If you're not 
particularly attached to your naming scheme and don't want to fight the DNS  console every time you 
create a new zone, this P erl script will rename your zone data files in the .dns style and modify your 
na m e d. b o o t  file accordingly:   
# name-c o nv er t .p l —C o nv er t  z o ne d at a f i l e nami ng  c o nv ent i o n i n a B I N D  
#                    named .b o o t  f i l e t o  M i c r o s o f t  * .d ns  f o r mat  
# 
 
d i e " u s ag e:  name-c o nv er t .p l  p at h -t o -named .b o o t \n"  u nl es s  $ A R G V [ 0 ] ;  
 
o p en ( B O O T I N ,  $ A R G V [ 0 ] )  | |  d i e " C an' t  o p en b o o t  f i l e f o r  r ead i ng :  
$ ! \n" ;  
o p en ( B O O T O U T ,  " > b o o t " )  | |  d i e " C an' t  o p en b o o t  f i l e f o r  wr i t i ng :  
$ ! \n" ;  
 
wh i l e ( < B O O T I N > )  {  
    $ d i r = " $ 1 / "  i f  / ^ d i r ec t o r y \s + ( .+ ) .* $ / ;  
    & c h ang ei t  ( 1 ,  $ 1 ,  $ 2 )  i f  / ^ p r i mar y \s + ( .+ ) \s + ( .+ ) $ / ;  
    & c h ang ei t  ( 2 ,  $ 1 ,  $ 5 ,  $ 2 )  i f  
/ ^ s ec o nd ar y \s + ( [ \w\.] + ) \s + ( ( ( \d { 1 , 3 }\.) { 3 }\ 
    d { 1 , 3 }\s + ) + ) ( .+ ) $ / ;  
    & c h ang ei t  ( 3 ,  " c ac h e" ,  $ 1 )  i f  / ^ c ac h e\s + \.\s + ( .+ ) $ / ;  
} 
 
s u b  c h ang ei t  {  
    l o c al  ( $ z o net y p e,  $ z o nename,  $ o l d f i l ename,  $ mas t er s i p s )  =  @ _ ;  
    $ newf i l ename= " $ z o nename.d ns " ;  
    r ename ( $ d i r .$ o l d f i l ename,  $ d i r .$ newf i l ename)  | |  p r i nt  " E r r o r  
r enami ng   
    $ o l d f i l ename t o  $ newf i l ename! \n" ;  
    i f  ( $ z o net y p e = =  1 )  {  
  p r i nt  B O O T O U T  " p r i mar y  $ z o nename $ newf i l ename\n" ;  
    } el s i f  ( $ z o net y p e = =  2 )  {  
  p r i nt  B O O T O U T  " s ec o nd ar y  $ z o nename $ mas t er s i p s  
$ newf i l ename\n" ;  
    } el s e {  
  p r i nt  B O O T O U T  " c ac h e . $ newf i l ename\n" ;  
    } 
} 
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The script takes one argument, the name of the name server boot file. For ex ample:   
name-c o nv er t . p l  / et c / named . b o o t  

I t outputs a file called  boot in the current d irectory , w hich is a M icrosoft D N S  S erver boot file w ith the 
z one d ata filenames changed . I t' s probably  easiest to run the script on the B I N D  name server ( w hich is 
probably  running U nix  and  therefore has P erl installed ) , then copy  over boot and  the new l y  renamed  
* . d n s  z one d ata files.  

C.4 Step 4: Copy the Files 
The nex t step is copy ing the necessary  files from the B I N D  name server to the W ind ow s 2 0 0 0  server. 
Y ou' ll need  to copy  the name server configuration file, called  the boot file ( w hich is usually  
/ e tc / n a m e d . boot )  and  all the z one d ata files for w hich the B I N D  server is a primary  master. The z one 
d ata files w ill be in the d irectory  specified  by  the d i r e c tor y  d irective in the boot file. The files should  be 
copied  to the % S y s te m R oot% \s y s te m 3 2 \d n s  d irectory  on the W ind ow s 2 0 0 0  server. The n a m e d . boot file 
goes in that d irectory , too, but y ou need  to rename it to j ust boot. O ne final note:  only  the p r i m a r y , 
s e c on d a r y , and  c a c h e  d irectives are supported . A ny  other d irectives are ignored .  

C.5  Step 5 : G et a  N ew  R oot N a m e Ser v er  Ca c he File 
N ow  is a good  time to make sure y ou' ve got the latest and  greatest root name server cache file. Follow  
the instructions in C hapter 4  to retrieve the file from f tp . r s . i n te r n i c . n e t. B e sure the name matches the 
one in the boot file' s c a c h e  d irective. I f y ou w ent through the name conversion process ( step tw o) , the 
file should  be called  c a c h e . d n s .  

C.6  Step 6 : R esta r t the D N S Ser v er  
R estart the D N S  server. The server w ill now  read  the B I N D  boot file for its configuration information 
and —here' s the nice part—upd ate its configuration information in the R egistry  to match w hat it read  
from the boot file.  
I f y ou w ant to the server to use the boot file permanently , y ou' re finished  now . Y ou can even ad d  or 
d elete z ones using the D N S  console;  the server w ill upd ate the boot file. That' s a nice improvement over 
W ind ow s N T, w hich silently  converted  back to load ing startup d ata from the R egistry  if y ou mad e any  
changes w ith its D N S  M anager ad ministration tool.  

C.7  Step 7 : Cha n g e the D N S Ser v er  Sta r tu p M ethod  to R eg istr y 
Finally , y ou can configure the D N S  server to load  its configuration information from the R egistry  or 
A ctive D irectory  ( or both) . U sing the instructions from step one above, change the boot method  back to 
From registry or From A c tiv e D irec tory a n d  registry.  
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Appendix D. Top-L ev el  Dom a ins  
This table lists all the two-letter  c ou n tr y  c od es an d  all the top -lev el d om ain s that ar en ' t c ou n tr ies.  N ot all 
of  the c ou n tr ies ar e r eg ister ed  in  the I n ter n et n am esp ac e at the tim e of  this wr itin g ,  bu t ther e ar en ' t m an y  
m issin g .   

Domain C ou nt r y  or  or g aniz at ion Domain C ou nt r y  or  or g aniz at ion 
AC As c e n s i o n  I s l a n d  B F  B u r k i n a  F a s o  
AD  An d o r r a  B G  B u l g a r i a  
AE  U n i t e d  Ar a b  E m i r a t e s  B H  B a h r a i n  
AF  Af g h a n i s t a n  B I  B u r u n d i  
AG  An t i g u a  a n d  B a r b u d a  B J  B e n i n  
AI  An g u i l l a  B M  B e r m u d a  
AL  Al b a n i a  B N  B r u n e i  D a r u s s a l a m  
AM  Ar m e n i a  B O  B o l i v i a  
AN  N e t h e r l a n d s  An t i l l e s  B R  B r a z i l  
AO  An g o l a  B S  B a h a m a s  
AQ  An t a r c t i c a  B T  B h u t a n  
AR  Ar g e n t i n a  B V  B o u v e t  I s l a n d  
AR P A AR P A I n t e r n e t  B W  B o t s w a n a  
AS  Am e r i c a n  S a m o a  B Y  B e l a r u s  
AT  Au s t r i a  B Z  B e l i z e  
AU  Au s t r a l i a  CA Ca n a d a  
AW  Ar u b a  CC Co c o s  ( K e e l i n g )  I s l a n d s  
AZ  Az e r b a i j a n  CD  Co n g o ,  D e m o c r a t i c  R e p u b l i c  o f  t h e  
B A B o s n i a  a n d  H e r z e g o v i n a  CF  Ce n t r a l  Af r i c a n  R e p u b l i c  
B B  B a r b a d o s  CG  Co n g o  
B D  B a n g l a d e s h  CH  S w i t z e r l a n d  
B E  B e l g i u m  CI  Co t e  d ' I v o i r e  
CK  Co o k  I s l a n d s  G E  G e o r g i a  
CL  Ch i l e  G F  F r e n c h  G u i a n a  
CM  Ca m e r o o n  G G  G u e r n s e y ,  Al d e r n e y ,  a n d  S a r k  ( B r i t i s h  

Ch a n n e l  I s l a n d s )  
CN  Ch i n a  G H  G h a n a  
CO  Co l o m b i a  G I  G i b r a l t a r  
CO M  G e n e r i c  ( f o r m e r l y  Co m m e r c i a l )  G L  G r e e n l a n d  
CR  Co s t a  R i c a  G M  G a m b i a  
CU  Cu b a  G N  G u i n e a  
CV  Ca p e  V e r d e  G O V  U . S .  F e d e r a l  G o v e r n m e n t  
CX  Ch r i s t m a s  I s l a n d  G P  G u a d e l o u p e  
CY  Cy p r u s  G Q  E q u a t o r i a l  G u i n e a  
CZ  Cz e c h  R e p u b l i c  G R  G r e e c e  
D E  G e r m a n y  G S  S o u t h  G e o r g i a  a n d  t h e  S o u t h  

S a n d w i c h  I s l a n d s  
D J  D j i b o u t i  G T  G u a t e m a l a  
D K  D e n m a r k  G U  G u a m  
D M  D o m i n i c a  G W  G u i n e a -B i s s a u  
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DO Do m i n i c a n  R e p u b l i c  G Y  G u y a n a  
DZ  A l g e r i a  H K H o n g  Ko n g  
E C  E c u a d o r  H M  H e a r d  a n d  M c Do n a l d  Is l a n d s  
E DU  E d u c a t i o n  H N  H o n d u r a s  
E E  E s t o n i a  H R  C r o a t i a  
E G  E g y p t  H T  H a i t i  
E H  W e s t e r n  S a h a r a  H U  H u n g a r y  
E R  E r i t r e a  ID In d o n e s i a  
E S  S p a i n  IE  Ir e l a n d  
E T  E t h i o p i a  IL Is r a e l  
F I F i n l a n d  IM  Is l e  o f  M a n  
F J  F i j i  IN  In d i a  
F K F a l k l a n d  Is l a n d s  ( M a l v i n a s )  IN T  In t e r n a t i o n a l  e n t i t i e s  
F M  M i c r o n e s i a ,  F e d e r a t e d  S t a t e s  o f  IO B r i t i s h  In d i a n  Oc e a n  T e r r i t o r y  
F O F a r o e  Is l a n d s  IQ  Ir a q  
F R  F r a n c e  IR  Ir a n  
F X  F r a n c e ,  m e t r o p o l i t a n  IS  Ic e l a n d  
G A  G a b o n  IT  It a l y  
G B  U n i t e d  Ki n g d o m a J E  J e r s e y  ( B r i t i s h  C h a n n e l  Is l a n d )  
G D G r e n a d a  J M  J a m a i c a  
a In  p r a c t i c e ,  t h e  U n i t e d  Ki n g d o m  u s e s  
" U K"  f o r  i t s  t o p -l e v e l  d o m a i n .      
J O J o r d a n  M R  M a u r i t a n i a  
J P  J a p a n  M S  M o n t s e r r a t  
KE  Ke n y a  M T  M a l t a  
KG  Ky r g y z s t a n  M U  M a u r i t i u s  
KH  C a m b o d i a  M V  M a l d i v e s  
KI Ki r i b a t i  M W  M a l a w i  
KM  C o m o r o s  M X  M e x i c o  
KN  S a i n t  Ki t t s  a n d  N e v i s  M Y  M a l a y s i a  
KP  Ko r e a ,  De m o c r a t i c  P e o p l e ' s  

R e p u b l i c  o f  M Z  M o z a m b i q u e  
KR  Ko r e a ,  R e p u b l i c  o f  N A  N a m i b i a  
KW  Ku w a i t  N A T O N o r t h  A t l a n t i c  T r e a t y  Or g a n i z a t i o n  
KY  C a y m a n  Is l a n d s  N C  N e w  C a l e d o n i a  
KZ  Ka z a k h s t a n  N E  N i g e r  
LA  La o  P e o p l e ' s  De m o c r a t i c  

R e p u b l i c  N E T  G e n e r i c  ( f o r m e r l y  N e t w o r k i n g  
Or g a n i z a t i o n s )  

LB  Le b a n o n  N F  N o r f o l k  Is l a n d  
LC  S a i n t  Lu c i a  N G  N i g e r i a  
LI Li e c h t e n s t e i n  N I N i c a r a g u a  
LK S r i  La n k a  N L N e t h e r l a n d s  
LR  Li b e r i a  N O N o r w a y  
LS  Le s o t h o  N P  N e p a l  
LT  Li t h u a n i a  N R  N a u r u  
LU  Lu x e m b o u r g  N U  N i u e  
LV  La t v i a  N Z  N e w  Z e a l a n d  
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LY Li b y a n  A r a b  J a m a h i r i y a  O M  O m a n  
M A  M o r o c c o  O R G  G e n e r i c  ( f o r m e r l y  O r g a n i z a t i o n s )  
M C  M o n a c o  P A  P a n a m a  
M D  M o l d o v a ,  R e p u b l i c  o f  P E  P e r u  
M G  M a d a g a s c a r  P F  F r e n c h  P o l y n e s i a  
M H  M a r s h a l l  I s l a n d s  P G  P a p u a  N e w  G u i n e a  
M I L U . S .  M i l i t a r y  P H  P h i l i p p i n e s  
M K  M a c e d o n i a ,  t h e  F o r m e r  

Yu g o s l a v  R e p u b l i c  o f  P K  P a k i s t a n  
M L M a l i  P L P o l a n d  
M M  M y a n m a r  P M  S t .  P i e r r e  a n d  M i q u e l o n  
M N  M o n g o l i a  P N  P i t c a i r n  
M O  M a c a u  P R  P u e r t o  R i c o  
M P  N o r t h e r n  M a r i a n a  I s l a n d s  P S  P a l e s t i n i a n  A u t h o r i t y  
M Q  M a r t i n i q u e  P T  P o r t u g a l  
P W  P a l a u  T K  T o k e l a u  
P Y P a r a g u a y  T M  T u r k m e n i s t a n  
Q A  Q a t a r  T N  T u n i s i a  
R E  R e u n i o n  T O  T o n g a  
R O  R o m a n i a  T P  E a s t  T i m o r  
R U  R u s s i a n  F e d e r a t i o n  T R  T u r k e y  
R W  R w a n d a  T T  T r i n i d a d  a n d  T o b a g o  
S A  S a u d i  A r a b i a  T V  T u v a l u  
S B  S o l o m o n  I s l a n d s  T W  T a i w a n ,  P r o v i n c e  o f  C h i n a  
S C  S e y c h e l l e s  T Z  T a n z a n i a ,  U n i t e d  R e p u b l i c  o f  
S D  S u d a n  U A  U k r a i n e  
S E  S w e d e n  U G  U g a n d a  
S G  S i n g a p o r e  U K  U n i t e d  K i n g d o m  
S H  S t .  H e l e n a  U M  U n i t e d  S t a t e s  M i n o r  O u t l y i n g  I s l a n d s  
S I  S l o v e n i a  U S  U n i t e d  S t a t e s  
S J  S v a l b a r d  a n d  J a n  M a y e n  

I s l a n d s  U Y U r u g u a y  
S K  S l o v a k i a  U Z  U z b e k i s t a n  
S L S i e r r a  Le o n e  V A  H o l y  S e e  ( V a t i c a n  C i t y  S t a t e )  
S M  S a n  M a r i n o  V C  S a i n t  V i n c e n t  a n d  T h e  G r e n a d i n e s  
S N  S e n e g a l  V E  V e n e z u e l a  
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R e p u b l i c s  V U  V a n u a t u  
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T D  C h a d  YU  Yu g o s l a v i a  
T F  F r e n c h  S o u t h e r n  T e r r i t o r i e s  Z A  S o u t h  A f r i c a  
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TH  Th a i l a n d  Z R  R e p u b l i c  o f  Z a i r e   
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Colophon 
Our look is the result of reader comments, our own experimentation, and feedb ack from distrib ution 
channels.  D istinctiv e cov ers complement our distinctiv e approach to technical topics, b reathing  
personality  and life into potentially  dry  sub j ects.  
T he animal on the cov er of DNS on Windows 2000 is an A frican white-necked rav en ( C or v u s a l b ic ol l is ) , 
a sub species of rav en, the larg est of the crow-like b irds at ab out 2 4  inches long .  T he sexes look alike;  
the female is slig htly  smaller.  P erceiv ed as spirited or ev en impudent, the rav en has a distinctiv e, hoarse, 
carry ing  call.  T hey  are excellent fly ers, hov ering  and g liding , and are safe in flig ht from predators.  
R av ens are scav eng ers and eat carrion and small li v e animals, as well as some plants.  T hey  sometimes 
hide and store excess food, and will occasionally  carry  food in their feet.  
A frican rav en nests, b uilt in niches in rocks, are crafted of an underly ing  stick structure, cov ered b y  
g rass, dirt, and rocks, then smaller twig s with soft materials such as moss or rag s, and finally  a lay er of 
g rass or similar plant material.  R av ens lay  3 -6  mottled g ray ish-g reen eg g s, and the y oung  hatch after 1 8 -
2 0  day s of incub ation.  B oth parents ( a pair mated for life)  will chang e the nest lining  materials to adj ust 
for chang es in temperature and climate.  
T he rav en is a popular fig ure, b oth profane and sacred, in many  leg ends.  R av ens, along  with their 
relativ es j ay s and crows, hav e long  b een considered omens of ev il in folklore, possib ly  due to the 
supposed annual trib ute in feathers paid to the D ev il;  this leg end is prob ab l y  b ased on the molting  of 
feathers ev ery  summer, during  which the rav en stay s relativ el y  well hidden-only  this and nothing  more.  
T he Old T estament lists rav ens among  " unclean"  b irds;  rav ens also fed E li j ah b y  the b rook.  Other 
ancient and mediev al cultures considered the rav en a sy mb ol of v irility  or wisdom.  A n ancient N orse 
sag a describ es the use of rav ens b y  ocean nav ig ators as g uides to land, and N orse my tholog y  describ es 
rav ens as scouts for Odin.  N ativ e A merican folklore tells that the rav en created the world and its 
creatures.  
B ecause they  prey  on locusts, mice, and rats, the white-necked rav en is g enerally  welcomed in A frica 
( despite the occasional theft of domestic fowl) .  L ike that of many  other wild animals, the rav en' s hab itat 
is dwindling  with expansion of the human population.  
R achel W heeler was the production editor and proofreader for DNS on Windows 2000, and M ary  A nne 
W eeks M ay o was the copy editor.  M ary  B rady  prov ided q uality  control, and S ada P reisch, K imo C arter, 
and E die S hapiro prov ided production assistance.  N ancy  C rumpton wrote the index.  
E die F reedman desig ned the cov er of this b ook.  T he cov er imag e is a 1 9 th-century  eng rav ing  from the 
D ov er P ictorial A rchiv e.  E mma C olb y  produced the cov er lay out with Q uark™ X P ress 4 . 1  using  
A dob e' s I T C  G aramond font.  
M elanie W ang  desig ned the interior lay out, b ased on a series desig n b y  D av id F utato.  A nne-M arie 
V aduv a conv erted the files from M icrosoft W ord to F rameM aker 5 . 5 . 6  using  tools created b y  M ike 
S ierra.  T he text font is L inoty pe B irka;  the heading  font is A dob e M y riad C ondensed;  and the code font 
is L ucasF ont' s T heS ans M ono C ondensed.  T he illustrations that appear in the b ook were produced b y  
R ob ert R omano and J essamy n R ead using  M acromedia F reeH and 9  and A dob e P hotoshop 6 .  T he tip and 
warning  icons were drawn b y  C hristopher B ing .  T his colophon was written b y  N ancy  K otary .  
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