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Java n Web

TexHonoruu Servlets n JSP

CepBneTsl — 3T0 0COOBIM 00pa30M HamMCaHHBIE (COTIACHO crenU(pHUKAIMK) Java-mporpaMMbl, KOTOpbIE
BBINOJIHAIOTCS YJJAJIGHHO Ha CEpBEPE U BBI30B KOTOPBIX OCYLIECTBISAETCA yAaJeHHO U3 web-Opoysepa ¢
nomotbio HTTP mporokona yepe3 web-cepBep. CepBieTsl MOTYT BBIIOJHATH BCE T ke (DYHKIIHIA,



kotopele BbinosHAOTCS CGl-ckpunramu, Tompko BMecto Perl, Pytnon mnmu C++ B gaHHOM ciydae
HCMOJIb3yeTCs S3bIK Java, 4To JlaeT MHOTo mpeumymiecTB no cpaBHeHuto ¢ CGIL. Dtu mpeumyinecta
3aKIII0YAIOTCS B yI0OCTBE HANMCAHMA, MOJACPKKH U M3MEHEHMS KO/, a TAKKe 3aKIII0YalOTCs B CAaMOM
crocobe UCTIOTHEHUs Java-porpaMM Ha cepBepe.

[Tonnoe ONMCaHUE TEXHOJIOTHH Servlets MOXHO HaWTH o JTAaHHOMY azpecy:
http://java.sun.com/products/serviet/. Texymas Bepcus crienuduxarmm — 2.3.

Bckope nocne nosiBieHUsI TEXHOJIOTHH CEPBIETOB Web-pa3paboTyrkaM BCe-TaKu MPUILUIOCH CTOJIKHYThCS
¢ oHUM OoabmUM HeyaoOcTBoM: it reHepauuun HTML-ctpanull Ha JIeTy ¢ MOMOIIBIO CEPBJIETA BECH
HTML-xon npuxomunoces nomemats B camu cepsieTsl. Ilomydanocs, yto HTML-xox crpanuisl
(presentation) cmemmBaiicss ¢ Java-kogom (logic), uTo 3aTpyaHsuio paboTy Kak IMpOrpaMMHUCTa TaK H
JM3aiiHepa caira.

st pemienust 3Tor mpoosieMbl Obuia mpuaymana TexHosjorus JSP - JavaServer Pages. Ona Bo MHOTOM
HamoMHHAaJNa cyiiecTBoBapmue torna Texnonorun ASP (ot Microsoft) u ColdFusion (ot Allaire). Ho
cxoacTBO OO0 yrcTo BHenrHUM. Tak ke kak 1 B ASP u B ColdFusion B JSP BrI Morii BcTasiisaTs Java-
kox mpssmo B HTML-kon crpanunsl, Ho eciu B ASP u ColdFusion 3TOT KoJ mpu KakJOM BBI3OBE
CTpaHMIBl HHTEpHpeTupoBasics, B JSP mpu mepBoM BBI3OBE JSP-CTPAHUIBI 3TOT KOJ HE3PHUMO OT
pa3zpaboTymMKa TepeieNbIBalIC B CEPBIET M KOMIIMIUPOBAICS, IIOCIE YEro MpH IMOCIETYOINIHNX
oOpaiieHusiX BeO-cepBep BbBI3BIBAET YK€ HE caMy Sp-CTPaHUIly, a OTKOMIIMJIMPOBAHHBIM CEpBIET.
Pazymeercss mpu BHECEHHMM HM3MEHEHHUIl B jSp-CTpaHMIly BeO-cepBep OOHApy>KHMBaeT, YTO CTpPaHMLA
M3MEHMIIACh U CHOBA OOHOBIISIET CEPBIIET, COOTBETCTBYIOIIUI 3TOI CTpaHHUIIE.

[Tonrnoe ommcanme TexHomoruu JavaServer Pages MOXHO HaWTH 1O JaHHOMY  aJipecy:
http://java.sun.com/products/jsp/. Tekyras Bepcus cnerudukanuu — 1.2.

B texnonorusx Servlets u JSP BBegeno nonsarue "konteitHepa" (container). Ecnu Bkpatue, To Servlets-
KOHTEWHEp — ATO JBMIKOK, OTBEUAIOIIMKA 3a BbINMONHEHHE Servlet-oB. JSP-koHTEitHEp — 3TO IBHIKOK,
OTBEUAIOLINI 3a TpeoOpazoBaHUE [S-CTPaHUI] B CEpPBIETHl M Tepeaady STUX cepBieToB Servlets-
KOoHTelHepy. Tak Kak CepBIETHl M jSp-CTpaHHUIBI BbI3bIBatoTcsi uepe3 HTTP-mportokom, To Servlets-
KoHTeitHep u JSP-koHTeliHep 4acTo COMPOBOKIAET €Ile OJIMH KOMIIOHEHT — Web-cepBep, KOTOPBIH TOXe
MOJKET OBITh HaIlMCaH Ha Java.
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Java web-cepBep
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Puc. 1 Java Bed-cepBep u KOHTeiiHEPbI



Kak BugHo Ha Puc. 1, BeG-cepBep, HammcaHHBIA Ha Java, TOJdydaeT 3ampockl OT Opoy3epa Ha
BBITIOJTHEHHE TOTO WJIM WHOTO CEpBJIETa WM JSP-CTPAHMIIBI Ha CEpBEpE, MepeacT 3ampoc B KOHTEHHED,
KOTOpPBIN BBIMOJHIET TOT WJIM UHOM CEpBIET. Pe3ynbTaThl BBINOJHEHHS BO3BPAILLAIOTCA KOHTEHHEPOM
BeO-cepBepy, KOTOPHIN B CBOIO O4Yepe/Ib MEPEChIIACT ero Opoy3epy.

B kauecTBe BeO-cepBepa MOXKET CIYKUTb M OObIYHBIA BeO-cepBep Tuma Microsoft IIS umu Apache. Ha
Puc. 2 npexacrasnen npumep padotsl Servlet- u JSP-xonTeitnepoB ¢ BeO-cepBepoM Apache. Apache (mnu
IIS) nactpamBaroTcsi TakuMm 00Opa3om, 4To 3ampockl K oObraHBIM HTML-daiinam u CGIl-ckpuntam
o0OpabaTbIBaroTCs, Kak 0OBIYHO, @ 3alPOCHI K CEPBIIETaM H jSpP-CTPAaHHIIAM MEpPEHANPABISIIOTCS B Servelts-
KOHTEHHED.

KoHTenHep JSP
Apache v
Y « | KoHTenHep
web-cepsep cepBneToB
(;';7"\:'_";' Perl ckpunTbl « »  Basa gaHHbIX MouToBbLIN cepeep

Puc. 2 CranpapTHblii Bed-cepBep U KOHTEHHepPbI

J2EE v cepBepa npunoxeHuu

Texnonoruu Servlets u JSP 6bpun 00beAMHEHBI ¢ HECKOTBKUMHU APYTUMHU Java-TEXHONOTHSIMH, U 3TOT
KOMIUIEKT TeXHOJIOTHI ObLT Ha3BaH Java 2 Enterprise Edition.

Tak mosBUINCH cepBepa Java-mpunokenuil ot paznuunbix kommnanuii (IBM, BEA, IONA, Borland), B
TOM 4HuCie UM OT caMod Sun. Kaxkmas KoMIaHusi B CBOEM CEpBEpPE MPUIIOKEHU BHYTPEHHE pEaU3yeT
texnonoruu J2EE 1o cBoemy, HO BHEIIHE BCE OHU COOTBETCTBYIOT CIEIU(HUKAIMAM, HAMMCAHHBIM Sun.
Ecnu cepBep mpumnoxeHuil cieayer 3TUM CHelU(PUKAIUSAM B TOYHOCTH, U Sun 3TO MOJATBEPKIAET, TO
cepBep NpWIOXKEHMH moinydaeT mpaBo HaswbiBaThesi  "J2EE-compliant  Application  Server"
("coorBercTBytomuii crienudukanusam J2EE") wnn kparko — "J2EE Application Server". Pasymeercs,
J2EE — a0 MuHNMYM, uTO f0ipkeH yMeTh J2EE AS, kak mpaBuio koMnaHuu cHaOXaroT CBOM cepBepa
elle HEKOTOPHIMHU JOIMOJIHUTENbHBIMU (YHKUUSAMH, KOMIIOHEHTaMHU M TEXHOJOTUSMHU, KOTOpBIE HE
oxBauenbl cnenupuxanuet J2EE, uro nenaercs s MOBBIIEHUS IPUBIEKATEIILHOCTH CBOETO MPOIYKTA.

Pa3, xak yxe Obl10 cKazaHo BhIlIe, B crierubukanuto J2EE Bkimouens! cnienudukanus Servlets u JSP, o
kaxaeii J2EE AS o0si3atensHO yMeeT paboTaTth Kak web-cepBep M YMEET BBINIONHSITH CEPBICTHI U jSp-
CTPAHMIIBI.

Onucanue BceX TEXHOJOTMH, BXOAAIMX B KOMIUIEKT J2EE, MOXHO HallTM 1O ajapecy:
http://java.sun.com/j2ee/.

Sun B3si1a Ha ceds 00s3aHHOCTD BBHITYCKaTh Tak Ha3biBaeMble "reference implementations" ("oOpa3ioBbie
peanuzanuu') CBOMX cHerUUKAIUi. DT MPOTPAMMHBIE MPOAYKTHI SIBISIOTCS Kak OBl 3TAJIOHHBIM
UCTIOJIHEHUEM B KOJIE TOTO, YTO HamucaHo Ha Oymare. Hampumep, Sun mo3BoJjsieT 3arpy3uTh CO CBOETO
caira OecruIaTHy1O ATAJIOHHYIO peanu3anuo cepBepa J2EE-npunoxeHuii



(http://java.sun.com/j2ee/download.html), 1m0 KkoTOpO¥ (Kak TO MHHHMAIHLHOW TUIAHKE) JIOJDKHBI
PaBHATHCS BCE OCTAIbHBIC KOMITAHUH.

Pazymeercs sTa GecriaTHas Bepcus HE MpeaHa3HaueHa Uil UCTOJIb30BaHUs B peajlbHOU cpesie, a TOIbKO
i o0yuyeHus, pazpaborku u TectupoBanus J2EE-kommnonenToB. s peanbHOM cpeasl Sun BBITYCKAeT
IJIATHYIO KOMMEPYECKYIO BEPCHIO cepBepa J2EE-npunoxeHuii
(http://wwws.sun.com/software/products/appsrvr/).

Haxkonern, Sun xorzia-To paHsblie npejaraiga OecIyiaTHYIO 3TaJOHHYIO peanusanuio Java BeO-cepepa ¢
Servlet- u JSP-koHTeliHepamu, koTopas HazbBanack JServ. [Toce Berxoaa B cBet Texnosorun J2EE Bech
kox Obut mepenaH Apache Software Foundation, a mpoaykr momeHs1 cBoe Ha3BaHMe Ha Tomcat.
Bnpouem, cam Tomcat nns Sun He mnepecran cyuiectBoBath. OH BKIIOYEH B COCTaB 3TaJOHHOU
peanuzanuu J2EE-cepBepa, ¢ TeM TONbKO, 4TO Temeph pa3paboTka Tomcat-a mepernopyuyeHa OOIIECTBY
BOJIBHBIX TIPOIPaMMHCTOB.

Apache n Jakarta Tomcat

Apache Software Foundation (http://www.apache.org/) Bam 3HaKOMO HaBEpHsIKa MO CaMOMY TJIaBHOMY
MpOoayKTy — BeO-cepBepy Apache. Ho 3TOT mpoaykT — He €JUHCTBEHHBIH. Bce MHOMXECTBO MPOEKTOB
Apache crpynmupoBaHo B MOA-TIPOSKTHL. Tak, HampuMep, BCE MPOCKTHI CBS3aHHBIC C peaH3aIfei
CepBEPHBIX TEXHOJOTHi Ha Java, MomajgaroT B IPYIITy NPOEKTOB 1o HazBaHueM "Jakarta".

[Ipoext Jakarta (http://jakarta.apache.org/) — aTo omna u rpynmn Apache Software Foundation, koTopas
3aHUMAeTCs CO3JaHHEM U TOAJCPKKOW KadeCTBEHHBIX OCCIIATHBIX CEPBEPHBIX MPHIOKEHUH ¢
OTKPBITBIM HCXOJHBIM KOJIOM M TOCTPOCHHBIX Ha Java-miardopme. Pasymeercs, xorma Sun mepemana
Apache 6pazasl npaBieHus, mpoekT Tomcat monan B rpymiy npoektos Jakarta.

Urak, Tomcat (http://jakarta.apache.org/tomcat/) — sBusieTcs >TalOHHOW peanu3anuell BeO-cepBepa,
Servlets- u JSP-konteitnepoB. Tomcat pa3pabaThiBaeTCsi OTKPHITBIM OOIIECTBOM IMPOTPAMMHCTOB U
pacnpocTtpansiercs: moj ymeH3ueir Apache Software License (http://www.apache.org/licenses).

K Hacrosimiemy BpeMEHHM BBINMYIIEHO HECKOJIbKO Bepcuil Tomcat, KOTOpble ATAJOHHO pPEATU3YIOT
CJIEAYIOUIME BEPCUU CTIeHU(pUKALMNA:

Cneuuduxanus Servlet/JSP | Bepcus Tomcat

22/1.1 3.3.1

23/1.2 4.1.10

2.4/2.0 5.0.x (moKa He BBIMYIICHA)

Bepcust Tomcat 3.3.1 siBisiercs mocnenHeit ctabunpHON Bepcuel, peanusyroriei cnenudukanmii Servlets
2.2 / JSP 1.1. "Tlocnenueit" 3HaunT, YTO paboOTa HAJ STOW BEpCHEHl 3aBepIlIeHa M B HEE BHOCSTCS JIHIIb
HeOoJIbIINE JOMOTHEHUS U HCTIpaBlieH!s OIKOOK. JI0 CHX MOp BO MHOTMX KOMIIAaHHUX paboTaroT cepBepa
J2EE-npunoxeHuii, KOTOpble peamu3yloT 3TH CcTapble Bepcun cnenmdukanuii. Ecim Bl mmaHupyere
pa3pabarbIBaTh MPUIOKEHUS JJIsl CTapbIX BEPCUN CEpBEPOB, BOCHOJb3yHTech Tomcat 3.3.1.

Tomcat yerBeproro mnokosieHust (4.X) HE TOJBKO MOAJEPKHMBAET HOBBIE BEPCUM CHElM(UKALN,
M3MEHWIACh M €r0 BHYTPEHHSS apXUTEKTypa. Bbll ¢ HyNs HamucaH HOBBI KOHTEHHEp CepBIETOB (3TOT
JBIKOK Has3biBaeTcs Catalina), MOBBIIIEHa CKOPOCTh paObOThl M YMEHbIIEHBI TPEOOBaHUS K MAMSTH.

B 2001 romy Bmmuia crabwipHas Bepcust Tomcat 4.0.1 (), KOTOpas TOJHOCTHIO peaM30BBIBAIA
cnerdukanuu Servlets 2.3 / JSP 1.2, u (onsaTh-Taku COTrJIacHO crielr(UKAIMK) TTO3BOJISIIA BIIOTHSTH
KOJI, HAITMCAHHBIM 0 CcTapbiM crenudukanusaM (0OpaTHas COBMECTUMOCTh). B HacTosiee Bpems miis



3arpy3ku joctynHa Bepcus Tomcat 4.0.4, koropas sBisercs Bce Tem ke Tomcat 4.0.1 Tonbko
WCTIPABICHHBIM H yJTyYIICHHBIM.

Crpannia Tomcat 4.0.x: http://jakarta.apache.org/tomcat/tomcat-4.0-doc/index.html

3arpyska: http://jakarta.apache.org/builds/jakarta-tomcat-4.0/release/v4.0.4/

Mexay TeM coOoOIIECTBO MPOrPaMMKCTOB HE OCTAHOBMJIOCH HA JOCTUTHYTOM. B ouepemHoil pa3 ObLIO
MPUHATO pelIeHre nepenucarb Tomceat mo HOBOM, B pe3ysbTaTe 4ero nosisuiach Bepcus Tomcat 4.1.x, B
KOTOpPOM IIOMHUMO BCET0 TOrO, 4TO caenano B Tomcat 4.0.X, mosSBUIICS psit yIy4II€HUN U 3HAYUTEIbHBIX
JIOTIOJIHEHUH, @ UMEHHO:

e JMX based administration features

e JSP and Struts based administration web application

e New Coyote connector (HTTP/1.1, AJP 1.3 and JNI support)

e Rewritten Jasper JSP page compiler

e Performance and memory efficiency improvements

o Enhanced manager application support for integration with development tools

o Custom Ant tasks to interact with the manager application directly from build.xml
scripts

CrabunbHoii Bepcueid Tomcat BeTku 4.1.X Ha MOMEHT HamMcaHus KHUTH siBiisieTcst Tomcat 4.1.10.

Crpannna Tomcat 4.1.x: http://jakarta.apache.org/tomcat/tomcat-4.1-doc/index.html

3arpyska: http://jakarta.apache.org/builds/jakarta-tomcat-4.0/release/v4.1.10/

Jannas xuura ocsemaer Tomcat 4.0.x. [To Mepe momonaHeHus: MaTepuaia Mbl YIETUM MECTO U
HoBIIecTBaM Tomcat 4.1.x.

Tomcat msitoro mokosenus (Tomcat 5.x) Oynmer peanuzoBbiBaTh cnerudukanuu Servlet 2.4 u JSP 2.0,
KOTOpBIE B HACTOSIIIEE BPEMsI HAXOIATCS €I TOJBKO Ha 3aBEpIIAroIeii cTaauy 00CyKICHUS.

Ha 3amerky. Tomcat He eqMHCTBEHHBIN BeO-cepBep U jsp/serviet-konTeitHep. Resine u Jigsaw.

YctaHoBKa Tomcat
Apxutektypa Tomcat

Web-npunoxeHue
http://www.onjava.com/Ipt/a/671

http://www.onjava.com/Ipt/a/780



OCHOBbI HaCTPONKHU

Tomcat 4.0 He uCHONIB3yeT NEPEMEHHYIO Cpelbl CLASSPATH JJI NOUCKa KJIACCOB, KOTOpbIE B HEU
oObsiBiieHbl. [loaToMy, ecnu y Bac BO3ZHHKHET BOIpoc, rmoueMy Tomcat winu mpuiokeHus Tomcat-a
JKaIylTCsl Ha TO, YTO HEBO3MOXHO HAWTH KAKOH-TO KJIacC, KOTOPBIM Bbl 3aHECIU B MNEPEMEHHYIO
CLASSPATH, BCIHOMHHUTE, YTO BCE€ KIAcChl, KOTOpble TaM OOBsBIEHBl, Tomcat-oM HIHOPHUPYIOTCS.
Bripodem, BBl MOK€Te W3MEHHUTH 3TO MOBEJCHHE, MIOMEHSB COOTBETCTBYIOLIMM 00pa3oMm (aiin 3amycka
Tomcat-a — startup.bat/startup.sh. Ho iydmie Bcero noMeCTUTh HyKHBIE KJIACCHI U jar-OMOIMOTEKH B
OJIMH U3 CJIETYIOIIMX KaTaloIrOB:

/WEB-INF/classes/*.class
/WEB-INF/lib/* jar
<JAVA RUNTIME>/lib/ext

tomcat/common/classes/*.class
tomcat/common/lib/* jar
tomcat/classes/*.class
tomcat/lib/* jar

Ecim jar-6I/I6HI/IOTCKa HWJIN KJIaCcC IMPEAHA3HAYCHBI TOJIBKO JJISA Tomcat-a u HpHJ’IO)KCHHfI, B HEM
pa6OTaIOH_[I/IX, BBl MOXECTC IIOMCCTUTh HX B KaTaJlor <TOMCAT_HOME>/common/classes nJin
<TOMCAT_ HOME>/common/lib.

NMoapo6bHocTN 0 server.xml

Konduryparms Tomcat ocymiecTBiIsieTcss ¢ MOMOIIBI (aiiia server.xml, B KOTOPOM COACPIKUTCS BCS
nH(popmarus o HacTpoiike, 3anucanHas B XML-dopmare. Otor XML-daitn — cepame Tomcat.

[Io ymonuanuio, koraa Bbl 3amyckaere Tomcat ¢ MOMONIBIO KOMaH/bl startup.bat WIH startup.sh,
HCIONIb3YyeTCs server.xml, KOTOpbIi pacmoyio’KeH B Karajore <TOMCAT HOME>/conf/. Bce m3MeHeHus,
cieNlaHHbIE B ATOM (haiiie, OTpaXkaroTCs Ha TOM, KaK U Kakue KOMIIOHEHThI Tomcat OyJeT UCIoIb30BaTh B
cBoell pabote. Sl He COBETYI0 MEHATh 3TOT (aily, Tak Kak TaM COJEPKHUTCSI MHOXKECTBO IOJIE3HBIX
KOMMEHTapueB M BapUaHTOB KOHQUTYypalMi, KOTOpblE MOTYT BaM TPUTOAMTHCS B KayecTBe
CIIpaBOYHHMKA. BmecTo 3TOro, Bbl MOXKETE€ CO3/1aTh CBOM server.xml, U MOACYHYTh ero Tomcat-y
CJIEIYIOIIUM 00pa3oM:

<TOMCAT HOME>/bin/startup.bat -config my server.xml

B my server.xml BBI MOXETE ONPEACITHUTH TOJIBKO TE€ KOMIIOHEHTHI M HACTPOMKH, KOTOPBIE HEOOXOIMMBI
JUTSL Balllero KOHKPETHOTO MPOeKTa. BhImenpuBeIeHHYI0 CTPOKY BBl MOKETE IOMECTHTh B .bat WIH .sh
¢aitn wm B Windows co3nath sipibik (Shortcut), mocne yero cMosxeTe 3amyckaTb Tomcat B pa3iIndHOM
KOH(HUTYpary 1 Hy>KHBIH BaM MPOEKT OJHUM IIECTYKOM MBIIIKH.

Hampumep, s paGotato Haj 4eTbIpbMs BEO-IpOEKTaMU OJHOBpeMeHHO. Kaxnplil MpOeKT XpaHUTCS B
CBOEM KaTajlore. B KaxxJIoM M3 KaTajoroB XpaHWUTCSI U CBOM server.xml, KOTOPBIH HMHUIHUAIA3ZUPYET
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KOMITOHEHTHI HY>KHbIE MHE TOJIBKO IiJIsi JaHHOTO TipoekTa. Ha "PaGouem Ctomne" y MEHs 4eThIpe sipyiblKa
(Shortcut), B Ka)X710M M3 KOTOPBIX MPOIKCAaHA BhIICYKa3aHHAss KOMaHJla C COOTBETCTBYIOIIMM (aitiiom

server.xml.

JlaBaiiTe pacCMOTPHUM OCHOBHBIE COCTAaBHBIE YacTU 3TOro (Qaiina. /[y 3Toro BaM HEOOXOJUMO OTKPBITh
¢ailn server.xml B OOBIYHOM TEKCTOBOM peaakTope. B ycranoBke Tomcat mo yMon4aHuio server.xml
pacnojaraercsi B KaTtajaore <TOMCAT HOME>/conf/.

VYrporieHHas CTpYKTypa server . xml BBIIJISIINT TaK:

<Server>
<Service>
<Connector />
<Engine>
<Host>
<Context />
</Host>
</Engine>
</Service>
</Server>

Huwxe mnpeacraBneH BapuaHT server.xml, B KOTOPOM yJajeHbl KOMMEHTApUU U HEKOTOpHIE
KOMITOHEHTBI, 0 KOTOPBIX pa3roBOp MONAET MO3IHEE.

Ipumep 1. Ilpocmoti ¢aiin server.xml

<Server port="8005" shutdown="SHUTDOWN" debug="0">
<Service name="Tomcat-Standalone">
<Connector className="org.apache.catalina.connector.http.HttpConnector"
port="8080" minProcessors="5" maxProcessors="75"
enablelLookups="true" redirectPort="8443"
acceptCount="10" debug="0" connectionTimeout="60000"/>
<Engine name="Standalone" defaultHost="localhost" debug="0">
<Logger className="org.apache.catalina.logger.FileLogger"
prefix="catalina log." suffix=".txt"
timestamp="true"/>
<Realm className="org.apache.catalina.realm.MemoryRealm" />
<Host name="localhost" debug="0" appBase="webapps" unpackWARs="true">
<Valve className="org.apache.catalina.valves.AccessLogValve"
directory="logs" prefix="localhost access log." suffix=".txt"
pattern="common"/>
<Logger className="org.apache.catalina.logger.FileLogger"
directory="logs" prefix="localhost log." suffix=".txt"
timestamp="true"/>
<Context path="/examples" docBase="examples" debug="0"
reloadable="true">
<Logger className="org.apache.catalina.logger.FileLogger"
prefix="localhost examples log." suffix=".txt"
timestamp="true"/>
</Context>
</Host>
</Engine>
</Service>
</Server>

AnemeHT <Server>

[lepBbIil 3rMeMEHT, KOTOPBIA BCTpeyaeTcss HaM B (Qailie server.xml — 3TO 3eMeHT <Server>. DTOT
3JIEMEHT IMPEJCTABISAET BeCh KOHTeHHep. OH sABJIsIeTCS KOPHEBBIM 3JieMeHTOM B XML-aiirne.



OnemeHTy <Server> COOTBETCTBYET MHTep(delC org.apache.catalina.Server. WHTepdeiic Server
aBIsieTcs singleton-oM, U OH mpezcTaBisier co0oif sk3eMIusip Tomcat B mamsiti. B anemente <Server>
MOTYT pacroyiaratbCsi OAMH WM HECKOJBKO 3JIeMEHTOB <Service™>. Huke Mbl nepeyuciuM, Kakue
aTpuOyTHI MOTYT OBITH UCIIOJIB30BAHBI B 3JIEMEHTE <Server>.

className: [lonHoe Ha3BaHue Kiacca, KOTOPBI peanu3yeT uHTepdeiic org.apache.cataline.Server.
Ecnu nMms kmacca He yKa3aHo, 110 YMOJIYaHUIO UCIIOJIb3YETCs KIIace

org.apache.catalina.core.StandardServer.

port: Homep TCP/IP mopra, ot xotoporo Tomcat oxxumaetr komaHay o0 ocTaHOBKe cepBepa. Komanna
JI0JKHA OBITH OTIpaBJICHA KIMEHTOM, paOoTaloUMM Ha TOW ke MaluHe, rae padoraer Tomcat. OtoT
aTpuOyT 00s3aTEICH.

shutdown: OtoT aTpudyT onpenenseT camy KoMaHy, 1o koropoit Tomcat npekpaTur cBoro padboTy. JTta
KOMaH/1a 10JKHA ObITh OTIpaBJIeHa HAa MOPT, YKa3aHHBIM B MpebIAyIeM aTpudyTe. ITOT aTpudyT
o0s13aTeleH.

OnemeHT <Server> B IpUMEPE, YTO Mbl IPUBEJIN BbIILIE, BBITJISIIUT TaK:

<Server port="8005"
shutdown="SHUTDOWN"
debug="0">

Buumanue. AtpubyTt debug mMoxer OBITH HCIIONB30BaH BO BcexX aneMeHTax XML-daiina. On
omnpenenseT ypoBeHb otnanku (debug level), cormacno xoropomy xommoHeHTHl Logger Oyayt
MUCcaTh B JIOTH OTIa04HbIe cooOmeHuss. OT KoMmoHeHTax Logger Mbl IOTOBOPUM YyTh MO3/THEE.

OneMeHT <Server> He MOXKET pacroyaraTbcs BHYTPH KaKOTro-JIMOO Apyroro snemMenta. OH sSBiseTcs
POIUTEIBCKUM 3JIEMEHTOM IS 3JIeMeHTa <Service>.

AnemeHT <Service>
Crnenyromum B HepapXwH JJIEMEHTOB B (aine server.xml uaer anemeHT <Service™>. DTOT 3JE€MEHT
OpeaAcTaBIsACT HHTep®eﬁC org.apache.catalina.Service. Huxke IMPUBOAUTCA CIIMCOK IOOIIYCTHMBIX

aTpuOyTOB JAHHOT'O AJIEMEHTA.

className: ITonnoe Ha3BaHUE KJ1acca, KOTOPBIN peanusyer uHTEepdeiic
org.apache.cataline.Service. Ecaum uMs Kilacca HE yKa3aHO, 110 YMOJYaHUIO HCIIOJIB3YETCS KIIacce

org.apache.catalina.core.StandardService.

name: OmpenenseT uWMs cepBuca. JTO UM OyneT YMOMSHYTO B JioraXx. Mms Kamoro cepBmca,
PacIoyIOKEHHOTO B OJJTHOM M TOM K€ dJIeMEHTe <Server>, TOHKHO OBITh YHUKAIbHBIM.

OneMeHT <Service> B TpHUMEpPE, YTO MbI IPHUBEIM BBIIIE, OMUCHIBAET pexuM paboTel Tomcat-a B
KauyecTBE CaMOCTOSITENILHOTO BeO-cepBepa. Kol BBIMISANUT ClielyoIM 00pazoM.

<Service name="Tomcat-Standalone">
O ToMm, Kak J00aBIJIATh APYTHE BapUAHTHI JIEMEHTA <Service™>, Mbl IOTOBOPUM B CIIeIyIOIIEH TIaBe.

DnemeHT <Service> MOMKEH OBITh BIOXKEH B 3NeMeHT <Server>. CaMm OH MOET BKJIIOYATh AJIEMEHTHI
<Connector> u <Engine>.

AnemeHT <Engine>



Tperbum nsmemernToMm B uepapxun XML-¢aitma server.xml sBusercs siement <Engine>. OnH
npeAcTaBiIseT KouTelHep ceprieToB Catalina. B kaxxmoMm snemenTe <Service> MOXKET ObITh TOJIBKO OJWH
anemeHT <Engine>. DTOT eauHCTBEHHBI KOMIOHEHT <Engine> Oyaer oOpabaThiBaThb BCE 3arpocChl,
MOCTyMaroNMe K HeMy 4depe3 komnoHeHThl <Connector>. DnemeHT <Engine> momKeH MITH cpas3y ke
nocie mnocienHero snementa <Connector>. Bcee snementsl <Connector> MOJKHBI UATH 10 3JIEMEHTa
<Engine>, mocie Hero aneMeHThl <Connector> moMenaTh Helb3sl.

OnemeHT <Engine> cOOTBETCTBYeT UHTEp(EiCy org.apache.catalina.Engine. Huke mpencraBieH
CIMCOK JIONYCTHUMBIX aTpuOyTOB 2ieMeHTa <Engine>.

className: [lonHoe Ha3BaHue Ki1acca, KOTOPBIM peanusyet uHTepdeic org.apache.cataline.Engine.
Ecnu umd kaacca He YKa3aHO, 10 YMOJJYAaHUIO UCTIOJIb3YETCS KJIaCC
org.apache.catalina.core.StandardEngine.

defaultHost: Eciu nHa Bamieii mammnHe OyneT paboTaTh HECKOJIbKO BUPTYaIbHBIX CEPBEPOB JaHHBIM
aTpuOyT yKa3bIBaeT UM XOCTa, Ha KOTOPBIA OYyIyT HANpPaBISATHCS 10 YMOJIYAHHUIO BCE 3alpPOCHI, €CIIN B
3aroJIOBKE 3ampoca HE yKa3aHO, K KakOMy HMEHHO XOCTYy 3TOT 3alpoc HampasieH. Mms kaxnoro
BHUPTYJILHOTO XOCTa 3a/1aeTcst aTpudyToM B anemente <Host>. Mms, ykazannoe B atpuOyte defaultHost
00513aTeNIbHO JIOJKHO COBIAJATh C IMEHEM, YKa3aHHBIM B OJHOM M3 31eMeHTOB <Host>.

name: Jlornyeckoe ums KoHTeiHepa. OHO OyaeT WCIOJIb30BATHCSA NPH 3aluCcH JIOTOB. MOKeT OBITh
TH00BIM. ATpUOYT 00sI3aTelNeH.

Onement <Engine> B mnpuMmepe, YTO MbI IPHBEIH BBIIIC, ONUCHIBACT KOHTEHHEpP C Ha3BaHUEM
"Standalone". Ilo ymon4aHWIO BCE 3ampoChl HAMPaBIAIOTCS XOcTy mon uMmeHeMm "localhost". Kon
BBITJISITUT CIIETYIOIINUM 00pa3oM.

<Engine name="Standalone" defaultHost="localhost" debug="0">

OnemenTt <Engine> NOHKEH HAXOIUTHCS BHYTPH deMeHTa <Service>. Cam anmemMeHT <Engine> MokeT
BKJIFOYATh B CEOSI TAKHME IIEMEHTHI, KaK

e <Logger>
¢ <Realm>
o <Valve>
¢ <Host>

AnemeHT <Host>

OnemenT <Host> city>XuT U1 OMKMCaHUsI BUPTYAJIbHBIX XOCTOB B KOHTelHepe <Engine>. Ha xaxxnom u3
XOCTOB MOXET paboTaTh OJAHO WM HECKOJIBKO BEO-TNPUIIOKEHUH, KOTOPHIE OMMCHIBAIOTCSA 3JIEMEHTOB
<Context> BHYTpU KaXXIOro coOTBeTcTBYyomiero siaemeHta <Host>. O6 snemente <Context> peub
HOUIET HIXKE.

B konteitHepe (B anemente <Engine>) MoMmKeH OBITh ONMUCAaH KaK MUHHMYM OJUH XOCT (JIEMEHT
<Host>). Huxe npeacTaBieH CIMCOK AOIMYCTUMBIX aTpuOyTOB sneMeHTa <Host>:

className: [TomHoe Ha3BaHHWE Kjacca, KOTOPBIA peannsyeT UHTep(delc org.apache.catalina.Host.
Ecmu uMs KJlacca HE yKa3aHo, o YMOJTYAHUIO HCIIONb3YEeTCs KJ1acc
org.apache.catalina.core.StandardHost.

appBase: B 3Tom aTpubyTe ykas3biBaeTcs MyTh K KOPHEBOMY KaTajory, B KOTOPOM OYIyT pacrojiaraThCs
BCE TPWIOKEHHUS, NPUHAUICKANUE NaHHOMY XOCTy. IlyTh Moxer ObITh aOCOJIOTHBIM M, 3HAYHT,
XapaKTepHbIM Ui JAaHHOW OMNEpalMoOHHOM CHCTEMBbI, JIMOO MOXET OBIThb OTHOCHUTENIbHBIM.



OTHOCHUTENbHBIM MYyTh ONpENeNseTcss OTHOCUTEIBHO MNEPEeMEHHON <CATALINA HOME>. Ecnu naHHBIN
aTpuOyT HE yKa3aH, MO0 YMOJYaHHUIO HCIIOJNB3YeTCsl OTHOCHUTENBHBIM MyTh W Katanor "webapps". Dto
3HA4MT, YTO XOCT OYyJIeT UCKAaTh CBOU MPHJIOKEHUS B KaTanore <CATALINA HOME>/webapps/.

Ha 3amerky. KopHeBoli kaTajmor XxocTta BOBce HE 00s3aTEIIBHO JOKEH PacIionaratbCsi B TOM K€
Karayore, Kya yctaHoBieH Tomcat. Mcronb3ys abcomoTHBIN MyTh, BBl MOXKETE yKa3aTh KaTajor,
KOTOPBIH pacrojaraercs B JII0O0OM MecTe Ha JIF0OOM JHCKE Balllei MallluHBI.

41 mpennounTar0 XpaHHWTb BCE CBOM NPOEKTHI B OTHEJIBHOM KATajore, TaKk YTO NPHU yNaJCHUH
crapoir Bepcun Tomcat M yCTaHOBKE HOBOW, s He OOIOCH MOTEPATh KaKOM-TMOO M3 CBOMX
npoekToB. Hanpumep, Moii BapuanT arpulyTta appBase BBIMISAIUT Tak:

C:\web-projects\SuperBankProject\webapps\

unpackWARSs: D1oT aTpubyT yKa3bIBaeT, JOKEH JIM XOCT pacnakoBbiBaTh WAR-daiinel, nnu Her. Ecnu
ucronb3yercs: 3HadeHue "false", xocT 3amyctur mpumiiokeHue, Haxonsmeecs B WAR-(aiine, 6e3 ero
pacrnakoBKy Ha JUCK. Eciu aTpubyT OTCYTCTBYET, 10 YMOJTYAHHUIO €r0 3HAY€HHE paBHO "true".

name: 3ajaeT UMs BUPTYaJIbHOTO XOCTa. DTOT arpulOyT obOs3arteneH. MMs He JOMKHO coOBMagaTh C
HMEHEM JIpyroro xocra (memeHT <Host>), Haxosmerocst B JaHHOM KOHTeWHepe (3yeMeHT <Engine>).

OnemeHT <Host> B mpuMepe, YTO Mbl IPUBEIIN BbIILIE, BBIMJISIIUT CIETYIOMNUM 00pa3oMm.

<Host name="localhost" debug="0" appBase="webapps" unpackWARs="true">

Otor 3nemeHT <Host> omuceiBaeT xocT ¢ uMeHeM "localhost". Iyt Toro, 4roObl 0OpaTUTHCS K HEMY,
HeoOxouMo B Opoy3epe HaOpath B Opoy3epe cienyrommuii URL:

http://localhost:8080/

Tax kak B aTpubyTe appBase ncnosnb3yercss OTHOCUTENBHBIN MyTh, KOPHEBBIM KaTaJlOIOM JaHHOTO XOCTa
SIBJIIETCS KaTaJor <CATALINA HOME>/webapps/. Bce WAR-@dailnbl, KoTOpble TaHHBIA XOCT OOHAPYKUT B
JAHHOM KaTaJlore MpH 3amycke, OyAyT paclakoBaHbl Ha IHCK MOTOMY 4TOo aTpuOyty unpackWARs
MIPUCBOEHO 3HaueHue "true".

Buumanmue: Homep nmopra, koropsiii qodasnsercs k URL, 3amaercs sanementom <Connector>, 0 KOTOpOM
peyb NOUIET HUXKE.

OnemenT <Host> noskeH pacnonaratbesi BHyTpH asieMeHTa <Engine>. CaMm OH MOXXET BKJIIOYaTh B ce0sl
CJICAYIOLINE IIEMEHTHI:

o <Logger>
¢ <Realm>
e <Valve>

o <Context>

AnemeHT <Context>
Onement <Context> BcTpeuaercs B (aitne server.xml garmie Bcero. OH ONMUCHIBAET ONPEACICHHOE BEO-
MPUIIOKEHUE, KOTOPOE OYET 3aIyIleHO TaHHBIM XocToM (3nemeHT <Host>). B anemente <Host> moxer

IIPUCYTCTBOBATH JII000€ KOJIUYECTBO 3ieMeHTOB <Context>. EQMHCTBEHHOE HCKIIOYEHUE — y KaKIOIo
KOHTEKcTa-IpuiioxkeHus (aneMeHT <Context>) 10kKeH ObITh yHUKaIbHBIM aTprOyT path.
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Ha 3ametky. Eciu WAR-¢airy npucBOouTh UMSl ROOT . war U TIOMECTUTH €r0 B KOPHEBOM KaTajor
xocta, 3T0T WAR-(aiin ctaHeT KOPHEBBIM MPWIOKEHUEM JAaHHOTO XOCTa W OyAeT JOCTYNeH 0
nanHomy URL-y:

http://<server>:<port>/
Bce ocranbhble KOHTEKCTHI OyayT focTynHbl 1o URL-y:

http://<server>:<port>/<umsa koHTekcTa>/

Huxe npeacraBiieH CMCOK JOMyCTUMBIX aTpuOyToB 31emMeHTa <Context>.

className: [ToiHoe Ha3BaHue Kiacca, KOTOPBIN peanzyeT uHTepdeiic
org.apache.catalina.Context. EciM nMs Kilacca He yKa3aHo, 110 YMOJIYAHHUIO UCIIOJIb3YETCs Kace

org.apache.catalina.core.StandardContext.

cookies: Omnpenensier, XOTUTE JIM BBl UCIOJIB30BaTh cookie Ui OTCeKWBaHUs ceccuu, Wi HeT. [lo
YMOJIYAHUIO 3HAaY€HWE JaHHOTO arpuOyTta paBHO "true". Eciam oHo paBHO "false", miis orciexuBaHus
CeccHU BaM IpHeTcs moib3oBatbes ¢pynknuerd URL rewrite.

crossContext: Eciu nanHomy aTpuOyTy NPHCBOCHO 3HauyeHue 'true", Balle NPHIOKEHHE I0JIydaeT
BO3MOXHOCTh C IIOMOIIBXD METOHA ServletContext.getContext ()IOIy4YaTh MOOCTYII K JOPYIrUM
KOHTEKCTaM-TIPIIOKEHUSM, 3allyIleHHbIM Ha JaHHOM xocTe. O yMOJYaHHMIO JaHHOMY aTpuOyTy
npucBoeHo 3HaueHue "false". DTo 3HAYUT, YTO MO YMOJYAHUIO MPUIIOKEHHUIO 3amperieHo "obmarses" ¢
JPYTUMH NIPHIIOKECHUSIMU.

docBase: Yka3piBaeT, B KaKOM Karajiore HaxomsTcs (aiiiel BeO-mpuiiokeHus. B manHoM aTpubyre
MO>KHO yKa3aTh KaK OTHOCUTEJIBHBIH Iy Th, TAK  a0COIIOTHBIM.

Ha 3amerky. Ecii Bocmionnb30BaThbest a0COMOTHBIM MYTEM, TO MPAKTUYECKU KAXKI0E MPUIIOKECHUE
MOXET HAaXOJUTHCA B JIOOOM KaTajiore Ha JIIOOOM JHMCKE Balllero KOMIbIOTepa. Takum oOpa3om
BbI HonyqaeTe BO3MOXHOCTbH pa3l[eJ'II/ITB II0 KaTtajJoramM Ha AMCKEC HE TOJIBKO XOCTBbI, HO JaXKC
MPUIIOKEHHUSI, KOTOpPBIE OYAyT 3aIlyIIEeHbl XOCTOM.

path: Yka3bpIBaeT UMsl KOHTEKCTa, MO/ KOTOPhIM OyAET 3aperucTpUpOBAHO JaHHOE NpuiiokeHue. Eciu B
anemeHTe <Host> ncnosp3yercss HecKoIbko aneMeHToB <Context>, aTpuOyT path 1aHHOTO KOHTEKCTa HE
JIOJKEH COBMA/aTh ¢ aTpubyToM path Apyrux KOHTEKCTOB.

Buumanmue. /[aBaiite ysicHuM pasnuily Mexay arpuOytamu docBase u path. Bame npunoxxenue
MOKET HAXOJUTHCS B IFOOOM KaTallore Ha JIF0OOM JIUCKE, U €r0 MECTOPACIIONOXKEHHIE YKa3bhIBACTCS
B atpulyTe docBase. ATpuOyT path 1o cyTu onpenenser uMsi Balliero MpUI0KEeHUsI AJI TaHHOTO
xocra. Jto ums ucnonszyercs B URL 3ampoca. Hampumep, ecnu B atpuOyTy path mpucBoeHo
3Hauenne "MyApp", To URL mo koropoMmy naHHOe MpuiIoKeHHE OyAeT AOCTymHO, OyaeT
BBITJISLIETD CIEAYIOIINM 00pa3oMm:

http://<server>:<port>/MyApp/

reloadable: Ecnu nannomy atpulyTty npucBoeHo 3HaueHue "frue", Tomcat OyaeT perynspHO NpoOBEPSThH
MOJIKATAJIOTH WEB-INF/classes/ M WEB-INF/lib JAHHOTO KOHTEKCTa HA MPEIMET TOrO, HE MOSBUIINCH
JU TaM HOBBIE BepcuH KiaccoB win JAR-OuOmmorek. 3HaueHue "true" mjisi MaHHOTO aTpudyTa MMEeT
CMBICJI TIPUCBAMBATh TOJIBKO TOT/IA, KOTJA BbI pa3pabaThiBaeTe CBOE BEO-IPUIIOKEHHUE, TaK KaK B 3TOM
pexxume cKopocTb paboTel Tomcat-a CUIIBHO CHUKAeTCs.
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wrapperClass: Onpenenser Java-kiace, pean3yromuil HHTepQenc org. apache.catalina.Wrapper.
€CIIM MM3 KJIacca HE YKa3aHo, 10 YMOJIYaHUIO UCIIOJIb3YETCs KI1ace
org.apache.catalina.core.StandardWrapper.

useNaming: Ecnu manHoMy atpuOyT MpUCBOEHO 3HaueHUe "frue", KOHTEHHEp cleiaeT AOCTYIHBIM st
Barero npuinoxkenus koutekct JNDI. MHorga 3To He06X0aUMO TSl TPUIIOKEHUH, KOTOPBIE CO3/IaHbI IO
npaBuiiaMm J2EE. Tlo ymomuanuto arpuOyT umeert 3HaueHue "true".

override: Eciin namHOMYy aTpuOyT MpPUCBOCHO 3HA4YeHUE "frue", Ui TAHHOTO KOHTEKCTAa OTMEHSIOTCS
HAcTpoWKH, onucanHble B anemenTe <DefaultContext>.

Ha 3amerky. <DefaultContext> — 3T0 35eMeHT, pacnojoXKeHHbIH B neMenTe <Host>, KoTophIi
3aJaeT HACTPOMKY JIOOOr0 KOHTEKCTa, IS KOTOPOTO OTCYCTBYET CBOWM OCOOBIA 3JIEMEHT
<Context>. Ecau »snement <DefaultContext> mnpucyrctByer B 3i1emente <Engine>, ero
HAaCTPOMKM M IapaMeTpsl JEHCTBYIOT HAa BCE KOHTEKCTBI BCEX XOCTOB, YTO IPUCYTCTBYIOT B
anemeHnTe <Host>.

[To ymonmuanuio 3HaueHue aTpudyTa paBHo "false".

workDir: Yka3piBaeT, Kakoi KaTajor JOJDKEH MCIOJIb30BaTh Tomcat 1 XpaHeHUs] BpEMEHHBIX (aiiioB
Y OTKOMITMJIMPOBAHHBIX KJIACCOB JUIS IaHHOT'O KOHTEKCTA. J{Js1 TOro, yToOBl y3HATh U3 BEO-TPUIIOKEHUS
IIyTh K 3TOMY KaTaJIoT'y, BBI3OBUTC anHGyT‘KOHTeKCTa o4 MMCHCM java.servlet.context.tempdir.
Ecnu manHOMYy aTpuOyTy HEe MpPUCBOCHO HHUKAaKoe 3HaueHue, Tomcat OyaeT XpaHuTh Bce (haiiibl B
MOJAKAaTajIore <CATALINA HOME>/work.

Onement <Context> B mpuMepe, YTO Mbl IPUBEIH BBIIIE, BBITJISIIUT CIIEIYIOIIUM 00pa3oMm:

<Context path="/examples" docBase="examples" debug="0" reloadable="true">

OH omuchiBaeT KOHTEKCT moja uMeHeM 'examples". Bce pecypcbl MaHHOTO MNPUIIOKEHHUS-KOHTEKCTA
"examples" pacronararorcsi B KaTajiore <TOMCAT HOME>/webapps/examples. B onmucanum ykasaHo, 94To
Tomcat nomkeH MpoBEpATh, HE U3MEHWINCH JIM KIACChl JAHHOTO KOHTEKCTa, U €CIId U3MEHWIHCh, OH
JOJKEH WX Mepe3arpy3uTh.

Onement <Context> nomkeH pacmnonararbcsi B anemeHte <Host>. B camom ke snmemente <Context>
MOTYT pacnojiaratbCs CJICAYIOMUC 3JICMCHTLI:

e <Logger>

e <Loader>

¢ <Realm>

o <Manager>

° <E_] b>

o <Environment>

¢ <Parameter>

¢ <Resource>

o <ResourceParams>

Buumanme: Eciim BBl HE ONUIIUTE KOHTEKCT C ToMoIlpio 3dnemeHta <Context>, oH Oyner
3arpy’keH ¢ HacTpOHKaMH 10 YMOJIYaHUIO, KOTOpbIe OMUCaHbI B (aiine web.xml, pacrionoxxeHHoM
B KaTaJore <CATALINA HOME>/conf/.

Teneppb, HECKOIBKO KPaTKUX MPaBUII, IO KOTOPBIM B3aUMOIEUCTBYIOT 3sieMeHThl <Host> n <Context>.
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B snemente <Host> moryT BooOIIe OTCyTCTBOBaThH 3iieMeHTHl <Context>. B 3ToM ciydae KaxKIblid
MOJIKATaJIOT B KOPHEBOM KaTajiore JaHHOTO XOCTa OyJeT CYUTAThCA MPHIIOKEHUEM-KOHTEKCTOM.

Eciu B <Host> npucyrtctBytor snemeHThl <Context>, HO B KOPHEBOM KaTajore €cTb M Jpyrue
MOAKATAJIOTU C MPUJIOKEHUSIMH, MPUIIOKEHHS, ONMKMCAHHBIE COOTBETCTBYIOLIMM 3JieMeHTOM <Context>,
OyqyT MHMIMAJIU3UPOBAHbBI COTJIACHO YKa3aHHBIM HACTpOMKaM, a BCE OCTaJbHbIE MPUIOKEHHUS OyIyT
VHUIUAJIU3UPOBAHEI C HaCTpOﬁKaMH IMPUHATBIMHU 110 YMOJTYAaHUIO.

Bce WAR-@aiinbl, oOHapyKeHHbIE XOCTOM B CBOEM KOPHEBOM KaTajore OyIyT pacmakoBaHbl B
MOJIKATAJIOTH C TAKUMHU K€ UMEHaMU, 4To 1 WAR-]aiisl, 1 omsITh ke OyIyT paccMaTphBaThCs CEPBEPOM
KaK NMpuiokeHus-KoHTeKcThl. WAR-daiin ¢ umenem ROOT.war (6onbinmu OykBaMu UMsl, MaJT€HbKUMU
- pacipeHue) OyAeT pacliakoBaH U MHUIMAIU3UPOBAH KaK ITIaBHBIM KOHTEKCT.

Ecnu B KOpHEBOM KaTaljlore y)ke MPUCYTCTBYET KaTalor ¢ UMeHeM, cX0KuM ¢ WAR-daiioM B 3TOM ke
katanore, WAR-daiin nHe pacnakoBbiBaercsa. Ecnu y Bac mosiBuiicst HoBasi Bepcusi WAR-daitna, Bam Hamo
OCTaHOBUTh Tomcat, yaaquTh B KOPHEBOM KaTajore paclakOBaHHBIA IIOAKATAJIOr C HYKHBIM
MIPUIIOKEHNEM, TTOJIOKUTh HOBBI WAR-daiin B kKopHEeBO# KaTajor (IepemnucaB ero moBepx CTaporo), u
CHOBa 3amycTuth Tomcat.

Tomcat 4 nHe momnepxuBaer ¢ynkuuio hot deployment, kak B HEKOTOpBIX Ipyrux Oojiee MOIIHBIX
cepBepax MNPHJIOKEHWH, KOrAa A aKTUBU3aLMHU INPWIOKEHHsS HE HY)KHO IepesarpykaTb lomcat, a
JOCTaTOYHO MPOCTO MOJ0KHUTH HOBBI WAR-(aiin B KopHEBOii KaTaor.

AnemeHT <Connector>

A ceifuac Mbl paccMoTpuM aneMeHT <Connector>. DTOT 3JEMEHT OMHUCHIBAET KOMIIOHEHT, KOTOPBIH
MPUHUMAET 3aMpoChl, TOCTYIMAIOIIME HA CEPBEP, W OTIpaBisieT OTBETHL. InemeHT <Connector>
COOTBECTCTBYCT HHTep¢eﬁcy org.apache.catalina.Connector. HuWxke omnucansl JOMYCTUMBIE
aTpuOyTHI TAHHOTO AJIEMEHTA.

className: ITonnoe Ha3BaHHUE KJ1acca, KOTOPBIN peanusyer uHTepdeiic
org.apache.catalina.Connector. Kaxk IIpaBUIIO 3TO
org.apache.catalina.connector.http.HttpConnector.

enableLookups: VYkaspiBaer, momken nu Connector oOpamarscsi k DNS, uToObl ompenenuts uMs
YAQJICHHOTO cepBepa. 3HAaUEHHUE 10 yMOYaHuIo0 paBHO "true". Ecim 3Ta GyHKIMS BKIIIOYEHA, BBl MOXKETE
y3HaBaTb B CBOEM [PWIOKEHUM JIOMEHHOE HMs YJAJIEHHOTO CEpPBEpa C IOMOILBI0 METoAa
request.getRemoteHost (). BrIrodeHue naHHOM (I)yHKL[I/II/I MOXKET CKa3aThbCAd Ha MPOU3BOAUTCIBHOCTU
Tomcat-a. [TosToMy B OOJBIIMHCTBE CITy4aeB JaHHBINA aTpUOYT JOJDKEH ObITh paBeH "false".

redirectPort: ykassiBaecT TCP/IP mopT, Ha KOTOPBIA AOKEH OBITH MIEpeapecoBaH 3arpoc, €CIH Il €ro
obOpaboTtku Tpedyercs SSL-coemunenme. Pecypcwi, TpeOyromme SSL-coenuHeHHE OMUCHIBAIOTCS B
web.xml Qaiine kaxa0ro KOHKPETHOTO MPUIIOKEHUS-KOHTEKCTA.

scheme: VYka3piBaeT, Kakold TPOTOKOJ CBSI3M OYJET HCIIONB30BAThCS JUISI JTAHHOTO JJICMEHTA
<Connector>. [To ymonmuanuto paseH "http". [l SSL-coenuHenus npucBoiire 3ToMy aTpuOyTy 3HaUeHUE

"https".

secure: YKasplBaeT, JOJDKEH JIM JaHHBIA anemeHT <Connector> noanepxkuBatbk SSL-coenunenue. Ilo
YMOYaHUIO 3HaueHue paBHo "false".

Onement <Connector> H0JKEH pacnoyiaratbesi BHyTpHU aneMenTta <Service> u J1O snementa <Engine>.

JaBaiite Teneps Oosee moapodbHo paccmorpuM kommnoneHT HttpConnector.
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HttpConnector

Yamie BCETO B JJIEMCHTE <Connector> HUCIIONB3YECTC KJ1acc
org.apache.catalina.connector.http.HttpConnector. Kak H BCe JApyrue pOIACTBEHHBIE €My
KOMHOHGHTBL(n{peaHHSyerﬂHTep®eﬁCorg.apache.catalina.ConnectorIlHaCHeﬂyeT(ﬂ?HGNDBCCTe
anI/I6yTI>I, YTO MBI IIEPCUUCININA BBIIC. OILHaKO, OH TAaK>KC MMCCT CIIC U JOIIOJTHUTCIbHBIC anI/I6YTI)I,
KOTOPBIE XapaKTEPHBI TOJIBKO JIJISl Ht tpConnector. DTH aTPUOYTHI IEPEUHUCIICHBI HIDKE.

port: YkazeiBaeT TCP/IP mopT, koTopsiii OyaeT "mpocaymmuBaTh” naHHbIi aneMeHT <Connector>.

Ha 3amerky. Cpa3y nocne ycranoBku Tomcat Hactpoed Ha mopT 8080. 3TO 3HAYUT, UTO AJIA
pabotsl ¢ Tomcat-om, B 6poy3epe Bam creayeT HaOpath cineayronuii URL:

http://<server>:8080/

UroOsl mepermounth Tomcat Ha mopt :80, Ha KoTOopoM O0OBIMHO "cuusaT' web-cepBepa,
noMmeHstiite 3HaueHue arpuOyrta "port" Ha "80". Ilocme mepesamycka Tomcat-a, BbI cMoOXxeTe
oOparaThcst K HeMmy ¢ momoibto crieaytomiero URL 6e3 ykazanus HoMmepa mopra:

http://<server>/

Buumanue: Ecnu Bbl nepekimouaete Tomcat Ha KakOH-TuOO APYyroi mopt, yOeaAuTech, 4To STOT
MOPT HE 3aHAT APYTruM nporeccom win apyrum Web-cespepom (IIS wimm Apache). B mpotuBHOM
ClIy4ae, Bbl HE CMOXeETe 3aIycTuTh Tomeat.

address: OTor arpulyT HCHOJB3YETCS B TOM Cilydae, €ClIM y MalluHbl, Ha KOTOpoil pabdoraer Tomcat,
uMeroTcsi Heckosbko IP-ampecoB. Jlannbiii aTpuOyT yKa3plBaeT, K Kakomy u3 3tux [P-agpecos
npusszbiBaeTcest Tomceat. Ecnu aToT arpulyt orcyrctByet, Tomcat Oyaer npussizan ko Bcem [P-agpecam,
HUMEIOLIUMCS Y JaHHON MallluHBI.

bufferSize: Omnpenenser pasmep Oydepa, KoTopwlii OyIeT BBIICICH ITaHHOMY KOMIIOHCHTY JISI
00pabOTKM  BXOIAIIMX TMOTOKOB. YBenuuuBas pasmep Oydepa, BBl CMOXKETE€ IOBBICHTH
MIPOU3BOIUTENIFHOCTh CEpBEpPa, HO 3TO B CBOIO O4YEpENb IMOBBICUT TpeOOBaHHE K 00BEMYy CBOOOTHOM

namsTu. [lo ymomrganuio 3ToT atpubyT paBen "2048", T.e. pazmep pasen 2048 Oaiitam.

className: Mwms knacca, peanusyromero HMHTepdeic org.apache.catalina.Connector. B Hamem
ClIy4ae 3TO KJIaCC org.apache.cataline.connector.http.HttpConnector.

enableLookups: To ke, 4To U 7151 BceX Ipyrux 3neMeHToB <Connector>.

proxyName: Yka3bIBaeT uMs proxy-cepsepa, eciu Tomcat pacronioxkeH 3a ceTeBbIM 3kpaHoM (firewall).
OtoT aTpulyT HEoOsA3aTeNEH.

proxyPort: Yka3biBaeT, kakoil OpT HaZ0 UCTOJIb30BATh, €CJIM Tomcat pacnoyIOKeH 3a CETEBBIM YKPAHOM
(firewall). DTOT aTpulyT HEOOsI3aTENEH.

minProcessors: Yka3piBaeT MUHHUMAlIbHOE KOIWYECTBO OOpPabOTYMKOB 3ampOCOB, KOTOPBIE TOJKEH
Tomcat co3nate npu crapre. [lo ymomdanuto cozmaercs 5 00pabOTIMKOB.

maxProcessors: Yka3plBaeT MaKCUMalbHOE KOJIHYECTBO OOpaOOTYMKOB 3arpocoB, KOTOpbie Tomcat-y
paspemaetcsi co3nath. [lo ymomuanmio mpenen paBeH 20 oOpaborumkam. Eciu manHomy atpudyTty
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MIPUCBOUTH JIFO0O€ 3HAYCHHWE MCHbBIIE HyJss, Tomcat-y OyIeT pa3penieHO CO3[aBaTh HEOTPAaHHMYCHHOE
KOJMYECTBO 00pabOTYMKOB.

acceptCount: VYKa3pIBaeT, CKOJIbKO 3alpOCOB MAaKCHMAJIbHO JOJDKHO HaxoauTbess B odepeau. Ilo
YMOJTYaHUIO 3HaueHue pasHo 10.

Ha 3amerky. Tomcat oOpabaTbiBaeT 3ampochl aocTaToyHO ObicTpo. Ho eciam ux moctymaer
CJIMIIKOM MHOTO, a YHCJIO 00paObOTUYNKOB OrpaHMUYEHO M OYepe/b IEePETOHEHa, TTOJIh30BATEIH B
OTBET Ha MOMBITKY coeAwHeHus ¢ Tomcat-om momydar otBeT "Server is too busy" ("Cepsep
ciumkoM 3aHAT"). UToObl HE pa304apoBBIBATH MOJB30BATEICH ATUM COOOIICHHEM, yBEIHYBTE
KOJIMYECTBO O0OpabOTYMKOB W pa3Mep ouepenud, HO He 3albiBaiiTe, 4to ans 3Toro Tomcat
notpedyeT O0bIle TaMSITH.

connectionTimeout: Yxka3piBaeT, uepe3 Kakoe BpeMsi COEAUHEHHE JOHKHO OBITh paszopsano. [lo
yMmomdanuto arpuodyT pased 60000, T.e. 60000 mumnrcekyHaamM. UToObI OTKITIOYUTH Pa3phIB COCTUHEHUS,
MIPUCBOWTE JaHHOMY aTpuOyTy 3HayeHue "-1".

Onement <Connector> B IpuMepe, YTO Mbl IPUBEIH BbIIIE, BBITJISIIUT CIEAYIOIINUM 00pa3oM:

<Connector className="org.apache.catalina.connector.http.HttpConnector"
port="8080"
minProcessors="5"
maxProcessors="75"
enableLookups="true"
redirectPort="8443"
acceptCount="10"
debug="0"
connectionTimeout="60000"/>

DJIeMEHT ONMMCHIBAET, YTO KOMIOHEHT HttpConnector Oyaer "caymars" nopt 8080. Eciau Ha 3TOT mopT
MOCTYMHT 3alpoc K pecypey, TpebOyromeMy SSL-coeamHeHus, 3anpoc OyneT mepeHarpaBieH Ha MOPT
"8443", xotopelii '"mpocaymuBaeTr" Ipyroil SK3EMIUIP KOMIIOHEHTa HttpConnector € OCOOBIMHU
HactporikamMu Jist SSL-coepmuenus. <Connector> MpH 3allycKe WHHUIHATH3HPYET S5 00pabOTYMKOB
3aIpOCOB, U €My Pa3pelIeHO YBEIHMYUTh UX YHCIO MAaKCUMYM J10 75 00pabOTYHKOB.

Ucnonb3oBaHue SSL

Lastly, we can declaratively control the level of security in the transport mechanism using the following
tag in web . xm1:

<user-data-constraint>
<description>SSL not required</description>
<transport-guarantee>NONE</transport-guarantee>
</user-data-constraint>

There are three possible values for the <transport-guarantee>:

Transport Description

NONE No encryption is required (http is fine)

CONFIDENTIAL | The data must be encrypted, so that other parties can not observe the contents (e.g.
enforce SSL)

INTEGRAL The data must be transported so that the data cannot be changed in transit. Most servers
nse SST. for this valne too althoneh in thearv von conld nse <ame hashing aloorithm  ac
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encryption is not required

3awumTa pecypcoB ¢ nomolybro Security Realm

[Tpu 3ammre pecypcoB B BEO-NIPHIOKEHUSX MBI Yallle BCEro CTAJKUBAEMCS C JBYMS IMOHSATHIMU:
ayreHTu(dukanus (authentication) m aBropuszamnms (authorization). AyreHTH(UKaLUsS — 3TO MEXaHU3M
OIIpEZICTICHNUS], YTO MOJH30BATENb SABISIETCS MMEHHO TE€M, KTO OH €CTh. ABTOPH3AIMS — 3TO MEXaHH3M
OTIpeJIeNIeHUs MPaB MOJb30BATENS, UYbsl JIMYHOCTh MOABEPIKIEHA MyTEeM ayTeHTHU(HKAIMU, HA JOCTYN U
UCIIOJIb30BaHUE TOTO MIIM HHOTO pecypca.

B crnenyromeii rmaBe ("AyrteHtudukamms' - crp. 22) MBI TIOTOBOPUM O TOM, KakKHWe€ CpEICTBa
npenocrasisger Tomceat a1 MASHTU(UKALIUIH T10JIb30BATEIs.

A B 9TOI r71aBe MBI IOTOBOPUM O TOM, KaK 3allIMIIATh PeCypchl U 3a1aBaTh, KAKOMY IOJIb30BATEIIO KaKHe
pecypchl MOTYT OBITh JOCTYITHBI.

Y10 Takoe Security Realm

JIJIs 3alUTHI PECYpPCOB BEO-TIPHIIOKECHUS OT HECAaHKIIMAHWPOBAHHOTO JocTymna B Tomcat MCTIOIB3yeTCs
noHsTHe "MexaHu3M Oe3omacHocTu" (security realm). C momomip0 3TOrO0 MEXaHHM3Ma BBl MOXKETE
OTIpPENICNIUTh OTPAHUYCHUS JUIS T0JIb30BaTeNei Ha OCTYH K TeM WM UHBIM (paiiiaaM uiu pecypcam. ITOT
MEXaHU3M BCTpoeH B Tomcat u OH xapakTtepeH Toibko i Tomcat. B apyrux cepepax Java
HpI/IJ'IO)KeHI/Iﬁ — 00JIEe CIIOXKHBIX U MPOABUHYTHIX — UCIIOJIB3YIOTCA APYIruc MCXaHU3MBI.

KommoneHT, koTOphIii o0OecreunBaeT 3alluTy, peaiu3yeT HUHTEpPEeHC org.apache.catalina.Realm.
Peanuzanust storo wuHTEpdeiica ompenenseT KakuM 00pa3oM U KaKUMH CpeACTBaMH  Oyjaer
ocymecTBisATcs 3ammra. B Tomcat npegycMOTpeHo, 9TO KaKIbIH IOJIB30BATENIb UMEET UMs, Mapoib U
POJIH, HA OCHOBAaHMH KOTOPBIX ONPEAEISAIOTCS MpaBa AOCTyNa K TOMY WM MHOMY (aiiily, KaTauory Win

pecypcey.

Br100p MexaHMXMa 3alIUThl B €r0 HACTPOHKA OCYIIECTBIISCTCS C MOMOIIBI0 deMenTa <Realm> B ¢aiine
server.xml. B 3aBHCHMOCTH OT TOro, B KaKOM H3 DJJIEMEHTOB ITOMEIIEH 3ieMeHT <Realm>, 3amura
JEHCTBYET TOJIBKO Ha OmpeseNieHHbIH KOHTeKCT (<Context>), Tub0 Ha BECh XOCT M BCE KOHTEKCTHI ATOTO
xocta (<Host>), mu6o Ha Bech koHTelHep (<Engine>).

C Tomcat 4 B KOMIUIEKTE TIOCTABIISIOTCS JBa KJIacca, PEANM3YIONIMX MEXaHU3M 3allUThl JBYMS
Pa3IMYHBIMH CIIOCOOaMHU.

3awuTa ¢ nomouwbio MemoryRealm

[lepBpIM KJIACCOM, peann3yomuM MEXAHU3M 3aIUTHI, ABIIAETCSA KJ1acc
org.apache.cataline.realm.MemoryRealm. DTOT KJIaCC UCHOJB3YyeT npocTtoil XML-daiin, B koTopom
NepevrcIIeHbl BCE MOJIb30BaTeNN, UX apoJiv, U pojiu, UM HazHadyeHHble. [Ipu 3amycke Tomcat »ToT daiin
CUMTHIBACTCS B TaMsTh, OTCIOJAa M BBITEKACT Ha3BaHHME Kiacca MemoryRealm. XML-daitn BeITIsSauT
MIPUMEPHO CIIEAYIOLIUM 00pa3oM.

<tomcat-users>

<user name="tomcat" password="tomcat" roles="tomcat" />
<user name="rolel" password="tomcat" roles="rolel" />

<user name="both" password="tomcat" roles="tomcat,rolel" />
</tomcat-users>
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Buumanme. B ycranoBke Tomcat mo yMoa4aHuio il BCEX MPUIIOKEHUNM HMCHIOJIb3YETCA Kiacc
MemoryRealm, a 0a3a  TONb30BaTeNied  JUIsi  HEro  pacrmojiaraercs B (aiiie
<tomcat home>/conf/tomcat-users.xml. Ho BBl MoOXeTe IS KaXXIOro MPHUI0KCHUS
ONpeAeNUTh CBOM MEXaHU3M 3allUThl U CBOK OTAENbHYH 0Oa3zy monb3oBarened. [lng storo
HEOO0X0IMMO TTOMEHSTh HEKOTOphIe aTpuOyThl meMeHTa <Realm> B (aiine server.xml. O TOM,
KakK 3TO cJieiaTh, Mbl PACCKaKEM HHXKE.

Kak Bunute, B mpuBeIeHHOM BbIlIe (ailie HET HUYEr0 OCOOCHHO CIOKHOTO. KOpHEBBIM 31€MEHTOM
¢aiina gBIseCTS dMEMEHT <tomcat-users>, B KOTOPOM pacloJIaraeTcsi HECKOJIBKO IJIEMEHTOB <user>.
Kaxaplil 2J1eMeHT <user> COJACPKUT BCIO HEOOXOIUMIO MH(OPMANUIO O MOJIb30BaTENe: UMsI, TapoJib, U
pomu. Huxe B Tabnmne moapoO6HO 00BSICHEHO Ha3HAUYEHHE KaXKI0ro aTpuoyTa.

Taoauna 1. ATpuOyThl 3JIeMeHTa <user>

Atpubyt | Onucanue

name OTOT aTpuOyT CONEPHKUT UMS TOJIb30BATEIS.

password | J1oT aTprlyT COACPKHT HAPOIIb.

roles B »sTomM arpubyTe mepeuyucieHsl PO, KOTOPHIE IPHCBOCHBI JAHHOMY IOJBh30BATEINIO.
[Tonp3oBaTenb MOMYYUT AOCTYI K pECYpCy, €JCH OH MPaBUWIbHO HaOepeT CBOe UM U MapoJib,
U €CJM OJIHA U3 pOJIeH, MPUCBOCHHBIX €My, COBIAJET C POJbIO, YIOMSHYTOW B JJIEMEHTE
<role-name> B (pailyie web.xml JAHHOTO MPUJTIOKEHHS. ECIM MONb30BaTENIO MIPUCBAUBACTCS
HECKOJIBKO POJICH, OHU JIOJKHBI OBITH TIEPEUNCIICHBI Yepe3 3aIsTyIO.

Hagaiite Teneppb pazdepeMcsi moapoOHee, Kak paboTaeT MemoryRealm. [laBaiiTe cozmaaum mpocroe BeO-
NPUJIOXKEHHE 1101 HA3BaHUEM /onjava, U 3alIUTHM €ro maposieM. Bot 9To 1ist 3T0ro Hajgo caenars.

1. OrtkpoiiTe daitn <tomcat home>/conf/server.xml U yOepUTE KOMMEHTAPUU BOKPYT JICMEHTA:

<Realm className="org.apache.catalina.realm.MemoryRealm" />

YOpaB KOMMEHTapHH BBl CHENald JaHHBIH MEXaHU3M MemoryRealm JEUCTBYIOIIMM TIO
YMOJTYAHHUIO JUIsl BCETO KOHTEWHepa. Eciin BBl HE MOXKET€ HAaWTH 3TOT DJIEMEHT B CBOeM (aiine
server.xml, 100aBThe €0 CAMOCTOSITENIFHO Cpa3y ke Mo neMeHToM <Engine>.

2. B karanore <tomcat home>/webapps/ CO3JIaiiTe MOJIKATAJIOT onjava. JTO OyIeT Karajor
HAIIeTO TPWIOKEHHUS. B HeM co3maiiTe BCIO CTPYKTypy IOAKATAIOTOB U (ailioB, KOTOpas
HeoOXoauMa i padoThI MPOCTEHIIIETO BeO-TIprtokeHus (cm. rimasy "").

3. Ortkpoiite ¢dailm  web.xml TPWIOKEHUS onjava M J100aBTE B KOHEI (aiiyia CIeAyroIIme
DJICMCHTHI:

<security-constraint>
<web-resource-collection>
<web-resource-name>OnJava Application</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>onjavauser</role-name>
</auth-constraint>
</security-constraint>

DNEeMEeHT <security-constraint> CIYXXUT A OMNHCAHHUS TOTO, KaKH€ pEeCypchl Balllero
MPUJIOKEHHUS BBl XOTUTE 3aIMTUTh, KAKUM MEXaHU3MOM 3allIUTHI Bbl XOTHTE BOCIIOJIB30BATHCS U
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KOMY BBl XOTUTE Pa3pellnTh JOCTYI K 3allUIICHHBIM pecypcaMm. [Ioka naBaiite paccMOTpUM JiBa
JNOYepHUX diemeHTa. llepBbll - <url-pattern>. OTOT 3JEMEHT ONPEAENAET C IOMOLIBIO
peryisipHoro BeipaxkeHns URL 3ammumiaemoro pecypca. B 1aHHOM npumepe JaHHOE PEryJIspHOE
MPUIOKEHUE O3HAYAEeT, YTO 3ALIUILEHO OyJIeT BCE BEO-NPUIOKEHHE LEINKOM, a HEe KaKOW-TO
OTZENBHBIN pecypc, CTpaHULA WIH KaTtajor. BTOpoW OOYepHHUH HJIEMEHT - <role-name> -
OIpelIesAeT CIMCOK POJIEH, KOTOPBIM pa3pelieH IOCTYIl K JaHHOMY 3alllMIIEHHOMY pecypcy. B
JAHHOM KOHKPETHOM Cllyyae Bce BEO-NPHIIOKEHUE OyAeT NOCTYIHO TOJBKO TEM I0JIb30BaTENIM,
KOTOPBIM IIPUCBOEHA POJIb onjavauser.

4. 3a3JIeMEHTOM <security-constraint> J100aBbTE CICAYIOMIMUMA FJEMEHT <login-config>:

<login-config>
<auth-method>BASIC</auth-method>
<realm-name>OnJava Application</realm-name>
</login-config>

DJeMEeHT <auth-method> — JIOYEPHUH DIIEMEHT <login-config> — 3aJa€T METO, C MOMOIIIO
KOTOpOro Yy IIOJib30BaTeisl OyAeT 3ampammBarchs HMMs M Iapojb. Bo3MOXKHbBIE BapuaHTHI
3HAYEHUH TOrO JIEMEHTA TaKOBBI: BASIC, DIGEST, U FORM. O MeXaHU3Max ayTEeHTU(PUKAIIUU MBI
MOTOBOPUM HIDKE (cM. TiaBy "AyTeHTudukanus" — cTp. 22). DIEMEHT <realm-name> yKa3bIBacT
UMl pecypca, K KOTOPOMY IaHHBI MEXaHW3M ayTeHTHU(PHKAIMWA OyIeT MPUMEHEH. JTO HMs
JOJDKHO coImajgarb € HMEHEM, HCIOJIB30BAHHBIM B JJIEMCEHTC <web-resource-name>. 910
"ycnoxxHeHue" TpeOyeTcs Ha TOT Ciydaid, eCiM Bbl IUIAHUPYETE 3aLIUTUThH MapoJieM HECKOJIBKO
pa3HBIX PECYPCOB U UCIOJIb30BATh PAa3HbIe MEXaHNU3MBbl Ay TEHTHU(DUKALIUY JIJIs] HUX.

5. Ortkpoiite (aiin <tomcat root>/conf/tomcat-users.xml U J00aBbTE CICAYIOUIUI SIEMEHT

<user>:

<user name="bob" password="password" roles="onjavauser" />

DTO 3HAYUT, YTO BBl OOABUIU HOBOTO IMOJIb30BATENsS ¢ HIMEHEM "bob" U maponem " password ".
DTOMy TIOJIB30BATENI0 MPUCBOEGHA pOJIb "onjavauser". OTa poyib COBHAAACT C POJIBIO,
YIIOMSIHYTOH B 3JIEMEHTE <security-contstraint>. A 3TO 3HAYUT, YTO E€CIU TIOJH30BATEIb
MPaBWJIBHO HAOEPET CBOE MMl | MAPOJIh, OH MOJIYUYHUT TOCTYI K IPHUIIOKEHUIO.

6. UYrtoOsI 3aBepIINTh KOH(MUTYPALIMIO 3aIIUTHI, Iepe3anycTute Tomceat.

JaBaiiTe Tenepb NpBOEpUM, Kak padOTaeT Halla 3aluTa NMPUWIOKEHUS onjava. B agpecHoil cTpoke
opoy3epa Habepute ciemyromuii URL:

http://localhost:8080/onjava/login.jsp

Ecau Bce Ob110 clieniaHo MpaBUIBHO, BbI IOJDKHBI YBUICTh Ha KpaHE CIICAYIOIEe JUATIOTOBOE OKHO:

Enter Network Password llil

@ Please tppe pour uger name and passward,
Site: localhost

Realm ralit Adrnivistration Zore

Uszer Name Iadmid

Paszzword I “““““

¥ Save this password in pour password list

0K I Cancel
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B none "User Name" nHaGepure " bob ", B mone Password — "password" u Haxmute kHonky "OK".
OmnsTh ke, ecliu Bce ObLIO CIIENaHO0 MPABUIBHO, BBl IOJKHBI MOJYYUTh TOCTYT K MPHIIOKEHHIO onjava.

Wrak, Bamie TpUIIOKEHHE 3alIUIIEHO C TIOMOIIBI0 MemoryRealm M C HCIOJB30BAHMEM MEXaHH3Ma
ayreHtudukanuu BASIC.

3awumTta c nomowbio JDBCRealm

The second Realm implementation provided with Tomcat is a JDBC realm. The class that implements the
JDBC realm is org.apache.cataline.realm.JDBCRealm. The JDBCRealm class is much like the
MemoryRealm discussed in the previous section, with the exception of where it stores its collection of
users. A JDBCRealm stores all of its users in a user-defined, JDBC-compliant database. There are several
steps involved when setting up a JDBC realm, but once it is configured it is really simple to manage.

Boropoii MexaHHW3M 3amuThI, npenocTaBiaseMbiii Tomcat, ABisieTcss JDBCRealm. IlomHoe mMms kimacca
BBIIVIIAUT  CJIICAIOYIITHUM O6paSOM: org.apache.cataline.realm.JDBCRealm. Knacc JDBCRealm
paboTaeT BO MHOTOM TaK €, Kak M MemoryRealm, O KOTOPMO pedb IIJJa B MPEAbLIYIIEM pa3fede.
HckiroueHne COCTOMT JIHMIIb B TOM, YTO Ui XpaHEHUsS HHPOMpPALUU O MOJIb30BATEISIX JDBCRealm
ucrnonb3yer He xml-daiin, a 6a3y manHbIX. s HacTpoilku paboOTHl JDBCRealm HEOOXOIMMO CIENATh
CIIEyIOIIEE:

e Co3znatp 6a3y TaHHBIX MOJIB30BATEINCH
e CkoHburypupoBaTh Tomcat Ha UCTIOIb30BaHNE JDBCRealm
e Hacrpouts web.xml

Jlns Havama naBaiiTe co3maauM 0as3y HaHHBIX, B KOTOPOW MBI OyJeM XpaHUTh CBEICHHS 000 BCEX
nmoyib3oBaresax. B 0a3e AaHHBIX HaM TOHAAOOWTCS co3mar brpu Tabmunpel. [lepBas Tabmuma OyneT
Ha3BIBATChsl users. B HeW OyIyT XpaHUTHCS WUMs IOJNH30BATENsI M €ro Mmapojib. Huke mepedrclieHb
Ha3BaHUS MMOJICH B TAONIUIE users W UX HA3HAUCHHE.

Taoauna 2. [Tong Tabmune! users

Tlone Onucanue

user_name |[Jojge user name XPAaHUT CTPOKY C MMEHEM IOJIb30BaTeNsd. DTO MMs IOJIb30BaTeNb OyneT
Ha6I/IpaTI: B (I)OpMe. Twun mosst user name - varchar (12).

user_pass |[lone user pass XPaHUT CTPOKY C IMAapoJieM NoJib3oBaTeNns. Tun MOis user pass -
varchar (12).

Brpoas Tabnuua 6a3sl JaHHBIX - roles. B Tabnuie roles XpaHUTCS CIIUCOK BCEX POJICH, KOTOPBIE MOTYT
OBITH MTPUCBOCHHI MOJIb30BaTeNsIM. B TabnuIle roles TOJIBKO OJIHO MMOJE: role name. B 3TOM moine, ueit
THII - varchar (12), XpaHUTCS CTPOKA C HA3BAaHUEM POJIH.

Tpetbs Tabnuna - user roles. Tabmuia user roles — CBA3YIOIIEE 3BEHO MEX Y TaOIHIICH poJeil u
Tabnuiel noiab3oBaTenell. Hiske mpuBOIUCTS CIUCOK MoJieH Ta0IUIbl user roles.

Tab6amua 3. [Tons Tabaunpl user roles

TTomne Onucanne

user_name |[]one user name XPAaHUT CTPOKY C HMMEHEM I[OJIb30Bareisd. Tuma mojas user name -
varchar (12). CTpoka B 3TOM I0OJIE€ IOJ’KHA COOTBECTBOBATH OJTHOMY U3 UMEH, YIIOMSHYTBIX
B Ta6JII/IIle users.
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role name [Joje role name XPAaHHUT CTPOKY C HA3BAaHHUEM POJIH, MPUIMCAHHON 3TOMY MOJIE30BATEIIO.
Tun nonst role name - varchar (12). CTpoka B 3TOM I0JIE JOJIKHA COOTBECTBOBATH OJHOU
U3 poJieil, yMOMSHYTBIX B TaOJIHIIE roles.

CopepxuMoe KaxKI0H 13 3TUX TaOIHIl OyIeT CIEAYOIINM.

Tabauua 4. ConepXxumMoe TaOIHIIbI users

user name user pass
robert password
bob password
tomcat password
joe $joe$

Tabauua S. Conepxumoe TaOIHIbI roles

user name

onjava

manager

tomcat

Taoauna 6. Conepxumoe TabNUIBl user roles
user name user pass

bob onjavauser

joe onjavauser

joe manager

tomcat tomcat

robert onjavauser

Temnepp, KOrJa y HaC Ha pyKax €CTh ONMHMCAaHUE BCEX TAOJHII, MBI MOXKEM MPUCYTIIUTH K CO3TaHUIO 0a3bl
JNAHHBIX tomcatusers. i1 3TOro BaM CHauyajla HaJa0 BblkauaTh U3 VHTepHera (mo anpecy
http://www.mysql.com) U YCTaHOBUTHh Ha cBoei mammHe 0a3zy nmanHbeix MySQL. Kpome Toro, Bam
HeoOxoaumo ycranosuth JDBC npaiisep st MySQL. Ero Mo)kHO HaliTH Ha TOM K€ CaMOM CaiTe.

Buumanue. J[711 JaHHOTO MIpUMeEpPa MBI PEIIIN BOCTIONB30BaThCs 0a30ii qanHbix MySQL. Ho BB
MO3KeTe BbIOpaTh Mo0yro npyryio JDBC-coBMecTuMyt0 0a3y TaHHBIX.

[Tocne Toro, kak MySQL Ob11€T ycTaHOBIEHA, BBITIOJIHUTE CIIEIYIOIIHIE [Iaru:
1. 3amycture KimeHta 0a3pl JaHHBIX mysgl. lIporpamam pacmoioxeHa B Karajore

<mysqgl home>/bin/.
2. Co3zpaiite 0a3y JaHHBIX MOJIB30BATENIEH tomcatusers, BBITIOIHUB CIASAYIONIYIO KOMaHIY:

create database tomcatusers;
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3. Co3spaiite TabMUIy users C MOMOIIBIO CIAEAYIONIEH KOMAaHIBI:

create table users

(
user name varchar (15) not null primary key,
user pass varchar (15) not null

) ;
4. Cozpnaiite TabnuIly roles C TOMOIMIBIO CIEAYIONIECH KOMaH/bI:

create table roles
(
role name varchar (15) not null primary key

) ;
5. Co3zpaiite TabaUIly user roles C MOMOUIBIO CIEAYIOMIEH KOMaHIbI:

create table user roles

(
user name varchar (15) not null,
role name varchar (15) not null,
primary key(user name, role name)

) ;
6. Baecurte naHHble B TAOJIUITY users C TTOMOIIBIO CICTYIONUX KOMaH/I!

insert into users values
insert into users values
insert into users values
insert into users values

"bob", "password");
"joe", H$joe$")’.
"robert", "password");
"tomcat", "password"):;

—_~ e~~~

7. Baecute naHHbIEC B TaOJHILy roles C MOMOIIBIO CIEIYIONMX KOMAH/!

insert into roles values ("onjavauser");
insert into roles values ("manager");
insert into roles values ("tomcat");

8. Bnecute nanHble B Ta0IMIY user roles C TOMOMIIBbIO CIEAYIOMUX KOMAH/I!

insert into user roles values
insert into user roles values("joe", "onjavauser");

("bob", "onjavauser");
(
insert into user roles values("joe", "manager");
(
(

insert into user roles values ("robert", "onjavauser");
insert into user roles values ("tomcat", "tomcat");

Teneps, koraa y Bac chopMupBoana 06a3a 00Jib30BaTescH, JaBaiiTe HACTPOUM KOMIIOHEHT JDBCRealm B
Tomcat-e Ha paboty ¢ He. [l 3TOro HeoOX0IUMO CJIeIIaTh CIICTYIOIIee:

1. Orkpoiite (aiin <tomcat home>/conf/server.xml U 3aKOMMEHTHPYHTE 3e1eMeHT <Realm>,
KOTOBIPH MBI CO3aJIU B NIPEBIIYIIEM pa3zee.

<!-- <Realm className="org.apache.catalina.realm.MemoryRealm" /> -->

2. Cpazy e 3a 3TUM 3JIEMEHTOM TIOMECTHUTE JIPYToil 35ieMeHT <Realm>:

<Realm className="org.apache.catalina.realm.JDBCRealm" debug="99"
driverName="org.gjt.mm.mysqgl.Driver"
connectionURL="jdbc:mysgl://localhost/tomcatusers?user=test&password=test"
userTable ="users" userNameCol ="user name" userCredCol ="user pass"
userRoleTable ="user roles" roleNameCol ="role name"/>
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Yo6enurech, uro JAR-(daiin, B kotopom coxepxkutcst JDBC-npaiiBep 6a3pl JaHHBIX, U KOTOPBIA
YIIOMHHAETCSI B aTpUOyTe driverName, HAXOOUTCA B CLASSPATH M BuieH Tomcat-y. Ecnu BbI
BMecto JDBC-npaiiBepa mnonb3yerec JDBC-ODBC-npaiiBepoM, OH TOXe J[AOJKEH OBITh
pacrosiokeH B CLASSPATH. B arpulyTe connectionURL Bbl JOJDKHBI yKa3aTh UMsI 0a3bl J1aHHBIX,
UM TI0J1b30BaTelIs U Mapoilb, KOTOpbIE OyayT NCIOIb30BaHbl Tomcat-om Juist noakiatodeHus K b/1.
Bripoyem, nms monbp30BaTeNst M Mapoib MOXKHO yKa3aTh U OT/IEIBHO — COTBECTBEHHO B aTpuOyTax

connectionName U connectionPassword.

Hwxe npencrasieHo

ONMCaHME JAPYTUX AONMYCTHUMBIX aTpuOyTOB 3seMeHTa <Realm> mpu

HCITIOJIb30BAHHUHU KOMIIOHCHTA JDBCRealm.

|
Tabdauua 7. ATpuOyTHI 2JIEeMEHTa <Realm> MPU UCTIOIB30BAHUH JDBCRealm

| ATpubyT Onucanue

| classname [TonHOE MMS KJ1acca peamu3yoyero Realm.

| driverName Nwms npaiiBepa, ¢ moMorsio kotroporo Tomcat OyaeT moaKIF0YaThCs K
0a3e MaHHBIX TOJIb30BATEIICH.

| connectionURL URL-cTpoka qist cBsi3u ¢ 02301 JaHHBIX.

|connectionName

Wms nonp30BaTens, KOTOPOE UCTIONb3YeTCsl Ul MOAKIIOUEHUs K 0ase.
Ecnu BbI nons3yerecb MySQL, TO 3T0O MMs 110JIb30BaTENs] MOXKHO yKa3aTh
IpsSIMO B aTpUOYTE connectionURL.

|
connectionPassword

[Tapoib, KOTOPBIN UCIIONIB3YETCs IS MOAKIIoUeHUs K 6a3e. OnaTb-Taku,
eciu Bbl osib3yerech MySQL, TO 3T0 mapoJib MOKHO yKa3aTh NpsiMO B
aTpulyTe connectionURL

userTable Ha3Banue Tabnuiipl, B KOTOPOH COMEPKHUTCS CITUCKO MOJTH30BaTENCH.
| userNamecol [Tone B TabmuIie userTable, B KOTOPOM XPAHUTCS UMS TIOJIB30BATEIS.
|usercredcol [Tosne B Tabuuie userTable, B KOTOPOM XPAHUTCS MAPOJIH MOJIB30BATEIIS.
luserRoleTable Nms  Tabnauubl, B KOTOPOM XpaHHMTCS HHGpOpMalMs O MpBs3Ke
MOJIB30BaTENEH K POJISIM.
lroleNameCol

ITone B TabmuIbl userRoleTable, B KOTOPOM yKa3aHa poJib
M0JIb30BATEIS.

3. UtoOsI 3aBepmuTh KOH(UTYpAIUIO, OCTAHOBUTE Tomcat U 3aIyCTUTE €T0 CHOBA.

Buumanue. Ecnu BBl pemmre MoMeHSATh Mapoiib MOJIb30BATelNs, B Cllydae JDBCRealm H3MEHEHHS
BCTYTIAIOT B CHIIy cpa3y K€ MOCJe TOro, KaK IOJIb30BaTellb 3aBEPIIMII TEKYIOIIYI0 CECCHUIO pabOTHI C
npuioxkenueM. [lepeszamyckars Tomcat He TpeOyercs. B ciiyyae ke ¢ MemoryRealm NpH CMEHE
napoJisi Tpedyercs nepezarpy3utb Tomcat.

AyTteHTndpunkaumsn

Teneps, A1 MPOBEPKU pabOTHl JDBCRealm OTKPOWTE B Opoy3epe BeO-NpHIIOKEHHE onjava. Ha skpaHe
JIOJDKHO TIOSIBUTHCS IMATIOTOBOE OKHO YK€ 3HAKOMOE BaM T10 TPEBIIYIIEMY pPa3ieity.

B mpeapinymieir T7aBe MBI MO3HAKOMHJIMCH C TEM, KakK 3allUTUTh PECypchl MPUIIOKEHHUS OT
HECaHKLIMOHUPOBAHHOTO JIOCTyNa U TMPEAOCTaBUTh JOCTYH K OMNpPENEICHHBIM pecypcaM TOJbKO TeM
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[I0JIb30BATEISIM, KOTOPBIM Ha 3TO JaHO IpaBo. Temepb JaBaliTe MOrOBOPUM O TOM, KakUM oOpa3om
MO’KHO yJIOCTOBEPHUTHCS YTO MOJIb30BATENs SBISIETCS MMEHHO TEM, 32 KOT0 ce0sl BbIIaeT.

Kak mpaBuio B mNpOrpaMMHBIX MPHIOKCHHUAX ayTCHTU(PHUKAIMS OCYIICCTBISCTCS C TOMOIIBIO
KOMOMHAIIMM UMEHH TOJIb30BaTENsl U CEKPETHOTO MAapojisi, U3BECTHOTO 3TOMY IOJB30BATEII0 U TOJBKO
emy. Jlns mpoBepkH KOMOHMHAIIMM MMEHU W TApOJisi HA DKPaH BBIBOJUTCS TUAIOTOBOE OKHO, B KOTOPOE
MOJIb30BaTeNb AobKeH BBecTH User Name (umst monb3oBatensi) u Password (mapons). Ecnun komOuHanus
COBIIAJA€T C TOW, YTO W3BECTHA CHCTEME, JIMYHOCTH IOJIb30BATEISl CUMTACTCS YAOCTOBEPCHHOW M OH
MOJIy4aeT JOCTyHn K CBOMM pecypcaMm, B MPOTUBHOM Ciy4ae MOJB30BATENI0 MPEIaraeTcsi MOBTOPHUTH
MOTIBITKY HECKOJIBKO Pa3, MOCJIEC Yero BEIBOJUTCS COOOICHHE 00 OIIMOKE.

[TomoOHBIN anropuT™M ayTEHTU(PHUKAIMKA MOXKHO 3alpOrpaMMHUpPOBATh B BEO-IPUIIOKEHUH CaMOM C
noMoIIbl0 mapsl GpopMm U ckpuntoB. Ho 3Ta 3amaya HacToabkO BOCTpeOOBaHA, YTO BO MHOTUX BeO-
cepBepax MEXaHMU3M ayTEHTH(HKAIUU BCTPOECH U3HAYalIbHO. DTO OTHOCUTCA U K Tomcat.

In this article, we will walk through the various security settings that we can set up in the Web
Application framework, going into detail on how you can set up FORM-based authentication.

All of the code from this article should work with any Web container that supports the Servlet 2.2 API
and above. This article assumes that you have knowledge of Web applications, servlets, and JSP's.

We will walk through the following items:

e Configuring security on a resource
e The various authentication options
e Using FORM-based authentication
e Enforcing SSL

Configuring security on a resource
To secure a resource we will:

e Restrict resources based on a given URL pattern

o Name the security roles that are allowed access to the resources
o Name all of the security roles in the Web application

o Name all of the users/groups in the roles

Step One: Restrict resources based on a given URL pattern

First of all, we want to protect some resource in our Web container. We restrict an area of our site based
on a URL pattern. So, let's restrict access to any URL that starts with /secure.

All of our configuration will take place in a file named web.xm1 that lives in the magical directory wes-
1NF. This conforms to the Web Application standard defined by Sun (and company). In your web . xm1 file
you will tell the Web container that you want to restrict an area based on the URL pattern, which will
look like:

<security-constraint>

<web-resource-collection>
<web-resource-name>SecurePages</web-resource-name>
<description>Security constraint /secure</description>
<url-pattern>/secure/*</url-pattern>
<http-method>POST</http-method>
<http-method>GET</http-method>

</web-resource-collection>
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The interesting tags here are:

e <url-pattern>:Ifa client accesses a URL that matches this pattern (in this case, accessing any
resource under /secure), the container will make sure the user is authenticated before granting
access to the resource

e <http-method>: Here we declare what HTTP methods the security constraint will apply to. If we
only had "GET" defined, then a POST request will not have to go through the security conditions.
NOTE: If you do not specify a <http-method> then the security constraint will apply to all HTTP
methods.

Step Two: Name the security roles that are allowed access to the resources

Now we have defined the area that we are securing, and what HTTP methods we will allow. We still need
to tell the container who has access to this given resource. To do this we set up abstract security "roles"
for our entire Web application, and list the roles that have access to each <security-constraint>. In
our example we will only let users in the "admin" role have access to /secure (the SecurePages
resource).

After the <web-resource-collection> we place an <auth-constraint> tag that tells the container
"only the admin role has access to this area." For example,

<auth-constraint>

<description>only let the admin users login</description>
<role-name>admin</role-name>

</auth-constraint>

Step Three: Name all of the security roles in the web application

Later on in web.xm1 we define all of the security roles. Our example only has one role (admin), but if you
imagine a real-world example where you have /managers and /peons, each with their own roles, then
you would configure the "manager" and "peon" roles, but the <auth-constraint> for each resource will
only list one role (e.g. under the <security-constraint> that has the pattern /managers/*, the <role-
name> would be "manager").

Here is the simple <security-role> tag showing our only role (admin):

<security-role>
<description>The Only Secure Role</description>
<role-name>admin</role-name>

</security-role>

Step Four: Name all of the users/groups in the roles

So, we have listed all of our security roles, told the server that anyone in that one role is allowed access to
a resource under /secure, but how do we set up the users that are in the given role? A "role" is just this
abstract thing, but we need to tie it to the real security system. This is where we move away from the
standards, and the particular server takes over.

If we are working with BEA WebLogic Server, we tie to the real users via the file weg-
INF\weblogic.xml. That file would have the following xml:

<weblogic-web-app>
<security-role-assignment>
<role-name>admin</role-name>
<principal-name>system</principal-name>
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</security-role-assignment>
</weblogic-web-app>

We tie to the role name admin, and give the usernames, or groups that are part of that role. In this case, |
have only granted access to /secure to the user "system."

To put it all together, so far we have set up the security roles for our Web application, named all of the
users and groups that are part of that role, and set up a security condition: when a browser accesses
/secure, only the users in the admin role will get through!

Authentication Options

Although we have defined the users that are allowed access to a resource, we need to tell the container
how we want to authenticate the users. There are four authentication methods to choose from:

Authentication Description
Method
BASIC Use HTTP basic authentication. If we used this setting then the good ole pop up

window will show trying to access /secure.

FORM It is sometimes nice to be able to build your authentication into your Web pages.
With FORM-based authentication we can do this! We will focus on this mechanism
in the next section.

CLIENT-CERT We can use client digital certificates to authenticate against.
DIGEST Use HTTP digest authentication (advanced form of Bas1c, but hasn't caught on to
much).

This is a nice feature, being able to choose the authentication mechanism at deploy-time. Let's check out
form based authentication, and walk through an example of setting it up.

FORM-based Authentication

We will go through the simple steps required in setting up the standards-based FORM- Related Reading:
based authentication.

1. Configure the web.xml to use FORM-based authentication
2. Build the login form

Step One: Configure the web.xml to use FORM-based authentication

Java Security, 2nd Edition
By Scott Oaks
2nd Edition May 2001

Let's tell the container to use FORM-based authentication in our web . xml file. (o) e o
Number: 15761
550 pages (est.), $39.95

<login-config> (est)
<auth-method>FORM</auth-method>
<form-login-config> _
<form-login-page>/LoginForm.html</form-login-page>
<form-error-page>/LoginError.html</form-error-page>
</form-login-config>
</login-config>

First, we specify "FORM" as the auth-method (instead of BASIC, DIGEST, or CLIENT-CERT), and then
we tell the system that the Web page LoginForm.html has the <FORM> which will authenticate a user.
If we try to access a page under /secure we will first have to fill out the form in LoginForm.html and
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authenticate. If our authentication fails (we do not log in correctly as the system user), then we will be
sent to LoginError.html.

Step Two: Build the login form

Now we build out login form. We have to follow a couple of conventions that are defined in the Servlet
API specification:

e Our <form>'s action field must be j security check
e We must have form fields j username, and j password that hold the username and password to

authenticate with

So, our LoginForm.html will simply look like:

<form method="POST" action="j security check">

Username: <input type="text" name="j username"><br />
Password: <input type="password" name="j password"><br />
<br />

<input type="submit" wvalue="Login">
<input type="reset" value="Reset">

</form>

Let's say a browser tries to access something under /secure in our deployed Web application. The
container will do the following:

1. Save away the resource that the user was trying to access.
Send back the LoginForm.html.

3. When the user fills out the username and password and submits it back, the container tries to
authenticate the user. If the auth fails the LoginError.html is sent back to the browser.

4. If the authenticated user is part of the admin role (e.g. system user), the original resource will be
sent back to the user, otherwise the LoginError.html will.

And that is it! Using FORM-based authentication is easy. You configure the web.xm1 to point to the
correct login form and error page, and then make sure that the form follows the conventions of using
j_security_check,j_username,andji_password.

Embedding Tomcat Into Java Applications
04/03/2002

In this article, we'll extend our Tomcat discussions to the application level by creating a Java application
that manages an embedded version of the Tomcat JSP/servlet container. Tomcat can be broken down into
a set of containers, each with their own purpose. These containers are by default configured using the
server.xml file. When embedding, you will not be using this file; therefore, you will need to assemble
instances of these containers programmatically. The following XML code snippet contains the hierarchy
of the Tomcat containers:
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<Server>
<Service>
<Connector />
<Engine>

</

<Host>
<Context />

</Host>

Engine>

</Service>
</Server>

Note: Each of the previously listed elements contains attributes to set their appropriate
behaviors, but for our purposes, only the element hierarchies and relationships are
important.

This is the structure that we need to create with our embedded application. The <server> and <Service>
elements of this structure are going to be implicitly created, therefore we do not have to create these

objects

ourselves. The steps to create the remainder of the container structure are listed below.

These are the same steps that we must perform in order to create our own embedded version of the
Tomcat container:

Create an instance of an org.apache.catalina.Engine; this object represents the <Engine>
element above and acts as a container to the <Host> element.

Create an org.apache.catalina.Host object, which represents a virtual host, and add this
instance to the Engine object.

Now you need to create n-number of org.apache.catalina.Context objects that will represent
each Web application in this Host.

Once each of your contexts are created, you then need to add each of the created contexts to the
previously created Host. For our example, we'll create a single context that will represent our
onjava application.

The final step is to create an org.apache.catalina.Connector object and associate it with the
previously created Engine. The connector object is the object that actually receives a request
from the calling client.

To create this application, we'll leverage some existing Tomcat classes that have been developed to ease

this typ

e of integration. The main class we will use is the org.apache.catalina.startup.Embedded

class, which can be found in the
<CATALINA_HOME>/src/catalina/src/share/org/apache/catalina/startup(ﬁreCKﬁy.The
following source listing contains our sample application that builds these containers using the
org.apache.catalina.startup.Embedded(ﬂas&

package onjava;

import
import
import
import
import
import
import
import
import

java.net.URL;
org.apache.catalina.Connector;
org.apache.catalina.Context;
org.apache.catalina.Deployer;
org.apache.catalina.Engine;
org.apache.catalina.Host;
org.apache.catalina.logger.SystemOutLogger;
org.apache.catalina.startup.Embedded;
org.apache.catalina.Container;
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public class EmbeddedTomcat {

private String path = null;
private Embedded embedded = null;
private Host host = null;

/**

* Default Constructor
*

*/

public EmbeddedTomcat () {

}

* Basic Accessor setting the value of the context path

* @param path - the path
*/

public void setPath(String path) {

}

this.path = path;

/**

* Basic Accessor returning the value of the context path
*

* @return - the context path

*/

public String getPath() {

}

return path;

/**
* This method Starts the Tomcat server.
*/
public void startTomcat () throws Exception {

Engine engine = null;
// Set the home directory
System.setProperty ('"catalina.home", getPath())

// Create an embedded server

embedded = new Embedded() ;

// print all log statments to standard error
embedded. setDebug (0) ;

embedded. setLogger (new SystemOutLogger()) ;

// Create an engine
engine = embedded.createEngine() ;
engine.setDefaultHost ("localhost") ;

// Create a default virtual host

host = embedded.createHost("localhost", getPath/()
+ "/webapps") ;

engine.addChild (host) ;

// Create the ROOT context

Context context = embedded.createContext("",
getPath() + "/webapps/ROOT") ;

host.addChild (context) ;

// Install the assembled container hierarchy
embedded . addEngine (engine) ;
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// Assemble and install a default HTTP connector
Connector connector =
embedded. createConnector (null, 8080, false);
embedded.addConnector (connector) ;
// Start the embedded server
embedded.start () ;
}

/**
* This method Stops the Tomcat server.
*/
public void stopTomcat () throws Exception {

// Stop the embedded server
embedded.stop () ;
}

Registers a WAR with the container.

application will be registered
@param warFile - the URL of the WAR to be
registered.

*
*
* (@param contextPath - the context path under which the
*
*

*

*/
public void registerWAR(String contextPath, URL warFile)
throws Exception {

if ( contextPath == null ) {
throw new Exception("Invalid Path : " + contextPath);
if( contextPath.equals ("/") ) {
contextPath = "";
if ( warFile == null ) {
throw new Exception("Invalid WAR : " + warFile);
}
Deployer deployer = (Deployer)host;

Context context = deployer.findDeployedApp (contextPath) ;
if (context != null) {

throw new
Exception ("Context " + contextPath
+ " Already Exists!");
}

deployer.install (contextPath, warFile);

/**
* Unregisters a WAR from the web server.
*

* (@param contextPath - the context path to be removed
*/

public void unregisterWAR(String contextPath)
throws Exception {

Context context = host.map (contextPath);
if ( context != null ) {

embedded.removeContext (context) ;

}

else {
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throw new
Exception ("Context does not exist for named path
+ contextPath);

}
public static void main(String argsl[]) {
try {

EmbeddedTomcat tomcat = new EmbeddedTomcat () ;
tomcat.setPath("d:/jakarta-tomcat-4.0.1");
tomcat.startTomcat () ;

URL url =
new URL("file:D:/jakarta-tomcat-4.0.1"
+ "/webapps/onjava") ;
tomcat.registerWAR("/onjava", url);

Thread.sleep(1000000);
tomcat.stopTomcat () ;

System.exit (0) ;
}

catch( Exception e ) {

e.printStackTrace () ;

}

You should begin your examination of the EmbeddedTomcat application source with the main () method.
This method first creates an instance of the EmbeddedTomcat class. It then sets the path of the Tomcat
installation that will be hosting our Tomcat instance. This path is equivalent to the <CATALINA HOME>
environment variable. The next action performed by the main () method is to invoke the startTomcat ()
method. This is the method that implements the container-construction steps described earlier. The steps
performed by this method are listed below.

1. The main () method begins by setting the system property to the value of the path attribute:
2. // Set the home directory
System.setProperty ("catalina.home", getPath());

Note:

Make sure you use the value of <cCATALINA HOME> as the directory value passed to
the setpPath () method.

3. The next step performed by this method is to create an instance of the Embedded object and set the

debug level and current logger.
// Create an embedded server
embedded = new Embedded() ;
embedded.setDebug (5) ;
// print all log statments to standard error

~ o U1 >
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11.

12.
13.
14.
15.

16.

17.
18.
19.

20.
21.

22.

23.
24,
25.

26.

embedded.setLogger (new SystemOutLogger());

Note:

The debug level should be 0, when deploying a production Web application.
Setting the debug level to 0 reduces the amount of logging performed by Tomcat,
which will improve performance significantly.

After the application has an instance of the Embedded object, it creates an instance of an
org.apache.catalina.Engine and sets the name of the default host. The Engine object

represents the entire Catalina servlet container.
// Create an engine
engine = embedded.createEngine () ;
engine.setDefaultHost ("localhost");

After an Engine has been instantiated, we create an org.apache.catalina.Host object, named
localhost, with a path pointing to the <CATALINA HOME>/webapps/ directory, and add it the
Engine object. The Host object defines the virtual hosts that are contained in each instance of a

Catalina Engine.
// Create a default virtual host
host = embedded.createHost ("localhost", getPath() +
"/webapps") ;

engine.addChild (host) ;

The next step performed by the startTomcat () method is to create an
org.apache.catalina.Context object, which represents the RooT Web application packaged
with Tomcat, and add it the to the previously created Host. The rRooT Web application is the only

application that will be installed by default.
// Create the ROOT context
Context context = embedded.createContext ("",
getPath() + "/webapps/ROOT") ;
host.addChild (context) ;

The next step adds the Engine containing the created Host and Context to the Embedded object.
// Install the assembled container hierarchy
embedded.addEngine (engine) ;

After the engine is added to the Embedded object, the startTomcat () method creates an
org.apache.catalina.Connector object and associates it with the previously created Engine.
The <Connector> element defines the class that does the actual handling of requests and
responses to and from a calling client application. In the following snippet, an HTTP connector

that listens to port 8080 is created and added to the Embedded object.
// Assemble and install a default HTTP connector
Connector connector = embedded.createConnector (null,
8080, false);
embedded.addConnector (connector) ;

The final step performed by the startTomcat () method starts the Tomcat container.

embedded.start () ;
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When startTomcat () returns, the main method calls the registerwar () method, which installs the
previously deployed onjava application to the Embedded object. The URL used in this example can point
to any Webapp directory that follows the specification for Java Servlet 2.2 and later.

URL url =
new URL ("file:D:/Jjakarta-tomcat-4.0.1"
+ "/webapps/onjava") ;
tomcat.registerWAR (" /onjava"™, url);

The main application is then put to sleep to allow the embedded server time to service requests. When the
application awakes, the embedded server is stopped and the application exits.

To test this application, you must complete the following steps:

1. Compile the EmbeddedTomcat . java class.
2. Make sure all other instances of Tomcat are shut down.
3. Add the following jar files, all of which can be found in the Tomcat installation, to your

application classpath.

o <CATALINA HOME>/bin/bootstrap.jar
<CATALINA HOME>/server/lib/catalina.jar
<CATALINA HOME>/server/lib/servlet-cgi.jar
<CATALINA HOME>/server/lib/servlets-common.jar
<CATALINA HOME>/server/lib/servlets-default.jar
<CATALINA HOME>/server/lib/servlets-invoker.jar
<CATALINA HOME>/server/lib/servlets-manager.jar
<CATALINA HOME>/server/lib/servlets-snoop.jar
<CATALINA HOME>/server/lib/servlets-ssi.jar
<CATALINA HOME>/server/lib/servlets-webdav.jar
<CATALINA HOME>/server/lib/jakarta-regexp-1.2.jar
<CATALINA HOME>/lib/naming-factory.jar
<CATALINA HOME>/common/lib/crimson.jar
<CATALINA HOME>/common/lib/jasper-compiler.jar
<CATALINA HOME>/common/lib/jasper-runtime.jar
<CATALINA HOME>/common/lib/jaxp.jar
<CATALINA HOME>/common/lib/jndi.jar
<CATALINA HOME>/common/lib/naming-common.jar
<CATALINA HOME>/common/lib/naming-resources.jar
<CATALINA HOME>/common/lib/servlet.jar
o <CATALINA HOME>/common/lib/tools.jar

4. Make sure that your classpath includes the directory containing the compiled EmbeddedTomcat

class.
5. Execute the following command:

O 0O 0O O o0 o 0o O o o o o o o o o o

java onjava.EmbeddedTomcat

If everything went according to plan, you should see some log statements in the console window:

HttpProcessor[8080
HttpProcessor[8080

[ ][0] Starting background thread

[ ][0] Background thread has been started
HttpProcessor[8080] [1] Starting background thread
HttpProcessor [8080] [1] Background thread has been started
HttpProcessor[8080] [2] Starting background thread
HttpProcessor[8080] [2] Background thread has been started
HttpProcessor[8080] [3] Starting background thread
HttpProcessor[8080] [3] Background thread has been started
HttpProcessor[8080] [4] Starting background thread
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HttpProcessor [8080] [4] Background thread has been started

Once you see the previous text, you will be able to access the RoOT and /onjava Web applications using
the following URLs:

e http://localhost:8080/
e http://localhost:8080/onjava/

Note: The onjava application that we are using throughout this article is the Web
application from my previous Tomcat articles.

Up next: in the next Tomcat article, we will continue our embedded discussions by debugging a Web
application that is running in our embedded container.
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