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Andrew Ford

The cardsummarizegnformationin the Apachedocumentation,

which canbefoundathtt p: // www. apache. or g/ docs/ .

Eachdirective is listed with its aguments. Defaults are given
whereappropriatén parentheseat the endof theline, followed

by anindicationof the statusof thedirective (C = core,B = base,

E = extension)andthecontets in whichthedirectiveis valid (c =
in aconfiguratiorfile, v = within avirtual hostsectiond = within

adirectorysectiona = in anaccesgontrolfile).

Optionsanddirectvesthat are nev for Apachel.3 are marked

@, while thosethathave changedaremarked .

Commandline options

httpd [-d directory] [-f file] [-C directive]
-c directive] [-h] [-1] [-S] [-v] [-V] [-X]

-d directory initial valuefor Ser ver Root

-D paramet er defineparametefor <I f Def i ne>

-f file configuratiorfile (conf/ htt pd. conf)

-C directive procesdlirective beforereadingconfigfiles @&
-c directive procesdlirective afterreadingconfigfiles 1.3
-h list availableconfigurationdirectvesandexit

-1 list compiled-inmodulesandexit

-S shaw vhost settings

-t testsyntaxof configuratiorfiles andexit

-V print versionandexit

-V shav compilationsettingsandexit 1.3
-X delug mode

General configuration dir ectives

Docunent Root director g/ usr/ | ocal / apache/ share/ ht docs)Ccv
ServerRoot directory (/usr/local / apache)Ccv
AccessConfigfil ename (conf/access. conf)Ccv
Resour ceConfigfil ename (conf/srmconf)Ccv

I ncl ude filename Ccv @B
TypesConfigfil enane (conf/m me. types)Bcv
PidFilefilenane (I ogs/ httpd. pi d)Ccv
LockFilefilename (I ogs/ accept .l ock)Ccev
ScoreBoardFilefile (I ogs/ apache_stat us)Ccv
Server Admi n emai | - addr Ccv
Server Type {i netd|st andal one } (standal one)Ccv

Ser ver Name nane (determined automatically) C cv
ServerAlias fqdn Ccv
Server Signature {On|CF f |Email } (O f)Ccvda @8
Ser ver Pat h pat hnane Ccv
Server Tokens {M n[i nal ]|CS|Ful | } (Full)Ccv @®
Bi ndAddress {* || P-addr } (*)Ccv

Li sten [l P-addr: Jpor t - nunber Ccev

Port portno (80)Ccv

User {username|#userid} (#-1)Ccv

G oup {group- name |#group-id} (#-1)Ccv
NanmeVi r t ual Host addr [: port] Ccv W
UseCanoni cal Name {On|OFf } (On) Ccvda @
CoreDunpDirectory directory (as ServerRoot)Ccv (M
| dentityCheck {On|OFf } (Gf)Cevd

C ear Modul eLi st Ccv
AddMbdul e nodul e ... Ccv
AddModul el nf o nodul e t ext Bev @®



Sectionaldir ectives

<Directorypattern> ... </Directory> Ecv @D
<DirectoryMatchpattern> ... </DirectoryMatch> Ecv @0
<Filespattern> ... </Files> Ecv @D
<Fi | esMat ch pattern> ... </ FilesMatch> Ecv @0
<Locationpattern> ... </Location> Ecv (@D
<LocationMatch pattern> ... </LocationMatch> Ecv @®
<Mirtual Host pattern> ... </Virtual Host > Ecv
<|fDefineparaneter> ... </1fDefine> Ecv @0
<| f Modul e modul e> ... </IfMdul e> Ecv
<Limt method> ... </Limt> Ecv
Logging dir ectives

ErrorLog {fil enane|sysl og} (I ogs/error_log)Ccv
CustomLog file-or-pipe {format-string|format-nane} Bev D
TransferLogfil e-or-pipe (I ogs/ access_|l og)Bcv

Host nameLookups {On|Cf f |Doubl e}
Ref ererl gnore hostnane ...

(0ff)Cevd @
Ecv

LogFormat format-string ("% % % % \"%\" % %")Bcv O

[f or mat - nane]

LogLevel {emerg|alert|crit]|error|warn|notice (error)Ccv (W

|i nfo|debug}
f ormat - stri ng cancontainliteral text andformatspecifiers:
% RemotelP address
% Numberof bytessent(excludingheaders)
%var }e  Environmentvariablevalue
% Filename
% Remotehost

%hdr }i Incomingheadewalue

% Remotdogname(fromi dent d)

%hdr }o  Outgoingheadenalue

% Canonicabportnumberof sener

% ProcesdD of child sener process

% Firstline of request

Y% Status

% Timein CommonLog Format(CLF) format

%format }t Time(f ormat isstrftime format)

o Time takento sene thereques{in seconds)

% Remoteusername

W URL requested

W CanonicalSer ver Nane of sener
Performancetuning dir ectives
Ti meout secs (300)Ccv
KeepAlive {On|OFf } (On) CcvNote:
KeepAl i veTi neout seconds (15)Ccv
MaxKeepAl i veRequest s nunber (200)Ccv
MaxC i ent s number (256)Ccv
MaxRequest sPer Chi | d nurber Ccv
ExcessRequest sPer Chi | d number Ecv @O
MaxSpar eSer ver s nurher (10)Ccv
M nSpar eSer ver s nurher (5)Ccv
Start Servers nunber (5)Ccv
Li st enBackl og nunber (511)Ccv @B
RLi mi t CPU {secs |max} [{secs|max}] Ccvda
RLi mi t MEM{ byt es |max} [{bytes|max}] Ccvda
RLi mi t NPROC {nprocs |max } [{nprocs |max}] Ccvda
SendBuf f er Si ze byt es Ccv
Thr eadsPer Chi | d nunber (50)Ccv ®



File typing dir ectives

Def aul t Type M ME-t ype (text/htm)Ccvda
ForceType M ME-t ype Bcvda
AddHand! er handl er-name extension ... Bcvda
AddType M ME-type extension ... Bcvda
AddEncodi ng M ME-enc extension ... Bcvda
AddLanguage M ME- | anguage extension ... Bcvda
LanguagePrioritylang ... Bcvda
XBi t Hack {On|OF f [Ful | } (O f)Bcvda
MetaFiles {On|OFf } (O f)Ecvda
MetaDir dir-nane (. web) Ecvda
Met aSuf fi x suffix (. meta) Ecvda
M meMagi cFilefil ename Ecv
ExpiresActive {On|OFf } Ecvda
Expi resBytype M ME-t ype expi ry-code E cvda
Expi resDef aul t expiry-code E cvda
Header {set |append|add|unset } header val ue Ecvda
Mapping dir ectives
Action M ME-type script Bcvda
Aliasurl-path real-path Bcv
AliasMatchurl -regex path-replacenent Bcv
Redirect [status] url-path url Bcvda
Redi rect Mat ch [status] url-regex dest-url Bcvda
Redi rect Permanent url -path url - dest Bcvda
Redirect Tenpurl -path url - dest Bcvda
Script method script Bcvd
ScriptAliasurl-path script-dir Bcv
ScriptAliasMatchurl-regex script-dir Bcv
Set Handl er hand| er - name Bcvda
User Di r {DI SABLED|DI SABLED user ... | (public_htm )Bcv
ENABLED user ...}
ErrorDocunent error-code {string|url } Ccvda
| mpBase {map|referer |url } (http://server)Bcvda
| mapDef aul t {error |nocontent |referer | (nocont ent ) Bcvda
menuurl }
| mapMenu {none|formatted|sen formatted|unformatted} Bcvda
Rewr i t eBase ur| E cvda
RewriteCondtest-string cond-pattern [flags] E cvda
Rewri t eEngi ne {On|OF f } (O'f)Ecvda
RewriteLock filenane Ecv
RewritelLogfil ename Ecv
RewritelLoglLevel digit Ecv
Rewr i t eMap map- name nap-type: map- sour ce Ecv
RewriteQptions option E cvda
RewiteRul epattern substitution [flags] Ecvda
Scripting dir ectives
Browser Mat ch regexp var [=val ue] ... Bev
Br owser Mat chNoCase regexp var [=val ue] ... Bcv
PassEnv varnane . .. Bcv
Set Env var nane val ue Bcv
Set Envl f header name regex var [=val ue] ... Bcv
Set Envl f NoCase header name regex var [=val ue] ... Bev
Unset Env var name . .. Bcv
ScriptLogfilename Bcv
Scri pt LogBuf f er si ze- byt es Bcv
Scri pt LogLengt h | engt h- byt es Bcv
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Dir ectory indexing dir ectives

Directorylndexfile (i ndex. ht M ) Bcvda
ReadmeNane fi | enane Bcvda
Header Nane fi | ename Bcvda
[ ndexI gnore pattern ... Bcvda
Defaul t I conurl Bcvda
AddAI't "string" file ... Bcvda
AddAl t ByEncodi ng "string" M ME-encoding ... Bcvda
AddAl t ByType "string" M Me-type ... Bcvda
Addlconicon file ... Bcvda
Addl conByType i con M ME-type ... Bcvda
Addl conByEncodi ngi con M Me-encoding ... Bcvda
AddDescription"description” file-pattern Bcvda
I ndexOptions option ... (no options) B cvda (T

Valid index optionsare:Fancyl ndexi ng,

| consHei ght =pi xel s, I consW dt h=pi xel s,

| consAreLi nks, ScanHTM.Ti t | es,

Supr essCol urmSor ti ng, Supr essDescri ption,

Supr essHTM.Pr eanbl e, Supr essLast Modi fi ed, SupressSi ze

Accesscontrol directives
AccessFileNanefilename ... (.htaccess)Ccv (@D
Al owOverridedirective-group ... (All)cd
Valid directive groupsare:None, Al | , Aut hConfi g, Fi | el nfo,
I ndexes, Linit, Options
Options {+feature|-feature} ... (Al'l')Ccvda
Valid optionsare:None, Al | , ExecCd , Fol | owSynLi nks,
I ncl udes, I ncl udesNOCEXEC, | ndexes, Mul ti Vi ews,
SynLi nksl f Omner Mat ch

Aut hNare r eal m nane Cda
Aut hType type Cda
Aut hUser Fi l e fil ename Bda
Aut hGroupFil efilenane Bda
Aut hAut horitative {On|Cff } (On)Bda
al lowfrom {all |host ... |env=var } Bda
deny from {all |host ... |env=var } Bda
order {al | ow, deny|deny, al | ow| (deny, al | ow)Bda
mutual -failure}
Require {user user ... |group group ... |valid-user} Cda
Satisfy {All |Any} (A'l)Ccda
Apache-SSLdir ectives
SSLBanGi pher ci pher E cvda
SSLCACertificateFilefile Ecv
SSLCACertificatePat h path E
SSLCertificateFilefilenane Ecv
SSLCertificateKeyFilefilenane Ecv
SSLDi sabl e Ecv
SSLEnabl e Ecv
SSLFakeBasi cAut h Ecv
SSLLogFilefile Ecv
SSLRequi reGi pher ci pher E cvda
SSLRequi redGi phers |i st Ecv
SSLVerifydient nunber Ecv
SSLVeri f yDept h nunber Ecv
Common GatewayInterface (CGI) variables
AUTH_TYPE Authenticatiormethodused
CONTENT _LENGTH Lengthof input streandata
CONTENT_TYPE Internetmediatype of input stream
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GATEWAY | NTERFACE
PATH | NFO
PATH_TRANSLATED
QUERY_STRI NG
REMOTE_ADDR
REMOTE_HOST
REMOTE_| DENT
REMOTE_USER
REQUEST METHOD
SCRI PT_NAMVE
SERVER_NAMVE
SERVER_PORT
SERVER_PROTOCOL
SERVER_SOFTWARE
HTTP_ACCEPT
HTTP_REFERER
HTTP_USER AGENT
MOD_PERL

Apache-SSlLextensions

HTTPS
HTTPS_CI PHER
SSL_CI PHER

SSL_PROTOCOL_VERSI ON

SSL_SSLEAY_VERSI ON
HTTPS_KEYST ZE

HTTPS_SECRETKEYSI ZE

SSL_CLI ENT_DN
SSL_CLI ENT <x509>
SSL_CLIENT_| _DN

SSL_CLI ENT_| _<x509>

SSL_SERVER DN
SSL_SERVER <x509>
SSL_SERVER | DN

SSL_SERVER | _<x509>

CGl version

URL partafterscriptidentifier
PATH | NFOtranslatednto filesystem
Querystringfrom URL (if present)
IP addres®f client

DNS nameof client

Remoteuserid (unreliable)
Nameof theauthenticatediser
HTTPrequestmethod

Virtual pathof the script
Host-nameof the sener
Portnumberof sener
Nameandversionof the protocol
Sener softwarenameandversion
MIME typesthebrowserwill accept
URL of referringdocument
Clientsoftwareidentification
Definedif runningundernmod_per |

Setif HTTPSis beingused
SSL/TLScipherspec
ThesameasHTTPS Cl PHER

Numberof bitsin the sessiorkey
Numberof bitsin the secrekey
DN in client’s certificate
Componenbf client's DN

DN of issuerof client’s certificate
Componenbf client'sissuers DN
DN in sener’s certificate
Componenbf sener's DN

DN of issuerof sener’s certificate
Componenbf sener’sissuers DN

Sewer Sidelncludes (SSI)

Formatis:

Elementsare:
config

<I--#element attr=value ... -->

controlsparsing;attributes: err msg, si zef nt (oneof

byt es or abbrev)

echo

print the value of a variable; attribute var (can be

a CGl variable or one of: DATE_GMWT, DATE_LQOCAL,

DOCUMENT _NAME, DOCUMENT _URI or LAST_MODI FI ED)
set setthevalueof avariable;attributes:var , val ue
printenv printalist of all variablesandtheir values

exec

executea shellcommandor CGI script; attribute: cnd

orcgi (I ncl udesNCEXEC optiondisablesxec)

fsize

print sizeof file; attribute:fil e orvirtual

flastmod print file modificationtime; attributefi | e orvi rtual

i ncl ude includeanothedocumentattributefil e orvirt ual
i f conditional;attribute: expr

elif conditional;attribute: expr

el se conditional

endi f conditional



HTTP 1.1statuscodes

100 Continue 404 Notfound

101 Switchingprotocols 405 Methodnotallowed

200 OK 406 Notacceptable

201 Created 407 Proxyauthenticatiomequired

202 Accepted 408 Requestimeout

203 Non-authoritatie information409 Conflict

204 No content 410 Gone

205 Resetcontent 411 Lengthrequired

206 Partial content 412 Preconditiorfailed

300 Multiple choices 413 Requesentitytoo large

301 Movedpermanently 414 Request-URtoolong

302 Movedtemporarily 415 Unsupportednediatype

303 Seeother 500 Internalsenererror

304 Not modified 501 Notimplemented

305 Useproxy 502 Badgatavay

400 Badrequest 503 Serviceunavailable

401 Unauthorized 504 Gatevaytimeout

402 Paymentrequired 505 HTTP versionnot supported

403 Forbidden

ApacheWeb Resources

http://ww. apache. or g/ Apachehomepage
http:// ww. apache. or g/ docs/ Apachedocumentation
http:// modul es. apache. or g/ ApacheModule Registry

http:// ww. apache-ssl.org/ Apache-SSIHomePage
http://java. apache. org/ The Java-ApacheProject
http://perl.apache. org/ TheApache/PerintegrationProject
http:// ww. php. net/ PHP:Hypertet Processor
http: // ww. apacheweek. conml ApacheWeek

http://ww. netcraft. com Survey/  NetcraftSener Suney
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